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Preface

This volume contains the proceedings of AMAST 2002, the 9th International
Conference on Algebraic Methodology and Software Technology, held during
September 9-13, 2002, in Saint-Gilles-les-Bains, Réunion Island, France. The
major goal of the AMAST conferences is to promote research that may lead to
setting software technology on a firm mathematical basis. This goal is achieved
through a large international cooperation with contributions from both academia
and industry. Developing a software technology on a mathematical basis pro-
duces software that is: (a) correct, and the correctness can be proved mathemat-
ically, (b) safe, so that it can be used in the implementation of critical systems,
(c) portable, i.e., independent of computing platforms and language generations,
(d) evolutionary, i.e., it is self-adaptable and evolves with the problem domain.

All previous AMAST conferences, which were held in Towa City (1989, 1991),
Twente (1993), Montreal (1995), Munich (1996), Sydney (1997), Manaus (1999),
and Iowa City (2000), made contributions to the AMAST goals by reporting and
disseminating academic and industrial achievements within the AMAST area of
interest. During these meetings, AMAST attracted an international following
among researchers and practitioners interested in software technology, program-
ming methodology, and their algebraic, and logical foundations.

There were 59 submissions of overall high quality, authored by researchers
from countries including Algeria, Argentina, Australia, Belgium, Brazil, Canada,
China, Denmark, France, Germany, India, Italy, Japan, Korea, New Zealand,
Poland, Portugal, Russia, Spain, Sweden, Switzerland, The Netherlands, the
USA, and UK. All submissions were thoroughly evaluated, and an electronic
program committee meeting was held through the Internet. The program com-
mittee selected 26 regular papers plus 2 system descriptions. This volume also
includes full papers of six invited lectures given by Gilles Barthe, José Fiadeiro,
Dale Miller, Peter Mosses, Don Sannella, and Igor Walukiewicz.

We warmly thank the members of the program committee and all the referees
for their care and time in reviewing and selecting the submitted papers, Teodor
Knapik for the practical organization of the conference, and all the institutions
that supported AMAST 2002: Conseil Régional de la Réunion, Conseil Général
de la Réunion, Conseil Scientifique de I’Université de la Réunion, and Faculté
des Sciences et Technologies de I’Université de la Réunion.

June 2002 Hélene Kirchner
Christophe Ringeissen
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From Specifications to Code in CASL

David Aspinall and Donald Sannella

Laboratory for Foundations of Computer Science
Division of Informatics, University of Edinburgh

Abstract. The status of the Common Framework Initiative (COFI) and
the Common Algebraic Specification Language (CASL) are briefly pre-
sented. One important outstanding point concerns the relationship be-
tween CASL and programming languages; making a proper connection
is obviously central to the use of CASL specifications for software spec-
ification and development. Some of the issues involved in making this
connection are discussed.

1 Introduction

The Common Framework Initiative, abbreviated COFI, is an open international
collaboration which aims to provide a common framework for algebraic specifica-
tion and development of software by consolidating the results of past research in
the area [AKBIK99]. COFI was initiated in 1995 in response to the proliferation
of algebraic specification languages. At that time, despite extensive past collabo-
ration between the main research groups involved and a high degree of agreement
concerning the basic concepts, the field gave the appearance of being extremely
fragmented, and this was seen as a serious obstacle to the dissemination and use
of algebraic development techniques. Although many tools supporting the use
of algebraic techniques had been developed in the academic community, none
of them had gained wide acceptance, at least partly because of their isolated
usability, with each tool using a different specification language.

The main activity of COFI has been the design of a specification language
called CAsL (the Common Algebraic Specification Language), intended for for-
mal specification of functional requirements and modular software design and
subsuming many previous specification languages. Development of prototyping
and verification tools for CASL leads to them being interoperable, i.e. capable of
being used in combination rather than in isolation. Design of CASL proceeded
hand-in-hand with work on semantics, methodology and tool support, all of
which provided vital feedback regarding language design proposals. For a de-
tailed description of CASL, see [ABIK 03] or [CoF01]; a tutorial introduction
is [BMO1] and the formal semantics is [CoF02]. Section 2 below provides a brief
taste of its main features. All CASL design documents are available from the
main COFI web site [CoF].

The main activity in COFI since its inception has been the design of CASL in-
cluding its semantics, documentation, and tool support. This work is now essen-
tially finished. The language design is complete and has been approved by IFIP

H. Kirchner and C. Ringeissen (Eds.): AMAST 2002, LNCS 2422, pp. 1-14, 2002.
© Springer-Verlag Berlin Heidelberg 2002



2 David Aspinall and Donald Sannella

WG1.3 following two rounds of reviewing. The formal semantics of CASL is com-
plete, and documentation including a book containing a user’s guide and refer-
ence documents are nearing completion. A selection of tools supporting CASL are
available, the most prominent of these being the CAsL Tool Set CATS [Mos004]
which combines a parser, static checker, TEX pretty printer, facilities for print-
ing signatures of specifications and structure graphs of CASL specifications,
with an encoding of CASL specifications into second-order logic [Mos03] pro-
viding links to various verification and development systems including Isabelle
and INKA [AHMS99].

The most focussed collaborative activity nowadays is on tool development,
see http://www.tzi.de/cofi/Tools. There is also some further work on vari-
ous topics in algebraic specification in the CASL context; for two recent examples
see [MS02] and [BST02b]. However, with the completion of the design activity,
there has been a very encouraging level of use of CASL in actual applications.
In contrast with most previous algebraic specification languages which are used
only by their inventors and their students and collaborators, many present CASL
users have had no connection with its design. CASL has begun to be used in in-
dustry, and applications beyond software specification include a tentative role in
the OMDoc project for the communication and storage of mathematical knowl-
edge [[K0h02]. Overall, CASL now appears to be recognized as a de facto standard
language for algebraic specification.

One important aspect of any specification language is the way that specifica-
tions relate to programs. This can be a difficult issue; see [[K598] for a discussion
of some serious problems at the specification/program interface that were en-
countered in work on Extended ML. The approach taken in CASL, which is
outlined in Section 3, involves abstracting away from the details of the pro-
gramming language. This works up to a point, but it leaves certain questions
unanswered. In Section 4 we briefly outline a number of issues with the relation-
ship between CASL specifications and programs that deserve attention. Our aim
here is to raise questions, not to answer them. The discussion is tentative and
we gloss over most of the technical details.

2 A Taste of CAsL

A CASL basic specification denotes a class of many-sorted partial first-order
structures: algebras where the functions are partial or total, and where also
predicates are allowed. These are classified by signatures which list sort names,
partial and total function names, and predicate names, together with profiles of
functions and predicates. The sorts are partially ordered by a subsort inclusion
relation. Apart from introducing components of signatures, a CASL basic speci-
fication includes axioms giving properties of structures that are to be considered
as models of the specification. Axioms are in first-order logic built over atomic
formulae which include strong and existential equalities, definedness formulae
and predicate applications, with generation constraints added as special, non-
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first-order sentences. Concise syntax is provided for specifications of “datatypes”
with constructor and selector functions.
Here is an example of a basic specification:

free types Nat ::= 0 | sort Pos;
Pos ::= suc(pre : Nat)
op pre: Nat —7 Nat
axioms
~def pre(0);
Vn : Nat e pre(suc(n)) =n
pred even__: Nat
var n: Nat
. even 0
. even suc(n) < —even n

The remaining features of CASL do not depend on the details of the features for
basic specifications, so this part of the design is orthogonal to the rest. This is re-
flected in the semantics by the use of a variant of the notion of institution [GB92]
called an institution with symbols [MosO0b]. (For readers who are unfamiliar with
the notion of institution, it corresponds roughly to “logical system appropriate
for writing specifications”.) The semantics of basic specifications is regarded as
defining a particular institution with symbols, and the rest of the semantics is
based on an arbitrary institution with symbols. An important consequence of
this is that sub-languages and extensions of CASL can be defined by restricting
or extending the language of basic specifications without the need to reconsider
or change the rest of the language.

CASL provides ways of building complex specifications out of simpler ones —
the simplest ones being basic specifications — by means of various specification-
building operations. These include translation, hiding, union, and both free and
loose forms of extension. A structured specification denotes a class of many-sorted
partial first-order structures, as with basic specifications. Thus the structure
of a specification is not reflected in its models: it is used only to present the
specification in a modular style. Structured specifications may be named and a
named specification may be generic, meaning that it declares some parameters
that need to be instantiated when it is used. Instantiation is a matter of providing
an appropriate argument specification together with a fitting morphism from the
parameter to the argument specification. Generic specifications correspond to
what is known in other specification languages as (pushout-style) parametrized
specifications.

Here is an example of a generic specification (referring to a specification
named PARTIAL_ORDER, which is assumed to declare the sort Elem and the
predicate __ < __):

spec LIST_-WITH_ORDER [PARTIAL_ORDER] =
free type List[Elem] ::= nil | cons(hd :?Elem; tl :? List|Elem)])
then
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local
op insert : Elem x List|Elem| — List[Elem]
vars z,y : Elem; 1 : List|Elem]
axioms insert(z,nil) = cons(z, nil);
z <y = nsert(z, cons(y, ) = cons(z, insert(y,1));
—(z < y) = insert(x, cons(y, 1)) = cons(y, insert(z,1))
within
op order[-- < _]: List[Elem] — List[Elem]
vars z : Elem;l : List[Elem]
axioms order[__ < _](nil) = nil;
order[_- < _(cons(z,1)) = insert(x, order[__ < _](1))
end

Architectural specifications in CASL are for describing the modular structure
of software, in constrast to structured specifications where the structure is only
for presentation purposes. An architectural specification consists of a list of unit
declarations, indicating the component modules required with specifications for
each of them, together with a unit term that describes the way in which these
modules are to be combined. Units are normally functions which map structures
to structures, where the specification of the unit specifies properties that the
argument structure is required to satisfy as well as properties that are guaranteed
of the result. These functions are required to be persistent, meaning that the
argument structure is preserved intact in the result structure. This corresponds
to the fact that a software module must use its imports as supplied without
altering them.

Here is a simple example of an architectural specification (referring to ordi-
nary specifications named LisT, CHAR, and NAT, assumed to declare the sorts
Elem and List[Elem|, Char, and Nat, respectively):

arch spec CN_LIST =

units
C : CHAR ;
N : NAT ;

F : ELEM — LisT[ELEM]
result F[C fit Elem — Char] and F[N fit Elem — Nat|

More about architectural specifications, including further examples, may be
found in [BST02a].

3 Specifications and Programs

The primary use of specifications is to describe programs; nevertheless CASL
abstracts away from all details of programming languages and programming
paradigms, in common with most work on algebraic specification. The connec-
tion with programs is indirect, via the use of partial first-order structures or
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similar mathematical models of program behaviour. We assume that each pro-
gram P determines a CASL signature Sig(P), and the programming language
at hand comes equipped with a semantics which assigns to each program P its
denotation as a partial first-order structure, [P] € Alg(Sig(P)). Then P is re-
garded as satisfying a specification SP if Sig(P) = Sig(SP) and [P] € [SP],
where Sig(SP) and [SP] C Alg(Sig(SP)) are given by the semantics of CASL.

The type systems of most programming languages do not match that of
CAsL, and partial first-order structures are not always suitable for capturing
program behaviour. In that case one may simply replace the institution that is
used for basic specifications in CASL with another one that is tailored to the
programming language at hand.

Ezample 3.1. A suitable institution for Standard ML (SML) would consist of
the following components.

Signatures: These would be SML signatures, or more precisely environments as
defined in the static semantics of SML [MTTHNM97] which are their semantic
counterparts. Components of signatures are then type constructors, typed
function symbols including value constructors, exception constructors, and
substructures having signatures. The type system here is that of SML, where
functions may be higher-order and/or polymorphic.

Models: Any style of model that is suitable for capturing the behaviour of
SML programs could be used. For example, one could take environments
as defined in the dynamic semantics of SML, where closures are used to
represent functions.

Sentences: One choice would be the syntax used for axioms in Extended ML
[[KST97], which is an extension of the syntax of SML boolean expressions by
quantifiers, extensional equality, and a termination predicate.

Satisfaction: If sentences are as in EML and models are as in the dynamic
semantics of SML, then satisfaction of a sentence by a model is as defined
in the verification semantics of EML [IXST97]. ]

Here is a variant of the sorting specification shown earlier, given for the SML
instantiation of CASL, by adjusting the syntax of basic specifications.

spec LIST_WITH_POLYORDER =
local
val insert : (a X o — bool) — o X « list — « list
vars T,y : «o;l: o list
axioms insert leq (z,nil) = cons(z, nil);
leq(z,y) = insert leq (z, cons(y,1)) =
cons(z, imsert leq (y,1));
=(leq(z,y)) = insert leq (z, cons(y,1)) =
cons(y, insert leq (z,1))
within
op order: (a X a — bool) — « list — « list
vars r:«;l: « list
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axioms order leq (nil) = nil;
order leq (cons(x,1)) = insert leq (z, order leq 1)

Example 3.2. An institution for a simplified version of Java could be defined by
combining and recasting ideas from pJava [NOP00] and JML [LBRO1].

Signatures: A signature would represent the type information for a collection
of classes, including class names, types and names of fields and methods in
each class, and the subclass relationship between classes.

Models: A natural choice for models is based on execution traces within an
abstract version of the Java Virtual Machine [NOP00]. A trace is a sequence
of states, each including a representation of the heap (the current collection
of objects), as well as a program counter indicating the next method to be
executed and a stack containing the actual arguments it will be invoked with.

Sentences: An appropriate choice would be a many-sorted first-order logic
which has non side-effecting Java expressions as terms. When specifying
object-oriented systems, it is desirable to allow both class invariants which
express properties of the values of fields in objects, as well as method pre-post
conditions which express the behaviour of methods. Post conditions need
some way to refer to the previous state (possibilities are to use auxiliary vari-
ables as in Hoare logic [NOP00], or the Old(—) function of JML [LBRO1]),
as well as the result value of the method for non void returning methods. It
would also be possible to add constructs for specifying exceptional behaviour
and termination conditions.

Satisfaction: Roughly, a class invariant is satisfied in a model if it is satisfied
in every state in the execution trace, and a method pre-post condition is
satisfied if the pre-condition implies the post condition for all pairs of states
corresponding to the particular method’s call and return points. In practice,
we need to be careful about certain intermediate states where class invariants
may be temporarily violated; see [LBR01] for ways of describing this, as well
as ways of specifying frame conditions which restrict which part of the state
a method is allowed to alter. O

Ezample 3.3. An institution for Haskell-with-CASL is described in [SMO02]. It is
relates closely to the normal first-order CASL institution, and has been studied
in more detail than our sketches for Java and SML above. Here is an overview:

Signatures: These consist of Haskell-style type classes including type construc-
tors, type aliases, and type schemes for operators. There is a way to reduce
rich signatures to simpler ones close to ordinary CASL, except that higher-
order functions are present.

Models: Models are over basic signatures, and given by intensional Henkin
models. Like the institutions outlined above, this choice reflects a more
computationally-oriented viewpoint, allowing particular models which cap-
ture operational interpretations.

Sentences and satisfaction: Full formulae are similar to those of first-order
CASL, but are reduced to a restricted internal logic on which satisfaction is
defined. O
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This institutional approach takes a model-theoretic view and says nothing about
how sentences can be proved to hold. For this, one would require an associated
entailment system, see [Mes89].

4 Some Unresolved Issues

Defining an institution for specifying programs in a given programming language,
as in the above examples, provides a link between CASL and the programming
language at hand. This gives an adequate framework for analysis of the process
of developing programs from specifications by stepwise refinement using CASL
architectural specifications, see e.g. [BST02a] and [BST02D].

Still, this seems to be only part of a bigger and more detailed story. Notice
that the syntax of programs does not appear anywhere in the institutions out-
lined in Examples 3.1 and 3.2. One would expect a full account to take into
consideration the structure of the programming language, rather than regarding
it as a monolithic set of notations for describing a model.

4.1 Combining Specifications and Programs

We have made the point that specification structure is in general unrelated
to program structure, and it often makes sense to use a completely different
structure for an initial requirements specification than is used for the eventual
implementation. If we are to connect the two formally, however, it is useful to
have a path between them. This is what architectural specifications in CASL are
intended to provide, as a mechanism for specifying implementation structure.
Architectural specifications in CASL can make use of certain model building
operators for defining units. These are defined analogously to the specification
building operators available for structured specifications. They including renam-
ing, hiding, amalgamation, and the definition of generic units. The semantics of
the model building operators is defined for an arbitrary institution with symbols;
but once a specific programming language is chosen, it remains to decide how
the model building operators can be realised [BST02a]. It may be that none,
some, or all of them can be defined directly within the programming language.

Ezample 4.1. (Continuing Example 3.1) In SML, an architectural unit is a struc-
ture (possibly containing substructures) and a generic unit corresponds to a
functor. The ways that units are combined in CASL correspond with the ways
that structures and functors are combined in SML; it is possible to define re-
naming, hiding and amalgamation within the language itself. O

Ezample 4.2. (Continuing Example 3.2) In Java, an architectural unit is perhaps
best identified as a set of related classes belonging to the same package. Java has
visibility modifiers and interfaces which control access to these units, but there
is no dedicated program-level syntax for combining pieces in this higher level
of organization. Instead, the operations for constructing architectural units in
CASL must be simulated by meta-operations on Java program syntax. Moreover,
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there is nothing corresponding to a generic unit: we must treat generic units as
meta-level macros which are expanded at each instantiation. a

Even if the CASL model building operators are definable within the programming
language, it may be preferable to use source-level transformations to realise them.
This choice will be part of explaining how to instantiate CASL to a particular
programming language.

CAsL provides model building operations for combining units, but has no
built-in syntax for constructing basic units. One way to link to a specific pro-
gramming language would be add syntax from the programming language for
basic units (and perhaps also syntax for combining units, e.g. SML functors).
Here’s a simple example of a unit definition using SML syntax (assuming PAR-
TIAL_ORDER has been slightly adapted for SML syntax):

unit PATRORDER : PARTIAL_ORDER =
struct
type Elem = int X int;
fun leq((z1,22), (y1,y2)) = (z1 < 22 orelse
(z1 = 22 andalso yI < y2))
end

This mechanism gives a CAsL-based language for writing specifications with
pieces of programs inside; such specifications induce proof obligations.

Conversely, we would also like to explain so-called “wide-spectrum” ap-
proaches to specification, in which pieces of specification are written inside
programs, as exemplified by Extended ML and JML. Although adopting the
wide-spectrum approach throughout a formal development may risk early com-
mitment to a particular program structure, it is appealing for programmers
because they can be introduced to specification annotations gradually, rather
than needing to learn a whole new language.

If we have an institution Z py, for a programming language PL, we can imagine
a crude way of adding assertions to the language by attaching sentences ¢ from
Ipr, to programs P. In reality, we would want to attach sentences more closely
to the area of the program they refer to, which depends on the specific language
being considered.

The two scenarios we have discussed can be visualized like this:

Wide_spectrum PL e > CASL(IPL) + PL
PL e - Tpp,

Here, “wide-spectrum PL” is a programming language PL extended with specifi-
cation annotations, and CASL(Zpy,) is a CASL extension for the institution Zpy,.
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To make each side work, we need to consider how to combine the static seman-
tics of the languages to interpret pieces of programs or specifications in their
surrounding context. We have two frameworks for specifying, on the boundary
of programming and specification, but they are not quite the same.

4.2 Models of Programs vs. Models of Specifications

The activities of specification and programming are quite different. Specifica-
tion languages put a premium on the ability to express properties of functions
and data in a convenient and concise way, while in programming languages the
concern is with expressing algorithms and data structures. This “what vs. how”
distinction leads to obvious differences in language constructs. More subtle dif-
ferences arise on the level of models. As explained in Section 3, the CASL ap-
proach is to use the same kind of models for programs and for specifications.
The following example from [ST96] shows how this might lead to problems.

Ezxample 4.3. Let ¢equiv be a sentence which asserts that equiv(n, m) = true iff
the Turing machines with Godel numbers n and m compute the same partial
function (this is expressible in first-order logic with equality). Now consider the
following specification:

local
op equiv: Nat x Nat — Bool
axioms ¢equiv
within
op opt: Nat — Nat;
vars n: Nat
axioms equiv(opt(n),n) = true

This specifies an optimizing function opt transforming TMs to equivalent TMs.
(Axioms could be added to require that the output of opt is at least as efficient
as its input.) If the models in use require functions to be computable, as in
Examples 3.1 and 3.2, then this specification will have no models because there
is no computable function equiv satisfying ¢equiv. Yet there are computable
functions opt having the required property, for instance the identity function on
Nat. Thus this specification disallows programs that provide exactly the required
functionality.' O

This example demonstrates that there is a potential problem with the use of
“concrete” models like those in the operational semantics of Standard ML. The
problem does not disappear if one uses more “abstract” models, as in denota-
tional semantics and Example 3.3. Such models impose restrictions on function
spaces in order to interpret fixed point equations. Further restrictions are im-
posed in a desire to reflect more accurately the constraints that the program-
ming language imposes, for example functions in a polymorphic language like

! One way out might be to use a predicate for equiv instead of a function, extending
models to interpret predicates in such a way that predicates are not required to be
undecidable.
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SML might be required to be parametric, i.e. behave uniformly for all type in-
stances [BFSS90]. Imposing such restrictions, whatever they are, gives rise to
examples like the one above. Whether or not such an example illustrates a prob-
lem that needs to be solved is a different question. There is also an effect on the
meaning of quantification: Vf : 7 — 7 . ¢ is more likely to hold if the quantifier
ranges over only the parametric functions [Wad89, PA93].

A different problem arises from the use of the same signatures for programs
and specifications. For specification purposes, one might want richer signatures
with auxiliary components (that are not meant to be implemented) for use in
specifying the main components (that are meant to be implemented). An ex-
ample is the use of predicates specifying class invariants in JML [LBRO1]. The
addition of such auxiliary components does not seem to present substantive prob-
lems, but it is not catered for by the simple view of the relationship between
specifications and programs presented in Section 3.

4.3 Relationships between Levels and between Languages

A classical topic in semantics is compiler correctness, see e.g. [BLG9, Mor73],
where the following diagram plays a central role:

PL—S—pr/
[ I
M ~——M'

Here, PL is the source language, PL’ is the target language, ¢ is a compiler,
[[] and []" are the semantics of PL and PL’ respectively, and e is some kind
of encoding or simulation relating the results delivered by [-] and [-J'. The
compiler ¢ is said to be correct if the diagram commutes, i.e. if for any P € PL
the result of interpreting P is properly related by e to the result of interpreting
c¢(P) e PL'.

Given institutions for PL and PL’, we may recast this to require compilation
to preserve satisfaction of properties. One formulation would be to require that
for all programs P € PL and sentences ¢ over Sig(P),

[PlEe = [PI'E¢

where P is the result of compiling P and $ is a translation of the property ¢
into the terms of P. If the set of sentences over Sig(P) is closed under negation
then this is equivalent to what is obtained if we replace = by <, and then this
is a so-called institution encoding [Tar00] (cf. [GRO2] where the name “forward
institution morphism” is used for the same concept).

An issue of great practical importance is “interlanguage working” in which
programs in one programming language can work directly with libraries and
components written in another. One way to achieve this is via a low-level inter-
mediate language which is the common target of compilers for the programming
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languages in question. Microsoft’s .NET platform is an example, with the CIL
common intermediate language [MGO1]. In such a framework, faced with an

architectural specification of the form:

arch spec ASP =

units
U1l :SP1 ;
U2 : SP2

result ... U1...U2...

one might consider implementing U1 in one language and U2 in a different
language. If U1 satisfies SP1 and U2 satisfies SP2, then it would be possible to
combine U1l and U2 as indicated in ASP to obtain a program in the common
intermediate language, with (under appropriate conditions) U1 satisfying SP1
and U2 satisfying Sp2.

5 Conclusion

We have considered various issues in connecting programming languages to
CAsL, including the possibility of connecting several languages at once to al-
low inter-language implementations.

Once we have characterised a setting for working with specifications and pro-
grams, there is more to do before we have a framework for formal development.
Perhaps the most important question is: what do we actually want to do with
our specifications?

There are various possibilities. We can use specifications as a basis for test-
ing [Gau9s]; they might be used to generate code for run-time error check-
ing [WLAGO93, LLPT00], or they may be used as a basis for additional static
analysis [DLNS98].

The traditional hope is to be able to prove properties about specifications,
and to prove that implementations satisfy specifications. A common approach
for this is to connect the specification language to an already existing theorem
prover. There is a range of strategies here. The extremes are represented by a
shallow embedding which formalizes just the semantics of the represented lan-
guage directly within a theorem prover’s logic, and a deep embedding, which
formalizes the syntax of the language being represented, together with a mean-
ing function which describes its semantics within the theorem prover’s logic
[RAMT92]. Shallow embeddings have the advantage of direct reasoning within
the theorem prover’s logic, but require a degree of compatibility between the
logic and the language being formalized. A deep embedding, by contrast, is
more flexible, but typically more difficult to use, so that proof principles for
the represented language may have to be derived. Deep embeddings may also al-
low formalization of meta-properties of the language being represented, although
whether this is useful or not depends on the application. Among the existing work
in connecting theorem provers to languages, the work on CATS [Mos00a] and
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HasCasL [SMO02] use shallow embeddings, whereas the work on pJava [NOPOO]
and ASL+ppc [Asp97] use deep embeddings; in the case of pJava the object
of the formalization is to prove meta-properties about Java, rather than reason
about Java programs.
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Automata and Games for Synthesis

Igor Walukiewicz

LaBRI, Université Bordeaux I, France

Abstract. The synthesis of controllers for discrete event systems, as
introduced by Ramadge and Wonham, amounts to computing winning
strategies in simple parity games. We describe an extension of this frame-
work to arbitrary regular specifications on infinite behaviours. We also
consider the extension to decentralized control. Finally, we discuss some
means to compare quality of strategies.

1 Synthesis of Discrete Controllers

At the end of the eighties, Ramadge and Wonham introduced the theory of
control of discrete event systems (see the survey [17] and the books [9] and [7]).
In this theory a process (also called a plant) is a deterministic non-complete
finite state automaton over an alphabet A of events, which defines all possible
sequential behaviours of the process. Some of the states of the plant are termed
marked.

The alphabet A is the disjoint union of two subsets: the set A.on: of con-
trollable events and the set A,.,. of uncontrollable events. A is also the disjoint
union of the sets A,ps of observable events and A, of unobservable events.

A controller is a process R which satisfies the following two conditions:

(C) For any state g of R, and for any uncontrollable event a, there is a transition
from ¢ labelled by a.

(O) For any state g of R, and for any unobservable event a, if there is a transition
from ¢ labelled by a then this transition is a loop over gq.

In other words, a controller must react to any uncontrollable event and cannot
detect the occurrence of an unobservable event.

If P is a process and R is a controller, the supervised system is the product
P x R. Thus, if this system is in the state (p,r) and if for some controllable
event a, there is no transition labelled by a from 7, the controller forbids the
supervised system to perform the event a. On the other hand, if an unobservable
event occurs in the supervised system, the state of the controller does not change,
as if the event had not occurred.

Of course, a supervised system has less behaviours than its plant alone. In
particular a supervised system may be made to avoid states of the plant which are
unwanted for some reason. One can also define a set of admissible behaviours
of the plant, and the control problem is to find a controller R such that all
behaviours of the supervised system are admissible. So the basic control problem
is the following:

H. Kirchner and C. Ringeissen (Eds.): AMAST 2002, LNCS 2422, pp. 15-20, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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Given a plant P and a set S of behaviours, does there exist a controller R
satisfying (C') and (O) such that the behaviours of the supervised system
P x R are all in S?

The synthesis problem is to construct such a controller if it does exist. Some
variants of this problem take into account the distinction between terminal and
non terminal behaviours of the plant (in [17] they are called marked and non
marked behaviours).

2 Generalization of the Setting

In the approach described above the constrains on the behaviour of the super-
vised system say that all finite paths in the system are in some regular language,
and/or that all words of a given language are paths of the system. Such types
of constrains can be expressed by formulas of the modal p-calculus: for each
such constraint there is a formula @ such that the supervised system satisfies @
if and only if its behaviour satisfies the constraint. Therefore, one can extend
(cf. [1]) the Ramadge-Wonham’s approach by using any formula of the modal
p-calculus to specify the desired property of the supervised system. Hence, the
control problem becomes:

Given a plant P and a formula @ ;| does there exist a controller R satis-
fying (C) and (O) such that P x R satisfies @7

It turns out that the condition (C) is also expressible in the modal p-calculus
by the formula va.(A,c 4 (b)tt A A cslc]x). Therefore, a natural formulation
of the problem can be:

unc

(P) Given a plant P and two formulas ¢ and ¥, does there exist a
controller R satisfying ¥ such that P x R satisfies &7

An example of such a formula ¥ characterizing the controller is the following.
Let a, ¢, f be three events where only c is controllable. The event f symbolizes a
failure of the device which controls ¢ so that after an occurrence of f, the event ¢
becomes uncontrollable. The formula expressing this phenomenon is ve.({(a)x A
[cle A {fHry.({a)y A{c)y A{f)y)). Another example is the case where only one out
of two events ¢; and ¢y is controllable at a time. This is expressed by va.({(a)z A
(((er) A lesl) V (fer]a A (e2)a)).

It remains to deal with the condition (O) which, unfortunately, is not ex-
pressible in the modal p-calculus because it is not invariant under bisimula-
tion. That is why the modal p-calculus needs to be extended to a modal-loop
p-calculus. This extension consists in associating with each event a a basic propo-
sition O, whose interpretation is that there is a transition a from the considered
state ¢ and the transition is a loop to the same state q. Having this, the con-
dition (O) can be expressed as va.(A\,c 4., [a]lz A A,ca,, ([alfalsev Oq). We
can also express that an observable event becomes unobservable after a failure:
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ve.(--- Alalz A {(f)ry.(- - A ([a]falseV Oq) A (f)y)), or that at most one out of
two events a and b is observable: [a]falseV O, V[b]falseV Op.

Therefore we consider problem (P) as the general form of a control problem
when @ and ¥ are modal-loop formulas.

It turns out, fortunately, that modal-loop p-calculus has quite similar prop-
erties to the ordinary p-calculus. For instance, and it is very convenient, modal
automata have the same expressive power as the modal p-calculus, and more-
over, translating p-formulas into automata and vice-versa is quite easy. One can
introduce modal-loop automata [1] which are an extension of standard modal
automata with the ability to test for existence of a loop. These loop automata
are equivalent in expressive power to the loop p-calculus in the same way as
standard automata are equivalent to the standard p-calculus [2]. The reason for
this is simply that one can consider the property of having a loop as a local
property of states, i.e., as unary predicates on states.

The two crucial properties of alternating automata, that are also shared by
loop alternating automata are:

Eliminating alternation Every loop automaton is equivalent to a nondeter-
ministic loop automaton.

Sat The emptiness of a nondeterministic loop automaton can be effectively
decided and a process accepted by the automaton can be effectively con-
structed.

Paper [1] presents the construction of a modal-loop formula ¢/P that is
satisfied by precisely those controllers R for which P x R FE @. This way a
process R is a solution of the synthesis problem P if and only if R E (®/P) A W.

By the properties above, (#/P) A ¥ can be effectively transformed into a
nondeterministic loop automaton and a controller R can be synthesized. This
transformation may cause an exponential blow-up in size, and the powerset con-
struction given in [4] for dealing with the condition (O) is indeed a special case of
this transformation. Checking emptiness of a nondeterministic loop automaton
is essentially the same as solving the associated parity game. A winning strategy
in the game gives a desired controller.

Therefore, all control problems of the form (P) are indeed satisfiability prob-
lems in the modal-loop p-calculus and synthesis problems amount to finding
models of modal-loop formulas. Effectiveness of solving these problems is en-
sured by the above properties. Indeed, finding such models consists in finding
winning strategies in parity games, probably the most fascinating problem in
the p-calculus [21]. (Reciprocally, finding a winning strategy is itself a control
problem: your moves are controllable and the moves of your opponent are not!)

3 Comparing Controllers

When considering program synthesis, correctness and size of the program is not
the only criterion. As mentioned above, solving synthesis problem amounts to
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finding a winning strategy in some game. In the framework of discrete controller
synthesis of Ramadge and Wonham one is usually interested in the most permis-
sive winning strategy, i.e., the one that allows most behaviours. This way one
avoids the trivial solution which is a controller that forbids everything. In case
of specifications involving infinitary conditions there may be no most permissive
winning strategy. Actually it turns out that under suitable definitions most per-
missive strategies exist only for safety specifications. This is one of the reasons
why discrete controller synthesis theory concentrates on safety properties.

Still, the setting of safety specifications and safety games may not be sufficient
for some control synthesis problems. In fact, infinitary conditions such as fairness
or liveness cannot be expressed in the context of safety games. This justifies the
above described extension of the setting to u-calculus expressible properties and
to parity games. This class of games is sufficiently expressive, as every game with
regular conditions can be encoded as a parity game [15,19].

Even though there may be no most permissive strategy in a parity game, it
still may be reasonable to compare strategies by looking at the set of behaviours
they allow. A strategy permitting more behaviours is better because it is less
prone to transient errors (i.e. errors that do not permit a controller to make
some choices for a limited period of time). Imagine that we are in such an error
situation. A more permissive strategy instead of waiting until the error will be
resolved may be able to take a different action. More permissive strategy is also
good for modular design. Imagine that later we are going to refine computed
strategy (controller). If a strategy is too restrictive then it may not allow some
admissible behaviours, and hence may not allow the required refinement.

In [5] a notion of a permissive strategy is proposed. A strategy for a given
game is permissive if it allows all the behaviours of all memoryless winning
strategies in the game. It turns out that for every game there is a permissive
strategy with finite memory. This strategy can be computed in O(n%/?+1) time
and O(ndlog(n)) space, where n is the number of vertices in the game and d is the
number of different integers that are labelling vertices of the game. This matches
known upper-bound for the simpler problem of computing a set of positions from
which the given player has a winning strategy. The algorithm actually turns out
to be the same as the strategy improvement algorithm of Jurdzinski [3].

4 Decentralized Control

In Ramadge and Wonham setting one can also consider the synthesis of de-
centralized controllers [3,18]: a plant can be supervised by several independent
controllers (instead of only one). The difficulty is that each controller has its
own set of controllable and observable events. Hence the decentralized control
problem is to find Ry, ..., R, such that the supervised system P x Ry X --- X R,
satisfies the specification S and for each i, R; satisfies (C;) and (O;). More
generally, in our setting, a decentralized control problem is:
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Given a plant P and modal-loop formulas @, ¥y, ..., ¥,, do there exist
controllers R; satisfying ¥; (i = 1,...,n) such that P x Ry X -+ X R,
satisfies @7

To solve this problem one can construct [1] a formula ¢/¥ which is satisfied
by a process R if and only if there exists a process P such that P £ ¥ and
P x RE &. So, in the case when ¥ has only one model P, the meaning of /¥
is equivalent to @/P. If ¥ has more models then our construction works only in
the case when ¥ is a formula of the standard p-calculus, i.e., ¥ does not mention
loops. Without this restriction the formula ¢/% may not exist, since the set of
all the processes R as described above may not be regular.

The construction of @/¥ allows us to solve a decentralized control problem
when at most one of the formulas ¥; contains loop predicates. One can show that
if one allows two such formulas then the existence of a solution to the problem
is undecidable [13,20,1].

5 Related Work

The results described above are presented in two papers [1,6]. The first extends
the framework of Ramadge and Wonham [17] in two directions. It considers in-
finite behaviours and arbitrary regular specifications, while the standard frame-
work deals only with specifications on the set of finite paths of processes. It also
allows dynamic changes of the set of observable and controllable events. The
second paper introduces and studies the notion of permissive strategies.

Kupferman and Vardi [10,11] consider a problem very similar to the prob-
lem P. They use different terminology, still it essentially amounts to the same
setting but with a fixed set of observable and controllable actions. They do not
consider the problem of synthesizing decentralized controllers.

Pnueli and Rosen [16] consider the problem of decentralized synthesis on
given architectures. They show several decidability/undecidability results de-
pending on the shape of the architecture. Their setting is quite different from
the one we have here. It is not clear that their architectures can simulate con-
trollability /observability assumptions. There are also architectures that cannot
be expressed by controllability /observability assumptions. They consider only
linear time specifications. Branching specifications in this setting are considered
in [12].

Finally Maler, Pnueli and Sifakis [14] consider the problem of centralized
synthesis in the presence of time constraints. They consider only linear time
specifications and only the case when all the actions are observable.
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Abstract. Modular SOS is a recently-developed variant of Plotkin’s
Structural Operational Semantics (SOS) framework. It has several prag-
matic advantages over the original framework—the most significant being
that rules specifying the semantics of individual language constructs can
be given definitively, once and for all.

Modular SOS is being used for teaching operational semantics at the un-
dergraduate level. For this purpose, the meta-notation for modular SOS
rules has been made more user-friendly, and derivation of computations
according to the rules is simulated using Prolog.

After giving an overview of the foundations of Modular SOS, this pa-
per gives some illustrative examples of the use of the framework, and
discusses various pragmatic aspects.

1 Introduction

Structural Operational Semantics (SOS) [21] is a well-known framework that can
be used for specifying the semantics of concurrent systems [1,9] and program-
ming languages [10]. It has been widely taught, especially at the undergraduate
level [7,20,21,22,23]. However, the modularity of SOS is quite poor: when extend-
ing a pure functional language with concurrency primitives and/or references,
for instance, the SOS rules for all the functional constructs have to be completely
reformulated [2].

As the name suggests, Modular SOS (MSOS) [13,14] is a variant of SOS
that ensures a high degree of modularity: the rules specifying the MSOS of
individual language constructs can be given definitively, once and for all, since
their formulation is completely independent of the presence or absence of other
constructs in the described language. When extending a pure functional language
with concurrency primitives and/or references, the MSOS rules for the functional
constructs don’t need even the slightest reformulation [17].

In denotational semantics, the problem of obtaining good modularity has
received much attention, and has to a large extent been solved by introducing so-
called monad transformers [11]. MSOS provides an analogous (but significantly
simpler) solution for the structural approach to operational semantics.
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National Research Foundation
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The crucial feature of MSOS is to insist that states are merely abstract syntax
and computed values, omitting the usual auxiliary information (such as environ-
ments and stores) that they include in SOS. The only place left for auxiliary infor-
mation is in the labels on transitions. This seemingly minor notational change—
coupled with the use of symbolic indices to access the auxiliary information—is
surprisingly beneficial. MSOS rules for many language constructs can be speci-
fied independently of whatever components labels might have; rules that require
particular components can access and set those components without mentioning
other components at all. For instance, the MSOS rules for if-expressions do not
require labels to have any particular components, and their formulation remains
valid regardless of whether expressions are purely functional, have side-effects,
raise exceptions, or interact with concurrent processes. Rules specifying the se-
mantics of all individual language constructs can be given definitively in MSOS,
once and for all.

MSOS is being used by the author for teaching operational semantics at the
undergraduate level (5th semester) [19]. The original, rather abstract notation
used for accessing and setting components of labels in MSOS rules [13,14] has
been made more user-friendly, to increase perspicuity. Experimentally, derivation
of computations according to MSOS rules is being simulated using Prolog, so that
students can trace how the rules shown in examples actually work, and check
whether their own rules for further language constructs provide the intended
semantics.

Section 2 gives an overview of the foundations of MSOS, recalling the basic
notions of transition systems and introducing meta-notation. Section 3 provides
illustrative examples of MSOS rules for some constructs taken from Standard
ML. Section 4 discusses various pragmatic aspects of MSOS, including tool sup-
port and the issue of how to choose between the small-step and big-step (“natural
semantics”) styles. Section 5 concludes by indicating some topics left for future
work.

2 Foundations

This section gives an overview of the foundations of MSOS. It explains the differ-
ences between conventional SOS and MSOS, and introduces the meta-notation
that will be used for the illustrative examples in Sect. 3. A previous paper on
MSOS [13] gives a more formal presentation, focussing on points of theoretical
interest.

SOS and MSOS are both based on transition systems. As the name suggests,
a transition system has a set of states Q and a set of transitions between states;
the existence of a transition from Qi to Qs is written® Q1 — Q2. A labelled
transition system has moreover a set of labels X, allowing different transitions

! For economy of notation, let us exploit names of sets such as Q also as meta-variables
ranging over those sets, distinguishing different meta-variables over the same set by
subscripts and/or primes.
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Q1 —X— Q2 (usually written @ X, Q2) between @1 and Q2. Labels on
transitions are optional in SOS, but obligatory in MSOS.

A computation in a transition system is a finite or infinite sequence of com-
posable transitions (; — @;+1. With labelled transitions @; —X;— Q;+1, the
trace of the computation is the sequence of the labels X;. In an initial transition
system, computations are required to start from initial states I. In a final tran-
sition system, (finite) computations have to end in final states F, from which
there can be no further transitions. Non-final states with no transitions are called
stuck.

States in SOS and MSOS generally involve both abstract syntaz (trees) and
computed values. The abstract syntax of an entire program is used to form the
initial state of a computation. Initial states involving parts of programs (declara-
tions, expressions, statements, etc.) are required too, due to the structural nature
of SOS and MSOS, whereby the transitions for a compound construct generally
depend on transitions for its components. Final states for programs and their
parts give computed values: declarations compute binding maps (i.e. environ-
ments), expressions compute the expected values, whereas statements compute
only a fixed null value.

With the so-called big-step (or “natural semantics” [3]) style of SOS and
MSOS, computations always go directly from initial states to final states in a
single transition. The original small-step style favoured by Plotkin[21] requires
computations to proceed gradually through intermediate states. Since initial
states involve abstract syntax and final states involve computed values, it is
unsurprising that intermediate states involve a mixture of these, in the form
of abstract syntax trees where some nodes may have been replaced by their
computed values. We refer to such mixed trees as value-added (abstract) syntax
trees; they include pure syntax trees and computed values.

So much for the main features that SOS and MSOS have in common. Let
us now consider their differences, which concern restrictions on the structure of
states and labels, and whether labels affect the composability of transitions or
not:

— In MSOS, states are restricted to value-added abstract syntax trees. Initial
states are therefore pure abstract syntax, and final states are simply com-
puted values. SOS, in contrast, allows states to include auxiliary components
such as stores and environments.

— MSOS requires labels to be records (i.e. total maps on finite sets of indices,
also known as indexed products). The components of these records are un-
restricted, and usually include the auxiliary entities that would occur as
components of states in SOS. Labels are often omitted altogether in SOS
descriptions of sequential languages.

— In MSOS, transitions are composable only when their labels are composable,
as described below. In SOS, composability of transitions is independent of
their labels, and depends only on the states involved.

Each component of labels in MSOS has to be classified as inherited, variable, or
observable. The classification affects composability of labels, as follows:
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— When a component is classified as inherited, two labels are composable only
when the value of this component is the same in both labels.

— A component classified as variable has both an initial and a final value in
each label, and two labels X7, X5 are composable only when the final value
of the component in X; is the same as its initial value in X5. When the
index for the initial value of the component is 7, the index for the final value
is written 7’

— The possible values of a component classified as observable form a monoid
(e.g. lists under concatenation). Its actual values do not affect composability.

When two labels X, X5 are composable, their composition is determined in the
obvious way, and written X7;X5.

A further significant difference between SOS and MSOS is that MSOS pro-
vides a built-in notion of unobservable transition, characterized simply by the
components of the label: each variable component must remain constant, and
each observable component must be the unit of the corresponding monoid
(e.g. the empty list). The distinction between arbitrary labels X and labels U
for unobservable transitions is crucial when formulating specifications in MSOS;
it may also be used to define so-called observational equivalence.

Readers who are familiar with Category Theory may like to know that labels
in MSOS are indeed the morphisms of a category, with the unobservable labels
as identity morphisms (corresponding to the objects of the category, which are
not referred to directly). Simple functors called basic label transformers can be
used for adding new components to labels [13,14]. Surprisingly, it appears that
this straightforward use of categories of labels had not previously been exploited
in work on transition systems.

One of the most distinctive features of SOS is the way that axioms and
inference rules (together referred to simply as rules) are used to specify transition
systems that represent the semantics of programming languages. The premises
and conclusions of the rules are assertions of transitions t; —t— to or t; —
to, where t,tq,to are terms that may involve constructor operations, auxiliary
operations, and meta-variables. Rules may also have side-conditions, which are
often equations or applications of auxiliary predicates. It is common practice to
write the side-conditions together with the premises of rules, and one may also
use rules to defined auxiliary operations and predicates, so the general form of
a rule is:

Cly...,Cp
— (1)
¢
where each of ¢,c1,...,¢,(n > 0) may be a transition ¢ —t— o or t; — ta,
an equation ¢; = to, or an application p(tq,...,t;) of a predicate p. Provided

that the rules do not involve negations of assertions in the premises, they can
be interpreted straightforwardly as inductive definitions of relations, so that
assertions are satisfied in models if and only if they follow from the rules by
ordinary logical inference. (The situation when negative premises are allowed is
quite complicated [1], and not considered further here.)
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Rules in MSOS have the same general form as in SOS. The rules speci-
fying transitions for a programming construct are typically structural, having
conclusions of the form ¢(my,...,mg) —m— t where ¢ is a constructor and
m,mi,...,mg are simply meta-variables, and with premises involving one or
more assertions of the form m; —m’— t’; but note that being structural is not
essential for a set of rules to specify a well-defined transition system.

MSOS provides some operations for records, finite maps, and lists; the nota-
tion corresponds closely to that used in SML and (for lists) in Prolog:

— A record with components t1, . .., t,(n > 0) indexed respectively by i1, ..., i,
is written {i;=t1,...,i,=tn }; the value is independent of the order in which
the components are written, and the indices must be distinct. When ' eval-
uates to a record not having the index i, the term {i=t|t'} evaluates to
that record extended with the value of ¢ indexed by 4 (this notation is by
analogy with Prolog notation for lists, and should not be confused with set
comprehension). When i is a particular index, and ¢ and ¢’ are simply meta-
variables, the equation ¢’ = {i=t|t'} can be used to extract the value of
the component indexed 7 from the record given by ¢, with ¢’ being the rest
of the record—without mentioning what other indices might be used in the
record. A special dummy meta-variable written ‘...” may be used in place of
t" when the rest of the rule does not refer to t'; an alternative is to use t”.1
to select the component indexed 7 from t”.

— The above notation for records may also be used for constructing finite
(partial) maps between sets, and for selecting values and the remaining maps.
Two further operations are provided: ¢/¢' is the map with ¢ overriding ¢'; and
dom(t) gives the domain of the map ¢ (i.e. a set).

— A list with components t1,...,t,(n > 0) is written [t1,...,t,].

One final point concerning rules: they can only be instantiated when all terms
occurring in them have defined values. (Some of the operations used in terms may
be partial, giving rise to the possibility of their applications having undefined
values.) Note that applications of operations are never defined, and applications
of predicates never hold, when any argument term has an undefined value.

3 Illustrative Examples

The combination of the rules given in this section provides an MSOS for a simple
sub-language of Standard ML (SML). The concrete syntax of the described lan-
guage is indicated by the grammar in Table 1 for declarations D, expressions F,
operators O, and identifiers I. The example constructs have been chosen so as
to illustrate various features of MSOS. The MSOS rules are formulated in terms
of abstract syntax constructor operations whose correspondence to the concrete
constructs is rather obvious.

A set of rules specifying the MSOS of a particular construct generally makes
requirements on the components of labels and on various sets of values. For
instance, it might be required for some construct that labels have a component
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Table 1. Concrete syntax for the examples

D:=vall=FE|recD
E ::= if F then F else F' | (E,FE) |
E O E | true | false | [0 —9]" |
I|let DinFend|fnl=>FE|E E |
ref E|E :=FE|! F|E;F |while Edo E |
raise F | F handle x=>x
Oims|-|x|=|>
I i=[a—z"

referred to as bindings, giving a map B from identifiers to values V', and that the
set of values includes abstractions (representing functions). Such requirements
are indicated informally below, in the interests of focussing attention on the rules
themselves; the collected requirements imposed by all the constructs are listed
at the end of the section.

All the rules given here are in the so-called small-step style. In fact MSOS
does support the use of the big-step “natural semantics” style, as well as mixtures
of the two styles. The general use of the small-step style will be motivated in
Sect. 4.

3.1 Simple Expressions

The rules for the operational semantics of if-expressions in Table 2 require that
expression values V' include the truth-values true and false. The use of the
variable X ranging over arbitrary labels in rule (2) reflects the fact that what-
ever information is processed by any step of E7, it is exactly the same as that
processed by the corresponding step of if (E1, Eo, F5). In contrast, the variable
U in rule (3) and rule (4) ranges only over labels on unobservable steps, which
are merely internal changes to configurations without any accompanying infor-
mation processing. We henceforth suppress such single occurrences of U in rules,
writing ... — ... instead of ... —U— .. ..

Table 2. If-expressions: if £ then F else F

E :=if(E,E,E)

E, —X— E; @)
if(El,EQ,ECi) —X— Zf(ELEQ,EB)
if (true, Ea, E3) —U— E» (3)

if (false, B2, E3) —U— E3 (4)
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Table 3. Pair-expressions: (£, F)

E ::= pair(E,E)

B —X— B (5)
pair(E1, B2) — X — pair(E1, E2)

FEy —X— Eé (6)
pair(Vi, E2) — X — pair(V1, E5)

pCLl‘T(Vl, V2) - (Viv ‘/2) (7)

Clearly, rule (2) allows the computation of if (Ey, Es, E3) to start with a
computation of F7, and a computation of Fy or E3 can start only when that of
E; terminates with computed value true, respectively false.

The rules in Table 3 require that the expressible values V' are closed under
formation of pairs (V1,V2). Rule (6) allows the computation of Es to start only
after Fq, has computed a value V7, thus reflecting sequential evaluation of the
pair of expressions (following SML); replacing V4 in that rule by E; would allow
arbitrary interleaving of the steps of the computations of E; and Fs.

The rules for binary operations shown in Table 4 make use of operate, which
is defined in Table 5. For the latter, it is required that the expressible values V
include both (integer) numbers N and the truth-values.

Table 6 is concerned with the evaluation of literal truth-values and num-
bers. Since the details of how to evaluate a sequence of (decimal) digits to
the corresponding natural number are of no interest, let us assume that this is
done already during the passage from concrete to abstract syntax, so that N is
actually an integer.

Table 4. Binary operation expressions: £ O E

E ::= binary(O, E, E)

E, —-X— E; ()
binary(O, E1, E2) — X — binary(O, E1, E2)

Ey —X— E) )
binary (O, Vi, BE2) — X — binary(O, V1, E5)

operate(O, N1, N2) =V (10)

binary(O, N1,N2) — V
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Table 5. Binary operations: + | = | x | = | >
O := plus | minus | times | equals | greater
operate(plus, N1, N2) = N1 + N» (11)
operate(minus, N1, N2) = N1 — Na (12)
operate(times, N1, N2) = N1 x Na (13)
operate(equals, N1, N2) = true when N1 = Na else false (14)
operate(greater, N1, N2) = true when N1 > N2 else false (15)
Table 6. Literal truth-values and numbers: true|false|[0—9]"

E = lit(true)|lit(false)|num(N)
lit(true) — true (16)
lit(false) — false (17)
num(N) — N (18)

3.2 Bindings

So far, none of the rules have referred to any particular components of labels: the
set of labels has been left completely open, and could even be just a singleton.
Rule (19) in Table 7, however, requires that the labels have at least a component
referred to as bindings. Let this component be “inherited”, and let its values be
maps B from identifiers I to values V. (We do not bother here to make the usual
notational distinction between the set of bindable—also known as denotable—
values and the set V' of expressible values, since for our illustrative constructs
they happen to coincide.)

Rule (19) specifies that an identifier I evaluates to the value V' to which it
is bound by the bindings map B provided by the label U. Notice that if I is
not in dom(B), the rule simply cannot be applied, since one of its conditions
isn’t satisfied. (Equations such as B = U.bindings should be regarded formally
as side-conditions, but it is notationally convenient to list them together with
whatever premises the rule might have.)

Table 7. Value-identifiers: [
E ::=ide(I)

B = U.bindings, V = B.1
ide(I) -U—V

(19)
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Table 8. Let-expressions: let D in F end

E :=let(D,E)
D-X—D
7 (20)
let(D, E) —X— let(D', E)
X = {bindings=B:1|X'}, B> = B/Bx,
X" = {bindings=B2| X'}, E —X""— E’ (21)
let(B,E) —X— let(B,E")
let(B,V) — V (22)

This next illustration is particularly important. The rules in Table 8 show
how block structure and nested scopes of declarations are specified in MSOS.
Just as expressions E compute values V', a declaration D computes a binding
map B, mapping the identifiers declared by D to values V.

The computation of let(B, E') continues with that of E. The equations given
as conditions in rule (21) ensure that the label X on a step for let(B, E) has
exactly the same components as the label X" on a step for E, except of course
for the bindings component, which is By in X but B/B; (B overriding B;) in
X". Recall that an equation such as X = {bindings=B;|X'} both identifies the
bindings component as By and the record consisting of all the other fields of X
as X'.

If the computation of E finally computes a value V, that is also the value
computed by the let-expression, as specified by rule (22).

The rules for (non-recursive) value declarations are given in Table 9, and
are completely straightforward. Closely related to value declarations are value
abstractions and (call by value) applications, which are specified in Tables 10
and 11.

The value computed by an abstraction is a so-called closure, which is conve-
niently represented by using a let-expression to attach the current bindings B to
the abstraction itself. If we didn’t already have the constructor for let-expressions
available, we would have to define it as auxiliary notation (or provide some other
operation allowing bindings to be attached to abstractions). The auxiliary oper-

Table 9. Value-declarations: val [ = F
D ::= value(1, E)

E-X—FE
value(I, E) —X— value(I, E")

value(I,V) — {I=V} (24)
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Table 10. Value-abstractions: fn [ => F
E ::= abstraction(I, E)

U = {bindings=B]| ...}
abstraction(I, E) —U— abs(let(B, abstraction (I, E)))

ation abs(E) constructs a value from an arbitrary expression E—we cannot use
the expression F itself as a value, since values should always be final states for
computations.

Once F; has been evaluated to an abstraction value Vi, and E5 to an ar-
gument value Vs, rule (28) replaces application(Vy,Va) by the appropriate ex-
pression, and the computation may continue. Assuming that all the identifiers
free in £ are bound by B, the application-time bindings provided by U are not
used (directly) in that computation: the rules have provided static scopes for
bindings.

The constructs that we have specified so far allow the declaration of
(call by value) functions, using a combination of value-declarations and value-
abstractions, but they do not (directly) support recursive function declarations.
The construct recursive(D) specified in Table 12 has the effect of making ordi-
nary function declarations D recursive (it could easily be extended to mutually-
recursive declarations).

The auxiliary operation unfold(D, B) is defined by the (equational) rule (31).
It returns a binding map where D has been inserted at the appropriate place in
the closure, using a further level of let-expression. (It isn’t intended for use on
bindings of non-function values such as numbers and pairs, but for completeness,
rule (32) specifies that it would have no effect on them.) Rule (33) specifies the
result of an application when the abstraction incorporates a recursive declaration
recursive(B1); the actual unfolding of the recursive declaration is left to the (first
step of) the subsequent computation.

Table 11. Abstraction-applications: £ E

E ::= application(E, E)

i —X— Ei (26)
application(E1, E2) —X — application(E1, E2)
Ey —X— E}
— - , (27)
application(Vi, E2) — X — application(V1, E3)
Vi = abs(let(B, abstraction(I, E
| = abs e (1, 5) o

application(Vi, Vo) — let(B, let({I=V2}, E))
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Table 12. Recursive declarations: rec D

D ::= recursive(D)
D-X—D (29)
recursive(D) — X — recursive(D")
B’ = unfold(recursive(B), B) (30)
recursive(B) — B’
V = abs(let(B, E)), V' = abs(let(B, let(recursive(B1), E))) 31)
unfold(recursive(B1), {I=V}) = {I=V"}
V # abs(...) 32)
unfold(recursive(B1),{I=V}) = {I=V}
Vi = abs(let(B, let(recursive(B1), abstraction(I, E))) (33)

application(Vi, Vo) — let(B, let(recursive(Bn), let({I=V2}, E)))

Rules for declarations analogous to those illustrated here could be given in
conventional SOS, using transitions of the form B+ E — E’ (after defining a
suitable notion of composition for such transitions). The main pragmatic advan-
tages of our MSOS rules will become apparent only in the next sections, where
we shall allow expressions to have side-effects and to raise exceptions, without
any reformulation of the rules given so far.

3.3 Stores

The imperative constructs described in this section are taken almost unchanged
from SML, and involve so-called references to values. References correspond to
simple variables, and can be created, updated, and dereferenced. The set of
created references, together with the values to which they refer, is represented
by a store S mapping locations L to values V. A location is itself a value, and
can be stored, as well as bound to identifiers.

Some of the rules given here require that labels X have not only a store
component, giving the store at the beginning of a transition labelled X, but
also a store’ component, giving the (possibly different) store at the end of the
transition. When a transition labelled X; is followed immediately by a transition
labelled X5 in a computation, the store’ component of X; has to be the same
as the store component of X5. Moreover, the store and store’ components of an
unobservable transition labelled U have to be the same as well.

Table 13 gives the rules for reference creation, which is combined with ini-
tialization. L in rule (35) can be any location that is not already in use in S.
Notice the use of the variable U, which ensures that the extension of S by the
association of L with V' is the only observable effect of the transition labelled X.

The rules for assignment given in Table 14 correspond closely to those in
Table 13, except that the assignment computes the null value (). Table 15 gives
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Table 13. Reference-expressions: ref F

E ::= reference(E)

E-X—F (34)
reference(E) —X — reference(E’)
X = {store=S, store’=S"|U}, L & dom(S), S’ = {L=V|S} (35)
reference(V) —X— L
Table 14. Assignment-expressions: £ := F
E ::= assignment(E, E)

assignment (E1, B2) —X — assignment (E1, E>) (36)

E,—X— E,
assignment (L1, E2) — X — assignment (L1, %) 37)

Ey —X— Ej
X = {store=S, store’=S"|U}, L1 € dom(S), S" = {L1=V2|S} (38)

assignment (L1, Va) —X— ()

the rules for (explicit) dereferencing; and Table 16 describes expression sequenc-
ing, where the value of the first expression is simply discarded. The rule for
while-expressions in Table 17 is standard in (small-step) SOS, involving both an
if-expression and a sequence-expression (a direct description not involving other
constructs seems to be elusive).

Despite the fact that the illustrated imperative programming constructs allow
expressions to have (side-)effects, no reformulation at all is required for the
rules given in the preceding section: they remain well-formed and continue to
describe the intended semantics. This is in marked contrast with conventional
SOS, where stores would be added explicitly to configurations, requiring all
transitions B = E — E’ to be reformulated as something like B - (F,S) —

Table 15. Dereferencing-expressions: ! £

E ::= dereference(E)

E-X—F (39)
dereference(E) —X — dereference(E")
U = {store=S|...}, S={L=V]|...} (40)

dereference(L) —U— V
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Table 16. Sequence-expressions: F; F

E ::= sequence(E, E)

B —X— B (41)
sequence(E1, B2) —X — sequence(E7, E2)
sequence(Vi, E2) — FEo (42)
Table 17. While-expressions: while E do F
E = while(E1,E2)
while(E1, E2) — (43)

if (E1, sequence(FE2, while(E1, E2)), ()

(E',S"). Actually, the “store convention” adopted in the Definition of SML [10]
would avoid the need for such a reformulation, but it has a rather informal
character; the incorporation of stores as components of labels in MSOS achieves
a similar result, completely formally.

3.4 Exceptions

The description of exception raising and handling in conventional SOS usually
involves giving further rules for all the other constructs in the language being
described, allowing exceptions raised in any component to be “propagated” up-
wards until an exception handler is reached. Such rules are quite tedious, and
undermine modularity. The “exception convention” adopted in the Definition
of SML [10] allows the exception propagation rules to be left implicit, but has
the disadvantage that the set of presented rules has to be expanded consider-
ably to make the propagation rules explicit before they can be used for deriving
computations, etc.

Fortunately, a technique recently proposed by Klin (a PhD student at BRICS
in Aarhus) avoids the need for exception propagation rules altogether, and gives
excellent modularity. The key idea is illustrated in Table 18 and Table 19: labels
on transitions are required to have a further component that simply indicates
whether an exception is being raised by the transition or not, and if so, gives the
value associated with the raised exception. An exception handler monitors the
label of every step of the computation of its body, checking the extra component.

To focus attention on the main features of the new technique, and for brevity,
only a simplified indiscriminate exception handler is described here; it is however
straightforward to describe SML’s exception handlers, which involve pattern-
matching.
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Table 18. Exception-raising: raise F

E ::= raise(E)
E-X—FE
. — (44)
raise(E) —X— raise(E")

X :' {raising=[V]|U} (45)

raise(V) —X— ()

Table 19. Exception-handling: £ handle x=>x

E ::= handle(FE)

E —X1— E', X1 = {raising=[V]| X"}, X = {raising=[]| X"} (46)
handle(E) —X— V
E—-X— E', X = {raising=|[]| ...} (47)
handle(E) —X — handle(E")

handle(V) — V (48)

Let us use a list [V] with the single component V to indicate the raising of
an exception with value V, and the empty list [] to indicate the absence of an
exception. Transitions that raise exceptions are always observable.

In Table 18, rule (45) merely sets the raising component of X to the list
[V]. When the raised exception occurs during the computation of handle(E),
rule (46) detects the exception and abandons the computation of E, giving V
as the computed value. The raising component of the label X is set to the
empty list, to reflect that the exception has now been handled at this level. The
complementary rule (47) deals with a normal step of the computation of E' where
no exception is raised.

Suppose however that an exception is raised with no enclosing handler. Then
the step indicated in rule (45) is completed, and the computation continues nor-
mally, as if the raise-expression had merely computed the null value (), although
the raising of the exception is observable from the label of that step. To get the
intended effect that an unhandled exception should stop the entire program, the
entire program should always be enclosed in an extra handle.

The technique illustrated here is not restricted to MSOS: it could be used
in conventional (small-step) SOS as well. However, in a conventional SOS of
a programming language, transitions are usually unlabelled, and the amount
of reformulation that would be required to add labels may be a considerable
disincentive to exploiting the new technique. In MSOS, transitions are always
labelled, and adding a new component to labels doesn’t require any reformulation
of rules.
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3.5 Interaction

Lack of space precludes illustration here of the MSOS of constructs for interac-
tive input and output, process spawning, message passing, and synchronization.
An MSOS for the core of Concurrent ML has been given (using a more abstract
notation) in a previous paper [17]: the rules are quite similar in style to the con-
ventional SOS rules for concurrent processes, where configurations are generally
syntactic, and transitions are labelled, just as in MSOS. What is remarkable
with the MSOS rules is that allowing expressions to spawn processes and com-
municate with other processes requires no reformulation at all of rules given for
purely functional expressions.

3.6 Summary of Requirements

The requirements made by the rules given in this section are summarized in
Table 20.

Table 20. Summary of requirements

Values:
V o= true | false | N | (V,V) | abs(E) | L | ()
B ::= Map(I,V)
S = Map(L,V)

Labels:

X ::={ inherited bindings : B;
variable  store, store’ : S,
observable raising : List(V)}

4 Pragmatic Aspects

The illustrative examples given in the preceding section should have given a
reasonable impression of how MSOS works. Let us now consider some important
pragmatic aspects of MSOS, concerning modularity, tool support, and the choice
between big-step and small-step rules.

4.1 Modularity

The main pragmatic advantage of MSOS over conventional SOS is that the rules
describing the intended semantics for each programming construct can be given
definitively, once and for all. When gradually building up a language, it is never
necessary to go back and reformulate previously-given rules to accommodate
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the addition of new constructs. Moreover, when different languages include the
same constructs (e.g. SML and Java both have if-expressions), the MSOS rules
describing the semantics of the common constructs may be reused verbatim.

Such features justify the use of the word “modular” in connection with the
MSOS framework. The benefits of this kind of modularity are especially apparent
when using MSOS to teach operational semantics, and one may hope that they
might even encourage language designers to use formal semantics to record their
decisions during a design process.

4.2 Tool Support

Another pragmatic aspect that is particularly important for applications of for-
mal semantics in teaching and language design is tool support [6]. This is needed
both for developing and browsing (large) semantic descriptions, as well as for val-
idating descriptions by running programs according to their specified semantics.
Some tool support for MSOS has already been developed by Braga et al. [3,4]
using the Maude system for Rewriting Logic, but much remains to be done.

In fact it is quite easy to write MSOS rules directly in Prolog. Some examples
are given in Table 21, and a Prolog program implementing all the MSOS rules
given in this paper is available at http://www.brics.dk/~pdm/AMAST-02/.
Both records and finite maps are conveniently represented in Prolog as lists
of equations, and the Prolog predicates member (M,L) and select(M,L1,L2)
are used to implement conditions concerning labels, bindings, stores, etc. Unary
predicates are used to check that variables range only over the intended sets, e.g.,
unobs (U) ensures that U is indeed an unobservable label, and val (V) checks that
V is a computed values.

A definite clause grammar for the described language allows programs to be
written in concrete syntax, and mapped directly to the abstract syntax construc-
tors used in the rules. The user may determine some of the components of the
label on the first transition, and select which components are to be shown at
the end of the computation. When the rules are non-deterministic (e.g. describ-
ing interleaving or concurrency) the user may investigate successive solutions.
The efficiency of modern Prolog implementations (the author uses SWI-Prolog,
which is freely available from http://www.swi-prolog.org/ for most popular
platforms) is such that running small test programs using the clauses corre-
sponding to their MSOS rules takes only a few seconds on a typical lap-top.

The Prolog clauses have just as good modularity as the MSOS rules. Tracers
and debuggers (SWI-Prolog provides one with an efficient graphical user inter-
face) allow the user to follow changes to configurations at the top level, as well
as in-depth derivations of individual steps.

At the time of writing this paper, it remains to be seen whether students
will find the Prolog implementation useful for getting a good operational under-
standing of the MSOS rules, and whether they will find it easy to extend it with
implementations of their own rules.

2 The author has had little experience of programming in Prolog, and would appreci-
ates suggestions for improvements to the code.
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Table 21. Examples of MSOS rules in Prolog

pair(E1,E2) ---X---> pair(E1_,E2) :-
E1l ---X---> E1_.

pair(EV1,E2) ---X---> pair(EV1,E2_) :-
val(EV1),
E2 ---X---> E2_.

pair(EV1,EV2) ---U---> (EV1,EV2) :-
val(EV1), val(EV2), unobs(U).

assignment (E1,E2) ---X---> assignment(E1_,E2) :-
El -—-X---> E1_.

assignment (L1,E2) ---X---> assignment(L1,E2_) :-
val(Ll), E2 ---X---> E2_.

assignment (L1,V2) ---X---> null :-
val(L1l), val(V2),
select(store=S,X,X_), select(L1=_,S,S_),
select(store_=[L1=V2|S_],X_,U), unobs(U).

4.3 Why not Big Steps?

All the MSOS rules illustrated in Sect. 3 are small-step rules: each step that a
construct can take depends on at most one of its components taking a corre-
sponding step. However, MSOS does allow big-step rules as well, where a step
represents an entire sub-computation, going straight to a final state—often de-
pending on all its components taking corresponding steps.

For example, consider the big-step rule for pair-expressions given in Table 22.
Label composition, written X7;X5, has to be used explicitly in big-step rules
(recall that in small-step MSOS, computations require adjacent labels to be
composable, but composition is not needed in the rules themselves). The specified
order of composition of labels indicates that the corresponding computation steps
may be taken in the same order.

Given that MSOS supports both small-step and big-step rules, which should
one prefer? Changing from the one style of rule to the other requires major
reformulation, so it is important to make a good choice and stick to it.

Table 22. Big-step pair-expressions: (E, F)
E ::= pair(E, E)

FE1—X1— Vi, B —Xo— Vs
pair(Eq, E2) —X13Xo— (V1, V2)
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In his Aarhus lecture notes on SOS [21], Plotkin generally used small-step
rules—although by employing the transitive closure of the transition relation in
the conditions of some rules, he obtained the effect of mixing the two styles of
rules (e.g. a single small step for a statement depended on complete sequences
of small steps for its component expressions). Moreover, much of the work on
semantics of concurrent processes (CCS, CSP, etc.) is based on small-step rules.

On the other hand, Kahn [3] has advocated exclusive use of big-step rules,
and this style was adopted by Milner et al. for the Definition of SML [10]. The
pure big-step style has also been widely used in specifying type systems and
static semantics.

This author’s view is that big-step rules should be used only for constructs
whose computations always terminate normally: no divergence, no raising of ex-
ceptions. This includes literal constants and types, but excludes almost all other
programming constructs. (As usual, we are focussing here on dynamic semantics;
for static semantics, the recommendation would be to use big-step rules for all
constructs.) The reason for the restriction to terminating computations is that
big-step semantics is usually based on finite derivations, and non-terminating
computations get completely ignored. Regarding exceptions, big-step rules ap-
pear to be inherently non-modular: adding exceptions to the described language
requires adding rules specifying propagation of exceptions. (The novel technique
illustrated in Sect. 3.4 works only for small-step rules.)

It seems to be a widely-held belief that the description of interleaving con-
structs actually requires small-step rules. Suppose however that one makes a
slight generalization to MSOS, allowing not only single records X but also arbi-
trary (finite) sequences of records X ... X,, as labels on transitions. It turns out
that big-step rules for interleaving can then be given quite straightforwardly, by
allowing the sequences in the labels to be arbitrarily interleaved (i.e., “shuffled”),
and restricting the labels on transitions for the entire program to be composable
sequences. This technique appears to depend entirely on the use of MSOS: in
SOS, the inclusion of auxiliary entities in states makes it awkward (if not impos-
sible) to give an analogous treatment of interleaving. In view of the arguments
given above in favour of small-step rules, however, the development of techniques
for use in big-step rules is not so interesting from a pragmatical point of view.

5 Conclusion

This paper has given an overview of the foundations of MSOS, and has illustrated
the use of MSOS to describe some simple functional and imperative programming
constructs. It has also presented a novel technique for the modular description of
exception-handling. Finally, it has discussed particular pragmatic aspects such
as modularity, tool support, and the choice between small- and big-step rules.
The development of MSOS was originally stimulated by the author’s dissat-
isfaction with the lack of modularity in his own SOS for Action Notation, the
semantic notation used in Action Semantics [12]. An MSOS for Action Notation
has been given [15] using CASL, the Common Algebraic Specification Language,
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for meta-notation. The modularity of this MSOS description was particularly
useful during the redesign of Action Notation [18]. An MSOS of ML concur-
rency primitives has been provided [15] to facilitate a comparison of MSOS with
SOS and evaluation-context (reduction) semantics for the same language. MSOS
has not so far been used for giving a complete description of a major program-
ming language, and it remains to be seen whether any pragmatic problems would
arise when scaling up.

The continuing development of MSOS is motivated by the aim of optimizing
the pragmatic aspects of the structural approach to operational semantics, partly
for use when teaching semantics [19]. Several topics are in need of further work:

— For truly definitive descriptions of individual language constructs, a universal
language-independent abstract syntax has to be established.

— A library of MSOS modules (with accompanying Prolog implementations)
should be made available.

— Existing systems supporting animation and validation of SOS [5] might be
adapted to support MSOS.

— A type-checker for MSOS should be provided.

— The study of bisimulation and other equivalences for MSOS, initiated in
[13,14], should be continued.

Readers who might be interested in contributing to the development of MSOS
by working on these or other topics are requested to let the author know.
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Abstract. Bytecode verification is one of the key security functions of
the JavaCard architecture. Its correctness is often cast relatively to a
defensive virtual machine that performs checks at run-time, and an of-
fensive one that does not, and can be summarized as stating that the
two machines coincide on programs that pass bytecode verification. We
review the process of establishing such a correctness statement in a proof
assistant, and focus in particular on the problem of automating the con-
struction of an offensive virtual machine and a bytecode verifier from a
defensive machine.

1 Introduction

Smartcards are small devices designed to store and process confidential data,
and can act as enabling tokens to provide secure access to applications and
services. They are increasingly being used by commercial and governmental or-
ganizations as bankcards, e-purses, SIM cards in mobile phones, e-IDs, etc, and
are expected to play a key role in enforcing trust and confidence in e-payment
and e-government [22].

Open platform smartcards are new generation smartcards with increased flexi-
bility. Such smartcards:

— integrate on-board a virtual machine that abstracts away from any hardware
and operating system specifics so that smartcard applications, or applets, can
be programmed in a high-level language (before being compiled and loaded
onto the card);

— are multi-applications, in that several applets can coexist and communicate
(securely) on the same card, and support post-issuance, in that new applets
may be loaded onto already deployed smartcards.

The flexibility of open platform smartcards is at the same time a major asset
and a major obstacle to their deployment. On the one hand, writing applets
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in a high-level language reduces the cost and time to market new applications,
and the possibility of running several applets on a single card opens the way for
novel applications. On the other hand, such smartcards introduce the possibility
to load malicious applets that exploit weaknesses of the platform to read, modify
or erase confidential data of other applets, or simply to block the card.

JavaCard and the JavaCard Platform. JavaCard [260] is the standard program-
ming language for multi-applications smartcards. Launched in 1996 by Sun,
JavaCard brings to the resource-constrained environment of open platform
smartcards many benefits of Java: object-orientation, safety through typing,
portability. Here is a brief description of JavaCard and of its differences with
Java:

— JavaCard applets are written in a subset of the Java language that omits
some items such as large datatypes, arrays of arrays, finalization or threads.
Furthermore, JavaCard applets use the JavaCard API, which defines and
constrains the interface between an applet and its environment on the card;

— JavaCard applets are compiled down to class files, and then converted to the
CAP file format. Conversion involves a number of optimizations suggested
by smartcard constraints, e.g. names are replaced by tokens and class files
are merged together on a package basis;

— compiled JavaCard applets go through a bytecode verifier BCV which checks
that applets are correctly formed and well-typed, and that they do not at-
tempt to perform malicious operations during their execution, see [33]. Until
recently, applets were verified off-card and, in case of a successful verifi-
cation, signed and loaded on-card. However, on-card bytecode verification,
which circumscribes the trusted computing base to the smartcard, should
come to play a prominent role in the future [13,14,34];

— JavaCard applets are executed by the JavaCard Runtime Environment
JCRE. The JCRE contains the JavaCard Virtual Machine JCVM, provides
support for the JavaCard API and invokes the services of a native layer to
perform low-level tasks such as communication management. The JCVM
is a stack-based abstract machine as the Java Virtual Machine JVM but
some features, like the dynamic class loading mechanism of the JVM, are
unsupported;

— JavaCard claims some features that are not present, at least not in the same
form, in Java: for example, JavaCard 2.1. introduced firewalls to ensure ap-
plet isolation, and JavaCard 2.2. introduced logical channels and a simplified
form of remote method invokation.

Further technical information on JavaCard may be found in publicly available
specifications, white papers and books [16,43,44,45.46].

Formal methods for smartcards. It is commonly agreed that a high degree of re-
liability is required if smartcards are to gain a widespread acceptance as trusted
computing devices, and that the highest degree of reliability can only be achieved
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by the use of formal methods to formally design, test and verify smartcard plat-
forms and applications. This view is also present in the Common Criteria [21],
that define a unified scheme for evaluating the security of IT products, and im-
pose that evaluations at the highest levels, i.e. from EALS to EALT7, rely heavily
on formal methods.

There are many facets to formal verification for smartcards, each of which
comes with its own objectives and techniques. For example:

— program verification at source level may help developers to ensure that their
applets are correct. One definite advantage of such a scenario is that the
developer (or an expert in formal methods working with him) can provide
a formal specification of the program, and then check/prove that the ap-
plet is correct with respect to its specification. There is a wide range of
formalisms to express such specifications, such as predicate, temporal and
dynamic logics or interface specification languages [27]. The corresponding
verification techniques include run-time checking and unit testing [17], static
checking [32], model-checking [19], and interactive theorem proving [9];

— program verification at bytecode level may help to check that it is safe to load
and execute an applet whose origin is unknown or doubtful. As one cannot
expect code consumers to engage in program verification, it is important that
this kind of verification uses automatic techniques such as static analyses and
model-checking [11,39], or relies on a scheme which delegates the verification
tasks to the code producer [36].

Platform verification, which is the focus of our work, aims at establishing that a
platform for smartcard is correct in the sense that it adheres to some acceptable
security policy. Such a security policy is usually formulated as a set of constraints
like “a reference cannot be cast to an integer”, or “the virtual machine cannot
jump to an arbitrary address”, and in the case of the JavaCard platform should
include constraints such as type safety and applet isolation. The purpose of
platform verification is to prove formally that these constraints are enforced
by well-identified security functions. One important such security function is
bytecode verification (it guarantees properties such as type correctness, code
containment, proper object initialization, absence of stack overflows); proving its
correctness is a prerequisite for Common Criteria evaluations at highest levels,
and our starting point.

The correctness of bytecode verification is stated as a correspondence between
two flavors of virtual machines [15,30,40]:

— a defensive JCVM, which manipulates typed values and performs structural
and type checking at run-time. The defensive JCVM is close to Sun’s speci-
fication, but is inefficient in terms of execution speed and memory consump-
tion;

— an offensive JCVM, which manipulates untyped values and relies on suc-
cessful bytecode verification to eliminate structural and type checking at
run-time. The offensive JCVM is close to an implementation;
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The correctness statement can be summarised by the slogan: “the offensive and
defensive JCVMs coincide on programs that pass bytecode verification”. Formu-
lating precisely and proving the statement requires:

— modeling the defensive and offensive JCVMs and formalizing the notion of
correspondence between the two virtual machines in terms of an abstraction
function «g, that maps states of the defensive machine to states of the
offensive machine;

— showing that both machines coincide on programs whose execution on the
defensive JCVM does not raise a type error;

— modeling the BCV as a dataflow analysis of an abstract JCVM that only
manipulates types and showing that the defensive JCVM does not raise a
type error for programs that pass bytecode verification.

In the context of Common Criteria evaluations at the highest levels, such models
and proofs are required to be formal and are best developed with the help of
proof assistants.

CertiCartes [7,8] is an in-depth feasibility in proving the correctness of byte-
code verification for JavaCard 2.1, using the proof assistant Coq [18]. Currently
CertiCartes contains executable specifications of the three JCVMs (defensive,
offensive and abstract) and of the BCV, and a proof of the correctness of the
BCV. The Coq development is structured in two separate modules:

1. the first module JCVM includes the construction of three virtual machines
and their cross-validation. This development represents the bulk of the effort
behind CertiCartes;

2. the second module BCV includes the construction and validation of the byte-
code verifier. This development is largely independent from the definition of
the virtual machines, which are taken as parameters in the construction of
the BCV.

An external evaluation by Gemplus Research Labs [29] suggests that CertiCartes
models the JavaCard platform at a reasonable level of detail, and proposes some
concrete steps to make CertiCartes amenable to certification. It is not an av-
enue that we are intent on pursuing, in particular because the amount of work
involved is considerable: [24] reports that six man years were necessary to carry
a formalization of JavaCard 2.1 in full detail.

Assessment. Our experiment with CertiCartes corroborates the common views
that machine checked verification of standard programming languages is becom-
ing viable but sorely lacks of accurate tool support for specifying and proving
in the large. What seems more interesting of CertiCartes is that it validates
an original methodology which is well-suited for reasoning about typed low-
level languages, and which can be applied to novel type systems for Java(Card)
[4,23,31,42]. Furthermore, our work suggested that it is possible to develop ap-
propriate tool support for this methodology, and in particular for the construc-
tion of the offensive and abstract JCVM from the defensive one, and for their
cross-validation.
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Jakarta [6] is an experimental toolset for specifying and reasoning about the
JavaCard Platform. The overall objective is to provide:

— a front-end, independent from a particular proof assistant, for describing
virtual machines and subjecting such descriptions to transformations such
as abstractions, refinements and optimizations;

— a compiler that translates these specifications in a format usable by proof
assistants, and mechanisms for proving the correctness of these transforma-
tions in such proof assistants.

Our current focus is to provide tool support for the construction of an offensive
and abstract JCVM from a description of a defensive JCVM, and for their cross-
validation in a proof assistant. It may appear to be an over-specific goal but the
defensive JCVM has many instantiations that are determined by the property to
be enforced statically through typing. These properties typically relate to object
initialization, information flow, resource control, locks, etc—we shall return to
this point in the conclusion. Nevertheless type safety is the prime example of
property to be enforced, and the running example of this paper.

In what follows, we shall: describe the methodology behind CertiCartes;
explain how Jakarta has been used for extracting the offensive and abstract
JCVMs from the defensive one; summarize ongoing work on automating the
cross-validation between the three virtual machines.

2 An Overview of CertiCartes

As indicated in the introduction, CertiCartes is structured in two separate mod-
ules: a first module JCVM, which includes the construction of three virtual
machines and their cross-validation, and a second module BCV, which includes
the construction and validation of the BCV from the abstract JCVM. The next
paragraphs briefly describe the contents of CertiCartes; [7,3] provide further
details.

2.1 Module JCVM

Modeling programs. Programs are formalized in a neutral mathematical style
based on (first-order, non-dependent) datatypes and record types, and the cor-
responding machinery: case analysis and structural recursion for datatypes, for-
mation and selection for record types. For example, programs are represented
by the record type:

Record jcprogram := {
interfaces : (list Interface);
classes : (list Class) ;
methods : (list Method)

.
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where the types Interface, Class and Method are themselves defined as record
types. For simplicity, we only deal with closed programs hence (relevant parts
of) the packages java.lang and javacard.framework are an integral part of
programs.

Modeling memory. Memory is modeled in a similar way. For example, states
are formalized as a record consisting of the heap (containing the objects created
during execution), the static fields image (containing static fields of classes) and
a stack of frames (environments for executing methods). Formally:

Record state := {
hp : heap;
sh : sheap;
st : stack

}.

In order to account for abrupt termination (that may arise because of uncaught
exceptions or because the program being executed is ill-formed), we also intro-
duce a type of return states, defined as a sum type:

Inductive rstate :=
Normal : state — rstate |
Abnormal : exception — state — rstate.

The definition of (return) states and of all components of the memory model
are parameterized by a generic type of values, which we leave unspecified. The
memory model will later be instantiated to the defensive, offensive and abstract
JCVMs. The following table gives the notion of value attached to each JCVM:

Virtual Machine Defensive Offensive|Abstract
Value (Type, Number)| Number | Type

Modeling the defensive JCVM. First, we instantiate the memory model with a
notion of typed value. We thus obtain a type of defensive states dstate and
return defensive states rdstate.

Then, we model the defensive semantics of each JavaCard bytecode b as a
function dexec b: dstate — rdstate. Typically, the function dexec b ex-
tracts values from the state, performs type verification on these values, and
extends/updates the state with the results of executing the bytecode.

Finally, one-step defensive execution is modeled as a function dexec: dstate
— rdstate which inspects the state to extracts the JavaCard bytecode b to be
executed and then calls the corresponding function dexec b.

Modeling the offensive JCVM. First, we instantiate the memory model with
a notion of untyped value so as to obtain a type of offensive states ostate
and return offensive states rostate. Then, one-step offensive execution oexec:
ostate — rostate is modeled in the same way as one-step defensive execution,
but all verifications and operations related to typing are removed.
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Modeling the abstract JCVM. The abstract JCVM that is used for bytecode
verification operates at the level of types. Formally, we define the type astate
of abstract states as a record type with two fields: an abstract frame and an
abstract static fields image (which are obtained by instantiating values to types
in the generic notions of frame and of static fields image). The memory model
is thus simplified because: (1) the abstract JCVM operates on a method per
method basis, so only one frame is needed; (2) the type of objects is stored in
the operand stack so the heap is not needed.

One-step abstract execution is non-deterministic because branching instruc-
tions lead to different program points and hence different states. We use a list
to collect all return states. Therefore one-step abstract execution is modeled as
a function aexec: astate — (list rastate), where astate is the type of
return abstract states.

Cross-validation of the JCVMs is a prerequisite for establishing the correct-
ness of the BCV, and involves showing that the offensive and defensive JCVMs
coincide on programs that do not raise a type error when executed on the defen-
sive JCVM; and that every program that raises a type error when executed on
the defensive JCVM also raises a typing error when executed with the abstract
JCVM. These statements are nicely expressed in terms of abstract interpreta-
tion. Indeed, the offensive and abstract JCVMs can be viewed as abstractions
of the defensive JCVM. Likewise, the correctness statements can be viewed as
expressing that the offensive and abstract JCVMs are sound abstractions of the
defensive JCVM. Formally, we define two abstractions functions:

alpha do : dstate — ostate
alpha da : dstate — astate

together with their lifting to return states:

alpha do rs : rdstate — rostate
alpha da rs : rdstate — rastate

and prove that, under suitable constraints, the diagrams of Figures 1 and 2
commute (where the arrow on the right-hand side of Figure 2 means that the
abstraction of the return defensive state is, up to subtyping, an element of the
list of return abstract states).

dexec
dstate rdstate
lalpha_do lalphaikLrs
oexec
ostate rostate

Fig. 1. Commutative diagram of defensive and offensive execution
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dexec
dstate rdstate
lalpha_da <alpha_da_rs
aexec .
astate (list rastate)

Fig. 2. Commutative diagram of defensive and abstract execution

The commutation of both diagrams is proved by case analyses, first on the
bytecode to be executed and second on the state of the defensive virtual machine,
and finally by equational reasoning.

Summary The module JCVM represents most of the effort behind CertiCartes.
However, the construction of the offensive and abstract JCVMs relies on abstract
interpretation and can be automated. Likewise, the cross-validation of the JCVM
relies on case analyses and equational reasoning and can also be automated.

2.2 Module BCV

The module BCV constructs a certified bytecode verifier from an abstract virtual
machine using a formalization of Kildall’s algorithm that is similar to the one
presented in [28,37]. Our formalization of Kildall’s algorithm takes as input:

— atype astate of abstract states and a well-founded relation 1t _astate over
astate;

— an abstract virtual machine aexec: astate — (list astate) which is
monotone w.r.t. 1t _astate;

and produces as output:

— an executable function bcv: jcprogram — bool;
— a proof that a program p such that bcv p = true does not raise any typing
error when executed on the abstract virtual machine aexec.

Additionally, the module BCV contains a justification of method-by-method
verification, i.e. a proof that a program is well-typed if all its methods are.
Together with the proofs of the commuting diagrams, these results ensure that
bytecode verification is correct.

Summary The module BCV is largely independent from the specifics of the
virtual machine under consideration, and hence could be applied to other settings
with minimal effort.
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3 Constructing Certified Abstractions with Jakarta

The objective of Jakarta is to provide an interactive environment for transform-
ing virtual machines and for verifying the correctness of these transformations
in proof assistants. Examples of such transformations include refinements and
optimizations, but to date our work focuses on abstractions. In what follows,
we present the abstraction mechanism of Jakarta, and describe how it has been
used to extract the offensive and abstract JCVMs from the defensive JCVM.

3.1 Current Focus

The current focus with Jakarta is to provide automatic support for the construc-
tion and cross-validation of the virtual machines for an arbitrary property P.
Concretely, we want the Jakarta toolset to take as input:

— a P-defensive virtual machine dexec: dstate — dstate that manipulates
typed values (the notion of type being determined by P) and enforces P
through run-time type-checks;

— two abstraction functions:

alpha da : dstate — astate
alpha do : dstate — ostate

where astate and ostate respectively denote some suitably defined types
of abstract and offensive states;

— transformation scripts which provide instructions on how to conduct the
abstraction of the P-defensive virtual machine into a P-abstract (resp. P-
offensive) one;

and produces as output a P-offensive and a P-abstract virtual machines:

oexec : ostate — orstate
aexec : astate — (list arstate)

together with the proofs that they constitute sound transformations of the P-
defensive virtual machine.

3.2 An Overview of Jakarta

The Jakarta Specification Language JSL is a small language for describing vir-
tual machines in a neutral mathematical style. JSL is a polymorphically typed
language whose execution model is based on term rewriting [3,10].

A JSL theory is given by a set of declarations that introduce first-order,
polymorphic datatypes and their constructors, and by a set of function defini-
tions that introduce function symbols and fix their computational meaning via
conditional rewrite rules of the form:

L —r,...., 21, =9g—d
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A specificity of JSL is to require that the right-hand sides of the conditions, i.e the
r; s, should be patterns with fresh variables (recall that a pattern is a linear term
built from variables and constructors). Such a format of rewriting seems unusual
but is closely related to pattern-matching in functional programming and proof
assistants. Figure 3 gives the JSL specification of the ifnull bytecode.

The Jakarta Prover Interface provides a means to translate JSL specifications
to proof assistants and theorem provers. Currently, we support translations from
JSL to Coq, Isabelle [38], PVS [41] and Spike [12]. These translations may pro-
duce programs which are considered ill-formed by the target system (proof assis-
tants often reject partial, non-deterministic or non-terminating functions), but
it has not turned out to be a problem in practice.

data valu prim = VReturnAddress nat | VBoolean z |
VByte z| VShort z | VInt z.

data valu ref = VRef null | VRef array type0 heap idx |
VRef instance cap class idx heap idx |

VRef_ interface cap_interf idx heap idx .

data valu = VPrim valu_prim | VRef valu_ref.

© W N oA W

[
o

data list & = Nil | Cons & (list &).

=
N

data exc & = Value & | Error.

= e
oW

function ifnull : bytecode idx — dstate — rdstate :=
(stack f state) — Nil
= (ifnull branch state) — (abortCode State_error state);

o e e
® N o o

(stack_f state) — (Cons h 1f),
(head (opstack h)) — (Value v),
v — (VPrim vO0)
= (ifnull branch state) — (abortCode Type_error state);

NN NN e
@ N = O ©

(stack_f state) — (Cons h 1f),
(head (opstack h)) — (Value v),
v — (VRef vr),
(res_null vr) — True
= (ifnull branch state)
— (update_ frame (update pc branch
(update opstack (tail (opstack h)) h)) state);

W W NN NN NN
= O ©®©®N o0 g s

(stack_f state) — (Cons h 1f),
(head (opstack h)) — (Value v),
v — (VRef vr),
(res_null vr) — False
= (ifnull branch state)
— (update_frame (update_pc (S (p_count h))
(update opstack (tail (opstack h)) h)) state);

W oW W W W W ww
© XN o0 E LN

(stack_f state) — (Cons h 1f),
(head (opstack h)) — Error
= (ifnull branch state) — (abortCode Opstack_error state).

S
= O

Fig. 3. Example of JSL specification
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Furthermore, we provide a translation from Coq to JSL so as to reuse existing
Coq developments and a translation from JSL to OCaml [35] for an efficient
execution of JSL specifications.

The Jakarta Transformation Kit JTK provides a means to perform automatic
abstractions on JSL specifications, and is described in more detail in the next
subsections. Finally, the Jakarta Automation Kit aims at facilitating the pro-
cess of cross-validating virtual machines in proof assistants, and is discussed in
Subsection 3.6.

3.3 The Jakarta Transformation Kit

Principles The abstraction S of a JSL theory S is constructed in three successive
steps:

1. the user provides for every datatype T of S a corresponding abstract
datatype T together with an abstraction function ar from 7T to T'; abstrac-
tion functions are written in JSL, but are only allowed to use unconditional
rewriting;

2. the user builds a transformation script that guides the abstraction process
in places where automatic procedures are inaccurate; the purpose and effect
of this script is detailed below.

3. based on the inputs of steps 1 and 2 above, the JTK constructs automatically
for every function f : Ty — ... — T,, — U of S its abstract counterpart
f :T; — ... > T, — U. Unless indicated otherwise by the abstraction
script, the function f is constructed by a syntactic translation on the rewrite
rules defining f, followed by a cleaning phase where vacuous conditions and
rules are removed.

Most of the abstraction process is handled automatically but there are however
situations where user interaction is required. It is the purpose of the transfor-
mation script to facilitate such interactions through a carefully designed set of
commands.

Commands fall into three categories:

discarding commands specify which patterns in expressions are unwanted
and must be deleted. Discarding commands are used for example to re-
move all verifications and operations related to typing from the the offensive
JCVM;

substitution commands specify coercions and substitutions that should be
used during the translation of rewrite rules. Substitution commands are used
for example to replace dynamic lookup by static lookup in the abstract
semantics of method invokation;

post-processing commands deal with functions which may have become non-
deterministic or non-total during abstraction. Post-processing commands are
used for example to collect all possible return states into lists during the
construction of the abstract JCVM.
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Each command is of the general form:

<command> = <action> <target>list [by <expr>] [in <scope>list]

— The optional field scope determines in which part of the JSL specification
the action must be performed; by default the scope of a command is the
whole specification.

— The field target specifies which syntactic compounds trigger the action.

— The optional field expr is used in substitution commands to specify the
syntactic compounds by which targets must be replaced.

The form of the scope and target fields is defined as follows, where <f> stands
for function names:

<target> = <[> <f>.<loc> | <f>e<nat> | <expr>
<scope> = <f>| <f>.<loc>
<loc> BES <nat> | <nat>.<loc>

We illustrate the meaning of target and scope by the following examples:

— £.2 denotes the second rewriting rule of the definition of the function f£;

— £.2.3 denotes the third condition of £.2. By convention, £.2.0 stands for
the conclusion of £.2;

— £.2.3.1 denotes the left hand side of £.2.3 and £.2.3.2 stands for the
right hand side of the same;

— f@i denotes the ith argument of £.

3.4 Synthesis of the Offensive JCVM

Figure 4 contains the script used to generate from the defensive JCVM (which
is over 10000 lines long) the offensive JCVM (5000 lines). The script begins with
a preamble, which specifies the function to abstract, the name of the resulting
function (at line 3) and the abstraction functions (at line 4). Then the remaining
of the script is divided in two blocks of discarding commands (between lines 8
and 17) and substitution commands (between lines 21 and 26); there are no
post-processing commands for this abstraction.

The block between lines 8 and 17 uses the discarding commands delete and
drop.

— The command delete is used to suppress all occurrences of the target within
the specified scope. For example at line 8, the script forces type verifica-
tion operations (i.e. type verification...) to be removed everywhere in
the specification. By propagation, these commands may lead to rules being
deleted, in particular because rules whose conclusion has been removed are
also removed.

— The command drop is used to remove some arguments from the signature of
a function. Such a command is needed to clean up code that is made vacuous
by the abstraction. For example, the function getfield obj takes as third
argument some typing information which becomes vacuous in the offensive
JCVM. Therefore we instruct the argument to be removed at line 17.
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(* Preamble )

build oexec from dexec using
abstraction functions alpha do prim alpha do

(* Discarding commands * )

delete type verification signature_verification Type_error
types_match test exception aastore assignment compatible

=
H O © N U AW N

delete test_exception putfield ref.2 test_exception_astore.3
test_exception_checkcast.4 test_exception_ checkcast.5
test exception putstatic_ref.2

= e
W

15 delete t0 in putstatic putfield obj

16

17 drop getfield obj@3 getstaticel tableswitch@l lookupswitche@l
18

19 (* Substitution commands *)

20

21 replace get_inst_from heap by oget_inst_from_heap

22 replace v2t by (Ref Ref null)

23 replace (trhi2vr (vr2tr vr) (absolu (v2z v))) by v in putfield obj.36.0
24

25 select vp2z@l v2z@l vr2z@l vr2hiel extr from opstacke2

26 select tpz2vpe@2 in adr_aload res_opstack getfield obj putfield_obj

Fig. 4. Offensive abstraction script

The block between lines 21 and 26 uses the substitution commands replace
and select.

— replace allows to replace the target by the argument specified in the by
field. This argument can be a function name or an expression. This com-
mand allows the user to override the expression computed by the standard
abstraction mechanism. We use this command at line 21 to provide a def-
inition of the function oget inst from heap, which takes as argument a
heap h and a value v, and extracts from h the instance referenced by v. In
this case, the purpose of the substitution is to provide a direct definition of
the function; it is possible, but less convenient in this case, to use discarding
commands for achieving the same definition. Observe that only three such
substitutions are required to obtain a correct specification of the offensive
JCVM.

— select allows to optimize the specification by projecting a function call onto
one of its arguments. Such an optimization is useful when the abstraction
produces a function £ that behaves as a projection function, i.e. such that
f(x1,...,%x,) = x; for all ;...2,. An example of such function is given
by vp2z. In the defensive JCVM, this function maps a typed value to its
corresponding integer. In the offensive JCVM, the function behaves as the
identity, so (vp2z n) is replaced by n as instructed at line 25. Note that the
command affects the computational behavior of the functions, but not their
meaning.
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function alpha_da_prim : valu prim — avalu prim :=
= alpha da_prim (VReturnAddress v) — aReturnAddress v ;
= alpha da prim (VBoolean v) — aBoolean ;
= alpha_da_prim (VByte v) — aByte ;
= alpha_da_prim (VShort v) — aShort ;
= alpha da_prim (VInt v) — aInt .
function alpha da : dstate — astate :=
= alpha_da (Build_state sh hp s)
— Build_astate (alpha_da_sheap sh) (alpha_da_stack s).

[SE ST N B~ TN

o

Fig. 5. Abstraction functions (excerpts)

3.5 Synthesis of the Abstract JCVM

Figure 5 contains some of the abstraction functions used to generate the abstract
JCVM (which is around 5000 lines long) from the defensive JCVM. Observe how
subtleties of the abstract JCVM are captured by the abstraction functions. For
example:

— the abstract JCVM must keep track of return addresses to handle subrou-
tines, and forget all other values: the definition of alpha da prim reflects
this desiderata;

— abstract values do not carry any component that corresponds to the heap:
this is reflected in the definition of alpha da.

Figure 6 contains (excerpts of) the script used to generate the abstract JCVM
(which is around 5000 lines long); the whole script is approximately 300 lines
long. The preamble is immediately followed by a set of commands that act on
the whole specification. These commands are used to discard operations and ver-
ifications involving the heap or values, for example res null, throwException
and abortMemory at line 10. Such commands are sufficient for handling various
significant bytecodes, including load, store, new, astore, goto, jsr and ret.
The remaining of the script takes care of all bytecodes whose abstract se-
mantics must be fine-tuned. This includes all bytecodes for method invokation
and memory management, which are treated by discarding and substitution
commands. We concentrate on branching bytecodes, as they are responsible for
non-determinism and require the use of post-processing commands.

— The bytecodes ifnull and ifnonnull pop the top value of the operand
stack and check whether it is null to determine the next program counter.
The abstraction renders these functions non-deterministic. We handle this
non-determinism with the command determine at line 18, whose effect
is to transform the bytecodes into deterministic functions of target type
list astate. The command, which implements the usual strategy of col-
lecting the return values of a non-deterministic function into a list, also
propagates the transformation to the function aexec.

— The bytecodes if scmp cond, if acmp cond and if cond pop two val-
ues from the operand stack and compare them in order to determine the
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(* Preamble )

build aexec from dexec using
abstraction functions alpha da prim alpha da ...

(* General commands * )

0 N O U AW N

=
o ©

delete throwException res_null abortMemory

el
W N

(*#*x%%x Commands for branching bytecodes sxxxx%x%)

o e
N o w

determine ifnull ifnonnull
drop res_scompare@l,2,3 res_acompare@l,2,3
determine res_scompare res_acompare

N o= e
= o © ®

Fig. 6. Typed abstraction script (excerpts)

next program counter. This comparison is performed by the auxiliary func-
tions res_scompare and res acompare, but the abstraction renders these
functions non-deterministic. A similar solution using determine applies, see
line 20, but for technical reasons not discussed here, some arguments of
these functions must be dropped before calling determine; the notation
drop fe@l,2,3 at line 19 is a shorthand for drop fel fe2 fe3.

3.6 Automating Cross-Validation of Virtual Machines

In order to automate the proofs of cross-validation of the three JCVMs in Coq,
we have designed specific reasoning tactics that generate induction principles
for reasoning about complex recursive functions. These tactics yield drastic im-
provements; in particular, proof scripts are significantly easier to construct, and
their size is reduced by 90% [5]. We expect that further automation is possi-
ble, and in particular that equational reasoning can be automated by adapting
existing connections between Coq and external tools, such as Elan [1].

In a different line of work, we have been experimenting cross-validation of the
JCVMs using Spike [12], an automatic theorem prover based on implicit induc-
tion. Currently Spike has been used to establish automatically the commutation
properties for over two thirds of the instruction set, but we expect that further
optimizations on Spike should allow us to handle even more instructions. This
experience, which will be reported elsewhere, suggests that first-order theorem
proving techniques could be advantageously exploited in the context of platform
verification for smartcards.
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3.7 Summary

Jakarta is at an early stage of development, but preliminary results support the
claim laid in [6] that the construction and cross-validation of virtual machines
could be automated to a large extent.

We have made good our promise to extract the offensive and abstract JCVMs
from the defensive JCVM. One line of future research is to do likewise for novel
type systems for Java(Card), see e.g. [1,23,31,12]. More generally, we are inter-
ested in understanding whether our methodology applies to other typed low-level
languages [2,20,47].

Another line of future research is to enhance Jakarta with new functionalities.
Support for refinement is a requirement for incremental specification, and our
most immediate goal. A longer-term goal is to device mechanisms that exploit the
transformation logs produced by the JTK to guide the automatic construction
of cross-validation proofs.

4 Conclusion

Formal verification of the JavaCard platform is the key to Common Criteria
evaluations at the highest levels and a challenge for proof assistants. A recent
survey [25] highlights the importance that formal methods have had in under-
standing and improving Sun’s specifications of the Java(Card) platforms. But at
the same time [25] observes a need to build appropriate environments that pro-
vide coherent support for formal specification, verification and provably correct
implementations of the JavaCard platform. Such environments should incorpo-
rate general-purpose tools for developing and managing large-scale specifications
and proofs, and specialized tools that are explicitly designed to reason about
smartcard platforms. The design of such environments is a largely open avenue,
and a promising field of research.
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Abstract. Logical equivalence between logic programs that are first-
order logic formulas holds between few logic programs, partly because
first-order logic does not allow auxiliary programs and data structures
to be hidden. As a result of not having such abstractions, logical equiva-
lence will force these auxiliaries to be present in any equivalence program.
Higher-order quantification can be use to hide predicates and function
symbols. If such higher-order quantification is restricted so that oper-
ationally, only hiding is specified, then the cost of such higher-order
quantifiers within proof search can be small: one only needs to deal with
adding new eigenvariables and clauses involving such eigenvariables. On
the other hand, the specification of hiding via quantification can allow
for novel and interesting proofs of logical equivalence between programs.
This paper will present several example of how reasoning directly on a
logic program can benefit significantly if higher-order quantification is
used to provide abstractions.

1 Introduction

One of the many goals of declarative programming, and particularly, logic pro-
gramming, should be that the very artifact that is a program should be a flexible
object about which one can reason richly. Examples of such reasoning might be
partial and total correctness, various kinds of static analysis, and program trans-
formation.

One natural question to ask in the logic programming setting is, given two
logic programs, P; and Po, written as logical formulas, is it the case that P,
entails P, and vice versa, the notation for which we will write as P; 4 Po.
In other words, are these two programs logically equivalent formulas. If this
properties holds of two programs, then it is immediate that they prove the same
goals: for example, if P; - G and Py - P; then Py = G. If provability of a goal
from a program is described via cut-free proofs, as is often the case for logic
programming [MNPS91], then cut-elimination for the underlying logic is needed
to support this most basic of inferences.
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But how useful is the entailment relation P; -+ P2? The answer to this de-
pends a great deal on the logic in which these logic programs are situated. If, for
example, P; and Py are first-order Horn clause programs (that is, conjunctions
of universally quantified clauses), and entailment is taken as that for first-order
classical logic, then this relationship holds for very few pairs of programs P; and
P>. The main reasons that this classical, first-order logic equivalence is nearly
trivial and hence nearly worthless are outlined in the next three subsections.

1.1 Entailment Generally Needs Induction

Most interesting equivalences of programs will almost certainly require induction.
Logics and type systems that contain induction are vital for reasoning about
programs and such logics have been studied and developed to a great extent.
In this paper, however, we will not be concerned with induction so that we can
focus on two other important limiting aspects of logical entailment.

1.2 Classical Logic Is Poor at Encoding Dynamics

Classical logic does not directly support computational dynamics, at least, not
directly at the logic level. Truth in classical logic is forever; it is immutable.
Computations are, however, dynamic. To code computation in classical logic, all
the dynamics of a computation must be encoded as terms that are given as ar-
guments to predicates. That is, the dynamics of computations are buried in non-
logical contexts (i.e., with in atomic formulas). As a result, the dynamic aspects
of computation are out of reach of logical techniques, such as cut-elimination.

This situation improves a bit if intuitionistic logic is used instead. The notion
of truth in Kripke models, which involve possible worlds, allows for some richer
modeling of dynamics: enough, for example, to provide direct support for scoping
of modules and abstract datatypes [Mil89h, Mil39a]. If one selects a substructural
logic, such as linear logic, for encoding logic programs, then greater encoding of
computational dynamics is possible. In linear logic, for example, it is possible
to model a switch that is now on but later off and to assign and update imper-
ative programming like variables [[TM94] as well as model concurrent processes
that evolve independently or synchronize among themselves [AP91, Mil96]. Here,
counters, imperative variables, and processes are all represented as formulas and
not as terms within the scope of a predicate (a non-logical constant). As a result
of capturing more of the computational dynamics happening at the level of logic,
logical equivalence will be less trivial and more interesting. All the examples that
we shall present in this paper will make use of linear logic programming.

1.3 Needed Abstractions Are not Present in First-Order Logics

First-order logics do not provide means to hide or abstract parts of a specification
of a computation. For example, if one specifies two different specifications for
sorting in first-order Horn clauses, each of with different auxiliary predicates
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and data structures, all of these are “visible” in first-order logic, and logical
equivalence of two such programs will insist that all predicates, even auxiliary
ones, must be equivalent. Logic does provide means of abstracting or hiding parts
of specification and even entire data structures. This mechanism is quantification,
and to hide predicates and data structures, higher-order quantification is needed.
This paper will focus on illustrating how such quantification can be used to
specify computation and to help in reasoning about program equivalence.

2 Quantification at Function and Predicate Types

A first-order logic allows quantification over only the syntactic category indi-
viduals. Higher-order logics generally allow for quantification, also, of function
symbols (quantification at function type) or predicate symbols (quantification
at predicate type) or both. For the sake of being concrete, we shall assume that
the logic considered here is based on a simple type discipline, and that the type
of logical formulas is o (following Church’s Simple Theory of Types [Chu0]).
Given this typing, if a quantifier binds a variable of type 71 — ... 7, — 79, where
To is a primitive type, then that quantifier binds a variable at predicate type if
To is 0 and binds a variable at function type otherwise.

Logic programming languages that allow for quantification over function sym-
bols and enrich the term language with A-terms provide support for the higher-
order abstract syntar approach to representing syntactic expressions involving
binders and scope [PES8]. As is familiar with, say, implementations of AProlog,
Isabelle, and Elf, higher-order unification is adequate for discovering substitu-
tions for quantifiers during proof search in languages containing quantification of
individual and function types. A great deal of energy has gone into the effective
implementation of such systems, including treatments of higher-order unifica-
tion, explicit substitution, and search (see, for example, [NM99]). Higher-order
unification [Hue75] is rather complicated, but much of higher-order abstract
syntax can be maintained using a much weaker notion of unification [Mil91].

Quantification at predicate type is, however, a more complex problem. As is
well known, cut-free proofs involving formulas with predicate quantification do
not necessarily have the sub-formula property: sometimes predicate expressions
(denoting sets and relations) are required that are not simply rearrangements
of subformulas present in the end sequent. Higher-order unification alone will
not generate enough substitutions of predicate type to yield completeness. Just
to convince ourselves that computing predicate substitutions must be genuinely
hard, imagine stating the partial correctness of a simple imperative program
written using, say, assignment and interaction. Using Hoare logic for such a
programming language, the correctness of a looping program is easily written by
allowing predicate quantification to represent the quantification of an invariant
for the loop. It is, indeed, hard to image an mechanism that would be complete
for computing invariants of looping programs.

There has been some interesting work on attempts to find occasions when
higher-order substitutions can be automated. See, for example, the work on set



Higher-Order Quantification and Proof Search 63

A — Gly/a] A,Dlt/z] — G
A—ve, ¢ B AvepD—a 't
A — G[t/x] A, Dly/z] — G
A — Jz..G AR A, dx,.D — G AL

Fig. 1. Inference rules for quantifiers. In both the 3R and VL rules, ¢ is a term
of type 7. In the 3L and VR rules, y is a variable of type 7 that is not free in
the lower sequent of these rules

variables [Ble79, Fel00, Dow93]. The logic programming language AProlog allows
some uses of higher-order quantification (used for higher-order programming),
but restricts such quantification so that the necessary predicate substitutions
can be done using higher-order unification [NM90].

Figure 1 presents the sequent calculus rules for the universal and existential
quantifiers. Notice that the substitution term ¢ can be a A-term (of type 7) and
in the case that that quantification is of predicate type, the term ¢ may contain
logical connectives. As a result, the formulas G[t/z] and D[t/x] might have many
more logical connectives and quantifiers than the formulas Vz.D and Jz.G. Of
course, if a sequent calculus proof does not contain the VL and 3R inference
rules at predicate type, then the treatment of higher-order quantifiers is quite
simple: the only other possible introduction rules are 3L and VR and they are
simply instantiated (reading a proof bottom up) by a new “eigenvariable” y.
The Teyjus implementation [NM99] of AProlog, for example, gives a direct and
effective implementation of such eigenvariable generation during proof search. It
is possible to define rich collections of higher-order formulas for which one can
guarantee that only predicate quantification only occurs with 9L and VR. Most
of the example of logic programs that we present below have this property.

Notice that if P is such that all universal quantifiers of predicate type occur
negatively and all existential quantifiers of predicate type occur positively, then
there are no occurrences of VL or 3R in a cut-free proof of the sequent P — A
where A is, say, an atomic formula. If, however, P; and P, are two programs with
the above restriction, cut-free proofs of the sequent P; — Py may contain oc-
currences of VL and JR. Such sequents will generally require some substitutions
that might be difficult to produce by simple automation. This is consistent with
the expectation that inferences between programs require some genuine insights
to establish.

We now proceed to present some examples of reasoning with higher-order
quantification. All of our examples involve some use of linear logic as well as
higher-order quantification. We will not attempt to describe the basics of linear
logic, but rather refer the reader to, say, [Gir87, Tro92]. Our first two examples
will make use of linear implication, written as —o (and as the converse o—)
and intuitionistic implication, written as =. The multiplicative conjunction ®
appears as well. Our last example, starting in Section 5 will also make use of the
multiplicative disjunction 2.
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3 Reversing a List Is Symmetric

While much of the motivation for designing logic programming languages based
on linear logic has been to add expressiveness to such languages, linear logic can
also help shed some light on conventional programs. In this section we consider
the linear logic specification for the reverse of lists and formally show, by direct
reasoning on the specification, that it is a symmetric relation [Mil].

Let the constants nil and (-::-) denote the two constructors for lists. To
compute the reverse of two lists, make a place for two piles on a table. Initialize
one pile to the list you wish to reverse and initialize the other pile to be empty.
Next, repeatedly move the top element from the first pile to the top of the second
pile. When the first pile is empty, the second pile is the reverse of the original
list. For example, the following is a trace of such a computation.

(a::b:c:nil) nil
(b::c::nil) (a:: nil)
(¢ ::nil) (b::a::nil)
nil (c::b:ra::nil)

In more general terms: if we wish to reverse the list L to get K, first pick a binary
relation rv to denote the pairing of lists above (this predicate will not denote
the reverse); then start with the atom (rv L nil) and do a series of backchaining
over the clause

rvP (X:Q)—orv(X:P)Q

to get to the formula (rv nil K). Once this is done, K is the result of reversing L.
That is, if from the two formula

VPYXVYQ(rv P (X Q) —orv (X :: P) Q)
(rv nil K)

one can prove (rv L nil), then the reversing of L is K. This specification is
not finished for several reasons. First, L and K are specific lists and are not
quantified anywhere. Second, the relation reverse L. K must be linked to this
sub-computation using the auxiliary predicate rv. Third, we can observe that of
the two clauses for rv above, the first clause (the recursive one) can be used an
arbitrary number of times during a computation while the second clause (the
base case) can be used exactly once. Since we are using elements of higher-
order linear logic here, linking the rv sub-computation to (reverse L K) can be
done using nested implications, the auxiliary predicate rv can be hidden using
a higher-order quantifier, and the distinction between the use pattern for the
inductive and base case clauses can be specified using different implications.
The entire specification of reverse can be written as the following single formula.

VIVK[ Vrv ( (VXVPVQ(rv P (X Q) —orv (X = P) Q)) =
rv nil K —o rv L nil)—o reverse L K ]

Notice that the clause used for repeatedly moving the top elements of lists is to
the left of an intuitionistic implication (so it can be used any number of times)



Higher-Order Quantification and Proof Search 65

while the formula (rv nil K), the base case of the recursion, is to the left of a
linear implication (must be used once).

Now consider proving that reverse is symmetric: that is, if (reverse L K) is
proved from the above clause, then so is (reverse K L). The informal proof of
this is simple: in the table tracing the computation above, flip the rows and the
columns. What is left is a correct computation of reversing again, but the start
and final lists have exchanged roles. This informal proof is easily made formal
by exploiting the meta-theory of higher-order quantification and of linear logic.
A more formal proof proceeds as follows. Assume that (reverse L K) can be
proved. There is only one way to prove this (backchaining on the above clause
for reverse). Thus the formula

Vrv((VXVPYQ(rv P (X Q) —orv (X = P) Q)) = rv nil K —o rv L nil)

is provable. Since this universally quantified expression is provable, any instance
of it is also provable. Thus, instantiate it with the A-expression A\zAy(rv y z)*
(the swapping of the order of the arguments is one of the flips of the informal
proof and the negation yields the other flip). The resulting formula

(VXVYPYQ(rv (X ::Q) P)* —o (rv Q (X = P)Y)) = (rv K nil)* —o (rv nil L)*

can be simplified by using the contrapositive rule for negation and linear impli-
cation, which yields

(VXVPYQ(rv Q (X ::P) —orv (X Q) P) = rvnil L —orv K nil).

If we now universally generalize on rv we again have proved the body of the
reverse clause, but this time with L and K switched.

This proof exploits the explicit hiding of the auxiliary predicate rv by pro-
viding a site into which a “re-implementation” of the predicate can be placed.
Also notice that this proof does not have an explicit reference to induction. It
is unlikely to expect that many proofs of interesting properties involving list
manipulation predicates can be done like this and without reference to induc-
tion. This example simply illustrates an aspect of higher-order quantification
and linear logic in reasoning direction with specifications.

4 Two Implementations of a Counter

For another example of how higher-order quantification can be used to form
abstractions and to enhance reasoning about code, consider the two different
specifications F; and Fs of a simple counter object in Figure 2 [Mil96]. Each
of these specifications describe a counter that encapsulates state and responds
to two “methods”, namely, get and inc, for getting and incrementing the encap-
sulated value. Notice that in both of these specifications, the state is the linear
atomic formula (r n) (n is the integer denoting the counter’s value) and the two
methods are specified by two clauses that are marked with a ! (that is, they can
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Ei=3r[(r0)®
IWKVV(get V Ko—r Ve ((rV oK) ®
WKWV (inc V K o r V& (r (V +1) —o K))]

E,=3r[(r0)®
IWKYV(get (V) Ko—r V@@V —oK)®
IWKYV (inc (=V) Ko—r V@ (r(V—-1)—oK))

Fig. 2. Two specifications of a global counter

be invoked any number of times). Notice also that the predicate r is existentially
quantified, thus properly encapsulating the state of the counter.

Viewed from a proof search point-of-view, these two specifications store the
counter on the left side of the sequent as a linear logic assumption. The counter is
then updated by “destructively” reading and then “rewriting” the atom used to
store that value. The differences between these two implementations is that in the
second of these implementations the inc method actually decrements the internal
representation of the counter: to compensate for this choice both methods return
the negative of that internal value. The use of ®, !, and 3 in Figure 2 is for
convenience in displaying these specifications. If we write Fy as Ir(R; ® | Ry ®
I R3), then using simple “curry/uncurry” equivalences in linear logic we can
rewrite 1 —o G to the equivalent formula Vr(R; —o Ry = Rs = ). These
specification are encoded using continuation passing style: the variable K ranges
over continuations.

Although these two specifications of a global counter are different, they
should be equivalent in some sense. Although there are several ways that the
equivalence of such counters can be proved (for example, trace equivalence), the
specifications of these counters are, in fact, logically equivalent. In particular,
the entailments Fy - Ey and Ey - E; are provable in linear logic. The proof
of each of these entailments proceeds (in a bottom-up fashion) by choosing an
eigen-variable, say s, to instantiate the existential quantifier in the left-hand
specification and then instantiating the right-hand existential quantifier with
Az.s (—z). The proof of these entailments must also use the equations

{-0=0,—(z+1)=—2z—-1,—(x—1)=—x+1}.

Clearly, logical equivalence is a strong equivalence: it immediately implies no
logical context can tell the difference between these two implementations.

5 Multiset Rewriting in Proof Search

To provide some more examples of direct reasoning with logical specification,
we will first describe how certain aspects of security protocols can be specified
in linear logic. To discuss specifications of security protocols, we first introduce
multiset rewriting and how that can be encoded in proof search.
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To model multiset rewriting we shall use a subset of linear logic similar to
the process clauses introduced by the author in [Mil93]. Such clauses are simply
described as follows: Let G and H be formulas composed of L, %, and V. (Think
of the % connective as the multiset constructor and L as the empty multiset.)
Process clauses are closed formulas of the form VZ[G —o H] where H is not L
and all free variables of G are free in H. These clause have been used in [Mil93]
to encode a calculus similar to the 7-calculus. A nearly identical subset of linear
logic has also been proposed by Kanovich [Kan92, Kan94]: if you write process
clauses in their contrapositive form (replacing the connectives %, V, 1, and o—
with ®, 3, 1, and —o, respectively) you have what Kanovich called linear Horn
clauses.

The multiset rewriting rule a,b = ¢, d, e can be implemented as a backchain-
ing step over the clause ¢ 8d Be —o a ®b. That is, backchaining using this linear
logic clause can be used to justify the inference rule

U A —c,de I’
U:A—a,b, I’

)

with the proviso that ¢ Bd Be —o a Bb is a member of ¥. We can interpret this
fragment of a proof as a rewriting of the multiset a, b, I" to the multiset ¢, d, e, I’
by backchaining on the clause displayed above. Using the Forum presentation of
linear logic [Mil96], this inference rule can be justified with the following proof
fragment.
U, A —c,de I
;A —c,dBe, I’

v Sa Wb

VA cmdBel W a
g/,A B Be—0a a,b,F
U, A—a,b I’

The sub-proofs on the right are responsible for deleting from the right-hand
context one occurrence each of the atoms a and b while the subproof on the left
is responsible for inserting one occurrence each of the atoms ¢, d, and e.

Example 1. Consider the problem of Alice wishing to communicate a value to
Bob. The clause
Vz[(a x) Bbo—a’ B(V z)]

illustrates how one might synchronize Alice’s agent a x with Bob’s agent b. In
one, atomic step, the synchronization occurs and the value z is transfer from
Alice, resulting in her continuation a’, to Bob, resulting in his continuation b’ z.
If a server is also involved, one can imagine the clause being written as

Vz[(a ) BbBs o— a' B (b z) Bs],
assuming that the server’s state is unchanged through this interaction.

As this example illustrates, synchronization between agents is easy to specify
and can trivialize both the nature of communication and the need for security
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protocols entirely. (For example, if such secure communications is done atomi-
cally, there is no need for a server s in the above clause.) While the clause in this
example might specify a desired communication, it cannot be understood as an
actual implementation in a distributed setting. In distributed settings, synchro-
nization actually only takes place between agents and networks. Our main use of
multiset rewriting will involve more restricted clauses with weaker assumptions
about communications: these will involve synchronizations between agents and
network messages (a model for asynchronous communications) and not between
agents and other agents (a model of synchronous communications).

In general, however, the body of clauses are allowed to have universal quan-
tification: since (Vz.Px) BQ) is linear logically equivalent to Va(Pz %Q), we can
assume such bodies are in prenex normal form (provided that z is not free in Q).
Backchaining over the clause

Vay .. Veilar B Bag, o— Vyi ... Vy;[bi B+ Bby]]

can be interpreted as multiset rewriting but where the variables y1,...,y; are
instantiated with eigenvariables of the proof.

6 Security Protocols in Proof Search

We shall briefly outline the multiset rewriting framework proposed by Cervesato,
et. al. in MSR, [CDLT99, CDLT00]. As we have seen, universal quantification is
used to handle schema variables (such as the x variable in Example 1) as well as
eigenvariables: when the latter are treated properly in a sequent calculus setting,
the proviso on their newness can be used to model the notions of freshness and
newness in security protocols for nonces, session keys, and encryption keys.

For the sake of concreteness and simplicity, data and messages on a network
will be represented as terms of type data. We shall use a tupling operator (-, -)
that has type data — data — data to form composite data objects and the
empty tuple () will have the type data. Expressions such as (-,-,...,-) will be
assumed to be built from pairing, associated to the right.

As suggested in the previous section, not just any clause makes sense in a
security protocol. Various restrictions on the occurrence of predicates within
clauses must be made. For example, we need to avoid that agents synchronize
directly with other agents and we must avoid that one agent becomes another
agent. (In Section 8 we show a different syntax for protocol clauses which will
not need these various restrictions.) In general, the specification of an action
possible by Alice is given by (the universal closure of) a clause of the form

a SB[M]]B--- B[[M,y]] o= Vny...Vnila" §" B[[M]] B--- B[[M]] ],

where p, ¢, and i are non-negative integers. This clause indicates that Alice
with memory S (represented by the atom a S) inputs the p network messages
[Mi]],...,[[Mp]] and then, in a context where ny,...,n; are new symbols, be-
comes the continuation a’ with new memory S’ and with ¢ new output messages
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[[M1]], ..., [[M_]]. Two variants of this clause can also be allow: the first is where
the atom a s is not present in the head of the clause (such clauses encode agent
creation) and the second is where the atom a’ S’ is not present in the body of
the clause (such clauses encode agent deletion).

7 Encryption as an Abstract Datatype

We now illustrate our first use of higher-order quantification at a non-predicate
type. In particular, we shall model encryption keys as eigenvariables of higher-
order type data — data. Clearly, this is a natural choice of type since it is easy
to think of encryption as being being a mapping from data to data: a partic-
ular implementation of this via 64-bit string and some particular encryption
algorithm is, of course, abstracted away at this point. Building data objects us-
ing higher-type eigenvariables is a standard approach in logic programming for
modeling abstract datatypes [Mil89a]. In order to place this higher-type object
within data, we introduce a new constructor -° of type (data — data) — data
that explicitly coerces an encryption function into data.

Explicit quantification of encryption keys can be used to also describe suc-
cinctly the static distribution of keys within agents. Consider, for example, the
following specification.

TkasFkvs| @ (M, S) o a S %B[kas M]].
b T B[kys M]] o~ b (M,T).
5 () Bllkas Pl] o= s () Bl[kss P]].

(Here as elsewhere, quantification of capital letter variables is universal with
scope limited to the clause in which the variable appears.) In this example, Alice
(a) communicates with Bob (b) via a server (s). To make the communications
secure, Alice uses the key k,s while Bob uses the key kps. The server is memory-
less and only takes on the role of translating messages encrypted for Alice to
messages encrypted for Bob. The use of the existential quantifiers helps establish
that the occurrences of keys, say, between Alice and the server and Bob and the
server, are the only occurrences of those keys. Even if more principals are added
to this system, these occurrences are still the only ones for these keys. Of course,
as protocols are evaluated (that is, a proof is searched for), keys may extrude
their scope and move freely around the network and into the memory of possible
intruders. This dynamic notion of scope extrusion is similar to that found in the
m-caleulus [MPW92] and is modeled here in linear logic in a way similar to an
encoding given in [Mil93] for an encoding of the m-calculus into linear logic.

Example 2. To illustrate the power of logical entailment using quantification at
higher-order type for encryption keys, consider the following two clauses:

a o— VE.[[(km)]] and ao— Vk.[[(k m')]].

These two clauses specify that Alice can take a step that generates a new encryp-
tion key and then outputs either the message m or m’ encrypted. Since Alice
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has no continuation, no one will be able to decode this message. It should be
the case that these two clauses are equivalent, but in what sense? It is an easy
matter to show that these two clauses are actually logically equivalent. A proof
that the first implies the second contains a subproof of the sequent

VE.[[(k m")]] — VE[[(k m)]],

and this is proved by introducing the eigenvariable, say ¢, on the right and the
term Aw.(c m) on the left.

Public key encryption can be encoded using a “key” of type data — data —
data as the following clause illustrates:

Jk.[a SB[[(k N M)]] o— a’ (S, M).
pubkey alice M o— Vn.[[(k n M)]].]

We have introduced an auxiliary predicate for storing public keys: this is rea-
sonable since such keys should be something that can be looked up in a registry.
For example, the following clause describes a method for Bob to send Alice a
message using her public key.

VMVS. b (M,S) o— b S % pubkey alice M.

Every instance of the call to pubkey places a new nonce into the encrypted data
and only Alice has the full key that makes it possible for her to ignore this nonce
and only decode the message.

For a more interesting example, we specify the Needham-Schroeder Shared
Key protocol (following [SCO01]) in Figure 3. Notice that two shared keys are
used in this example and that the server creates a new key that is placed within
data and is then used for Alice and Bob to communicate directly. It is easy to
show that this protocol implements the specification (taken from Example 1):

Vz[(a ) BbBs o—a' B(b x) Bs].

That is, the formula displayed in Figure 3 logically entails the above displayed
formula. The linear logic proof of this entailment starts with the multiset (a c),
b,s on the right of the sequent arrow (for some “secret” eigenvariable ¢) and
then reduces this back to the multiset o', (b’ ¢),s simply by “executing” the
logic program in Figure 3. Notice that the V used in the bodies of clauses in
this protocol are used both for nonce creation (at type data) and encryption key
creation (at type data — data).

8 Abstracting over Internal States of Agents

Existential quantification over program clauses can also be used to hide predi-
cates encoding agents. In fact, one might argue that the various restrictions on
sets of process clauses (no synchronization directly with atoms encoding agents,
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FkasTkps{
aS o Vna.a (na,S) %|[[(alice, bob,na)]].
a (N, S) B[[(kas(N,bob, K, En)]] o a (N, K, S) B[[En]|.
o (Na,Key®, S) B[[(Key Nb) o a{) B[[(Key (Nb, )]l
b () B[[(kes (Key®,alice)]] o— Vnb. b (nb, Key®) B[[(Key nb)]].
b (Nb, Key) B[[(Key(Nb, S))]] o bS.
s B[(alice,bob, N)]] o~ Vk. s%[[(kas(N,bob, k°, kps(k°, alice)))]].

Fig. 3. Encoding the Needham-Schroeder protocol

no agent changing into another agent, etc) might all be considered a way to en-
force locality of predicates. Existential quantification can, however, achieve this
same notion of locality, but much more declaratively.

First notice that such quantification can be used to encode 3-way synchro-
nization using 2-way synchronization via a hidden intermediary. For example,
the following entailment is easy to prove in linear logic.

aBbo—x
Elx'{a:'*’?co—d'@e} 4= aBbBco—dRe

In a similar fashion, intermediate states of an agent can be taken out entirely.
For example,

a1 B[[mo]] o— az B[[m4]]
3 as, asz. § az B[[ma]] o— az B[[ms]] -+
az B[[ma]] o— as B[[ms]]

a1 B[[mo]] o= ([[ma]] o= ([[m2]] o= ([[ms]] o= ([[ma]] o= ([[ms]] B aa)))))

The changing of polarity that occurs when moving to the premise of a o— flips
expressions from one doing an output (e.g., [[m1]]) to one doing an input (e.g.,
[[m2]]), etc. This suggests an alternative syntax for agents where o— alternates
between agents willing to input and output of messages. To that end, consider
the following syntactic categories of linear logic formulas:

H:=A|L|H®H |Vz.H
D:=H|Ho D|V&.D

If A denotes the class of atomic formulas encoding network messages, then for-
mulas belonging to the class H denote bundles of messages that are used as
either input or output. Formulas belonging to the class D can have very deep
nesting of implications and that nesting changes phases from input to output
and back to input. Notice that the universal quantifier can appear in two modes:
one mode it is used to generate new eigenvariables and in the other mode it is
used to bind to parts of input messages (as in value-passing CCS).

To illustrate an example of this style of syntax, consider first declaring local
all agent predicates in the Needham-Schroeder Shared Key protocol in Figure 3.
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(Out) Vna.[[(alice, bob, na)]] o—

(In) (VKabVEn.[[kas{na, bob, Kab®, En)]] o—
(Out) ([En]] o=

(In) (VNB.[[(KabNB)]] o—

(Out) ([[(Kab(N B, secret))]]))))-

(Out) Lo—

(In) (VKab.[[(kbs(Kab®, alice))]] o—

(Out) (Vnb.[[(Kabnb)]] o—

(In) ([[(Kab(nb, secret))]] o—

(Cont) b secret))).

(Out) L«

(In) (VN.[[{alice, bob, N)]| o—

(Out) (Vkey.[[kas(N, bob, key®, kbs(key®, alice))]])).

Fig. 4. Encodings of Alice, Bob, and the server (respectively)

This then yields the logically equivalent presentation in Figure 4. (Actually, to
get this logical equivalence, two clauses must be added to Figure 3 that allows
for the server’s creation and the server’s deletion.) There three formulas are
displayed: the first represents Alice, the second Bob, and the final one the server.
If these three formulas were placed on the right-hand side of a sequent arrow
(with no theory assumed on the right) then Alice will output a message and move
to the left-side of the sequent arrow (—oR). Bob and the server output nothing
and move to the left-hand side as well. At that point, the server will need to be
chosen for a —oR, which will cause it to input the message that Alice sent and
then move its continuation to the right-hand side. It will then immediate output
another message, and so on.

The style of specification given in Figure 4 is essentially like that of process
calculus. Notice that the only essential difference between this style of specifi-
cation and the one offered for MSR, is how one views continuations of agents:
in MSR, they are named formulas while in the process style, they are directly
presented via nesting. This difference also forces a difference in the presentation
of agent memory: in MSR, this was encoded as terms associated to the agent
name while in the process style presentation, it is implicitly encoded via the
scope of various bound variables over the process’s continuation.

If one skips a phase, the two phases adjacent to the skipped phase can be
contracted as follows:

po—(lo—(qo—k))=pBqo—k

The relationship between these two styles of agents has already been ob-
served more generally. A bipolar formula is a linear logic formula in which no
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asynchronous connective (%, V, &, etc) is in the scope of a synchronous con-
nective (®, 3, @, etc). Andreoli [And92] showed that if we allow the addition
of constants, arbitrary formulas of linear logic can be “compiled” to a collec-
tion of bipolar forms: basically, when the nesting alternates once, introduce
new constants and have these be defined to handle the meaning of the next
alternation, and so on. In essence, the compilation of the formula is Figure 4
yields the formulas in Figure 3: the new constants introduced by compilation
are the names used to denote agent continuation. The formulas used in MSR
are bipolars: for example, Q1 %+ BQ, o— Py B -+ B P, is logically equivalent
t0 Q1 B BQu B(PL @ ® P,

9 Conclusion

We have shown than abstractions in the specification of logic programs via quan-
tification at higher-order types can improve the chances that one can perform in-
teresting inferences directly on the logic specification. Induction and co-induction
will certainly be important, if not central, to establishing most logical entailments
involving logic specifications. Abstractions of the form we have discussed here,
however, will most like play an important role in any comprehensive approach
to reasoning about logic programming specifications.
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