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Preface

This volume contains the proceedings of AMAST 2002, the 9th International
Conference on Algebraic Methodology and Software Technology, held during
September 9–13, 2002, in Saint-Gilles-les-Bains, Réunion Island, France. The
major goal of the AMAST conferences is to promote research that may lead to
setting software technology on a firm mathematical basis. This goal is achieved
through a large international cooperation with contributions from both academia
and industry. Developing a software technology on a mathematical basis pro-
duces software that is: (a) correct, and the correctness can be proved mathemat-
ically, (b) safe, so that it can be used in the implementation of critical systems,
(c) portable, i.e., independent of computing platforms and language generations,
(d) evolutionary, i.e., it is self-adaptable and evolves with the problem domain.

All previous AMAST conferences, which were held in Iowa City (1989, 1991),
Twente (1993), Montreal (1995), Munich (1996), Sydney (1997), Manaus (1999),
and Iowa City (2000), made contributions to the AMAST goals by reporting and
disseminating academic and industrial achievements within the AMAST area of
interest. During these meetings, AMAST attracted an international following
among researchers and practitioners interested in software technology, program-
ming methodology, and their algebraic, and logical foundations.

There were 59 submissions of overall high quality, authored by researchers
from countries including Algeria, Argentina, Australia, Belgium, Brazil, Canada,
China, Denmark, France, Germany, India, Italy, Japan, Korea, New Zealand,
Poland, Portugal, Russia, Spain, Sweden, Switzerland, The Netherlands, the
USA, and UK. All submissions were thoroughly evaluated, and an electronic
program committee meeting was held through the Internet. The program com-
mittee selected 26 regular papers plus 2 system descriptions. This volume also
includes full papers of six invited lectures given by Gilles Barthe, José Fiadeiro,
Dale Miller, Peter Mosses, Don Sannella, and Igor Walukiewicz.

We warmly thank the members of the program committee and all the referees
for their care and time in reviewing and selecting the submitted papers, Teodor
Knapik for the practical organization of the conference, and all the institutions
that supported AMAST 2002: Conseil Régional de la Réunion, Conseil Général
de la Réunion, Conseil Scientifique de l’Université de la Réunion, and Faculté
des Sciences et Technologies de l’Université de la Réunion.

June 2002 Hélène Kirchner
Christophe Ringeissen
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From Specifications to Code in Casl

David Aspinall and Donald Sannella

Laboratory for Foundations of Computer Science
Division of Informatics, University of Edinburgh

Abstract. The status of the Common Framework Initiative (CoFI) and
the Common Algebraic Specification Language (Casl) are briefly pre-
sented. One important outstanding point concerns the relationship be-
tween Casl and programming languages; making a proper connection
is obviously central to the use of Casl specifications for software spec-
ification and development. Some of the issues involved in making this
connection are discussed.

1 Introduction

The Common Framework Initiative, abbreviated CoFI, is an open international
collaboration which aims to provide a common framework for algebraic specifica-
tion and development of software by consolidating the results of past research in
the area [AKBK99]. CoFI was initiated in 1995 in response to the proliferation
of algebraic specification languages. At that time, despite extensive past collabo-
ration between the main research groups involved and a high degree of agreement
concerning the basic concepts, the field gave the appearance of being extremely
fragmented, and this was seen as a serious obstacle to the dissemination and use
of algebraic development techniques. Although many tools supporting the use
of algebraic techniques had been developed in the academic community, none
of them had gained wide acceptance, at least partly because of their isolated
usability, with each tool using a different specification language.

The main activity of CoFI has been the design of a specification language
called Casl (the Common Algebraic Specification Language), intended for for-
mal specification of functional requirements and modular software design and
subsuming many previous specification languages. Development of prototyping
and verification tools for Casl leads to them being interoperable, i.e. capable of
being used in combination rather than in isolation. Design of Casl proceeded
hand-in-hand with work on semantics, methodology and tool support, all of
which provided vital feedback regarding language design proposals. For a de-
tailed description of Casl, see [ABK+03] or [CoF01]; a tutorial introduction
is [BM01] and the formal semantics is [CoF02]. Section 2 below provides a brief
taste of its main features. All Casl design documents are available from the
main CoFI web site [CoF].

The main activity in CoFI since its inception has been the design of Casl in-
cluding its semantics, documentation, and tool support. This work is now essen-
tially finished. The language design is complete and has been approved by IFIP

H. Kirchner and C. Ringeissen (Eds.): AMAST 2002, LNCS 2422, pp. 1–14, 2002.
c© Springer-Verlag Berlin Heidelberg 2002



2 David Aspinall and Donald Sannella

WG1.3 following two rounds of reviewing. The formal semantics of Casl is com-
plete, and documentation including a book containing a user’s guide and refer-
ence documents are nearing completion. A selection of tools supporting Casl are
available, the most prominent of these being the Casl Tool Set CATS [Mos00a]
which combines a parser, static checker, LATEX pretty printer, facilities for print-
ing signatures of specifications and structure graphs of Casl specifications,
with an encoding of Casl specifications into second-order logic [Mos03] pro-
viding links to various verification and development systems including Isabelle
and INKA [AHMS99].

The most focussed collaborative activity nowadays is on tool development,
see http://www.tzi.de/cofi/Tools. There is also some further work on vari-
ous topics in algebraic specification in the Casl context; for two recent examples
see [MS02] and [BST02b]. However, with the completion of the design activity,
there has been a very encouraging level of use of Casl in actual applications.
In contrast with most previous algebraic specification languages which are used
only by their inventors and their students and collaborators, many present Casl
users have had no connection with its design. Casl has begun to be used in in-
dustry, and applications beyond software specification include a tentative role in
the OMDoc project for the communication and storage of mathematical knowl-
edge [Koh02]. Overall,Casl now appears to be recognized as a de facto standard
language for algebraic specification.

One important aspect of any specification language is the way that specifica-
tions relate to programs. This can be a difficult issue; see [KS98] for a discussion
of some serious problems at the specification/program interface that were en-
countered in work on Extended ML. The approach taken in Casl, which is
outlined in Section 3, involves abstracting away from the details of the pro-
gramming language. This works up to a point, but it leaves certain questions
unanswered. In Section 4 we briefly outline a number of issues with the relation-
ship between Casl specifications and programs that deserve attention. Our aim
here is to raise questions, not to answer them. The discussion is tentative and
we gloss over most of the technical details.

2 A Taste of Casl

A Casl basic specification denotes a class of many-sorted partial first-order
structures: algebras where the functions are partial or total, and where also
predicates are allowed. These are classified by signatures which list sort names,
partial and total function names, and predicate names, together with profiles of
functions and predicates. The sorts are partially ordered by a subsort inclusion
relation. Apart from introducing components of signatures, a Casl basic speci-
fication includes axioms giving properties of structures that are to be considered
as models of the specification. Axioms are in first-order logic built over atomic
formulae which include strong and existential equalities, definedness formulae
and predicate applications, with generation constraints added as special, non-
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first-order sentences. Concise syntax is provided for specifications of “datatypes”
with constructor and selector functions.

Here is an example of a basic specification:

free types Nat ::= 0 | sort Pos ;
Pos ::= suc(pre : Nat)

op pre : Nat →? Nat
axioms

¬def pre(0 );
∀n : Nat • pre(suc(n)) = n

pred even : Nat
var n : Nat
• even 0
• even suc(n)⇔ ¬even n

The remaining features of Casl do not depend on the details of the features for
basic specifications, so this part of the design is orthogonal to the rest. This is re-
flected in the semantics by the use of a variant of the notion of institution [GB92]
called an institution with symbols [Mos00b]. (For readers who are unfamiliar with
the notion of institution, it corresponds roughly to “logical system appropriate
for writing specifications”.) The semantics of basic specifications is regarded as
defining a particular institution with symbols, and the rest of the semantics is
based on an arbitrary institution with symbols. An important consequence of
this is that sub-languages and extensions of Casl can be defined by restricting
or extending the language of basic specifications without the need to reconsider
or change the rest of the language.

Casl provides ways of building complex specifications out of simpler ones —
the simplest ones being basic specifications — by means of various specification-
building operations. These include translation, hiding, union, and both free and
loose forms of extension. A structured specification denotes a class of many-sorted
partial first-order structures, as with basic specifications. Thus the structure
of a specification is not reflected in its models: it is used only to present the
specification in a modular style. Structured specifications may be named and a
named specification may be generic, meaning that it declares some parameters
that need to be instantiated when it is used. Instantiation is a matter of providing
an appropriate argument specification together with a fitting morphism from the
parameter to the argument specification. Generic specifications correspond to
what is known in other specification languages as (pushout-style) parametrized
specifications.

Here is an example of a generic specification (referring to a specification
named Partial Order, which is assumed to declare the sort Elem and the
predicate ≤ ):

spec List with Order [Partial Order] =
free type List [Elem] ::= nil | cons(hd :?Elem; tl :?List [Elem])

then
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local
op insert : Elem × List [Elem]→ List [Elem]
vars x , y : Elem; l : List [Elem]
axioms insert(x ,nil) = cons(x ,nil);

x ≤ y ⇒ insert(x , cons(y, l)) = cons(x , insert(y, l));
¬(x ≤ y)⇒ insert(x , cons(y, l)) = cons(y, insert(x , l))

within
op order [ ≤ ] : List [Elem]→ List [Elem]
vars x : Elem; l : List [Elem]
axioms order [ ≤ ](nil) = nil ;

order [ ≤ ](cons(x , l)) = insert(x , order [ ≤ ](l))
end

Architectural specifications in Casl are for describing the modular structure
of software, in constrast to structured specifications where the structure is only
for presentation purposes. An architectural specification consists of a list of unit
declarations, indicating the component modules required with specifications for
each of them, together with a unit term that describes the way in which these
modules are to be combined. Units are normally functions which map structures
to structures, where the specification of the unit specifies properties that the
argument structure is required to satisfy as well as properties that are guaranteed
of the result. These functions are required to be persistent, meaning that the
argument structure is preserved intact in the result structure. This corresponds
to the fact that a software module must use its imports as supplied without
altering them.

Here is a simple example of an architectural specification (referring to ordi-
nary specifications named List, Char, and Nat, assumed to declare the sorts
Elem and List[Elem], Char, and Nat, respectively):

arch spec CN List =
units

C : Char ;
N : Nat ;
F : Elem → List[Elem]

result F [C fit Elem 	→ Char ] and F [N fit Elem 	→ Nat ]

More about architectural specifications, including further examples, may be
found in [BST02a].

3 Specifications and Programs

The primary use of specifications is to describe programs; nevertheless Casl
abstracts away from all details of programming languages and programming
paradigms, in common with most work on algebraic specification. The connec-
tion with programs is indirect, via the use of partial first-order structures or
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similar mathematical models of program behaviour. We assume that each pro-
gram P determines a Casl signature Sig(P ), and the programming language
at hand comes equipped with a semantics which assigns to each program P its
denotation as a partial first-order structure, [[P ]] ∈ Alg(Sig(P )). Then P is re-
garded as satisfying a specification SP if Sig(P ) = Sig(SP) and [[P ]] ∈ [[SP ]],
where Sig(SP) and [[SP ]] ⊆ Alg(Sig(SP)) are given by the semantics of Casl.

The type systems of most programming languages do not match that of
Casl, and partial first-order structures are not always suitable for capturing
program behaviour. In that case one may simply replace the institution that is
used for basic specifications in Casl with another one that is tailored to the
programming language at hand.

Example 3.1. A suitable institution for Standard ML (SML) would consist of
the following components.

Signatures: These would be SML signatures, or more precisely environments as
defined in the static semantics of SML [MTHM97] which are their semantic
counterparts. Components of signatures are then type constructors, typed
function symbols including value constructors, exception constructors, and
substructures having signatures. The type system here is that of SML, where
functions may be higher-order and/or polymorphic.

Models: Any style of model that is suitable for capturing the behaviour of
SML programs could be used. For example, one could take environments
as defined in the dynamic semantics of SML, where closures are used to
represent functions.

Sentences: One choice would be the syntax used for axioms in Extended ML
[KST97], which is an extension of the syntax of SML boolean expressions by
quantifiers, extensional equality, and a termination predicate.

Satisfaction: If sentences are as in EML and models are as in the dynamic
semantics of SML, then satisfaction of a sentence by a model is as defined
in the verification semantics of EML [KST97]. �

Here is a variant of the sorting specification shown earlier, given for the SML

instantiation of Casl, by adjusting the syntax of basic specifications.

spec List with PolyOrder =
local

val insert : (α× α → bool)→ α× α list → α list
vars x , y : α; l : α list
axioms insert leq (x ,nil) = cons(x ,nil);

leq(x , y)⇒ insert leq (x , cons(y, l)) =
cons(x , insert leq (y, l));

¬(leq(x , y)) ⇒ insert leq (x , cons(y, l)) =
cons(y, insert leq (x , l))

within
op order : (α× α → bool)→ α list → α list
vars x : α; l : α list
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axioms order leq (nil) = nil ;
order leq (cons(x , l)) = insert leq (x , order leq l)

Example 3.2. An institution for a simplified version of Java could be defined by
combining and recasting ideas from µJava [NOP00] and JML [LBR01].

Signatures: A signature would represent the type information for a collection
of classes, including class names, types and names of fields and methods in
each class, and the subclass relationship between classes.

Models: A natural choice for models is based on execution traces within an
abstract version of the Java Virtual Machine [NOP00]. A trace is a sequence
of states, each including a representation of the heap (the current collection
of objects), as well as a program counter indicating the next method to be
executed and a stack containing the actual arguments it will be invoked with.

Sentences: An appropriate choice would be a many-sorted first-order logic
which has non side-effecting Java expressions as terms. When specifying
object-oriented systems, it is desirable to allow both class invariants which
express properties of the values of fields in objects, as well as method pre-post
conditions which express the behaviour of methods. Post conditions need
some way to refer to the previous state (possibilities are to use auxiliary vari-
ables as in Hoare logic [NOP00], or the Old(−) function of JML [LBR01]),
as well as the result value of the method for non void returning methods. It
would also be possible to add constructs for specifying exceptional behaviour
and termination conditions.

Satisfaction: Roughly, a class invariant is satisfied in a model if it is satisfied
in every state in the execution trace, and a method pre-post condition is
satisfied if the pre-condition implies the post condition for all pairs of states
corresponding to the particular method’s call and return points. In practice,
we need to be careful about certain intermediate states where class invariants
may be temporarily violated; see [LBR01] for ways of describing this, as well
as ways of specifying frame conditions which restrict which part of the state
a method is allowed to alter. �


Example 3.3. An institution for Haskell-with-CASL is described in [SM02]. It is
relates closely to the normal first-order Casl institution, and has been studied
in more detail than our sketches for Java and SML above. Here is an overview:

Signatures: These consist of Haskell-style type classes including type construc-
tors, type aliases, and type schemes for operators. There is a way to reduce
rich signatures to simpler ones close to ordinary CASL, except that higher-
order functions are present.

Models: Models are over basic signatures, and given by intensional Henkin
models. Like the institutions outlined above, this choice reflects a more
computationally-oriented viewpoint, allowing particular models which cap-
ture operational interpretations.

Sentences and satisfaction: Full formulae are similar to those of first-order
Casl, but are reduced to a restricted internal logic on which satisfaction is
defined. �
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This institutional approach takes a model-theoretic view and says nothing about
how sentences can be proved to hold. For this, one would require an associated
entailment system, see [Mes89].

4 Some Unresolved Issues

Defining an institution for specifying programs in a given programming language,
as in the above examples, provides a link between Casl and the programming
language at hand. This gives an adequate framework for analysis of the process
of developing programs from specifications by stepwise refinement using Casl
architectural specifications, see e.g. [BST02a] and [BST02b].

Still, this seems to be only part of a bigger and more detailed story. Notice
that the syntax of programs does not appear anywhere in the institutions out-
lined in Examples 3.1 and 3.2. One would expect a full account to take into
consideration the structure of the programming language, rather than regarding
it as a monolithic set of notations for describing a model.

4.1 Combining Specifications and Programs

We have made the point that specification structure is in general unrelated
to program structure, and it often makes sense to use a completely different
structure for an initial requirements specification than is used for the eventual
implementation. If we are to connect the two formally, however, it is useful to
have a path between them. This is what architectural specifications in Casl are
intended to provide, as a mechanism for specifying implementation structure.

Architectural specifications in Casl can make use of certain model building
operators for defining units. These are defined analogously to the specification
building operators available for structured specifications. They including renam-
ing, hiding, amalgamation, and the definition of generic units. The semantics of
the model building operators is defined for an arbitrary institution with symbols;
but once a specific programming language is chosen, it remains to decide how
the model building operators can be realised [BST02a]. It may be that none,
some, or all of them can be defined directly within the programming language.

Example 4.1. (Continuing Example 3.1) In SML, an architectural unit is a struc-
ture (possibly containing substructures) and a generic unit corresponds to a
functor. The ways that units are combined in Casl correspond with the ways
that structures and functors are combined in SML; it is possible to define re-
naming, hiding and amalgamation within the language itself. �

Example 4.2. (Continuing Example 3.2) In Java, an architectural unit is perhaps
best identified as a set of related classes belonging to the same package. Java has
visibility modifiers and interfaces which control access to these units, but there
is no dedicated program-level syntax for combining pieces in this higher level
of organization. Instead, the operations for constructing architectural units in
Casl must be simulated by meta-operations on Java program syntax. Moreover,
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there is nothing corresponding to a generic unit: we must treat generic units as
meta-level macros which are expanded at each instantiation. �

Even if the Caslmodel building operators are definable within the programming
language, it may be preferable to use source-level transformations to realise them.
This choice will be part of explaining how to instantiate Casl to a particular
programming language.

Casl provides model building operations for combining units, but has no
built-in syntax for constructing basic units. One way to link to a specific pro-
gramming language would be add syntax from the programming language for
basic units (and perhaps also syntax for combining units, e.g. SML functors).
Here’s a simple example of a unit definition using SML syntax (assuming Par-
tial Order has been slightly adapted for SML syntax):

unit PairOrder : Partial Order =
struct

type Elem = int × int ;
fun leq((x1 , x2 ), (y1 , y2 )) = (x1 < x2 orelse

(x1 = x2 andalso y1 ≤ y2 ))
end

This mechanism gives a Casl-based language for writing specifications with
pieces of programs inside; such specifications induce proof obligations.

Conversely, we would also like to explain so-called “wide-spectrum” ap-
proaches to specification, in which pieces of specification are written inside
programs, as exemplified by Extended ML and JML. Although adopting the
wide-spectrum approach throughout a formal development may risk early com-
mitment to a particular program structure, it is appealing for programmers
because they can be introduced to specification annotations gradually, rather
than needing to learn a whole new language.

If we have an institution IPL for a programming language PL, we can imagine
a crude way of adding assertions to the language by attaching sentences φ from
IPL to programs P . In reality, we would want to attach sentences more closely
to the area of the program they refer to, which depends on the specific language
being considered.

The two scenarios we have discussed can be visualized like this:

wide-spectrum PL CASL(IPL) + PL����

PL

��

��

IPL
����

��

��

Here, “wide-spectrum PL” is a programming language PL extended with specifi-
cation annotations, and CASL(IPL) is a Casl extension for the institution IPL.
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To make each side work, we need to consider how to combine the static seman-
tics of the languages to interpret pieces of programs or specifications in their
surrounding context. We have two frameworks for specifying, on the boundary
of programming and specification, but they are not quite the same.

4.2 Models of Programs vs. Models of Specifications

The activities of specification and programming are quite different. Specifica-
tion languages put a premium on the ability to express properties of functions
and data in a convenient and concise way, while in programming languages the
concern is with expressing algorithms and data structures. This “what vs. how”
distinction leads to obvious differences in language constructs. More subtle dif-
ferences arise on the level of models. As explained in Section 3, the Casl ap-
proach is to use the same kind of models for programs and for specifications.
The following example from [ST96] shows how this might lead to problems.

Example 4.3. Let φequiv be a sentence which asserts that equiv(n,m) = true iff
the Turing machines with Gödel numbers n and m compute the same partial
function (this is expressible in first-order logic with equality). Now consider the
following specification:

local
op equiv : Nat×Nat → Bool
axioms φequiv

within
op opt : Nat → Nat;
vars n : Nat
axioms equiv(opt(n), n) = true

This specifies an optimizing function opt transforming TMs to equivalent TMs.
(Axioms could be added to require that the output of opt is at least as efficient
as its input.) If the models in use require functions to be computable, as in
Examples 3.1 and 3.2, then this specification will have no models because there
is no computable function equiv satisfying φequiv . Yet there are computable
functions opt having the required property, for instance the identity function on
Nat. Thus this specification disallows programs that provide exactly the required
functionality.1 �

This example demonstrates that there is a potential problem with the use of
“concrete” models like those in the operational semantics of Standard ML. The
problem does not disappear if one uses more “abstract” models, as in denota-
tional semantics and Example 3.3. Such models impose restrictions on function
spaces in order to interpret fixed point equations. Further restrictions are im-
posed in a desire to reflect more accurately the constraints that the program-
ming language imposes, for example functions in a polymorphic language like
1 One way out might be to use a predicate for equiv instead of a function, extending

models to interpret predicates in such a way that predicates are not required to be
undecidable.
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SML might be required to be parametric, i.e. behave uniformly for all type in-
stances [BFSS90]. Imposing such restrictions, whatever they are, gives rise to
examples like the one above. Whether or not such an example illustrates a prob-
lem that needs to be solved is a different question. There is also an effect on the
meaning of quantification: ∀f : τ → τ . φ is more likely to hold if the quantifier
ranges over only the parametric functions [Wad89, PA93].

A different problem arises from the use of the same signatures for programs
and specifications. For specification purposes, one might want richer signatures
with auxiliary components (that are not meant to be implemented) for use in
specifying the main components (that are meant to be implemented). An ex-
ample is the use of predicates specifying class invariants in JML [LBR01]. The
addition of such auxiliary components does not seem to present substantive prob-
lems, but it is not catered for by the simple view of the relationship between
specifications and programs presented in Section 3.

4.3 Relationships between Levels and between Languages

A classical topic in semantics is compiler correctness, see e.g. [BL69, Mor73],
where the following diagram plays a central role:

M

PL

M ′

PL′

❄

[[·]]

✲✛
e

✲c

❄

[[·]]′

Here, PL is the source language, PL′ is the target language, c is a compiler,
[[·]] and [[·]]′ are the semantics of PL and PL′ respectively, and e is some kind
of encoding or simulation relating the results delivered by [[·]] and [[·]]′. The
compiler c is said to be correct if the diagram commutes, i.e. if for any P ∈ PL
the result of interpreting P is properly related by e to the result of interpreting
c(P ) ∈ PL′.

Given institutions for PL and PL′, we may recast this to require compilation
to preserve satisfaction of properties. One formulation would be to require that
for all programs P ∈ PL and sentences φ over Sig(P ),

[[P ]] |= φ =⇒ [[P̂ ]]′ |= φ̂

where P̂ is the result of compiling P and φ̂ is a translation of the property φ
into the terms of P̂ . If the set of sentences over Sig(P ) is closed under negation
then this is equivalent to what is obtained if we replace ⇒ by ⇔, and then this
is a so-called institution encoding [Tar00] (cf. [GR02] where the name “forward
institution morphism” is used for the same concept).

An issue of great practical importance is “interlanguage working” in which
programs in one programming language can work directly with libraries and
components written in another. One way to achieve this is via a low-level inter-
mediate language which is the common target of compilers for the programming
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languages in question. Microsoft’s .NET platform is an example, with the CIL
common intermediate language [MG01]. In such a framework, faced with an
architectural specification of the form:

arch spec ASP =
units

U1 : SP1 ;
U2 : SP2

result . . .U1 . . .U2 . . .

one might consider implementing U1 in one language and U2 in a different
language. If U1 satisfies SP1 and U2 satisfies SP2, then it would be possible to
combine Û1 and Û2 as indicated in ASP to obtain a program in the common
intermediate language, with (under appropriate conditions) Û1 satisfying ŜP1
and Û2 satisfying ŜP2.

5 Conclusion

We have considered various issues in connecting programming languages to
Casl, including the possibility of connecting several languages at once to al-
low inter-language implementations.

Once we have characterised a setting for working with specifications and pro-
grams, there is more to do before we have a framework for formal development.
Perhaps the most important question is: what do we actually want to do with
our specifications?

There are various possibilities. We can use specifications as a basis for test-
ing [Gau95]; they might be used to generate code for run-time error check-
ing [WLAG93, LLP+00], or they may be used as a basis for additional static
analysis [DLNS98].

The traditional hope is to be able to prove properties about specifications,
and to prove that implementations satisfy specifications. A common approach
for this is to connect the specification language to an already existing theorem
prover. There is a range of strategies here. The extremes are represented by a
shallow embedding which formalizes just the semantics of the represented lan-
guage directly within a theorem prover’s logic, and a deep embedding, which
formalizes the syntax of the language being represented, together with a mean-
ing function which describes its semantics within the theorem prover’s logic
[RAM+92]. Shallow embeddings have the advantage of direct reasoning within
the theorem prover’s logic, but require a degree of compatibility between the
logic and the language being formalized. A deep embedding, by contrast, is
more flexible, but typically more difficult to use, so that proof principles for
the represented language may have to be derived. Deep embeddings may also al-
low formalization of meta-properties of the language being represented, although
whether this is useful or not depends on the application. Among the existing work
in connecting theorem provers to languages, the work on CATS [Mos00a] and
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HasCasl [SM02] use shallow embeddings, whereas the work on µJava [NOP00]
and ASL+FPC [Asp97] use deep embeddings; in the case of µJava the object
of the formalization is to prove meta-properties about Java, rather than reason
about Java programs.
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Automata and Games for Synthesis

Igor Walukiewicz

LaBRI, Université Bordeaux I, France

Abstract. The synthesis of controllers for discrete event systems, as
introduced by Ramadge and Wonham, amounts to computing winning
strategies in simple parity games. We describe an extension of this frame-
work to arbitrary regular specifications on infinite behaviours. We also
consider the extension to decentralized control. Finally, we discuss some
means to compare quality of strategies.

1 Synthesis of Discrete Controllers

At the end of the eighties, Ramadge and Wonham introduced the theory of
control of discrete event systems (see the survey [17] and the books [9] and [7]).
In this theory a process (also called a plant) is a deterministic non-complete
finite state automaton over an alphabet A of events, which defines all possible
sequential behaviours of the process. Some of the states of the plant are termed
marked.

The alphabet A is the disjoint union of two subsets: the set Acont of con-
trollable events and the set Aunc of uncontrollable events. A is also the disjoint
union of the sets Aobs of observable events and Auno of unobservable events.

A controller is a process R which satisfies the following two conditions:

(C) For any state q of R, and for any uncontrollable event a, there is a transition
from q labelled by a.

(O) For any state q of R, and for any unobservable event a, if there is a transition
from q labelled by a then this transition is a loop over q.

In other words, a controller must react to any uncontrollable event and cannot
detect the occurrence of an unobservable event.

If P is a process and R is a controller, the supervised system is the product
P × R. Thus, if this system is in the state (p, r) and if for some controllable
event a, there is no transition labelled by a from r, the controller forbids the
supervised system to perform the event a. On the other hand, if an unobservable
event occurs in the supervised system, the state of the controller does not change,
as if the event had not occurred.

Of course, a supervised system has less behaviours than its plant alone. In
particular a supervised systemmay be made to avoid states of the plant which are
unwanted for some reason. One can also define a set of admissible behaviours
of the plant, and the control problem is to find a controller R such that all
behaviours of the supervised system are admissible. So the basic control problem
is the following:
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Given a plant P and a set S of behaviours, does there exist a controller R
satisfying (C) and (O) such that the behaviours of the supervised system
P × R are all in S?

The synthesis problem is to construct such a controller if it does exist. Some
variants of this problem take into account the distinction between terminal and
non terminal behaviours of the plant (in [17] they are called marked and non
marked behaviours).

2 Generalization of the Setting

In the approach described above the constrains on the behaviour of the super-
vised system say that all finite paths in the system are in some regular language,
and/or that all words of a given language are paths of the system. Such types
of constrains can be expressed by formulas of the modal µ-calculus: for each
such constraint there is a formula Φ such that the supervised system satisfies Φ
if and only if its behaviour satisfies the constraint. Therefore, one can extend
(cf. [1]) the Ramadge-Wonham’s approach by using any formula of the modal
µ-calculus to specify the desired property of the supervised system. Hence, the
control problem becomes:

Given a plant P and a formula Φ , does there exist a controller R satis-
fying (C) and (O) such that P × R satisfies Φ?

It turns out that the condition (C) is also expressible in the modal µ-calculus
by the formula νx.(

∧
b∈Aunc

〈b〉tt ∧∧c∈A[c]x). Therefore, a natural formulation
of the problem can be:

(P) Given a plant P and two formulas Φ and Ψ , does there exist a
controller R satisfying Ψ such that P × R satisfies Φ?

An example of such a formula Ψ characterizing the controller is the following.
Let a, c, f be three events where only c is controllable. The event f symbolizes a
failure of the device which controls c so that after an occurrence of f , the event c
becomes uncontrollable. The formula expressing this phenomenon is νx.(〈a〉x ∧
[c]x∧〈f〉νy.(〈a〉y∧〈c〉y∧〈f〉y)). Another example is the case where only one out
of two events c1 and c2 is controllable at a time. This is expressed by νx.(〈a〉x∧
((〈c1〉x ∧ [c2]x) ∨ ([c1]x ∧ 〈c2〉x)).

It remains to deal with the condition (O) which, unfortunately, is not ex-
pressible in the modal µ-calculus because it is not invariant under bisimula-
tion. That is why the modal µ-calculus needs to be extended to a modal-loop
µ-calculus. This extension consists in associating with each event a a basic propo-
sition �a whose interpretation is that there is a transition a from the considered
state q and the transition is a loop to the same state q. Having this, the con-
dition (O) can be expressed as νx.(

∧
a∈Aobs

[a]x ∧ ∧a∈Auno
([a]false∨ �a). We

can also express that an observable event becomes unobservable after a failure:
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νx.(· · · ∧ [a]x ∧ 〈f〉νy.(· · · ∧ ([a]false∨ �a) ∧ 〈f〉y)), or that at most one out of
two events a and b is observable: [a]false∨ �a ∨[b]false∨ �b.

Therefore we consider problem (P) as the general form of a control problem
when Φ and Ψ are modal-loop formulas.

It turns out, fortunately, that modal-loop µ-calculus has quite similar prop-
erties to the ordinary µ-calculus. For instance, and it is very convenient, modal
automata have the same expressive power as the modal µ-calculus, and more-
over, translating µ-formulas into automata and vice-versa is quite easy. One can
introduce modal-loop automata [1] which are an extension of standard modal
automata with the ability to test for existence of a loop. These loop automata
are equivalent in expressive power to the loop µ-calculus in the same way as
standard automata are equivalent to the standard µ-calculus [2]. The reason for
this is simply that one can consider the property of having a loop as a local
property of states, i.e., as unary predicates on states.

The two crucial properties of alternating automata, that are also shared by
loop alternating automata are:

Eliminating alternation Every loop automaton is equivalent to a nondeter-
ministic loop automaton.

Sat The emptiness of a nondeterministic loop automaton can be effectively
decided and a process accepted by the automaton can be effectively con-
structed.

Paper [1] presents the construction of a modal-loop formula Φ/P that is
satisfied by precisely those controllers R for which P × R � Φ. This way a
process R is a solution of the synthesis problem P if and only if R � (Φ/P )∧ Ψ .

By the properties above, (Φ/P ) ∧ Ψ can be effectively transformed into a
nondeterministic loop automaton and a controller R can be synthesized. This
transformation may cause an exponential blow-up in size, and the powerset con-
struction given in [4] for dealing with the condition (O) is indeed a special case of
this transformation. Checking emptiness of a nondeterministic loop automaton
is essentially the same as solving the associated parity game. A winning strategy
in the game gives a desired controller.

Therefore, all control problems of the form (P) are indeed satisfiability prob-
lems in the modal-loop µ-calculus and synthesis problems amount to finding
models of modal-loop formulas. Effectiveness of solving these problems is en-
sured by the above properties. Indeed, finding such models consists in finding
winning strategies in parity games, probably the most fascinating problem in
the µ-calculus [21]. (Reciprocally, finding a winning strategy is itself a control
problem: your moves are controllable and the moves of your opponent are not!)

3 Comparing Controllers

When considering program synthesis, correctness and size of the program is not
the only criterion. As mentioned above, solving synthesis problem amounts to
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finding a winning strategy in some game. In the framework of discrete controller
synthesis of Ramadge and Wonham one is usually interested in the most permis-
sive winning strategy, i.e., the one that allows most behaviours. This way one
avoids the trivial solution which is a controller that forbids everything. In case
of specifications involving infinitary conditions there may be no most permissive
winning strategy. Actually it turns out that under suitable definitions most per-
missive strategies exist only for safety specifications. This is one of the reasons
why discrete controller synthesis theory concentrates on safety properties.

Still, the setting of safety specifications and safety games may not be sufficient
for some control synthesis problems. In fact, infinitary conditions such as fairness
or liveness cannot be expressed in the context of safety games. This justifies the
above described extension of the setting to µ-calculus expressible properties and
to parity games. This class of games is sufficiently expressive, as every game with
regular conditions can be encoded as a parity game [15,19].

Even though there may be no most permissive strategy in a parity game, it
still may be reasonable to compare strategies by looking at the set of behaviours
they allow. A strategy permitting more behaviours is better because it is less
prone to transient errors (i.e. errors that do not permit a controller to make
some choices for a limited period of time). Imagine that we are in such an error
situation. A more permissive strategy instead of waiting until the error will be
resolved may be able to take a different action. More permissive strategy is also
good for modular design. Imagine that later we are going to refine computed
strategy (controller). If a strategy is too restrictive then it may not allow some
admissible behaviours, and hence may not allow the required refinement.

In [5] a notion of a permissive strategy is proposed. A strategy for a given
game is permissive if it allows all the behaviours of all memoryless winning
strategies in the game. It turns out that for every game there is a permissive
strategy with finite memory. This strategy can be computed in O(nd/2+1) time
andO(nd log(n)) space, where n is the number of vertices in the game and d is the
number of different integers that are labelling vertices of the game. This matches
known upper-bound for the simpler problem of computing a set of positions from
which the given player has a winning strategy. The algorithm actually turns out
to be the same as the strategy improvement algorithm of Jurdziński [8].

4 Decentralized Control

In Ramadge and Wonham setting one can also consider the synthesis of de-
centralized controllers [3,18]: a plant can be supervised by several independent
controllers (instead of only one). The difficulty is that each controller has its
own set of controllable and observable events. Hence the decentralized control
problem is to find R1, . . . , Rn such that the supervised system P ×R1×· · ·×Rn

satisfies the specification S and for each i, Ri satisfies (Ci) and (Oi). More
generally, in our setting, a decentralized control problem is:
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Given a plant P and modal-loop formulas Φ, Ψ1, . . . ,Ψn, do there exist
controllers Ri satisfying Ψi (i = 1, . . . , n) such that P × R1 × · · · × Rn

satisfies Φ?

To solve this problem one can construct [1] a formula Φ/Ψ which is satisfied
by a process R if and only if there exists a process P such that P � Ψ and
P × R � Φ. So, in the case when Ψ has only one model P , the meaning of Φ/Ψ
is equivalent to Φ/P . If Ψ has more models then our construction works only in
the case when Ψ is a formula of the standard µ-calculus, i.e., Ψ does not mention
loops. Without this restriction the formula Φ/Ψ may not exist, since the set of
all the processes R as described above may not be regular.

The construction of Φ/Ψ allows us to solve a decentralized control problem
when at most one of the formulas Ψi contains loop predicates. One can show that
if one allows two such formulas then the existence of a solution to the problem
is undecidable [13,20,1].

5 Related Work

The results described above are presented in two papers [1,6]. The first extends
the framework of Ramadge and Wonham [17] in two directions. It considers in-
finite behaviours and arbitrary regular specifications, while the standard frame-
work deals only with specifications on the set of finite paths of processes. It also
allows dynamic changes of the set of observable and controllable events. The
second paper introduces and studies the notion of permissive strategies.

Kupferman and Vardi [10,11] consider a problem very similar to the prob-
lem P. They use different terminology, still it essentially amounts to the same
setting but with a fixed set of observable and controllable actions. They do not
consider the problem of synthesizing decentralized controllers.

Pnueli and Rosen [16] consider the problem of decentralized synthesis on
given architectures. They show several decidability/undecidability results de-
pending on the shape of the architecture. Their setting is quite different from
the one we have here. It is not clear that their architectures can simulate con-
trollability/observability assumptions. There are also architectures that cannot
be expressed by controllability/observability assumptions. They consider only
linear time specifications. Branching specifications in this setting are considered
in [12].

Finally Maler, Pnueli and Sifakis [14] consider the problem of centralized
synthesis in the presence of time constraints. They consider only linear time
specifications and only the case when all the actions are observable.
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Abstract. Modular SOS is a recently-developed variant of Plotkin’s
Structural Operational Semantics (SOS) framework. It has several prag-
matic advantages over the original framework—the most significant being
that rules specifying the semantics of individual language constructs can
be given definitively, once and for all.
Modular SOS is being used for teaching operational semantics at the un-
dergraduate level. For this purpose, the meta-notation for modular SOS
rules has been made more user-friendly, and derivation of computations
according to the rules is simulated using Prolog.
After giving an overview of the foundations of Modular SOS, this pa-
per gives some illustrative examples of the use of the framework, and
discusses various pragmatic aspects.

1 Introduction

Structural Operational Semantics (SOS) [21] is a well-known framework that can
be used for specifying the semantics of concurrent systems [1,9] and program-
ming languages [10]. It has been widely taught, especially at the undergraduate
level [7,20,21,22,23]. However, the modularity of SOS is quite poor: when extend-
ing a pure functional language with concurrency primitives and/or references,
for instance, the SOS rules for all the functional constructs have to be completely
reformulated [2].

As the name suggests, Modular SOS (MSOS) [13,14] is a variant of SOS
that ensures a high degree of modularity: the rules specifying the MSOS of
individual language constructs can be given definitively, once and for all, since
their formulation is completely independent of the presence or absence of other
constructs in the described language.When extending a pure functional language
with concurrency primitives and/or references, the MSOS rules for the functional
constructs don’t need even the slightest reformulation [17].

In denotational semantics, the problem of obtaining good modularity has
received much attention, and has to a large extent been solved by introducing so-
called monad transformers [11]. MSOS provides an analogous (but significantly
simpler) solution for the structural approach to operational semantics.
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The crucial feature of MSOS is to insist that states are merely abstract syntax
and computed values, omitting the usual auxiliary information (such as environ-
ments and stores) that they include in SOS. The only place left for auxiliary infor-
mation is in the labels on transitions. This seemingly minor notational change—
coupled with the use of symbolic indices to access the auxiliary information—is
surprisingly beneficial. MSOS rules for many language constructs can be speci-
fied independently of whatever components labels might have; rules that require
particular components can access and set those components without mentioning
other components at all. For instance, the MSOS rules for if-expressions do not
require labels to have any particular components, and their formulation remains
valid regardless of whether expressions are purely functional, have side-effects,
raise exceptions, or interact with concurrent processes. Rules specifying the se-
mantics of all individual language constructs can be given definitively in MSOS,
once and for all.

MSOS is being used by the author for teaching operational semantics at the
undergraduate level (5th semester) [19]. The original, rather abstract notation
used for accessing and setting components of labels in MSOS rules [13,14] has
been made more user-friendly, to increase perspicuity. Experimentally, derivation
of computations according to MSOS rules is being simulated using Prolog, so that
students can trace how the rules shown in examples actually work, and check
whether their own rules for further language constructs provide the intended
semantics.

Section 2 gives an overview of the foundations of MSOS, recalling the basic
notions of transition systems and introducing meta-notation. Section 3 provides
illustrative examples of MSOS rules for some constructs taken from Standard
ML. Section 4 discusses various pragmatic aspects of MSOS, including tool sup-
port and the issue of how to choose between the small-step and big-step (“natural
semantics”) styles. Section 5 concludes by indicating some topics left for future
work.

2 Foundations

This section gives an overview of the foundations of MSOS. It explains the differ-
ences between conventional SOS and MSOS, and introduces the meta-notation
that will be used for the illustrative examples in Sect. 3. A previous paper on
MSOS [13] gives a more formal presentation, focussing on points of theoretical
interest.

SOS and MSOS are both based on transition systems. As the name suggests,
a transition system has a set of states Q and a set of transitions between states;
the existence of a transition from Q1 to Q2 is written1 Q1 −→ Q2. A labelled
transition system has moreover a set of labels X , allowing different transitions
1 For economy of notation, let us exploit names of sets such as Q also as meta-variables

ranging over those sets, distinguishing different meta-variables over the same set by
subscripts and/or primes.
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Q1 −X→ Q2 (usually written Q1
X−→ Q2) between Q1 and Q2. Labels on

transitions are optional in SOS, but obligatory in MSOS.
A computation in a transition system is a finite or infinite sequence of com-

posable transitions Qi −→ Qi+1. With labelled transitions Qi −Xi→ Qi+1, the
trace of the computation is the sequence of the labels Xi. In an initial transition
system, computations are required to start from initial states I. In a final tran-
sition system, (finite) computations have to end in final states F , from which
there can be no further transitions. Non-final states with no transitions are called
stuck.

States in SOS and MSOS generally involve both abstract syntax (trees) and
computed values. The abstract syntax of an entire program is used to form the
initial state of a computation. Initial states involving parts of programs (declara-
tions, expressions, statements, etc.) are required too, due to the structural nature
of SOS and MSOS, whereby the transitions for a compound construct generally
depend on transitions for its components. Final states for programs and their
parts give computed values: declarations compute binding maps (i.e. environ-
ments), expressions compute the expected values, whereas statements compute
only a fixed null value.

With the so-called big-step (or “natural semantics” [8]) style of SOS and
MSOS, computations always go directly from initial states to final states in a
single transition. The original small-step style favoured by Plotkin[21] requires
computations to proceed gradually through intermediate states. Since initial
states involve abstract syntax and final states involve computed values, it is
unsurprising that intermediate states involve a mixture of these, in the form
of abstract syntax trees where some nodes may have been replaced by their
computed values. We refer to such mixed trees as value-added (abstract) syntax
trees; they include pure syntax trees and computed values.

So much for the main features that SOS and MSOS have in common. Let
us now consider their differences, which concern restrictions on the structure of
states and labels, and whether labels affect the composability of transitions or
not:

– In MSOS, states are restricted to value-added abstract syntax trees. Initial
states are therefore pure abstract syntax, and final states are simply com-
puted values. SOS, in contrast, allows states to include auxiliary components
such as stores and environments.

– MSOS requires labels to be records (i.e. total maps on finite sets of indices,
also known as indexed products). The components of these records are un-
restricted, and usually include the auxiliary entities that would occur as
components of states in SOS. Labels are often omitted altogether in SOS
descriptions of sequential languages.

– In MSOS, transitions are composable only when their labels are composable,
as described below. In SOS, composability of transitions is independent of
their labels, and depends only on the states involved.

Each component of labels in MSOS has to be classified as inherited, variable, or
observable. The classification affects composability of labels, as follows:
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– When a component is classified as inherited, two labels are composable only
when the value of this component is the same in both labels.

– A component classified as variable has both an initial and a final value in
each label, and two labels X1, X2 are composable only when the final value
of the component in X1 is the same as its initial value in X2. When the
index for the initial value of the component is i, the index for the final value
is written i′.

– The possible values of a component classified as observable form a monoid
(e.g. lists under concatenation). Its actual values do not affect composability.

When two labels X1, X2 are composable, their composition is determined in the
obvious way, and written X1;X2.

A further significant difference between SOS and MSOS is that MSOS pro-
vides a built-in notion of unobservable transition, characterized simply by the
components of the label: each variable component must remain constant, and
each observable component must be the unit of the corresponding monoid
(e.g. the empty list). The distinction between arbitrary labels X and labels U
for unobservable transitions is crucial when formulating specifications in MSOS;
it may also be used to define so-called observational equivalence.

Readers who are familiar with Category Theory may like to know that labels
in MSOS are indeed the morphisms of a category, with the unobservable labels
as identity morphisms (corresponding to the objects of the category, which are
not referred to directly). Simple functors called basic label transformers can be
used for adding new components to labels [13,14]. Surprisingly, it appears that
this straightforward use of categories of labels had not previously been exploited
in work on transition systems.

One of the most distinctive features of SOS is the way that axioms and
inference rules (together referred to simply as rules) are used to specify transition
systems that represent the semantics of programming languages. The premises
and conclusions of the rules are assertions of transitions t1 −t→ t2 or t1 −→
t2, where t, t1, t2 are terms that may involve constructor operations, auxiliary
operations, and meta-variables. Rules may also have side-conditions, which are
often equations or applications of auxiliary predicates. It is common practice to
write the side-conditions together with the premises of rules, and one may also
use rules to defined auxiliary operations and predicates, so the general form of
a rule is:

c1, . . . , cn

c
(1)

where each of c, c1, . . . , cn(n ≥ 0) may be a transition t1 −t→ t2 or t1 −→ t2,
an equation t1 = t2, or an application p(t1, . . . , tk) of a predicate p. Provided
that the rules do not involve negations of assertions in the premises, they can
be interpreted straightforwardly as inductive definitions of relations, so that
assertions are satisfied in models if and only if they follow from the rules by
ordinary logical inference. (The situation when negative premises are allowed is
quite complicated [1], and not considered further here.)
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Rules in MSOS have the same general form as in SOS. The rules speci-
fying transitions for a programming construct are typically structural, having
conclusions of the form c(m1, . . . , mk) −m→ t where c is a constructor and
m, m1, . . . , mk are simply meta-variables, and with premises involving one or
more assertions of the form mi −m′→ t′; but note that being structural is not
essential for a set of rules to specify a well-defined transition system.

MSOS provides some operations for records, finite maps, and lists; the nota-
tion corresponds closely to that used in SML and (for lists) in Prolog:

– A record with components t1, . . . , tn(n ≥ 0) indexed respectively by i1, . . . , in
is written {i1=t1, . . . , in=tn}; the value is independent of the order in which
the components are written, and the indices must be distinct. When t′ eval-
uates to a record not having the index i, the term {i=t|t′} evaluates to
that record extended with the value of t indexed by i (this notation is by
analogy with Prolog notation for lists, and should not be confused with set
comprehension). When i is a particular index, and t and t′ are simply meta-
variables, the equation t′′ = {i=t|t′} can be used to extract the value of
the component indexed i from the record given by t′′, with t′ being the rest
of the record—without mentioning what other indices might be used in the
record. A special dummy meta-variable written ‘...’ may be used in place of
t′ when the rest of the rule does not refer to t′; an alternative is to use t′′.i
to select the component indexed i from t′′.

– The above notation for records may also be used for constructing finite
(partial) maps between sets, and for selecting values and the remaining maps.
Two further operations are provided: t/t′ is the map with t overriding t′; and
dom(t) gives the domain of the map t (i.e. a set).

– A list with components t1, . . . , tn(n ≥ 0) is written [t1, . . . , tn].

One final point concerning rules: they can only be instantiated when all terms
occurring in them have defined values. (Some of the operations used in terms may
be partial, giving rise to the possibility of their applications having undefined
values.) Note that applications of operations are never defined, and applications
of predicates never hold, when any argument term has an undefined value.

3 Illustrative Examples

The combination of the rules given in this section provides an MSOS for a simple
sub-language of Standard ML (SML). The concrete syntax of the described lan-
guage is indicated by the grammar in Table 1 for declarations D, expressions E,
operators O, and identifiers I. The example constructs have been chosen so as
to illustrate various features of MSOS. The MSOS rules are formulated in terms
of abstract syntax constructor operations whose correspondence to the concrete
constructs is rather obvious.

A set of rules specifying the MSOS of a particular construct generally makes
requirements on the components of labels and on various sets of values. For
instance, it might be required for some construct that labels have a component
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Table 1. Concrete syntax for the examples

D ::= val I = E | rec D
E ::= if E then E else E | (E,E) |

E O E | true | false | [0− 9]+ |
I | let D in E end | fn I => E | E E |
ref E | E := E | ! E | E;E | while E do E |
raise E | E handle x=>x

O ::= + | - | * | = | >
I ::= [a− z]+

referred to as bindings, giving a map B from identifiers to values V , and that the
set of values includes abstractions (representing functions). Such requirements
are indicated informally below, in the interests of focussing attention on the rules
themselves; the collected requirements imposed by all the constructs are listed
at the end of the section.

All the rules given here are in the so-called small-step style. In fact MSOS
does support the use of the big-step “natural semantics” style, as well as mixtures
of the two styles. The general use of the small-step style will be motivated in
Sect. 4.

3.1 Simple Expressions

The rules for the operational semantics of if-expressions in Table 2 require that
expression values V include the truth-values true and false. The use of the
variable X ranging over arbitrary labels in rule (2) reflects the fact that what-
ever information is processed by any step of E1, it is exactly the same as that
processed by the corresponding step of if (E1, E2, E3). In contrast, the variable
U in rule (3) and rule (4) ranges only over labels on unobservable steps, which
are merely internal changes to configurations without any accompanying infor-
mation processing. We henceforth suppress such single occurrences of U in rules,
writing . . . −→ . . . instead of . . . −U→ . . ..

Table 2. If-expressions: if E then E else E

E ::= if (E, E, E)

E1 −X→ E′1
if (E1, E2, E3) −X→ if (E′1, E2, E3)

(2)

if (true , E2, E3) −U→ E2 (3)

if (false, E2, E3) −U→ E3 (4)
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Table 3. Pair-expressions: (E,E)

E ::= pair(E, E)

E1 −X→ E′1
pair(E1, E2) −X→ pair(E′1, E2)

(5)

E2 −X→ E′2
pair(V1, E2) −X→ pair(V1, E

′
2)

(6)

pair(V1, V2) −→ (V1, V2) (7)

Clearly, rule (2) allows the computation of if (E1, E2, E3) to start with a
computation of E1, and a computation of E2 or E3 can start only when that of
E1 terminates with computed value true, respectively false.

The rules in Table 3 require that the expressible values V are closed under
formation of pairs (V1, V2). Rule (6) allows the computation of E2 to start only
after E1 has computed a value V1, thus reflecting sequential evaluation of the
pair of expressions (following SML); replacing V1 in that rule by E1 would allow
arbitrary interleaving of the steps of the computations of E1 and E2.

The rules for binary operations shown in Table 4 make use of operate, which
is defined in Table 5. For the latter, it is required that the expressible values V
include both (integer) numbers N and the truth-values.

Table 6 is concerned with the evaluation of literal truth-values and num-
bers. Since the details of how to evaluate a sequence of (decimal) digits to
the corresponding natural number are of no interest, let us assume that this is
done already during the passage from concrete to abstract syntax, so that N is
actually an integer.

Table 4. Binary operation expressions: E O E

E ::= binary(O, E, E)

E1 −X→ E′1
binary(O, E1, E2) −X→ binary(O, E′1, E2)

(8)

E2 −X→ E′2
binary(O, V1, E2) −X→ binary(O, V1, E

′
2)

(9)

operate(O,N1, N2) = V

binary(O, N1, N2) −→ V
(10)
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Table 5. Binary operations: + | - | * | = | >
O ::= plus | minus | times | equals | greater

operate(plus, N1, N2) = N1 + N2 (11)

operate(minus, N1, N2) = N1 − N2 (12)

operate(times , N1, N2) = N1 ∗ N2 (13)

operate(equals , N1, N2) = true when N1 = N2 else false (14)

operate(greater , N1, N2) = true when N1 > N2 else false (15)

Table 6. Literal truth-values and numbers: true|false|[0−9]+

E ::= lit(true)|lit(false)|num(N)

lit(true) −→ true (16)

lit(false) −→ false (17)

num(N) −→ N (18)

3.2 Bindings

So far, none of the rules have referred to any particular components of labels: the
set of labels has been left completely open, and could even be just a singleton.
Rule (19) in Table 7, however, requires that the labels have at least a component
referred to as bindings . Let this component be “inherited”, and let its values be
maps B from identifiers I to values V . (We do not bother here to make the usual
notational distinction between the set of bindable—also known as denotable—
values and the set V of expressible values, since for our illustrative constructs
they happen to coincide.)

Rule (19) specifies that an identifier I evaluates to the value V to which it
is bound by the bindings map B provided by the label U . Notice that if I is
not in dom(B), the rule simply cannot be applied, since one of its conditions
isn’t satisfied. (Equations such as B = U.bindings should be regarded formally
as side-conditions, but it is notationally convenient to list them together with
whatever premises the rule might have.)

Table 7. Value-identifiers: I

E ::= ide(I)

B = U.bindings , V = B.I

ide(I) −U→ V
(19)
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Table 8. Let-expressions: let D in E end

E ::= let(D, E)

D −X→ D′

let(D, E) −X→ let(D′, E)
(20)

X = {bindings=B1|X ′}, B2 = B/B1,
X ′′ = {bindings=B2|X ′}, E −X ′′→ E′

let(B, E) −X→ let(B, E′)
(21)

let(B, V ) −→ V (22)

This next illustration is particularly important. The rules in Table 8 show
how block structure and nested scopes of declarations are specified in MSOS.
Just as expressions E compute values V , a declaration D computes a binding
map B, mapping the identifiers declared by D to values V .

The computation of let(B, E) continues with that of E. The equations given
as conditions in rule (21) ensure that the label X on a step for let(B, E) has
exactly the same components as the label X ′′ on a step for E, except of course
for the bindings component, which is B1 in X but B/B1 (B overriding B1) in
X ′′. Recall that an equation such as X = {bindings=B1|X ′} both identifies the
bindings component as B1 and the record consisting of all the other fields of X
as X ′.

If the computation of E finally computes a value V , that is also the value
computed by the let-expression, as specified by rule (22).

The rules for (non-recursive) value declarations are given in Table 9, and
are completely straightforward. Closely related to value declarations are value
abstractions and (call by value) applications, which are specified in Tables 10
and 11.

The value computed by an abstraction is a so-called closure, which is conve-
niently represented by using a let-expression to attach the current bindings B to
the abstraction itself. If we didn’t already have the constructor for let-expressions
available, we would have to define it as auxiliary notation (or provide some other
operation allowing bindings to be attached to abstractions). The auxiliary oper-

Table 9. Value-declarations: val I = E

D ::= value(I, E)

E −X→ E′

value(I,E) −X→ value(I, E′)
(23)

value(I, V ) −→ {I=V } (24)
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Table 10. Value-abstractions: fn I => E

E ::= abstraction(I,E)

U = {bindings=B| . . .}
abstraction(I,E) −U→ abs(let(B,abstraction(I,E)))

(25)

ation abs(E) constructs a value from an arbitrary expression E—we cannot use
the expression E itself as a value, since values should always be final states for
computations.

Once E1 has been evaluated to an abstraction value V1, and E2 to an ar-
gument value V2, rule (28) replaces application(V1, V2) by the appropriate ex-
pression, and the computation may continue. Assuming that all the identifiers
free in E are bound by B, the application-time bindings provided by U are not
used (directly) in that computation: the rules have provided static scopes for
bindings.

The constructs that we have specified so far allow the declaration of
(call by value) functions, using a combination of value-declarations and value-
abstractions, but they do not (directly) support recursive function declarations.
The construct recursive(D) specified in Table 12 has the effect of making ordi-
nary function declarations D recursive (it could easily be extended to mutually-
recursive declarations).

The auxiliary operation unfold(D, B) is defined by the (equational) rule (31).
It returns a binding map where D has been inserted at the appropriate place in
the closure, using a further level of let-expression. (It isn’t intended for use on
bindings of non-function values such as numbers and pairs, but for completeness,
rule (32) specifies that it would have no effect on them.) Rule (33) specifies the
result of an application when the abstraction incorporates a recursive declaration
recursive(B1); the actual unfolding of the recursive declaration is left to the (first
step of) the subsequent computation.

Table 11. Abstraction-applications: E E

E ::= application(E, E)

E1 −X→ E′1
application(E1, E2) −X→ application(E′1, E2)

(26)

E2 −X→ E′2
application(V1, E2) −X→ application(V1, E

′
2)

(27)

V1 = abs(let(B, abstraction(I, E)))

application(V1, V2) −→ let(B, let({I=V2}, E))
(28)
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Table 12. Recursive declarations: rec D

D ::= recursive(D)

D −X→ D′

recursive(D) −X→ recursive(D′)
(29)

B′ = unfold(recursive(B), B)

recursive(B) −→ B′
(30)

V = abs(let(B, E)), V ′ = abs(let(B, let(recursive(B1), E)))

unfold(recursive(B1), {I=V }) = {I=V ′} (31)

V �= abs(. . .)

unfold(recursive(B1), {I=V }) = {I=V } (32)

V1 = abs(let(B, let(recursive(B1), abstraction(I,E)))

application(V1, V2) −→ let(B, let(recursive(B1), let({I=V2}, E)))
(33)

Rules for declarations analogous to those illustrated here could be given in
conventional SOS, using transitions of the form B � E −→ E′ (after defining a
suitable notion of composition for such transitions). The main pragmatic advan-
tages of our MSOS rules will become apparent only in the next sections, where
we shall allow expressions to have side-effects and to raise exceptions, without
any reformulation of the rules given so far.

3.3 Stores

The imperative constructs described in this section are taken almost unchanged
from SML, and involve so-called references to values. References correspond to
simple variables, and can be created, updated, and dereferenced. The set of
created references, together with the values to which they refer, is represented
by a store S mapping locations L to values V . A location is itself a value, and
can be stored, as well as bound to identifiers.

Some of the rules given here require that labels X have not only a store
component, giving the store at the beginning of a transition labelled X , but
also a store ′ component, giving the (possibly different) store at the end of the
transition. When a transition labelled X1 is followed immediately by a transition
labelled X2 in a computation, the store ′ component of X1 has to be the same
as the store component of X2. Moreover, the store and store ′ components of an
unobservable transition labelled U have to be the same as well.

Table 13 gives the rules for reference creation, which is combined with ini-
tialization. L in rule (35) can be any location that is not already in use in S.
Notice the use of the variable U , which ensures that the extension of S by the
association of L with V is the only observable effect of the transition labelled X .

The rules for assignment given in Table 14 correspond closely to those in
Table 13, except that the assignment computes the null value (). Table 15 gives
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Table 13. Reference-expressions: ref E

E ::= reference(E)

E −X→ E′

reference(E) −X→ reference(E′)
(34)

X = {store=S, store ′=S′|U}, L �∈ dom(S), S′ = {L=V |S}
reference(V ) −X→ L

(35)

Table 14. Assignment-expressions: E := E

E ::= assignment(E, E)

assignment(E1, E2) −X→ assignment(E′1, E2)

E1 −X→ E′1
(36)

assignment(L1, E2) −X→ assignment(L1, E
′
2)

E2 −X→ E′2
(37)

X = {store=S, store ′=S′|U}, L1 ∈ dom(S), S′ = {L1=V2|S}
assignment(L1, V2) −X→ ()

(38)

the rules for (explicit) dereferencing; and Table 16 describes expression sequenc-
ing, where the value of the first expression is simply discarded. The rule for
while-expressions in Table 17 is standard in (small-step) SOS, involving both an
if-expression and a sequence-expression (a direct description not involving other
constructs seems to be elusive).

Despite the fact that the illustrated imperative programming constructs allow
expressions to have (side-)effects, no reformulation at all is required for the
rules given in the preceding section: they remain well-formed and continue to
describe the intended semantics. This is in marked contrast with conventional
SOS, where stores would be added explicitly to configurations, requiring all
transitions B � E −→ E′ to be reformulated as something like B � (E, S) −→

Table 15. Dereferencing-expressions: ! E

E ::= dereference(E)

E −X→ E′

dereference(E) −X→ dereference(E′)
(39)

U = {store=S| . . .}, S = {L=V | . . .}
dereference(L) −U→ V

(40)
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Table 16. Sequence-expressions: E;E

E ::= sequence(E, E)

E1 −X→ E′1
sequence(E1, E2) −X→ sequence(E′1, E2)

(41)

sequence(V1, E2) −→ E2 (42)

Table 17. While-expressions: while E do E

E ::= while(E1, E2)

while(E1, E2) −→
if (E1, sequence(E2, while(E1, E2)), ())

(43)

(E′, S′). Actually, the “store convention” adopted in the Definition of SML [10]
would avoid the need for such a reformulation, but it has a rather informal
character; the incorporation of stores as components of labels in MSOS achieves
a similar result, completely formally.

3.4 Exceptions

The description of exception raising and handling in conventional SOS usually
involves giving further rules for all the other constructs in the language being
described, allowing exceptions raised in any component to be “propagated” up-
wards until an exception handler is reached. Such rules are quite tedious, and
undermine modularity. The “exception convention” adopted in the Definition
of SML [10] allows the exception propagation rules to be left implicit, but has
the disadvantage that the set of presented rules has to be expanded consider-
ably to make the propagation rules explicit before they can be used for deriving
computations, etc.

Fortunately, a technique recently proposed by Klin (a PhD student at BRICS
in Aarhus) avoids the need for exception propagation rules altogether, and gives
excellent modularity. The key idea is illustrated in Table 18 and Table 19: labels
on transitions are required to have a further component that simply indicates
whether an exception is being raised by the transition or not, and if so, gives the
value associated with the raised exception. An exception handler monitors the
label of every step of the computation of its body, checking the extra component.

To focus attention on the main features of the new technique, and for brevity,
only a simplified indiscriminate exception handler is described here; it is however
straightforward to describe SML’s exception handlers, which involve pattern-
matching.
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Table 18. Exception-raising: raise E

E ::= raise(E)

E −X→ E′

raise(E) −X→ raise(E′)
(44)

X = {raising=[V ]|U}
raise(V ) −X→ ()

(45)

Table 19. Exception-handling: E handle x=>x

E ::= handle(E)

E −X1→ E′, X1 = {raising=[V ]|X ′}, X = {raising=[ ]|X ′}
handle(E) −X→ V

(46)

E −X→ E′, X = {raising=[ ]| . . .}
handle(E) −X→ handle(E′)

(47)

handle(V ) −→ V (48)

Let us use a list [V ] with the single component V to indicate the raising of
an exception with value V , and the empty list [ ] to indicate the absence of an
exception. Transitions that raise exceptions are always observable.

In Table 18, rule (45) merely sets the raising component of X to the list
[V ]. When the raised exception occurs during the computation of handle(E),
rule (46) detects the exception and abandons the computation of E, giving V
as the computed value. The raising component of the label X is set to the
empty list, to reflect that the exception has now been handled at this level. The
complementary rule (47) deals with a normal step of the computation of E where
no exception is raised.

Suppose however that an exception is raised with no enclosing handler. Then
the step indicated in rule (45) is completed, and the computation continues nor-
mally, as if the raise-expression had merely computed the null value (), although
the raising of the exception is observable from the label of that step. To get the
intended effect that an unhandled exception should stop the entire program, the
entire program should always be enclosed in an extra handle.

The technique illustrated here is not restricted to MSOS: it could be used
in conventional (small-step) SOS as well. However, in a conventional SOS of
a programming language, transitions are usually unlabelled, and the amount
of reformulation that would be required to add labels may be a considerable
disincentive to exploiting the new technique. In MSOS, transitions are always
labelled, and adding a new component to labels doesn’t require any reformulation
of rules.
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3.5 Interaction

Lack of space precludes illustration here of the MSOS of constructs for interac-
tive input and output, process spawning, message passing, and synchronization.
An MSOS for the core of Concurrent ML has been given (using a more abstract
notation) in a previous paper [17]: the rules are quite similar in style to the con-
ventional SOS rules for concurrent processes, where configurations are generally
syntactic, and transitions are labelled, just as in MSOS. What is remarkable
with the MSOS rules is that allowing expressions to spawn processes and com-
municate with other processes requires no reformulation at all of rules given for
purely functional expressions.

3.6 Summary of Requirements

The requirements made by the rules given in this section are summarized in
Table 20.

Table 20. Summary of requirements

Values:
V ::= true | false | N | (V, V ) | abs(E) | L | ()
B ::= Map(I, V )
S ::= Map(L, V )

Labels:
X ::= { inherited bindings : B;

variable store , store ′ : S;
observable raising : List(V )}

4 Pragmatic Aspects

The illustrative examples given in the preceding section should have given a
reasonable impression of how MSOS works. Let us now consider some important
pragmatic aspects of MSOS, concerning modularity, tool support, and the choice
between big-step and small-step rules.

4.1 Modularity

The main pragmatic advantage of MSOS over conventional SOS is that the rules
describing the intended semantics for each programming construct can be given
definitively, once and for all. When gradually building up a language, it is never
necessary to go back and reformulate previously-given rules to accommodate
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the addition of new constructs. Moreover, when different languages include the
same constructs (e.g. SML and Java both have if-expressions), the MSOS rules
describing the semantics of the common constructs may be reused verbatim.

Such features justify the use of the word “modular” in connection with the
MSOS framework. The benefits of this kind of modularity are especially apparent
when using MSOS to teach operational semantics, and one may hope that they
might even encourage language designers to use formal semantics to record their
decisions during a design process.

4.2 Tool Support

Another pragmatic aspect that is particularly important for applications of for-
mal semantics in teaching and language design is tool support [6]. This is needed
both for developing and browsing (large) semantic descriptions, as well as for val-
idating descriptions by running programs according to their specified semantics.
Some tool support for MSOS has already been developed by Braga et al. [3,4]
using the Maude system for Rewriting Logic, but much remains to be done.

In fact it is quite easy to write MSOS rules directly in Prolog. Some examples
are given in Table 21, and a Prolog program implementing all the MSOS rules
given in this paper is available at http://www.brics.dk/~pdm/AMAST-02/.2

Both records and finite maps are conveniently represented in Prolog as lists
of equations, and the Prolog predicates member(M,L) and select(M,L1,L2)
are used to implement conditions concerning labels, bindings, stores, etc. Unary
predicates are used to check that variables range only over the intended sets, e.g.,
unobs(U) ensures that U is indeed an unobservable label, and val(V) checks that
V is a computed values.

A definite clause grammar for the described language allows programs to be
written in concrete syntax, and mapped directly to the abstract syntax construc-
tors used in the rules. The user may determine some of the components of the
label on the first transition, and select which components are to be shown at
the end of the computation. When the rules are non-deterministic (e.g. describ-
ing interleaving or concurrency) the user may investigate successive solutions.
The efficiency of modern Prolog implementations (the author uses SWI-Prolog,
which is freely available from http://www.swi-prolog.org/ for most popular
platforms) is such that running small test programs using the clauses corre-
sponding to their MSOS rules takes only a few seconds on a typical lap-top.

The Prolog clauses have just as good modularity as the MSOS rules. Tracers
and debuggers (SWI-Prolog provides one with an efficient graphical user inter-
face) allow the user to follow changes to configurations at the top level, as well
as in-depth derivations of individual steps.

At the time of writing this paper, it remains to be seen whether students
will find the Prolog implementation useful for getting a good operational under-
standing of the MSOS rules, and whether they will find it easy to extend it with
implementations of their own rules.
2 The author has had little experience of programming in Prolog, and would appreci-

ates suggestions for improvements to the code.
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Table 21. Examples of MSOS rules in Prolog

pair(E1,E2) ---X---> pair(E1_,E2) :-

E1 ---X---> E1_.

pair(EV1,E2) ---X---> pair(EV1,E2_) :-

val(EV1),

E2 ---X---> E2_.

pair(EV1,EV2) ---U---> (EV1,EV2) :-

val(EV1), val(EV2), unobs(U).

assignment(E1,E2) ---X---> assignment(E1_,E2) :-

E1 ---X---> E1_.

assignment(L1,E2) ---X---> assignment(L1,E2_) :-

val(L1), E2 ---X---> E2_.

assignment(L1,V2) ---X---> null :-

val(L1), val(V2),

select(store=S,X,X_), select(L1=_,S,S_),

select(store_=[L1=V2|S_],X_,U), unobs(U).

4.3 Why not Big Steps?

All the MSOS rules illustrated in Sect. 3 are small-step rules: each step that a
construct can take depends on at most one of its components taking a corre-
sponding step. However, MSOS does allow big-step rules as well, where a step
represents an entire sub-computation, going straight to a final state—often de-
pending on all its components taking corresponding steps.

For example, consider the big-step rule for pair-expressions given in Table 22.
Label composition, written X1;X2, has to be used explicitly in big-step rules
(recall that in small-step MSOS, computations require adjacent labels to be
composable, but composition is not needed in the rules themselves). The specified
order of composition of labels indicates that the corresponding computation steps
may be taken in the same order.

Given that MSOS supports both small-step and big-step rules, which should
one prefer? Changing from the one style of rule to the other requires major
reformulation, so it is important to make a good choice and stick to it.

Table 22. Big-step pair-expressions: (E,E)

E ::= pair(E, E)

E1 −X1→ V1, E2 −X2→ V2

pair(E1, E2) −X1;X2→ (V1, V2)
(49)
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In his Aarhus lecture notes on SOS [21], Plotkin generally used small-step
rules—although by employing the transitive closure of the transition relation in
the conditions of some rules, he obtained the effect of mixing the two styles of
rules (e.g. a single small step for a statement depended on complete sequences
of small steps for its component expressions). Moreover, much of the work on
semantics of concurrent processes (CCS, CSP, etc.) is based on small-step rules.

On the other hand, Kahn [8] has advocated exclusive use of big-step rules,
and this style was adopted by Milner et al. for the Definition of SML [10]. The
pure big-step style has also been widely used in specifying type systems and
static semantics.

This author’s view is that big-step rules should be used only for constructs
whose computations always terminate normally: no divergence, no raising of ex-
ceptions. This includes literal constants and types, but excludes almost all other
programming constructs. (As usual, we are focussing here on dynamic semantics;
for static semantics, the recommendation would be to use big-step rules for all
constructs.) The reason for the restriction to terminating computations is that
big-step semantics is usually based on finite derivations, and non-terminating
computations get completely ignored. Regarding exceptions, big-step rules ap-
pear to be inherently non-modular: adding exceptions to the described language
requires adding rules specifying propagation of exceptions. (The novel technique
illustrated in Sect. 3.4 works only for small-step rules.)

It seems to be a widely-held belief that the description of interleaving con-
structs actually requires small-step rules. Suppose however that one makes a
slight generalization to MSOS, allowing not only single records X but also arbi-
trary (finite) sequences of records X1 . . . Xn as labels on transitions. It turns out
that big-step rules for interleaving can then be given quite straightforwardly, by
allowing the sequences in the labels to be arbitrarily interleaved (i.e., “shuffled”),
and restricting the labels on transitions for the entire program to be composable
sequences. This technique appears to depend entirely on the use of MSOS: in
SOS, the inclusion of auxiliary entities in states makes it awkward (if not impos-
sible) to give an analogous treatment of interleaving. In view of the arguments
given above in favour of small-step rules, however, the development of techniques
for use in big-step rules is not so interesting from a pragmatical point of view.

5 Conclusion

This paper has given an overview of the foundations of MSOS, and has illustrated
the use of MSOS to describe some simple functional and imperative programming
constructs. It has also presented a novel technique for the modular description of
exception-handling. Finally, it has discussed particular pragmatic aspects such
as modularity, tool support, and the choice between small- and big-step rules.

The development of MSOS was originally stimulated by the author’s dissat-
isfaction with the lack of modularity in his own SOS for Action Notation, the
semantic notation used in Action Semantics [12]. An MSOS for Action Notation
has been given [15] using CASL, the Common Algebraic Specification Language,
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for meta-notation. The modularity of this MSOS description was particularly
useful during the redesign of Action Notation [18]. An MSOS of ML concur-
rency primitives has been provided [15] to facilitate a comparison of MSOS with
SOS and evaluation-context (reduction) semantics for the same language. MSOS
has not so far been used for giving a complete description of a major program-
ming language, and it remains to be seen whether any pragmatic problems would
arise when scaling up.

The continuing development of MSOS is motivated by the aim of optimizing
the pragmatic aspects of the structural approach to operational semantics, partly
for use when teaching semantics [19]. Several topics are in need of further work:

– For truly definitive descriptions of individual language constructs, a universal
language-independent abstract syntax has to be established.

– A library of MSOS modules (with accompanying Prolog implementations)
should be made available.

– Existing systems supporting animation and validation of SOS [5] might be
adapted to support MSOS.

– A type-checker for MSOS should be provided.
– The study of bisimulation and other equivalences for MSOS, initiated in
[13,14], should be continued.

Readers who might be interested in contributing to the development of MSOS
by working on these or other topics are requested to let the author know.
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Janeiro, Rua Marquês de São Vicente 255, Gávea, Rio de Janeiro, RJ, Brazil,
September 2001. http://www.inf.puc-rio.br/~cbraga. 36

4. C. de O. Braga, E. H. Haeusler, J. Meseguer, and P. D. Mosses. Maude action
tool: Using reflection to map action semantics to rewriting logic. In AMAST 2000,
volume 1816 of LNCS, pages 407–421. Springer-Verlag, 2000. 36

5. P. H. Hartel. LETOS - a lightweight execution tool for operational semantics.
Software – Practice and Experience, 29(15):1379–1416, Sept. 1999. 39



40 Peter D. Mosses

6. J. Heering and P. Klint. Semantics of programming languages: A tool-oriented
approach. ACM SIGPLAN Notices, Mar. 2000. 36

7. M. Hennessy. The Semantics of Programming Languages: An Elementary Intro-
duction Using Structural Operational Semantics. Wiley, New York, 1990. 21

8. G. Kahn. Natural semantics. In STACS’87, Proc. Symp. on Theoretical Aspects of
Computer Science, volume 247 of LNCS, pages 22–39. Springer-Verlag, 1987. 23,
38

9. R. Milner. Operational and algebraic semantics of concurrent processes. In J. van
Leeuwen, A. Meyer, M. Nivat, M. Paterson, and D. Perrin, editors, Handbook of
Theoretical Computer Science, volume B, chapter 19. Elsevier Science Publishers,
Amsterdam; and MIT Press, 1990. 21

10. R. Milner, M. Tofte, R. Harper, and D. MacQueen. The Definition of Standard
ML (Revised). The MIT Press, 1997. 21, 33, 38

11. E. Moggi. An abstract view of programming languages. Technical Report ECS-
LFCS-90-113, Computer Science Dept., University of Edinburgh, 1990. 21

12. P. D. Mosses. Action Semantics. Number 26 in Cambridge Tracts in Theoretical
Computer Science. Cambridge University Press, 1992. 38

13. P. D. Mosses. Foundations of modular SOS. Research Series RS-
99-54, BRICS, Dept. of Computer Science, Univ. of Aarhus, 1999.
http://www.brics.dk/RS/99/54; full version of [14]. 21, 22, 24, 39

14. P. D. Mosses. Foundations of Modular SOS (extended abstract). In MFCS’99,
volume 1672 of LNCS, pages 70–80. Springer-Verlag, 1999. Full version available
at http://www.brics.dk/RS/99/54/. 21, 22, 24, 39, 40

15. P. D. Mosses. A modular SOS for Action Notation. Research Se-
ries RS-99-56, BRICS, Dept. of Computer Science, Univ. of Aarhus, 1999.
http://www.brics.dk/RS/99/56. Full version of [16]. 38, 39

16. P. D. Mosses. A modular SOS for Action Notation (extended abstract).
In AS’99, number NS-99-3 in Notes Series, pages 131–142, BRICS, Dept.
of Computer Science, Univ. of Aarhus, 1999. Full version available at
http://www.brics.dk/RS/99/56/. 40

17. P. D. Mosses. A modular SOS for ML concurrency primitives. Research
Series RS-99-57, BRICS, Dept. of Computer Science, Univ. of Aarhus, 1999.
http://www.brics.dk/RS/99/57/. 21, 35

18. P. D. Mosses. AN-2: Revised action notation—syntax and semantics. Available at
http://www.brics.dk/~pdm/papers/Mosses-AN-2-Semantics/, Oct. 2000. 39

19. P. D. Mosses. Fundamental concepts and formal semantics of programming lan-
guages. Lecture Notes. Version 0.2, available from http://www.brics.dk/~pdm/,
Sept. 2002. 22, 39

20. H. R. Nielson and F. Nielson. Semantics with Applications: A Formal Introduction.
Wiley, Chichester, UK, 1992. 21

21. G. D. Plotkin. A structural approach to operational semantics. Lecture Notes
DAIMI FN–19, Dept. of Computer Science, Univ. of Aarhus, 1981. 21, 23, 38

22. K. Slonneger and B. L. Kurtz. Formal Syntax and Semantics of Programming
Languages: A Laboratory Based Approach. Addison-Wesley, 1995. 21

23. G. Winskel. The Formal Semantics of Programming Languages: An Introduction.
MIT Press, 1993. 21



Tool-Assisted Specification and Verification

of the JavaCard Platform

Gilles Barthe, Pierre Courtieu, Guillaume Dufay, and Simão Melo de Sousa�

INRIA Sophia-Antipolis, France
{gilles.barthe,pierre.courtieu}@inria.fr
{guillaume.dufay,simao.desousa}@inria.fr

Abstract. Bytecode verification is one of the key security functions of
the JavaCard architecture. Its correctness is often cast relatively to a
defensive virtual machine that performs checks at run-time, and an of-
fensive one that does not, and can be summarized as stating that the
two machines coincide on programs that pass bytecode verification. We
review the process of establishing such a correctness statement in a proof
assistant, and focus in particular on the problem of automating the con-
struction of an offensive virtual machine and a bytecode verifier from a
defensive machine.

1 Introduction

Smartcards are small devices designed to store and process confidential data,
and can act as enabling tokens to provide secure access to applications and
services. They are increasingly being used by commercial and governmental or-
ganizations as bankcards, e-purses, SIM cards in mobile phones, e-IDs, etc, and
are expected to play a key role in enforcing trust and confidence in e-payment
and e-government [22].

Open platform smartcards are new generation smartcards with increased flexi-
bility. Such smartcards:

– integrate on-board a virtual machine that abstracts away from any hardware
and operating system specifics so that smartcard applications, or applets, can
be programmed in a high-level language (before being compiled and loaded
onto the card);

– are multi-applications, in that several applets can coexist and communicate
(securely) on the same card, and support post-issuance, in that new applets
may be loaded onto already deployed smartcards.

The flexibility of open platform smartcards is at the same time a major asset
and a major obstacle to their deployment. On the one hand, writing applets
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in a high-level language reduces the cost and time to market new applications,
and the possibility of running several applets on a single card opens the way for
novel applications. On the other hand, such smartcards introduce the possibility
to load malicious applets that exploit weaknesses of the platform to read, modify
or erase confidential data of other applets, or simply to block the card.

JavaCard and the JavaCard Platform. JavaCard [26] is the standard program-
ming language for multi-applications smartcards. Launched in 1996 by Sun,
JavaCard brings to the resource-constrained environment of open platform
smartcards many benefits of Java: object-orientation, safety through typing,
portability. Here is a brief description of JavaCard and of its differences with
Java:

– JavaCard applets are written in a subset of the Java language that omits
some items such as large datatypes, arrays of arrays, finalization or threads.
Furthermore, JavaCard applets use the JavaCard API, which defines and
constrains the interface between an applet and its environment on the card;

– JavaCard applets are compiled down to class files, and then converted to the
CAP file format. Conversion involves a number of optimizations suggested
by smartcard constraints, e.g. names are replaced by tokens and class files
are merged together on a package basis;

– compiled JavaCard applets go through a bytecode verifier BCV which checks
that applets are correctly formed and well-typed, and that they do not at-
tempt to perform malicious operations during their execution, see [33]. Until
recently, applets were verified off-card and, in case of a successful verifi-
cation, signed and loaded on-card. However, on-card bytecode verification,
which circumscribes the trusted computing base to the smartcard, should
come to play a prominent role in the future [13,14,34];

– JavaCard applets are executed by the JavaCard Runtime Environment
JCRE. The JCRE contains the JavaCard Virtual Machine JCVM, provides
support for the JavaCard API and invokes the services of a native layer to
perform low-level tasks such as communication management. The JCVM
is a stack-based abstract machine as the Java Virtual Machine JVM but
some features, like the dynamic class loading mechanism of the JVM, are
unsupported;

– JavaCard claims some features that are not present, at least not in the same
form, in Java: for example, JavaCard 2.1. introduced firewalls to ensure ap-
plet isolation, and JavaCard 2.2. introduced logical channels and a simplified
form of remote method invokation.

Further technical information on JavaCard may be found in publicly available
specifications, white papers and books [16,43,44,45,46].

Formal methods for smartcards. It is commonly agreed that a high degree of re-
liability is required if smartcards are to gain a widespread acceptance as trusted
computing devices, and that the highest degree of reliability can only be achieved
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by the use of formal methods to formally design, test and verify smartcard plat-
forms and applications. This view is also present in the Common Criteria [21],
that define a unified scheme for evaluating the security of IT products, and im-
pose that evaluations at the highest levels, i.e. from EAL5 to EAL7, rely heavily
on formal methods.

There are many facets to formal verification for smartcards, each of which
comes with its own objectives and techniques. For example:

– program verification at source level may help developers to ensure that their
applets are correct. One definite advantage of such a scenario is that the
developer (or an expert in formal methods working with him) can provide
a formal specification of the program, and then check/prove that the ap-
plet is correct with respect to its specification. There is a wide range of
formalisms to express such specifications, such as predicate, temporal and
dynamic logics or interface specification languages [27]. The corresponding
verification techniques include run-time checking and unit testing [17], static
checking [32], model-checking [19], and interactive theorem proving [9];

– program verification at bytecode level may help to check that it is safe to load
and execute an applet whose origin is unknown or doubtful. As one cannot
expect code consumers to engage in program verification, it is important that
this kind of verification uses automatic techniques such as static analyses and
model-checking [11,39], or relies on a scheme which delegates the verification
tasks to the code producer [36].

Platform verification, which is the focus of our work, aims at establishing that a
platform for smartcard is correct in the sense that it adheres to some acceptable
security policy. Such a security policy is usually formulated as a set of constraints
like “a reference cannot be cast to an integer”, or “the virtual machine cannot
jump to an arbitrary address”, and in the case of the JavaCard platform should
include constraints such as type safety and applet isolation. The purpose of
platform verification is to prove formally that these constraints are enforced
by well-identified security functions. One important such security function is
bytecode verification (it guarantees properties such as type correctness, code
containment, proper object initialization, absence of stack overflows); proving its
correctness is a prerequisite for Common Criteria evaluations at highest levels,
and our starting point.

The correctness of bytecode verification is stated as a correspondence between
two flavors of virtual machines [15,30,40]:

– a defensive JCVM, which manipulates typed values and performs structural
and type checking at run-time. The defensive JCVM is close to Sun’s speci-
fication, but is inefficient in terms of execution speed and memory consump-
tion;

– an offensive JCVM, which manipulates untyped values and relies on suc-
cessful bytecode verification to eliminate structural and type checking at
run-time. The offensive JCVM is close to an implementation;
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The correctness statement can be summarised by the slogan: “the offensive and
defensive JCVMs coincide on programs that pass bytecode verification”. Formu-
lating precisely and proving the statement requires:

– modeling the defensive and offensive JCVMs and formalizing the notion of
correspondence between the two virtual machines in terms of an abstraction
function αdo that maps states of the defensive machine to states of the
offensive machine;

– showing that both machines coincide on programs whose execution on the
defensive JCVM does not raise a type error;

– modeling the BCV as a dataflow analysis of an abstract JCVM that only
manipulates types and showing that the defensive JCVM does not raise a
type error for programs that pass bytecode verification.

In the context of Common Criteria evaluations at the highest levels, such models
and proofs are required to be formal and are best developed with the help of
proof assistants.

CertiCartes [7,8] is an in-depth feasibility in proving the correctness of byte-
code verification for JavaCard 2.1, using the proof assistant Coq [18]. Currently
CertiCartes contains executable specifications of the three JCVMs (defensive,
offensive and abstract) and of the BCV, and a proof of the correctness of the
BCV. The Coq development is structured in two separate modules:

1. the first module JCVM includes the construction of three virtual machines
and their cross-validation. This development represents the bulk of the effort
behind CertiCartes;

2. the second module BCV includes the construction and validation of the byte-
code verifier. This development is largely independent from the definition of
the virtual machines, which are taken as parameters in the construction of
the BCV.

An external evaluation by Gemplus Research Labs [29] suggests that CertiCartes
models the JavaCard platform at a reasonable level of detail, and proposes some
concrete steps to make CertiCartes amenable to certification. It is not an av-
enue that we are intent on pursuing, in particular because the amount of work
involved is considerable: [24] reports that six man years were necessary to carry
a formalization of JavaCard 2.1 in full detail.

Assessment. Our experiment with CertiCartes corroborates the common views
that machine checked verification of standard programming languages is becom-
ing viable but sorely lacks of accurate tool support for specifying and proving
in the large. What seems more interesting of CertiCartes is that it validates
an original methodology which is well-suited for reasoning about typed low-
level languages, and which can be applied to novel type systems for Java(Card)
[4,23,31,42]. Furthermore, our work suggested that it is possible to develop ap-
propriate tool support for this methodology, and in particular for the construc-
tion of the offensive and abstract JCVM from the defensive one, and for their
cross-validation.
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Jakarta [6] is an experimental toolset for specifying and reasoning about the
JavaCard Platform. The overall objective is to provide:

– a front-end, independent from a particular proof assistant, for describing
virtual machines and subjecting such descriptions to transformations such
as abstractions, refinements and optimizations;

– a compiler that translates these specifications in a format usable by proof
assistants, and mechanisms for proving the correctness of these transforma-
tions in such proof assistants.

Our current focus is to provide tool support for the construction of an offensive
and abstract JCVM from a description of a defensive JCVM, and for their cross-
validation in a proof assistant. It may appear to be an over-specific goal but the
defensive JCVM has many instantiations that are determined by the property to
be enforced statically through typing. These properties typically relate to object
initialization, information flow, resource control, locks, etc—we shall return to
this point in the conclusion. Nevertheless type safety is the prime example of
property to be enforced, and the running example of this paper.

In what follows, we shall: describe the methodology behind CertiCartes;
explain how Jakarta has been used for extracting the offensive and abstract
JCVMs from the defensive one; summarize ongoing work on automating the
cross-validation between the three virtual machines.

2 An Overview of CertiCartes

As indicated in the introduction, CertiCartes is structured in two separate mod-
ules: a first module JCVM, which includes the construction of three virtual
machines and their cross-validation, and a second module BCV, which includes
the construction and validation of the BCV from the abstract JCVM. The next
paragraphs briefly describe the contents of CertiCartes; [7,8] provide further
details.

2.1 Module JCVM

Modeling programs. Programs are formalized in a neutral mathematical style
based on (first-order, non-dependent) datatypes and record types, and the cor-
responding machinery: case analysis and structural recursion for datatypes, for-
mation and selection for record types. For example, programs are represented
by the record type:

Record jcprogram := {
interfaces : (list Interface);
classes : (list Class);
methods : (list Method)

}.
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where the types Interface, Class and Method are themselves defined as record
types. For simplicity, we only deal with closed programs hence (relevant parts
of) the packages java.lang and javacard.framework are an integral part of
programs.

Modeling memory. Memory is modeled in a similar way. For example, states
are formalized as a record consisting of the heap (containing the objects created
during execution), the static fields image (containing static fields of classes) and
a stack of frames (environments for executing methods). Formally:

Record state := {
hp : heap;
sh : sheap;
st : stack

}.

In order to account for abrupt termination (that may arise because of uncaught
exceptions or because the program being executed is ill-formed), we also intro-
duce a type of return states, defined as a sum type:

Inductive rstate :=
Normal : state → rstate |
Abnormal : exception → state → rstate.

The definition of (return) states and of all components of the memory model
are parameterized by a generic type of values, which we leave unspecified. The
memory model will later be instantiated to the defensive, offensive and abstract
JCVMs. The following table gives the notion of value attached to each JCVM:

Virtual Machine Defensive Offensive Abstract
Value (Type, Number) Number Type

Modeling the defensive JCVM. First, we instantiate the memory model with a
notion of typed value. We thus obtain a type of defensive states dstate and
return defensive states rdstate.

Then, we model the defensive semantics of each JavaCard bytecode b as a
function dexec_b: dstate → rdstate. Typically, the function dexec_b ex-
tracts values from the state, performs type verification on these values, and
extends/updates the state with the results of executing the bytecode.

Finally, one-step defensive execution is modeled as a function dexec: dstate

→ rdstate which inspects the state to extracts the JavaCard bytecode b to be
executed and then calls the corresponding function dexec_b.

Modeling the offensive JCVM. First, we instantiate the memory model with
a notion of untyped value so as to obtain a type of offensive states ostate

and return offensive states rostate. Then, one-step offensive execution oexec:

ostate → rostate is modeled in the same way as one-step defensive execution,
but all verifications and operations related to typing are removed.
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Modeling the abstract JCVM. The abstract JCVM that is used for bytecode
verification operates at the level of types. Formally, we define the type astate

of abstract states as a record type with two fields: an abstract frame and an
abstract static fields image (which are obtained by instantiating values to types
in the generic notions of frame and of static fields image). The memory model
is thus simplified because: (1) the abstract JCVM operates on a method per
method basis, so only one frame is needed; (2) the type of objects is stored in
the operand stack so the heap is not needed.

One-step abstract execution is non-deterministic because branching instruc-
tions lead to different program points and hence different states. We use a list
to collect all return states. Therefore one-step abstract execution is modeled as
a function aexec: astate → (list rastate), where astate is the type of
return abstract states.

Cross-validation of the JCVMs is a prerequisite for establishing the correct-
ness of the BCV, and involves showing that the offensive and defensive JCVMs
coincide on programs that do not raise a type error when executed on the defen-
sive JCVM; and that every program that raises a type error when executed on
the defensive JCVM also raises a typing error when executed with the abstract
JCVM. These statements are nicely expressed in terms of abstract interpreta-
tion. Indeed, the offensive and abstract JCVMs can be viewed as abstractions
of the defensive JCVM. Likewise, the correctness statements can be viewed as
expressing that the offensive and abstract JCVMs are sound abstractions of the
defensive JCVM. Formally, we define two abstractions functions:

alpha_do : dstate → ostate
alpha_da : dstate → astate

together with their lifting to return states:

alpha_do_rs : rdstate → rostate
alpha_da_rs : rdstate → rastate

and prove that, under suitable constraints, the diagrams of Figures 1 and 2
commute (where the arrow on the right-hand side of Figure 2 means that the
abstraction of the return defensive state is, up to subtyping, an element of the
list of return abstract states).

dstate

alpha do
��

dexec �� rdstate

alpha do rs
��

ostate
oexec �� rostate

Fig. 1. Commutative diagram of defensive and offensive execution
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dstate

alpha da
��

dexec �� rdstate� �

�alpha da rs
��

astate
aexec �� (list rastate)

Fig. 2. Commutative diagram of defensive and abstract execution

The commutation of both diagrams is proved by case analyses, first on the
bytecode to be executed and second on the state of the defensive virtual machine,
and finally by equational reasoning.

Summary The module JCVM represents most of the effort behind CertiCartes.
However, the construction of the offensive and abstract JCVMs relies on abstract
interpretation and can be automated. Likewise, the cross-validation of the JCVM
relies on case analyses and equational reasoning and can also be automated.

2.2 Module BCV

The module BCV constructs a certified bytecode verifier from an abstract virtual
machine using a formalization of Kildall’s algorithm that is similar to the one
presented in [28,37]. Our formalization of Kildall’s algorithm takes as input:

– a type astate of abstract states and a well-founded relation lt_astate over
astate;

– an abstract virtual machine aexec: astate → (list astate) which is
monotone w.r.t. lt_astate;

and produces as output:

– an executable function bcv: jcprogram → bool;
– a proof that a program p such that bcv p = true does not raise any typing

error when executed on the abstract virtual machine aexec.

Additionally, the module BCV contains a justification of method-by-method
verification, i.e. a proof that a program is well-typed if all its methods are.
Together with the proofs of the commuting diagrams, these results ensure that
bytecode verification is correct.

Summary The module BCV is largely independent from the specifics of the
virtual machine under consideration, and hence could be applied to other settings
with minimal effort.
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3 Constructing Certified Abstractions with Jakarta

The objective of Jakarta is to provide an interactive environment for transform-
ing virtual machines and for verifying the correctness of these transformations
in proof assistants. Examples of such transformations include refinements and
optimizations, but to date our work focuses on abstractions. In what follows,
we present the abstraction mechanism of Jakarta, and describe how it has been
used to extract the offensive and abstract JCVMs from the defensive JCVM.

3.1 Current Focus

The current focus with Jakarta is to provide automatic support for the construc-
tion and cross-validation of the virtual machines for an arbitrary property P .
Concretely, we want the Jakarta toolset to take as input:

– a P -defensive virtual machine dexec: dstate → dstate that manipulates
typed values (the notion of type being determined by P ) and enforces P
through run-time type-checks;

– two abstraction functions:

alpha_da : dstate → astate
alpha_do : dstate → ostate

where astate and ostate respectively denote some suitably defined types
of abstract and offensive states;

– transformation scripts which provide instructions on how to conduct the
abstraction of the P -defensive virtual machine into a P -abstract (resp. P -
offensive) one;

and produces as output a P -offensive and a P -abstract virtual machines:

oexec : ostate → orstate
aexec : astate → (list arstate)

together with the proofs that they constitute sound transformations of the P -
defensive virtual machine.

3.2 An Overview of Jakarta

The Jakarta Specification Language JSL is a small language for describing vir-
tual machines in a neutral mathematical style. JSL is a polymorphically typed
language whose execution model is based on term rewriting [3,10].

A JSL theory is given by a set of declarations that introduce first-order,
polymorphic datatypes and their constructors, and by a set of function defini-
tions that introduce function symbols and fix their computational meaning via
conditional rewrite rules of the form:

l1 → r1, . . . , ln → rn ⇒ g → d
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A specificity of JSL is to require that the right-hand sides of the conditions, i.e the
ri s, should be patterns with fresh variables (recall that a pattern is a linear term
built from variables and constructors). Such a format of rewriting seems unusual
but is closely related to pattern-matching in functional programming and proof
assistants. Figure 3 gives the JSL specification of the ifnull bytecode.

The Jakarta Prover Interface provides a means to translate JSL specifications
to proof assistants and theorem provers. Currently, we support translations from
JSL to Coq, Isabelle [38], PVS [41] and Spike [12]. These translations may pro-
duce programs which are considered ill-formed by the target system (proof assis-
tants often reject partial, non-deterministic or non-terminating functions), but
it has not turned out to be a problem in practice.

1 data valu_prim = VReturnAddress nat | VBoolean z |
2 VByte z| VShort z | VInt z.
3

4 data valu_ref = VRef_null | VRef_array type0 heap_idx |
5 VRef_instance cap_class_idx heap_idx |
6 VRef_interface cap_interf_idx heap_idx .
7

8 data valu = VPrim valu_prim | VRef valu_ref.
9

10 data list ’a = Nil | Cons ’a (list ’a).
11

12 data exc ’a = Value ’a | Error.
13

14 function ifnull : bytecode_idx → dstate → rdstate :=
15 (stack_f state) → Nil
16 ⇒ (ifnull branch state) → (abortCode State_error state);
17

18 (stack_f state) → (Cons h lf),
19 (head (opstack h)) → (Value v),
20 v → (VPrim v0)
21 ⇒ (ifnull branch state) → (abortCode Type_error state);
22

23 (stack_f state) → (Cons h lf),
24 (head (opstack h)) → (Value v),
25 v → (VRef vr),
26 (res_null vr) → True
27 ⇒ (ifnull branch state)
28 → (update_frame (update_pc branch
29 (update_opstack (tail (opstack h)) h)) state);
30

31 (stack_f state) → (Cons h lf),
32 (head (opstack h)) → (Value v),
33 v → (VRef vr),
34 (res_null vr) → False
35 ⇒ (ifnull branch state)
36 → (update_frame (update_pc (S (p_count h))
37 (update_opstack (tail (opstack h)) h)) state);
38

39 (stack_f state) → (Cons h lf),
40 (head (opstack h)) → Error
41 ⇒ (ifnull branch state) → (abortCode Opstack_error state).

Fig. 3. Example of JSL specification
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Furthermore, we provide a translation from Coq to JSL so as to reuse existing
Coq developments and a translation from JSL to OCaml [35] for an efficient
execution of JSL specifications.

The Jakarta Transformation Kit JTK provides a means to perform automatic
abstractions on JSL specifications, and is described in more detail in the next
subsections. Finally, the Jakarta Automation Kit aims at facilitating the pro-
cess of cross-validating virtual machines in proof assistants, and is discussed in
Subsection 3.6.

3.3 The Jakarta Transformation Kit

Principles The abstraction Ŝ of a JSL theory S is constructed in three successive
steps:

1. the user provides for every datatype T of S a corresponding abstract
datatype T̂ together with an abstraction function αT from T to T̂ ; abstrac-
tion functions are written in JSL, but are only allowed to use unconditional
rewriting;

2. the user builds a transformation script that guides the abstraction process
in places where automatic procedures are inaccurate; the purpose and effect
of this script is detailed below.

3. based on the inputs of steps 1 and 2 above, the JTK constructs automatically
for every function f : T1 → . . . → Tn → U of S its abstract counterpart
f̂ : T̂1 → . . . → T̂n → Û . Unless indicated otherwise by the abstraction
script, the function f̂ is constructed by a syntactic translation on the rewrite
rules defining f , followed by a cleaning phase where vacuous conditions and
rules are removed.

Most of the abstraction process is handled automatically but there are however
situations where user interaction is required. It is the purpose of the transfor-
mation script to facilitate such interactions through a carefully designed set of
commands.

Commands fall into three categories:

discarding commands specify which patterns in expressions are unwanted
and must be deleted. Discarding commands are used for example to re-
move all verifications and operations related to typing from the the offensive
JCVM;

substitution commands specify coercions and substitutions that should be
used during the translation of rewrite rules. Substitution commands are used
for example to replace dynamic lookup by static lookup in the abstract
semantics of method invokation;

post-processing commands deal with functions which may have become non-
deterministic or non-total during abstraction. Post-processing commands are
used for example to collect all possible return states into lists during the
construction of the abstract JCVM.
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Each command is of the general form:

<command> ::= <action> <target>list [by <expr>] [in <scope>list ]

– The optional field scope determines in which part of the JSL specification
the action must be performed; by default the scope of a command is the
whole specification.

– The field target specifies which syntactic compounds trigger the action.
– The optional field expr is used in substitution commands to specify the

syntactic compounds by which targets must be replaced.

The form of the scope and target fields is defined as follows, where <f> stands
for function names:

<target> ::= <f> | <f>.<loc> | <f>@<nat> | <expr>
<scope> ::= <f> | <f>.<loc>
<loc> ::= <nat> | <nat>.<loc>

We illustrate the meaning of target and scope by the following examples:

– f.2 denotes the second rewriting rule of the definition of the function f;
– f.2.3 denotes the third condition of f.2. By convention, f.2.0 stands for

the conclusion of f.2;
– f.2.3.1 denotes the left hand side of f.2.3 and f.2.3.2 stands for the

right hand side of the same;
– f@i denotes the ith argument of f.

3.4 Synthesis of the Offensive JCVM

Figure 4 contains the script used to generate from the defensive JCVM (which
is over 10000 lines long) the offensive JCVM (5000 lines). The script begins with
a preamble, which specifies the function to abstract, the name of the resulting
function (at line 3) and the abstraction functions (at line 4). Then the remaining
of the script is divided in two blocks of discarding commands (between lines 8
and 17) and substitution commands (between lines 21 and 26); there are no
post-processing commands for this abstraction.

The block between lines 8 and 17 uses the discarding commands delete and
drop.

– The command delete is used to suppress all occurrences of the target within
the specified scope. For example at line 8, the script forces type verifica-
tion operations (i.e. type_verification...) to be removed everywhere in
the specification. By propagation, these commands may lead to rules being
deleted, in particular because rules whose conclusion has been removed are
also removed.

– The command drop is used to remove some arguments from the signature of
a function. Such a command is needed to clean up code that is made vacuous
by the abstraction. For example, the function getfield_obj takes as third
argument some typing information which becomes vacuous in the offensive
JCVM. Therefore we instruct the argument to be removed at line 17.
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1 (∗ Preamble ∗)
2

3 build oexec from dexec using
4 abstraction functions alpha_do_prim alpha_do ...
5

6 (∗ Discarding commands ∗)
7

8 delete type_verification signature_verification Type_error
9 types_match test_exception_aastore assignment_compatible

10

11 delete test_exception_putfield_ref.2 test_exception_astore.3
12 test_exception_checkcast.4 test_exception_checkcast.5
13 test_exception_putstatic_ref.2
14

15 delete t0 in putstatic putfield_obj
16

17 drop getfield_obj@3 getstatic@1 tableswitch@1 lookupswitch@1
18

19 (∗ Substitution commands ∗)
20

21 replace get_inst_from_heap by oget_inst_from_heap
22 replace v2t by (Ref Ref_null)
23 replace (trhi2vr (vr2tr vr) (absolu (v2z v))) by v in putfield_obj.36.0
24

25 select vp2z@1 v2z@1 vr2z@1 vr2hi@1 extr_from_opstack@2
26 select tpz2vp@2 in adr_aload res_opstack getfield_obj putfield_obj ...

Fig. 4. Offensive abstraction script

The block between lines 21 and 26 uses the substitution commands replace
and select.

– replace allows to replace the target by the argument specified in the by

field. This argument can be a function name or an expression. This com-
mand allows the user to override the expression computed by the standard
abstraction mechanism. We use this command at line 21 to provide a def-
inition of the function oget_inst_from_heap, which takes as argument a
heap h and a value v, and extracts from h the instance referenced by v. In
this case, the purpose of the substitution is to provide a direct definition of
the function; it is possible, but less convenient in this case, to use discarding
commands for achieving the same definition. Observe that only three such
substitutions are required to obtain a correct specification of the offensive
JCVM.

– select allows to optimize the specification by projecting a function call onto
one of its arguments. Such an optimization is useful when the abstraction
produces a function f that behaves as a projection function, i.e. such that
f(x1, . . . , xn) = xi for all x1 . . . xn. An example of such function is given
by vp2z. In the defensive JCVM, this function maps a typed value to its
corresponding integer. In the offensive JCVM, the function behaves as the
identity, so (vp2z n) is replaced by n as instructed at line 25. Note that the
command affects the computational behavior of the functions, but not their
meaning.
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1 function alpha_da_prim : valu_prim → avalu_prim :=
2 ⇒ alpha_da_prim (VReturnAddress v) → aReturnAddress v ;
3 ⇒ alpha_da_prim (VBoolean v) → aBoolean ;
4 ⇒ alpha_da_prim (VByte v) → aByte ;
5 ⇒ alpha_da_prim (VShort v) → aShort ;
6 ⇒ alpha_da_prim (VInt v) → aInt .
7

8 function alpha_da : dstate → astate :=
9 ⇒ alpha_da (Build_state sh hp s)

10 → Build_astate (alpha_da_sheap sh) (alpha_da_stack s).

Fig. 5. Abstraction functions (excerpts)

3.5 Synthesis of the Abstract JCVM

Figure 5 contains some of the abstraction functions used to generate the abstract
JCVM (which is around 5000 lines long) from the defensive JCVM. Observe how
subtleties of the abstract JCVM are captured by the abstraction functions. For
example:

– the abstract JCVM must keep track of return addresses to handle subrou-
tines, and forget all other values: the definition of alpha_da_prim reflects
this desiderata;

– abstract values do not carry any component that corresponds to the heap:
this is reflected in the definition of alpha_da.

Figure 6 contains (excerpts of) the script used to generate the abstract JCVM
(which is around 5000 lines long); the whole script is approximately 300 lines
long. The preamble is immediately followed by a set of commands that act on
the whole specification. These commands are used to discard operations and ver-
ifications involving the heap or values, for example res_null, throwException
and abortMemory at line 10. Such commands are sufficient for handling various
significant bytecodes, including load, store, new, astore, goto, jsr and ret.

The remaining of the script takes care of all bytecodes whose abstract se-
mantics must be fine-tuned. This includes all bytecodes for method invokation
and memory management, which are treated by discarding and substitution
commands. We concentrate on branching bytecodes, as they are responsible for
non-determinism and require the use of post-processing commands.

– The bytecodes ifnull and ifnonnull pop the top value of the operand
stack and check whether it is null to determine the next program counter.
The abstraction renders these functions non-deterministic. We handle this
non-determinism with the command determine at line 18, whose effect
is to transform the bytecodes into deterministic functions of target type
list astate. The command, which implements the usual strategy of col-
lecting the return values of a non-deterministic function into a list, also
propagates the transformation to the function aexec.

– The bytecodes if_scmp_cond, if_acmp_cond and if_cond pop two val-
ues from the operand stack and compare them in order to determine the
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1 (∗ Preamble ∗)
2

3 build aexec from dexec using
4 abstraction functions alpha_da_prim alpha_da ...
5

6 (∗ General commands ∗)
7

8 ...
9

10 delete throwException res_null abortMemory
11

12 ...
13

14 (∗∗∗∗∗∗ Commands for branching bytecodes ∗∗∗∗∗∗∗∗)
15

16 ...
17

18 determine ifnull ifnonnull
19 drop res_scompare@1,2,3 res_acompare@1,2,3
20 determine res_scompare res_acompare
21 ...

Fig. 6. Typed abstraction script (excerpts)

next program counter. This comparison is performed by the auxiliary func-
tions res_scompare and res_acompare, but the abstraction renders these
functions non-deterministic. A similar solution using determine applies, see
line 20, but for technical reasons not discussed here, some arguments of
these functions must be dropped before calling determine; the notation
drop f@1,2,3 at line 19 is a shorthand for drop f@1 f@2 f@3.

3.6 Automating Cross-Validation of Virtual Machines

In order to automate the proofs of cross-validation of the three JCVMs in Coq,
we have designed specific reasoning tactics that generate induction principles
for reasoning about complex recursive functions. These tactics yield drastic im-
provements; in particular, proof scripts are significantly easier to construct, and
their size is reduced by 90% [5]. We expect that further automation is possi-
ble, and in particular that equational reasoning can be automated by adapting
existing connections between Coq and external tools, such as Elan [1].

In a different line of work, we have been experimenting cross-validation of the
JCVMs using Spike [12], an automatic theorem prover based on implicit induc-
tion. Currently Spike has been used to establish automatically the commutation
properties for over two thirds of the instruction set, but we expect that further
optimizations on Spike should allow us to handle even more instructions. This
experience, which will be reported elsewhere, suggests that first-order theorem
proving techniques could be advantageously exploited in the context of platform
verification for smartcards.
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3.7 Summary

Jakarta is at an early stage of development, but preliminary results support the
claim laid in [6] that the construction and cross-validation of virtual machines
could be automated to a large extent.

We have made good our promise to extract the offensive and abstract JCVMs
from the defensive JCVM. One line of future research is to do likewise for novel
type systems for Java(Card), see e.g. [4,23,31,42]. More generally, we are inter-
ested in understanding whether our methodology applies to other typed low-level
languages [2,20,47].

Another line of future research is to enhance Jakarta with new functionalities.
Support for refinement is a requirement for incremental specification, and our
most immediate goal. A longer-term goal is to device mechanisms that exploit the
transformation logs produced by the JTK to guide the automatic construction
of cross-validation proofs.

4 Conclusion

Formal verification of the JavaCard platform is the key to Common Criteria
evaluations at the highest levels and a challenge for proof assistants. A recent
survey [25] highlights the importance that formal methods have had in under-
standing and improving Sun’s specifications of the Java(Card) platforms. But at
the same time [25] observes a need to build appropriate environments that pro-
vide coherent support for formal specification, verification and provably correct
implementations of the JavaCard platform. Such environments should incorpo-
rate general-purpose tools for developing and managing large-scale specifications
and proofs, and specialized tools that are explicitly designed to reason about
smartcard platforms. The design of such environments is a largely open avenue,
and a promising field of research.
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24. E. Giménez and O. Ly. Formal modeling and verification of the java card security
architecture: from static checkings to embedded applet execution, 2002. Talk deliv-
ered at the Verificard’02 meeting, Marseille, 7-9 January 2002. Slides available at
http://www-sop.inria.fr/lemme/verificard/2002/programme.html.
44

25. P. Hartel and L. Moreau. Formalizing the Safety of Java, the Java Virtual Machine
and Java Card. ACM Computing Surveys, 33(4):517–558, December 2001. 56

26. JavaCard Technology. http://java.sun.com/products/javacard. 42
27. JML Specification Language. http://www.jmlspecs.org. 43
28. G. Klein and T. Nipkow. Verified bytecode verifiers. Theoretical Computer Science,

2002. Submitted. 48
29. Gemplus Research Labs. Java Card Common Criteria Certification Using Coq.

Technical Report, 2001. 44
30. J.-L. Lanet and A. Requet. Formal Proof of Smart Card Applets Correctness. In

J.-J. Quisquater and B. Schneier, editors, Proceedings of CARDIS’98, volume 1820
of Lecture Notes in Computer Science, pages 85–97. Springer-Verlag, 1998. 43

31. C. Laneve. A Type System for JVM Threads. Theoretical Computer Science, 200x.
To appear. 44, 56

32. K. R. M. Leino. Extended Static Checking: A Ten-Year Perspective. In R. Wilhelm,
editor, Informatics–10 Years Back, 10 Years Ahead, volume 2000 of Lecture Notes
in Computer Science, pages 157–175, 2001. 43

33. X. Leroy. Java bytecode verification: an overview. In G. Berry, H. Comon, and
A. Finkel, editors, Proceedings of CAV’01, volume 2102 of Lecture Notes in Com-
puter Science, pages 265–285. Springer-Verlag, 2001. 42

34. X. Leroy. On-card bytecode verification for Java card. In I. Attali and T. Jensen,
editors, Proceedings e-Smart 2001, volume 2140, pages 150–164. Springer-Verlag,
2001. 42

35. X. Leroy, D. Doligez, J. Garrigue, D. Rémy, and J. Vouillon. The Objective Caml
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Abstract. Logical equivalence between logic programs that are first-
order logic formulas holds between few logic programs, partly because
first-order logic does not allow auxiliary programs and data structures
to be hidden. As a result of not having such abstractions, logical equiva-
lence will force these auxiliaries to be present in any equivalence program.
Higher-order quantification can be use to hide predicates and function
symbols. If such higher-order quantification is restricted so that oper-
ationally, only hiding is specified, then the cost of such higher-order
quantifiers within proof search can be small: one only needs to deal with
adding new eigenvariables and clauses involving such eigenvariables. On
the other hand, the specification of hiding via quantification can allow
for novel and interesting proofs of logical equivalence between programs.
This paper will present several example of how reasoning directly on a
logic program can benefit significantly if higher-order quantification is
used to provide abstractions.

1 Introduction

One of the many goals of declarative programming, and particularly, logic pro-
gramming, should be that the very artifact that is a program should be a flexible
object about which one can reason richly. Examples of such reasoning might be
partial and total correctness, various kinds of static analysis, and program trans-
formation.

One natural question to ask in the logic programming setting is, given two
logic programs, P1 and P2, written as logical formulas, is it the case that P1

entails P2 and vice versa, the notation for which we will write as P1 �� P2.
In other words, are these two programs logically equivalent formulas. If this
properties holds of two programs, then it is immediate that they prove the same
goals: for example, if P1 � G and P2 � P1 then P2 � G. If provability of a goal
from a program is described via cut-free proofs, as is often the case for logic
programming [MNPS91], then cut-elimination for the underlying logic is needed
to support this most basic of inferences.
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But how useful is the entailment relation P1 �� P2? The answer to this de-
pends a great deal on the logic in which these logic programs are situated. If, for
example, P1 and P2 are first-order Horn clause programs (that is, conjunctions
of universally quantified clauses), and entailment is taken as that for first-order
classical logic, then this relationship holds for very few pairs of programs P1 and
P2. The main reasons that this classical, first-order logic equivalence is nearly
trivial and hence nearly worthless are outlined in the next three subsections.

1.1 Entailment Generally Needs Induction

Most interesting equivalences of programs will almost certainly require induction.
Logics and type systems that contain induction are vital for reasoning about
programs and such logics have been studied and developed to a great extent.
In this paper, however, we will not be concerned with induction so that we can
focus on two other important limiting aspects of logical entailment.

1.2 Classical Logic Is Poor at Encoding Dynamics

Classical logic does not directly support computational dynamics, at least, not
directly at the logic level. Truth in classical logic is forever; it is immutable.
Computations are, however, dynamic. To code computation in classical logic, all
the dynamics of a computation must be encoded as terms that are given as ar-
guments to predicates. That is, the dynamics of computations are buried in non-
logical contexts (i.e., with in atomic formulas). As a result, the dynamic aspects
of computation are out of reach of logical techniques, such as cut-elimination.

This situation improves a bit if intuitionistic logic is used instead. The notion
of truth in Kripke models, which involve possible worlds, allows for some richer
modeling of dynamics: enough, for example, to provide direct support for scoping
of modules and abstract datatypes [Mil89b, Mil89a]. If one selects a substructural
logic, such as linear logic, for encoding logic programs, then greater encoding of
computational dynamics is possible. In linear logic, for example, it is possible
to model a switch that is now on but later off and to assign and update imper-
ative programming like variables [HM94] as well as model concurrent processes
that evolve independently or synchronize among themselves [AP91, Mil96]. Here,
counters, imperative variables, and processes are all represented as formulas and
not as terms within the scope of a predicate (a non-logical constant). As a result
of capturing more of the computational dynamics happening at the level of logic,
logical equivalence will be less trivial and more interesting. All the examples that
we shall present in this paper will make use of linear logic programming.

1.3 Needed Abstractions Are not Present in First-Order Logics

First-order logics do not provide means to hide or abstract parts of a specification
of a computation. For example, if one specifies two different specifications for
sorting in first-order Horn clauses, each of with different auxiliary predicates
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and data structures, all of these are “visible” in first-order logic, and logical
equivalence of two such programs will insist that all predicates, even auxiliary
ones, must be equivalent. Logic does provide means of abstracting or hiding parts
of specification and even entire data structures. This mechanism is quantification,
and to hide predicates and data structures, higher-order quantification is needed.
This paper will focus on illustrating how such quantification can be used to
specify computation and to help in reasoning about program equivalence.

2 Quantification at Function and Predicate Types

A first-order logic allows quantification over only the syntactic category indi-
viduals. Higher-order logics generally allow for quantification, also, of function
symbols (quantification at function type) or predicate symbols (quantification
at predicate type) or both. For the sake of being concrete, we shall assume that
the logic considered here is based on a simple type discipline, and that the type
of logical formulas is o (following Church’s Simple Theory of Types [Chu40]).
Given this typing, if a quantifier binds a variable of type τ1 → . . . τn → τ0, where
τ0 is a primitive type, then that quantifier binds a variable at predicate type if
τ0 is o and binds a variable at function type otherwise.

Logic programming languages that allow for quantification over function sym-
bols and enrich the term language with λ-terms provide support for the higher-
order abstract syntax approach to representing syntactic expressions involving
binders and scope [PE88]. As is familiar with, say, implementations of λProlog,
Isabelle, and Elf, higher-order unification is adequate for discovering substitu-
tions for quantifiers during proof search in languages containing quantification of
individual and function types. A great deal of energy has gone into the effective
implementation of such systems, including treatments of higher-order unifica-
tion, explicit substitution, and search (see, for example, [NM99]). Higher-order
unification [Hue75] is rather complicated, but much of higher-order abstract
syntax can be maintained using a much weaker notion of unification [Mil91].

Quantification at predicate type is, however, a more complex problem. As is
well known, cut-free proofs involving formulas with predicate quantification do
not necessarily have the sub-formula property: sometimes predicate expressions
(denoting sets and relations) are required that are not simply rearrangements
of subformulas present in the end sequent. Higher-order unification alone will
not generate enough substitutions of predicate type to yield completeness. Just
to convince ourselves that computing predicate substitutions must be genuinely
hard, imagine stating the partial correctness of a simple imperative program
written using, say, assignment and interaction. Using Hoare logic for such a
programming language, the correctness of a looping program is easily written by
allowing predicate quantification to represent the quantification of an invariant
for the loop. It is, indeed, hard to image an mechanism that would be complete
for computing invariants of looping programs.

There has been some interesting work on attempts to find occasions when
higher-order substitutions can be automated. See, for example, the work on set
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∆ −→ G[y/x]

∆ −→ ∀xτ .G
∀R

∆, D[t/x] −→ G

∆, ∀xτ .D −→ G
∀L

∆ −→ G[t/x]

∆ −→ ∃xτ .G
∃R

∆, D[y/x] −→ G

∆,∃xτ .D −→ G
∃L

Fig. 1. Inference rules for quantifiers. In both the ∃R and ∀L rules, t is a term
of type τ . In the ∃L and ∀R rules, y is a variable of type τ that is not free in
the lower sequent of these rules

variables [Ble79, Fel00, Dow93]. The logic programming language λProlog allows
some uses of higher-order quantification (used for higher-order programming),
but restricts such quantification so that the necessary predicate substitutions
can be done using higher-order unification [NM90].

Figure 1 presents the sequent calculus rules for the universal and existential
quantifiers. Notice that the substitution term t can be a λ-term (of type τ) and
in the case that that quantification is of predicate type, the term t may contain
logical connectives. As a result, the formulas G[t/x] and D[t/x] might have many
more logical connectives and quantifiers than the formulas ∀x.D and ∃x.G. Of
course, if a sequent calculus proof does not contain the ∀L and ∃R inference
rules at predicate type, then the treatment of higher-order quantifiers is quite
simple: the only other possible introduction rules are ∃L and ∀R and they are
simply instantiated (reading a proof bottom up) by a new “eigenvariable” y.
The Teyjus implementation [NM99] of λProlog, for example, gives a direct and
effective implementation of such eigenvariable generation during proof search. It
is possible to define rich collections of higher-order formulas for which one can
guarantee that only predicate quantification only occurs with ∃L and ∀R. Most
of the example of logic programs that we present below have this property.

Notice that if P is such that all universal quantifiers of predicate type occur
negatively and all existential quantifiers of predicate type occur positively, then
there are no occurrences of ∀L or ∃R in a cut-free proof of the sequent P −→ A
where A is, say, an atomic formula. If, however, P1 and P2 are two programs with
the above restriction, cut-free proofs of the sequent P1 −→ P2 may contain oc-
currences of ∀L and ∃R. Such sequents will generally require some substitutions
that might be difficult to produce by simple automation. This is consistent with
the expectation that inferences between programs require some genuine insights
to establish.

We now proceed to present some examples of reasoning with higher-order
quantification. All of our examples involve some use of linear logic as well as
higher-order quantification. We will not attempt to describe the basics of linear
logic, but rather refer the reader to, say, [Gir87, Tro92]. Our first two examples
will make use of linear implication, written as −◦ (and as the converse ◦−)
and intuitionistic implication, written as ⇒. The multiplicative conjunction ⊗
appears as well. Our last example, starting in Section 5 will also make use of the
multiplicative disjunction .................................................

............
.................................. .
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3 Reversing a List Is Symmetric

While much of the motivation for designing logic programming languages based
on linear logic has been to add expressiveness to such languages, linear logic can
also help shed some light on conventional programs. In this section we consider
the linear logic specification for the reverse of lists and formally show, by direct
reasoning on the specification, that it is a symmetric relation [Mil].

Let the constants nil and (· :: ·) denote the two constructors for lists. To
compute the reverse of two lists, make a place for two piles on a table. Initialize
one pile to the list you wish to reverse and initialize the other pile to be empty.
Next, repeatedly move the top element from the first pile to the top of the second
pile. When the first pile is empty, the second pile is the reverse of the original
list. For example, the following is a trace of such a computation.

(a :: b :: c :: nil) nil
(b :: c :: nil) (a :: nil)
(c :: nil) (b :: a :: nil)

nil (c :: b :: a :: nil)

In more general terms: if we wish to reverse the list L to getK, first pick a binary
relation rv to denote the pairing of lists above (this predicate will not denote
the reverse); then start with the atom (rv L nil) and do a series of backchaining
over the clause

rv P (X ::Q)−◦ rv (X ::P ) Q

to get to the formula (rv nil K). Once this is done, K is the result of reversing L.
That is, if from the two formula

∀P∀X∀Q(rv P (X ::Q)−◦ rv (X ::P ) Q)
(rv nil K)

one can prove (rv L nil), then the reversing of L is K. This specification is
not finished for several reasons. First, L and K are specific lists and are not
quantified anywhere. Second, the relation reverse L K must be linked to this
sub-computation using the auxiliary predicate rv. Third, we can observe that of
the two clauses for rv above, the first clause (the recursive one) can be used an
arbitrary number of times during a computation while the second clause (the
base case) can be used exactly once. Since we are using elements of higher-
order linear logic here, linking the rv sub-computation to (reverse L K) can be
done using nested implications, the auxiliary predicate rv can be hidden using
a higher-order quantifier, and the distinction between the use pattern for the
inductive and base case clauses can be specified using different implications.
The entire specification of reverse can be written as the following single formula.

∀L∀K[ ∀rv ( (∀X∀P∀Q(rv P (X ::Q)−◦ rv (X ::P ) Q)) ⇒
rv nil K −◦ rv L nil)−◦ reverse L K ]

Notice that the clause used for repeatedly moving the top elements of lists is to
the left of an intuitionistic implication (so it can be used any number of times)
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while the formula (rv nil K), the base case of the recursion, is to the left of a
linear implication (must be used once).

Now consider proving that reverse is symmetric: that is, if (reverse L K) is
proved from the above clause, then so is (reverse K L). The informal proof of
this is simple: in the table tracing the computation above, flip the rows and the
columns. What is left is a correct computation of reversing again, but the start
and final lists have exchanged roles. This informal proof is easily made formal
by exploiting the meta-theory of higher-order quantification and of linear logic.
A more formal proof proceeds as follows. Assume that (reverse L K) can be
proved. There is only one way to prove this (backchaining on the above clause
for reverse). Thus the formula

∀rv((∀X∀P∀Q(rv P (X ::Q)−◦ rv (X ::P ) Q)) ⇒ rv nil K −◦ rv L nil)

is provable. Since this universally quantified expression is provable, any instance
of it is also provable. Thus, instantiate it with the λ-expression λxλy(rv y x)⊥

(the swapping of the order of the arguments is one of the flips of the informal
proof and the negation yields the other flip). The resulting formula

(∀X∀P∀Q(rv (X ::Q) P )⊥ −◦ (rv Q (X ::P )⊥)) ⇒ (rv K nil)⊥ −◦ (rv nil L)⊥

can be simplified by using the contrapositive rule for negation and linear impli-
cation, which yields

(∀X∀P∀Q(rv Q (X ::P )−◦ rv (X ::Q) P ) ⇒ rv nil L−◦ rv K nil).

If we now universally generalize on rv we again have proved the body of the
reverse clause, but this time with L and K switched.

This proof exploits the explicit hiding of the auxiliary predicate rv by pro-
viding a site into which a “re-implementation” of the predicate can be placed.
Also notice that this proof does not have an explicit reference to induction. It
is unlikely to expect that many proofs of interesting properties involving list
manipulation predicates can be done like this and without reference to induc-
tion. This example simply illustrates an aspect of higher-order quantification
and linear logic in reasoning direction with specifications.

4 Two Implementations of a Counter

For another example of how higher-order quantification can be used to form
abstractions and to enhance reasoning about code, consider the two different
specifications E1 and E2 of a simple counter object in Figure 2 [Mil96]. Each
of these specifications describe a counter that encapsulates state and responds
to two “methods”, namely, get and inc, for getting and incrementing the encap-
sulated value. Notice that in both of these specifications, the state is the linear
atomic formula (r n) (n is the integer denoting the counter’s value) and the two
methods are specified by two clauses that are marked with a ! (that is, they can
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E1 = ∃r[ (r 0) ⊗
!∀K∀V (get V K ◦− r V ⊗ (r V −◦ K)) ⊗
!∀K∀V (inc V K ◦− r V ⊗ (r (V + 1) −◦ K))]

E2 = ∃r[ (r 0) ⊗
!∀K∀V (get (−V ) K ◦− r V ⊗ (r V −◦ K)) ⊗
!∀K∀V (inc (−V ) K ◦− r V ⊗ (r (V − 1) −◦ K))]

Fig. 2. Two specifications of a global counter

be invoked any number of times). Notice also that the predicate r is existentially
quantified, thus properly encapsulating the state of the counter.

Viewed from a proof search point-of-view, these two specifications store the
counter on the left side of the sequent as a linear logic assumption. The counter is
then updated by “destructively” reading and then “rewriting” the atom used to
store that value. The differences between these two implementations is that in the
second of these implementations the inc method actually decrements the internal
representation of the counter: to compensate for this choice both methods return
the negative of that internal value. The use of ⊗, !, and ∃ in Figure 2 is for
convenience in displaying these specifications. If we write E1 as ∃r(R1 ⊗ !R2 ⊗
!R3), then using simple “curry/uncurry” equivalences in linear logic we can
rewrite E1 −◦ G to the equivalent formula ∀r(R1 −◦ R2 ⇒ R3 ⇒ G). These
specification are encoded using continuation passing style: the variable K ranges
over continuations.

Although these two specifications of a global counter are different, they
should be equivalent in some sense. Although there are several ways that the
equivalence of such counters can be proved (for example, trace equivalence), the
specifications of these counters are, in fact, logically equivalent. In particular,
the entailments E1 � E2 and E2 � E1 are provable in linear logic. The proof
of each of these entailments proceeds (in a bottom-up fashion) by choosing an
eigen-variable, say s, to instantiate the existential quantifier in the left-hand
specification and then instantiating the right-hand existential quantifier with
λx.s (−x). The proof of these entailments must also use the equations

{−0 = 0,−(x+ 1) = −x− 1,−(x− 1) = −x+ 1}.

Clearly, logical equivalence is a strong equivalence: it immediately implies no
logical context can tell the difference between these two implementations.

5 Multiset Rewriting in Proof Search

To provide some more examples of direct reasoning with logical specification,
we will first describe how certain aspects of security protocols can be specified
in linear logic. To discuss specifications of security protocols, we first introduce
multiset rewriting and how that can be encoded in proof search.
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To model multiset rewriting we shall use a subset of linear logic similar to
the process clauses introduced by the author in [Mil93]. Such clauses are simply
described as follows: Let G and H be formulas composed of ⊥, .................................................

............
.................................. , and ∀. (Think

of the ..................................................
............
................................. connective as the multiset constructor and ⊥ as the empty multiset.)

Process clauses are closed formulas of the form ∀x̄[G −◦ H ] where H is not ⊥
and all free variables of G are free in H . These clause have been used in [Mil93]
to encode a calculus similar to the π-calculus. A nearly identical subset of linear
logic has also been proposed by Kanovich [Kan92, Kan94]: if you write process
clauses in their contrapositive form (replacing the connectives ..................................................

............
................................. , ∀, ⊥, and ◦−

with ⊗, ∃, 1, and −◦, respectively) you have what Kanovich called linear Horn
clauses.

The multiset rewriting rule a, b⇒ c, d, e can be implemented as a backchain-
ing step over the clause c .................................................

............
.................................. d

.................................................
............
.................................. e−◦ a .................................................

............
.................................. b. That is, backchaining using this linear

logic clause can be used to justify the inference rule

Ψ ;∆ −→ c, d, e, Γ

Ψ ;∆ −→ a, b, Γ
,

with the proviso that c .................................................
............
.................................. d

.................................................
............
.................................. e−◦ a .................................................

............
.................................. b is a member of Ψ . We can interpret this

fragment of a proof as a rewriting of the multiset a, b, Γ to the multiset c, d, e, Γ
by backchaining on the clause displayed above. Using the Forum presentation of
linear logic [Mil96], this inference rule can be justified with the following proof
fragment.

Ψ ;∆ −→ c, d, e, Γ

Ψ ;∆ −→ c, d
.................................................

............
.................................. e, Γ

Ψ ;∆ −→ c
.................................................

............
.................................. d

.................................................
............
.................................. e, Γ

Ψ ; · a−→ a Ψ ; · b−→ b

Ψ ; · a
.................................................

............
.................................. b−−−→ a, b

Ψ ;∆ c
..................................................

............
................................. d

..................................................
............
................................. e−◦a

..................................................
............
................................. b−−−−−−−−→ a, b, Γ

Ψ ;∆ −→ a, b, Γ

The sub-proofs on the right are responsible for deleting from the right-hand
context one occurrence each of the atoms a and b while the subproof on the left
is responsible for inserting one occurrence each of the atoms c, d, and e.

Example 1. Consider the problem of Alice wishing to communicate a value to
Bob. The clause

∀x[(a x) .................................................
............
.................................. b ◦− a′ .................................................

............
.................................. (b′ x)]

illustrates how one might synchronize Alice’s agent a x with Bob’s agent b. In
one, atomic step, the synchronization occurs and the value x is transfer from
Alice, resulting in her continuation a′, to Bob, resulting in his continuation b′ x.
If a server is also involved, one can imagine the clause being written as

∀x[(a x) ..................................................
............
................................. b

..................................................
............
................................. s ◦− a′ ..................................................

............
................................. (b′ x) ..................................................

............
................................. s],

assuming that the server’s state is unchanged through this interaction.

As this example illustrates, synchronization between agents is easy to specify
and can trivialize both the nature of communication and the need for security
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protocols entirely. (For example, if such secure communications is done atomi-
cally, there is no need for a server s in the above clause.) While the clause in this
example might specify a desired communication, it cannot be understood as an
actual implementation in a distributed setting. In distributed settings, synchro-
nization actually only takes place between agents and networks. Our main use of
multiset rewriting will involve more restricted clauses with weaker assumptions
about communications: these will involve synchronizations between agents and
network messages (a model for asynchronous communications) and not between
agents and other agents (a model of synchronous communications).

In general, however, the body of clauses are allowed to have universal quan-
tification: since (∀x.Px) .................................................

............
.................................. Q is linear logically equivalent to ∀x(Px .................................................

............
.................................. Q), we can

assume such bodies are in prenex normal form (provided that x is not free in Q).
Backchaining over the clause

∀x1 . . . ∀xi[a1
..................................................

............
................................. · · · ..................................................

............
................................. am ◦− ∀y1 . . . ∀yj [b1

..................................................
............
................................. · · · ..................................................

............
................................. bn]]

can be interpreted as multiset rewriting but where the variables y1, . . . , yj are
instantiated with eigenvariables of the proof.

6 Security Protocols in Proof Search

We shall briefly outline the multiset rewriting framework proposed by Cervesato,
et. al. in MSR [CDL+99, CDL+00]. As we have seen, universal quantification is
used to handle schema variables (such as the x variable in Example 1) as well as
eigenvariables: when the latter are treated properly in a sequent calculus setting,
the proviso on their newness can be used to model the notions of freshness and
newness in security protocols for nonces, session keys, and encryption keys.

For the sake of concreteness and simplicity, data and messages on a network
will be represented as terms of type data. We shall use a tupling operator 〈·, ·〉
that has type data → data → data to form composite data objects and the
empty tuple 〈〉 will have the type data. Expressions such as 〈·, ·, . . . , ·〉 will be
assumed to be built from pairing, associated to the right.

As suggested in the previous section, not just any clause makes sense in a
security protocol. Various restrictions on the occurrence of predicates within
clauses must be made. For example, we need to avoid that agents synchronize
directly with other agents and we must avoid that one agent becomes another
agent. (In Section 8 we show a different syntax for protocol clauses which will
not need these various restrictions.) In general, the specification of an action
possible by Alice is given by (the universal closure of) a clause of the form

a S
..................................................

............
................................. [[M1]]

..................................................
............
................................. · · · ..................................................

............
................................. [[Mp]] ◦− ∀n1 . . . ∀ni[a′ S′ ..................................................

............
................................. [[M ′

1]]
..................................................

............
................................. · · · ..................................................

............
................................. [[M ′

q]] ],

where p, q, and i are non-negative integers. This clause indicates that Alice
with memory S (represented by the atom a S) inputs the p network messages
[[M1]], . . . , [[Mp]] and then, in a context where n1, . . . , ni are new symbols, be-
comes the continuation a′ with new memory S′ and with q new output messages
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[[M ′
1]], . . . , [[M

′
q]]. Two variants of this clause can also be allow: the first is where

the atom a s is not present in the head of the clause (such clauses encode agent
creation) and the second is where the atom a′ S′ is not present in the body of
the clause (such clauses encode agent deletion).

7 Encryption as an Abstract Datatype

We now illustrate our first use of higher-order quantification at a non-predicate
type. In particular, we shall model encryption keys as eigenvariables of higher-
order type data → data. Clearly, this is a natural choice of type since it is easy
to think of encryption as being being a mapping from data to data: a partic-
ular implementation of this via 64-bit string and some particular encryption
algorithm is, of course, abstracted away at this point. Building data objects us-
ing higher-type eigenvariables is a standard approach in logic programming for
modeling abstract datatypes [Mil89a]. In order to place this higher-type object
within data, we introduce a new constructor ·◦ of type (data → data) → data
that explicitly coerces an encryption function into data.

Explicit quantification of encryption keys can be used to also describe suc-
cinctly the static distribution of keys within agents. Consider, for example, the
following specification.

∃kas∃kbs[ a 〈M,S〉 ◦− a S
..................................................

............
................................. [[kas M ]].

b T
.................................................

............
.................................. [[kbs M ]] ◦− b 〈M,T 〉.

s 〈〉 .................................................
............
.................................. [[kas P ]] ◦− s 〈〉 .................................................

............
.................................. [[kbs P ]].

(Here as elsewhere, quantification of capital letter variables is universal with
scope limited to the clause in which the variable appears.) In this example, Alice
(a) communicates with Bob (b) via a server (s). To make the communications
secure, Alice uses the key kas while Bob uses the key kbs. The server is memory-
less and only takes on the role of translating messages encrypted for Alice to
messages encrypted for Bob. The use of the existential quantifiers helps establish
that the occurrences of keys, say, between Alice and the server and Bob and the
server, are the only occurrences of those keys. Even if more principals are added
to this system, these occurrences are still the only ones for these keys. Of course,
as protocols are evaluated (that is, a proof is searched for), keys may extrude
their scope and move freely around the network and into the memory of possible
intruders. This dynamic notion of scope extrusion is similar to that found in the
π-calculus [MPW92] and is modeled here in linear logic in a way similar to an
encoding given in [Mil93] for an encoding of the π-calculus into linear logic.

Example 2. To illustrate the power of logical entailment using quantification at
higher-order type for encryption keys, consider the following two clauses:

a ◦− ∀k.[[(k m)]] and a ◦− ∀k.[[(k m′)]].

These two clauses specify that Alice can take a step that generates a new encryp-
tion key and then outputs either the message m or m′ encrypted. Since Alice
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has no continuation, no one will be able to decode this message. It should be
the case that these two clauses are equivalent, but in what sense? It is an easy
matter to show that these two clauses are actually logically equivalent. A proof
that the first implies the second contains a subproof of the sequent

∀k.[[(k m′)]] −→ ∀k.[[(k m)]],

and this is proved by introducing the eigenvariable, say c, on the right and the
term λw.(c m) on the left.

Public key encryption can be encoded using a “key” of type data → data →
data as the following clause illustrates:

∃k.[ a S .................................................
............
.................................. [[(k N M)]] ◦− a′ 〈S,M〉.

pubkey alice M ◦− ∀n.[[(k n M)]].]

We have introduced an auxiliary predicate for storing public keys: this is rea-
sonable since such keys should be something that can be looked up in a registry.
For example, the following clause describes a method for Bob to send Alice a
message using her public key.

∀M∀S. b 〈M,S〉 ◦− b′ S .................................................
............
.................................. pubkey alice M.

Every instance of the call to pubkey places a new nonce into the encrypted data
and only Alice has the full key that makes it possible for her to ignore this nonce
and only decode the message.

For a more interesting example, we specify the Needham-Schroeder Shared
Key protocol (following [SC01]) in Figure 3. Notice that two shared keys are
used in this example and that the server creates a new key that is placed within
data and is then used for Alice and Bob to communicate directly. It is easy to
show that this protocol implements the specification (taken from Example 1):

∀x[(a x) ..................................................
............
................................. b

..................................................
............
................................. s ◦− a′ ..................................................

............
................................. (b′ x) ..................................................

............
................................. s].

That is, the formula displayed in Figure 3 logically entails the above displayed
formula. The linear logic proof of this entailment starts with the multiset (a c),
b, s on the right of the sequent arrow (for some “secret” eigenvariable c) and
then reduces this back to the multiset a′, (b′ c), s simply by “executing” the
logic program in Figure 3. Notice that the ∀ used in the bodies of clauses in
this protocol are used both for nonce creation (at type data) and encryption key
creation (at type data → data).

8 Abstracting over Internal States of Agents

Existential quantification over program clauses can also be used to hide predi-
cates encoding agents. In fact, one might argue that the various restrictions on
sets of process clauses (no synchronization directly with atoms encoding agents,
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∃kas∃kbs{
a S ◦− ∀na. a 〈na, S〉 .................................................

............
.................................. [[〈alice, bob, na〉]].

a 〈N, S〉 ..................................................
............
................................. [[(kas〈N, bob, K, En〉]] ◦− a 〈N, K, S〉 ..................................................

............
................................. [[En]].

a 〈Na, Key◦, S〉 .................................................
............
.................................. [[(Key Nb]]) ◦− a 〈〉 .................................................

............
.................................. [[(Key 〈Nb, S〉)]].

b 〈〉 .................................................
............
.................................. [[(kbs 〈Key◦, alice〉]] ◦− ∀nb. b 〈nb, Key◦〉 .................................................

............
.................................. [[(Key nb)]].

b 〈Nb, Key〉 ..................................................
............
................................. [[(Key〈Nb, S〉)]] ◦− b S.

s
.................................................

............
.................................. [[〈alice, bob, N〉]] ◦− ∀k. s

.................................................
............
.................................. [[(kas〈N, bob, k◦, kbs〈k◦, alice〉〉)]].

}
Fig. 3. Encoding the Needham-Schroeder protocol

no agent changing into another agent, etc) might all be considered a way to en-
force locality of predicates. Existential quantification can, however, achieve this
same notion of locality, but much more declaratively.

First notice that such quantification can be used to encode 3-way synchro-
nization using 2-way synchronization via a hidden intermediary. For example,
the following entailment is easy to prove in linear logic.

∃ x.
{
a

.................................................
............
.................................. b ◦− x

x
..................................................

............
................................. c ◦− d

..................................................
............
................................. e

}
�� a

.................................................
............
.................................. b

.................................................
............
.................................. c ◦− d

.................................................
............
.................................. e

In a similar fashion, intermediate states of an agent can be taken out entirely.
For example,

∃ a2, a3.



a1

..................................................
............
................................. [[m0]] ◦− a2

..................................................
............
................................. [[m1]]

a2
.................................................

............
.................................. [[m2]] ◦− a3

.................................................
............
.................................. [[m3]]

a3
..................................................

...........
.................................. [[m4]] ◦− a4

..................................................
...........
.................................. [[m5]]


 ��

a1
.................................................

............
.................................. [[m0]] ◦− ([[m1]] ◦− ([[m2]] ◦− ([[m3]] ◦− ([[m4]] ◦− ([[m5]]

.................................................
............
.................................. a4)))))

The changing of polarity that occurs when moving to the premise of a ◦− flips
expressions from one doing an output (e.g., [[m1]]) to one doing an input (e.g.,
[[m2]]), etc. This suggests an alternative syntax for agents where ◦− alternates
between agents willing to input and output of messages. To that end, consider
the following syntactic categories of linear logic formulas:

H ::= A |⊥| H .................................................
............
.................................. H | ∀x.H

D ::= H | H ◦− D | ∀x.D
If A denotes the class of atomic formulas encoding network messages, then for-
mulas belonging to the class H denote bundles of messages that are used as
either input or output. Formulas belonging to the class D can have very deep
nesting of implications and that nesting changes phases from input to output
and back to input. Notice that the universal quantifier can appear in two modes:
one mode it is used to generate new eigenvariables and in the other mode it is
used to bind to parts of input messages (as in value-passing CCS).

To illustrate an example of this style of syntax, consider first declaring local
all agent predicates in the Needham-Schroeder Shared Key protocol in Figure 3.
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(Out) ∀na.[[〈alice, bob, na〉]] ◦−
(In ) (∀Kab∀En.[[kas〈na, bob, Kab◦, En〉]] ◦−
(Out) ([[En]] ◦−
(In ) (∀NB.[[(KabNB)]] ◦−
(Out) ([[(Kab(NB, secret))]])))).

(Out) ⊥◦−
(In ) (∀Kab.[[(kbs(Kab◦, alice))]] ◦−
(Out) (∀nb.[[(Kabnb)]] ◦−
(In ) ([[(Kab(nb, secret))]] ◦−
(Cont) b secret))).

(Out) ⊥⇐
(In ) (∀N.[[〈alice, bob, N〉]] ◦−
(Out) (∀key.[[kas〈N, bob, key◦, kbs(key◦, alice)〉]])).

Fig. 4. Encodings of Alice, Bob, and the server (respectively)

This then yields the logically equivalent presentation in Figure 4. (Actually, to
get this logical equivalence, two clauses must be added to Figure 3 that allows
for the server’s creation and the server’s deletion.) There three formulas are
displayed: the first represents Alice, the second Bob, and the final one the server.
If these three formulas were placed on the right-hand side of a sequent arrow
(with no theory assumed on the right) then Alice will output a message and move
to the left-side of the sequent arrow (−◦R). Bob and the server output nothing
and move to the left-hand side as well. At that point, the server will need to be
chosen for a −◦R, which will cause it to input the message that Alice sent and
then move its continuation to the right-hand side. It will then immediate output
another message, and so on.

The style of specification given in Figure 4 is essentially like that of process
calculus. Notice that the only essential difference between this style of specifi-
cation and the one offered for MSR is how one views continuations of agents:
in MSR, they are named formulas while in the process style, they are directly
presented via nesting. This difference also forces a difference in the presentation
of agent memory: in MSR, this was encoded as terms associated to the agent
name while in the process style presentation, it is implicitly encoded via the
scope of various bound variables over the process’s continuation.

If one skips a phase, the two phases adjacent to the skipped phase can be
contracted as follows:

p ◦− (⊥◦− (q ◦− k)) ≡ p
.................................................

............
.................................. q ◦− k

The relationship between these two styles of agents has already been ob-
served more generally. A bipolar formula is a linear logic formula in which no
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asynchronous connective (..
................................................

............
................................. , ∀, &, etc) is in the scope of a synchronous con-

nective (⊗, ∃, ⊕, etc). Andreoli [And92] showed that if we allow the addition
of constants, arbitrary formulas of linear logic can be “compiled” to a collec-
tion of bipolar forms: basically, when the nesting alternates once, introduce
new constants and have these be defined to handle the meaning of the next
alternation, and so on. In essence, the compilation of the formula is Figure 4
yields the formulas in Figure 3: the new constants introduced by compilation
are the names used to denote agent continuation. The formulas used in MSR
are bipolars: for example, Q1

..................................................
............
................................. · · · ..................................................

............
................................. Qm ◦− P1

..................................................
............
................................. · · · ..................................................

............
................................. Pn is logically equivalent

to Q1
.................................................

............
.................................. · · · .................................................

............
.................................. Qm

.................................................
............
.................................. (P⊥

1 ⊗ · · · ⊗ P⊥
n ).

9 Conclusion

We have shown than abstractions in the specification of logic programs via quan-
tification at higher-order types can improve the chances that one can perform in-
teresting inferences directly on the logic specification. Induction and co-induction
will certainly be important, if not central, to establishing most logical entailments
involving logic specifications. Abstractions of the form we have discussed here,
however, will most like play an important role in any comprehensive approach
to reasoning about logic programming specifications.
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Abstract. The Net-based economy, now fuelled by the increasing avail-
ability of wireless communication, is imposing a new architectural
model for software systems which, mirroring what is already happening
in the business domain, is based on services instead of products.  The
trend is to support this model through the use of object-oriented ap-
proaches, but two essential questions have barely been addressed so far:
How ìnewî is this Software Technology?  What does it require from
Algebraic Methodology?

1 On the Challenges Raised by Service-Oriented Architectures

In the literature, ìWeb Servicesî in general are being promoted as a technology for
ìdynamic -businessî, the next generation of the Internet ìcultureî in which a shift is
made from B2C to B2B [8].   This shift puts an emphasis on program-to-program
interaction, which is quite different from the user-to-program interaction that charac-
terised (thin) clients interacting with business applications in the B2C model.  In par-
ticular, initiatives that were typical of the user side, like ìsearchingî (although not
necessarily ìsurfingîÖ), have now to be performed on the business side, which means
supported by software.  Readings on the technologies that have been made available in
the past few months will normally emphasise this shift from server-to-server, static,
linear interaction to dynamic, mobile and unpredictable interactions between machines
operating on a network, and identify it as one of the challenges that needs to be met in
full for the architecture to impose itself in its full potential.

The models that have been proposed in the meanwhile, namely the Service Ori-
ented Architectures based on publish/find/bind, address these issues directly in terms
of technological solutions that can be supported immediately, at varying levels, by
open source software.  The pillars of these solutions are XML ñ The Extensible
Markup Language from the World Wide Web Consortium (W3C) for the definition of
portable structured data; SOAP ñ The Simple Object Access Protocol, an XML-based
lightweight protocol for the exchange of information in decentralized, distributed
environments; WSDL ñ The Web Services Design Language, an XML vocabulary that
provides a standard way for service providers to describe the format of requests and
response messages for remote method invocations; and UDDI ñ The Universal De-
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sign, Discovery, and Integration specification, a standard for B2B interoperability that
facilitates the creation, design, discovery, and integration of Web-based services.

The best known initiatives in this area are Microsoft Biztalk, HP e-speak, and Sun
Jini. We believe that these efforts lack sufficient generality and, even, imagination in
exploring the full potential of the service-oriented paradigm.  In order to understand
what exactly is necessary to support the engineering and deployment of Web Services,
and, hence, what is still required in terms of research and development effort, we have
to characterise exactly what this new architecture is about and how it relates to the
software development methodologies and supporting technologies that are available.

Web Services have been often characterised as ìself-contained, modular applica-
tions that can be described, published, located, and invoked over a network, generally
the Webî [8].  Building applications (in fact, new services that can themselves be
published) is a dynamic process that consists in locating services that provide the
basic functionalities that are required, and ìorchestratingî them, i.e. establishing col-
laborations between them, so that the desired global properties of the application can
emerge from their joint behaviour.  Hence, this new architecture is often characterised
by three fundamental aspects for which support is required: publishing services so that
they can be used by other services; finding services that meet required properties; and
binding to services after they are located to achieve the required integration.

ìIntegrationî is another keyword in this process, often found married to ìorchestra-
tionî or ìmarshallingî: application building in service-oriented architectures is based
on the composition of services that have to be discovered and ìmarshalledî dynami-
cally at run-time. Therefore, one of the characteristics of the service-oriented para-
digm is, precisely, the ability that it requires for interconnections to be established and
revised dynamically, in run-time, without having to suspend execution, i.e. without
interruption of ìserviceî.  This is what is usually called ìlateî or ìjust-in-timeî inte-
gration (as opposed to compile or design time integration).

2 Why Object-Oriented Techniques Cannot Address Them

Although it seems clear that Web Services are the ìnext stepî in what has been the
ìevolutionî of Software Engineering, we consider that this step is not itself an ìevolu-
tionî of existing concepts and techniques.  We believe that the move from object to
service oriented systems is a true shift of paradigms, one that should be fully and for-
mally characterised so that both methodologies and supporting technologies can be
developed to take maximum profit of its potential.

The main reason for our disagreement to what is generally perceived as an evolu-
tion is precisely the fact that the shift from objects/components to services is reflected
fundamentally on the interactions.   Web Services require flexible architectures that
are able to make the resulting systems amenable to change.  For this purpose, interac-
tions cannot be hardwired in the code that implements the services, which leads to
systems that are too tightly coupled for the kind of dynamics required by the Web.
The view exposed in section 1 is of systems that are in a continuous process of recon-
figuration due to the fact that services need to establish, dynamically, the collabora-
tions that allow them to provide the functionalities that are being requested by some
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other service.  If such collaborations are not modelled directly as first-class entities
that can be manipulated by a process of dynamic reconfiguration, the overhead that
just-in-time integration and other operational aspects of this new architecture represent
will not lead to the levels of agility that are required for the paradigm to impose itself.

However, traditionally, interactions in OO are based on identities, in the sense that,
through clientship, objects interact by invoking the methods of specific objects (in-
stances) to get something specific done.  This implies that any unanticipated change
on the collaborations that an object maintains with other objects needs to be per-
formed at the level of the code that implements that object and, possibly, of the ob-
jects with which the new collaborations are established.

On the contrary, interactions in the service-oriented approach should be based on
the design of what needs to be done, thus decoupling the ìwhat one wants to be doneî
from ìwho does itî.  This translates directly to the familiar characterisation of Web
Services as ìlate bindingî or, better, ìjust-in-time bindingî.  It is as if collaborations
in OO where shifted from instance-to-instance to instance-to-interface, albeit with a
more expressive notion of interface.  This is why, in our opinion, Web Services are,
indeed, beyond OO methodology and technology, especially in what concerns the
support that needs to be provided for establishing and managing interactions.

3 Orchestration through Coordination

Web services are granular software components that can be used as building blocks
for distributed applications or for the assembly of business processes.  They reflect a
new service-oriented architectural approach based on the notion of building applica-
tions by discovering and orchestrating network-available services, or just-in-time
integration of applications.  With Web Services, application design becomes a matter
of describing the capabilities of network services to offer certain functionalities
through their computational capabilities, and describing the orchestration of these
collaborators in terms of mechanisms that coordinate their joint behaviour.  At run-
time, application execution is a matter of translating the collaborator requirements into
input for a discovery mechanism, locating a collaborator capable of providing the
right service, and superposing the coordination mechanisms that will orchestrate the
required interactions.

This informal design makes clear that the algebraic methodology that we have been
developing around architectural principles in general [4] plays a fundamental role in
enabling service-oriented architectures.   This methodology is based on the separation
between what in systems is concerned with the computations that are responsible for
the functionality of the services that they offer and the mechanisms that coordinate the
way components interact, a paradigm that has been developed in the context of so-
called Coordination Languages and Models [5].  We brought together concepts and
techniques from Software Architectures (the notion of connector [1]), Parallel Pro-
gram Design (the notion of superposition [6]), and Distributed Systems (techniques
for supporting dynamic reconfiguration [7]) that are now integrated in a collection of
semantic primitives that support the modelling of systems that are flexible and more
amenable to change.  These primitives allow, precisely, for the kind of ìjust-in-timeî
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binding required by Web Services to be performed in a non-intrusive, compositional
way.   The technology that we have been promoting supports dynamic configuration,
which is exactly what is required for this form of binding.

The underlying methodology of ìcoordination-basedî development is also essential
for service-oriented systems in the sense that it externalises interactions as connectors
that can be dynamically, i.e. at run-time, superposed on system components, and en-
courages developers to identify dependencies between components in terms of serv-
ices rather than identities.  The identification of the components to which coordination
contracts are applicable is made through ìinterfacesî that identify the properties that
they need to exhibit rather than the classes to which they have to belong.

4 Algebraic Support

In previous publications [4], we have already shown that the separation between coor-
dination and computation can be materialised through a functor sig: DES→SIG map-
ping (service) designs to signatures, forgetting their computational aspects.  We base
this separation on a framework consisting of:

• a category DES of designs (or abstract descriptions) in which systems of in-
terconnected components are modelled through diagrams;

• for every set CD of designs, a set Conf(CD) consisting of all well-formed con-
figurations.  Each such configuration is a diagram in DES that is guaranteed
to have a colimit.  Typically, Conf is given through a set of rules that govern
the interconnection of components in the formalism.

The fact that the computational side does not play any role in the interconnection of
systems can be captured by the following properties of the functor sig:

• sig is faithful;
• sig lifts colimits of well-formed configurations;
• sig has discrete structures;

together with the following condition on the well-formed configuration criterion
given any pair of configuration diagrams dia1, dia2 s.t. dia1;sig=dia2;sig, either
both are well-formed or both are ill-formed.

The fact that sig is faithful (i.e., injective over each hom-set) means that morphisms
of systems cannot induce more relationships than those that can be established be-
tween their underlying signatures.

The requirement that sig lifts colimits means that, given any well-formed configu-
ration expressed as a diagram dia:I→→→→DES of designs and colimit (sig(Si)→θ)i:I of the
underlying diagram of signatures, i.e. of (dia;sig), there exists a colimit (Si→S)i:I of
the diagram dia of designs whose signature part is the given colimit of signatures, i.e.
sig(Si→S)=(sig(Si)→θ). This means that if we interconnect system components
through a well-formed configuration, then any colimit of the underlying diagram of
signatures establishes an signature for which a computational part exists that captures
the joint behaviour of the interconnected components.
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The requirement that sig has discrete structures means that, for every signature
θ:SIG, there exists a design s(θ):DES such that, for every signature morphism
f:θ→sig(S), there is a morphism g:s(θ)→S in DES such that sig(g)=f. That is to say,
every signature θ has a ìrealisationî (a discrete lift) as a system component s(θ) in the
sense that, using θ to interconnect a component S, which is achieved through a mor-
phism f:θ→sig(S), is tantamount to using s(θ) through any g:s(θ)→S such that
sig(g)=f.  Notice that, because sig is faithful, there is only one such g, which means
that f and g are, essentially, the same.  That is, sources of morphisms in diagrams of
designs are, essentially, signatures.

These properties constitute what we call a coordinated formalism.  More precisely,
we say that DES is coordinated over SIG through the functor sig.  In a coordinated
formalism, any interconnection of systems can be established via their signatures,
legitimating the use of signatures as channels in configuration diagrams.  By requiring
that any two configuration diagrams that establish the same interconnections at the
level of signatures be either both well-formed or both ill-formed, the fourth property
ensures that the criteria for well-formed configurations do not rely on the computa-
tional parts of designs.

5 A Simple Example

To illustrate the approach that we started developing in [2] as an extension to the
UML [3], consider a very simple example from banking.  One of the services that
financial institutions have been making available in recent times is what we could call
a ìflexible packageî ñ the ability to coordinate deposits and debits between two ac-
counts, typically a checking and a savings account, so that the balance of one of the
accounts is maintained between an agreed minimal and maximal amount by making
automatic transfers to and from the other account.  The service that is offered is the
detection of the situations in which the transfers are required and their execution in a
transactional mode.  Because this behaviour should published as a service that cus-
tomer applications looking for flexible account management should be able to bind to,
the following aspects should be ensured.

One of the services that financial institutions have been making available in recent
times is what we could call a ìflexible packageî ñ the ability to coordinate deposits
and debits between two accounts, typically a checking and a savings account, so that
the balance of one of the accounts is maintained between an agreed minimal and
maximal amount by making automatic transfers to and from the other account.  The
service that is offered is the detection of the situations in which the transfers are re-
quired and their execution in a transactional mode.  Because this behaviour should
published as a service that customer applications looking for flexible account man-
agement should be able to bind to, the following aspects should be ensured.

In the first place, the service cannot be offered for specific accounts.  It is the
binding process that should be responsible for instantiating, at execution time, the
service to the relevant components.  Nor should it be offered for specific object
classes: the service itself should be able to be described independently of the technol-
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ogy used by the components to which it will be bound.  Instead, it is the find/bind
process that should be able to make the adaptation that is needed between the tech-
nologies used for implementing the service and the ones used by the components to
which it is going to be bound.  This adaptation can itself be the subject of an inde-
pendent publish/find/bind process that takes place at another level of abstraction, or be
offered for default combinations by the service itself.  This is important to enable the
implementation of the service itself to evolve, say in order to take advantage of new
technologies, without compromising the bindings that have been made.

Hence, in our approach, the description of the applications to which the service can
be bound is made of what we call coordination interfaces.  For instance, in the case of
the flexible package, two coordination interfaces are required: one catering for the
account whose balance is going to be managed, typically a checking account, and the
other for the ìsavingsî account.  The trigger/reaction mode of coordination that our
approach supports requires that each coordination interface identifies which events
produced during system execution are required to be detected as triggers for the serv-
ice to react, and which operations must be made available for the reaction to super-
pose the required effects.  The nature of triggers and operations can vary.  Typical
events that constitute triggers are calls for operations/methods of instance components,
and typical operations are those made public through their APIs.  Another class of
events that we have found useful as triggers is the observation of changes taking place
in the system.  For such changes to be detected, components must make available
methods through which the required observations can be made (something that the
mechanism of find/bind must check), and a detection mechanism must be made avail-
able in the implementation platform to enable such changes to be effectively moni-
tored (something that is not universally provided).

The two coordination interfaces that we have in mind can be described as follows:

coordination interface savings-account
import types money;
operations

balance():money;
debit(a:money)  post balance(a) = old balance()-a
credit(a:money)  post balance(a) = old balance()+a

end

Notice how the properties of the operations that are required are specified in an ab-
stract way in terms of pre and post-conditions.

coordination interface checking-account
import types money;
triggers balance():money;
reactions

balance():money;
debit(a:money)  post balance(a) = old balance()-a
credit(a:money)  post balance(a) = old balance()+a

end

The difference between the two interfaces lies in the inclusion of the trigger in the
checking-account.  This is because it is changes on the balance of checking account
that will the trigger the service to react.  More specifically, we are requiring from the
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component that will be bound to this interface that it makes changes in the balance to
be detected by the flexible-package service.

The second important requirement is that the service itself be described only on the
basis of these coordination interfaces and its own operations, and in terms of the prop-
erties that it ensures when it is bound to components that comply with the interfaces.
This description can be made in terms of what we call a ìcoordination lawî:

coordination law flexible-package
interfaces c:checking-account, s:savings-account
attributes minimum,maximum:money
coordination

when c.balance()<minimum
do s.debit(min(s.balance(),maximum–c.balance())

and c.credit(min(s.balance(),maximum–c.balance())
when c.balance()>maximum
do c.debit(c.balance()–maximum)

and s.credit(c.balance()–maximum)
end contract

Each coordination rule in the law identifies, under ìwhenî, a trigger and, under "do",
the reaction to be performed on occurrence of the trigger.  In the cases at hand, these
reactions define sets of actions that we call the synchronisation sets associated with
the rules.  As already mentioned, the reactions are executed as transactions, which
means that the synchronisation sets are executed atomically.  In what concerns the
language in which the reactions are defined, we normally use an abstract notation for
defining the synchronisation set as above.

When the interfaces are bound to specific components, their behaviour is coordi-
nated by an instance of the law, establishing what we call a ìcoordination contractî.
The behaviour specified through the rules is superposed on the behaviour of the com-
ponents without requiring the code that implements them to be changed.
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Abstract. We describe the design and methods of a tool that, based on
behavioral specifications in interfaces, generates simple adaptation code
to overcome incompatibilities between Standard ML modules.

1 Introduction

1.1 The Problem of Unstable Interfaces

The functionality of current software systems crucially depends on the stabil-
ity of module interfaces. Whereas implementations of interfaces may change,
currently deployed software technology requires that the interfaces themselves
remain stable because changing an interface without changing all of the clients
(possibly around the entire world) results in failure to compile. However, in prac-
tice it is often the case that interfaces gradually change and improve. It may, for
example, turn out that it is useful to add a few extra parameters to a function
in order to make it more generally applicable. Or, it may be more convenient to
give a function a different, but isomorphic, type than initially specified. In this
paper, we address the issue of unstable interfaces in the context of Standard ML
(SML) and propose a language extension that allows changing module interfaces
in certain simple but common ways without needing the module clients to be
modified.

As a simple example, consider the interface of a module that contains a
sorting function for integer lists. Using SML syntax, such an interface looks like
this:1

signature SORT = sig val sort : int list -> int list end

Suppose that in a later version this sorting function is replaced by a more general
function that works on lists of arbitrary type and takes the element ordering as
a parameter:
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signature SORT = sig

val sort : (’a * ’a -> bool) -> ’a list -> ’a list

end

In the example, ’a is a type variable. sort is now a polymorphic function, and
has all types that can be obtained by instantiating ’a. Implementations of the
more general of these two interfaces can easily be transformed into implemen-
tations of the more special one: Just apply the general sorting function to the
standard ordering on the integers. However, the SML compiler does not recog-
nize this. Programs that assume the special interface will fail to compile when
the interface is replaced by the general one.

One way to ensure compatibility with the rest of the system when an interface
is changed is to always keep the existing functions. For example, when a function
(and its type specification) is generalized, the older and more specialized version
can be kept. However, this method results in redundancy in the interfaces, which
is hardly desirable. Therefore, with currently deployed software technology, it is
probably better to change the interfaces, rely on the compiler to report the
places where the old interface is assumed, and then fix those places by hand to
work with the new interface. Such a manual adaptation is not hard for someone
familiar with the programming language, but requires a human programmer and
is not automated. It is this step of bridging gaps between interfaces that our tool
automates. It adapts a software component by synthesizing wrapper code that
transforms implementations of its interface into implementations of a different,
but closely related, interface.

1.2 The AxML Language for Synthesis Requests

Extending Interfaces by Semantic Specifications. In the design of our
tool, we were guided by the following two principles: Firstly, component adap-
tation should solely be based on information that is explicitly recorded in inter-
faces. Secondly, the synthesized interface transformations should transform se-
mantically correct implementations into semantically correct implementations.
The emphasis in the second principle is on semantically correct as opposed to
type correct. Considering these two principles, it becomes clear that we have
to add semantic specifications into interfaces.2 For this purpose, we have de-
signed the language AxML (“Another extended ML”), an extension of SML
with specification axioms.

Specification axioms are certain formulas from predicate logic. In order to
convey an idea of how they look, we extend the interface from above by a spec-
ification axiom. As basic vocabulary, we use the following atomic predicates:

linOrder : (’a * ’a -> bool) -> prop

sorted : (’a * ’a -> bool) -> ’a list -> prop

bagEq : ’a list -> ’a list -> prop

2 One could view these semantic specifications as part of the type of a module. How-
ever, in this paper we use the following terminology: We refer to the traditional
SML types as types, whereas we refer to the AxML specification axioms as semantic
specifications.
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The type prop represents the two-element set of truth values, and predicates
denote truth-valued functions. The intended meanings of the above atomic pred-
icate symbols are summarized in the following table:

linOrder f f is a linear order
sorted f xs xs is sorted with respect to f

bagEq xs ys xs and ys are equal as multisets

The AxML system has been deliberately designed to never need to know the
meaning of these predicate symbols. Instead, component adaptation works cor-
rectly for any valid assignment of meanings to predicate symbols.

Using this vocabulary, we now extend the general SORT interface by an axiom.
fa denotes universal quantification, -> implication and & conjunction.

signature SORT = sig

val sort : (’a * ’a -> bool) -> ’a list -> ’a list

axiom fa f : ’a * ’a -> bool, xs : ’a list =>

linOrder f -> sorted f (sort f xs) & bagEq xs (sort f xs)

end

We say that a module implements an interface if it contains all the specified func-
tions with the specified types (type correctness), and, in addition, the functions
satisfy all the specification axioms that are contained in the interface (semantic
correctness). AxML verifies type correctness of a module, but does not verify
semantic correctness. It is the programmer’s responsibility to ensure the seman-
tic correctness of implementations. It is important to understand that although
the traditional SML type information appearing in the interface of a module
will be verified, our system deliberately does not attempt to verify that a mod-
ule satisfies the semantic specification axioms that appear in its interface. Our
adaptation tool preserves semantic correctness if it already holds. This differs
from recent work in Nuprl [3] where the implementation of an interface must
contain a proof for each axiom.

AxML provides mechanisms to introduce atomic predicate symbols, like, for
example, linOrder, sorted and bagEq. The extensive use of such predicate
symbols in specification formulas, reflects, we think, the natural granularity in
which programmers would write informal program documentation: When de-
scribing the behavior of a sorting function, a programmer would use the word
“sorted” as basic vocabulary, without further explanation. (The detailed expla-
nation of this word may have been given elsewhere, in order to ensure that
programmers agree on its meaning.) We hope that a good use of AxML results
in specification axioms that closely resemble informal documentation. From this
angle, AxML can be viewed as a formal language for program documentation.
Writing documentation in a formal language enforces a certain discipline on the
documentation. Moreover, formal documentation can be type-checked, and some
flaws in the documentation itself can be discovered that way.

Synthesis Requests. It is now time to describe AxML’s user interface: The
user will supply AxML files. Every SML file is an AxML file, but, in addition,
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AxML files can contain semantic specifications in interfaces. Moreover, AxML
files can contain so-called synthesis requests that request the adaptation of a set
of modules to implement a certain interface. An AxML “compiler” will trans-
late AxML files to SML files by simply dropping all semantic specifications and
replacing synthesis requests by implementations that have been generated by
a synthesis tool. The synthesized code is of a very simple kind. Typically, it
will specialize by supplying arguments, curry, uncurry or compose existing func-
tions. Synthesized code is not recursive. Its purpose is to transform modules into
similar modules.

Here is an example of a synthesis request. Assume first that Sort is a module
that implements the second version of the SORT interface. Assume also that Int
is a module that contains a function leq of type int * int -> bool, and that
Int’s interface reports that this function is a linear order. Here is the AxML
interface MYSORT for an integer sort function:

signature MYSORT = sig

val sort : int list -> int list

axiom fa xs : int list => sorted Int.leq (sort xs) & bagEq xs (sort xs)

end

The following AxML declaration contains a synthesis request for an implementa-
tion of MYSORT. The synthesis request is the statement that is enclosed by curly
braces.
structure MySort : MYSORT = { fromAxioms structure Sort structure Int

create MYSORT }
The AxML compiler will replace the synthesis request by an implementation of
the interface MYSORT:

structure MySort : MYSORT = struct val sort = Sort.sort Int.leq end

Here is how AxML can be used to protect a software system against certain
interface changes: If a module’s interface is still unstable and subject to change,
the programmer may use it indirectly by requesting synthesis of the functions
that they need from the existing module. Initially, it may even be the case
that these functions are exactly contained in the module. (In this case, the
“synthesized” functions are merely selected from the existing module.) If the
interface of the existing module changes in a way that permits the recovery of
the old module by simple transformations, the functions will automatically be
resynthesized. In this manner, the AxML compiler overcomes what would be a
type incompatibility in currently deployed systems.

The simple transformations that AxML will be able to generate consist of
expressions that are built from variables by means of function abstraction, func-
tion application, record formation and record selection. AxML will deliberately
not attempt to generate more complex transformations, because that seems too
hard to achieve fully automatically.

Code synthesis of this kind is incomplete. Our synthesis algorithm can be
viewed as a well-directed search procedure that interrupts its search after a
certain time, possibly missing solutions that way.
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signature BINREL = sig

type ’a t = ’a * ’a -> bool

pred ’a linOrder : ’a t -> prop

pred ’a linPreorder : ’a t -> prop

pred ’a preorder : ’a t -> prop

pred ’a equivalence : ’a t -> prop

val symmetrize : ’a t -> ’a t

axiom fa r : ’a t => linOrder r -> linPreorder r

axiom fa r : ’a t => linPreorder r -> preorder r

axiom fa r : ’a t => preorder r -> equivalence (symmetrize r)

end

structure BinRel : BINREL = struct

type ’a t = ’a * ’a -> bool

fun symmetrize f (x,y) = f(x,y) andalso f(y,x)

end
Fig. 1. A structure of binary relations

A Further Benefit: Recognition of Semantic Errors. Because compo-
nent adaptation is based on behavioral specifications rather than just traditional
types, AxML will have another desirable effect: Sometimes a re-implementation
of a function changes its behavior but not its traditional type. When this hap-
pens, other parts of the system may behave incorrectly because they depended
on the old semantics. In traditional languages, such errors will not be reported by
the compiler. AxML, on the other hand, fails to synthesize code unless correct-
ness is guaranteed. Therefore, if behavioral changes due to re-implementations
are recorded in the interfaces, then AxML will fail to resynthesize requested code
if the changes result in incorrect program behavior. In this manner, the AxML
compiler reports incompatibilities of behavioral specifications.

2 An Overview of AxML

User-Introduced Predicate Symbols. AxML provides the programmer with
the facility to introduce new predicate symbols for use in specification axioms.
For example, the structure in Figure 1 introduces predicate symbols and func-
tions concerning binary relations. Predicates may have type parameters. Thus, a
predicate symbol does not denote just a single truth-valued function but an en-
tire type-indexed family. For example, linPreorder has one type parameter ’a.
In predicate specifications, the list of type parameters must be mentioned ex-
plicitly. The general form for predicate specifications is

pred ( a1, . . . , an) id : predty

where a1, . . . , an is a sequence of type variables, id is an identifier and predty is a
predicate type, i.e., a type whose final result type is prop. The parentheses that
enclose the type variable sequence may be omitted if the sequence consists of a
single type variable and must be omitted if the sequence is empty.

When a structure S is constrained by a signature that contains a specification
of a predicate symbol id, a new predicate symbol is introduced into the environ-
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ment and can be referred to by the long identifier S.id. For instance, the structure
declaration in the example introduces the predicate symbols BinRel.linOrder,
BinRel.linPreorder, BinRel.preorder and BinRel.equivalence.

AxML permits the explicit initialization of type parameters for predicate
symbols. The syntax for initializing the type parameters of a predicate symbol
longid by types ty1, . . . , tyn is

longid at ( ty1, . . . , tyn )

The parentheses that enclose the type sequence may be omitted if the sequence
consist of a single type. For example, (BinRel.linPreorder at int) initializes
the type parameter of BinRel.linPreorder by the type int.

From AxML’s point of view, predicate specifications introduce uninterpreted
atomic predicate symbols. AxML synthesis is correct for any valid assignment of
meanings to predicate symbols. On the other hand, programmers that introduce
such symbols should have a concrete interpretation in mind. It is, of course,
important that different programmers agree on the interpretation. The interpre-
tations of the predicate symbols from the example are as follows:
((BinRel.linPreorder at ty) r) holds if and only if the relation r is a linear
preorder at type ty, i.e., it is reflexive, transitive and for every pair of values
(x, y) of type ty it is the case that either r(x, y) = true or r(y, x) = true.
Similarly, the interpretation of BinRel.linOrder is “is a linear order”, the in-
terpretation of BinRel.preorder is “is a preorder”, and the interpretation of
BinRel.equivalence is “is an equivalence relation”.

Formally, specification predicates are interpreted by sets of closed SML ex-
pressions that are closed under observational equality. For instance, it is not al-
lowed to introduce a predicate of type (int list -> int list) -> prop that
distinguishes between different sorting algorithms. All sorting algorithms are ob-
servationally equal, and, therefore, a predicate that is true for merge-sort but
false for insertion-sort, call it isInNlogN, is not a legal specification predicate.
The reader who is interested in a detailed treatment of the semantics of specifi-
cation formulas is referred to [7].

There is a built-in predicate symbol for observational equality. It has the
following type specification:

pred ’a == : ’a -> ’a -> prop

In contrast to user-introduced predicate symbols, == is an infix operator. The
AxML synthesizer currently treats == like any other predicate symbol and does
not take advantage of particular properties of observational equality.

Specification Axioms. Predicate symbols are turned into atomic specification
formulas by first initializing their type parameters and then applying them to
a sequence of terms. Here, the set of terms is a small subset of the set of SML
expressions. It consists of all those expressions that can be built from variables
and constants, using only function application, function abstraction, record for-
mation and record selection. The set of terms coincides with the set of those
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SML expressions that may occur in synthesized transformations. Specification
formulas are built from atomic specification formulas, using the propositional
connectives and universal quantification. For example, if Int.even is a predi-
cate symbol of type int -> prop, then the following is a well-typed specification
formula:

fa x : int => Int.even ((fn y => y + y) x)

On the other hand, the following is not a specification formula, because the
argument of Int.even is not a term:

fa x : int => Int.even (let fun f x = f x in f 0 end)

A universally quantified formula is of one of the following three forms:

fa id : ty => F fa id : ([a1, . . . , an] . ty) => F fa a => F

where id is a value identifier, ty is a type, a, a1, . . . , an is a sequence of type or
equality type variables and F is a formula. The first two forms denote value quan-
tification and the third one type quantification. The expression ([a1, . . . , an] . ty)
denotes an SML type scheme, namely, the type scheme of all values that are
of type ty and polymorphic in the type variables a1, . . . , an. Quantification over
polymorphic values is useful, because it allows to express certain theorems —
so-called “free” theorems — that hold exactly because of the polymorphism [22].
Value quantification ranges over all values of the specified type or type scheme,
as opposed to all, possibly non-terminating, closed expressions.

Type parameters of atomic predicate symbols may be explicitly instantiated,
but they do not have to be. A formula where type instantiations are left implicit
is regarded as a shorthand for the formula that results from inserting the most
general type arguments that make the formula well-typed. For example,

fa f : ’a * ’a -> bool, xs : ’a list =>

BinRel.linOrder f ->

List.sorted f (sort f xs) & List.bagEq xs (sort f xs)

is a shorthand for

fa f : ’a * ’a -> bool, xs : ’a list =>

(BinRel.linOrder at ’a) f ->

(List.sorted at ’a) f (sort f xs) & (List.bagEq at ’a) xs (sort f xs)

Free type variables in formulas are implicitly all-quantified at the beginning of
the formula. Therefore, the previous formula expands to

fa ’a => fa f : ’a * ’a -> bool, xs : ’a list =>

(BinRel.linOrder at ’a) f ->

(List.sorted at ’a) f (sort f xs) & (List.bagEq at ’a) xs (sort f xs)
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signature TABLE = sig

type (’’k,’v) t

val empty : (’’k,’v) t

val update : (’’k,’v) t -> ’’k -> ’v -> (’’k,’v) t

val lookup : (’’k,’v) t -> ’’k -> ’v option

axiom fa x : ’’k => lookup empty x == NONE

axiom fa x : ’’k, t : (’’k,’v) t, y : ’v =>

lookup (update t x y) x == SOME y

axiom fa x1,x2 : ’’k, t : (’’k,’v) t, y : ’v =>

Not (x1 == x2) -> lookup (update t x1 y) x2 == lookup t x2

end
Fig. 2. An interface of lookup tables

Example 1. The signature in Figure 2 specifies an abstract type t of lookup
tables. The type t has two type parameters, namely ’’k, the type of keys, and
’v, the type of values. Type variables that begin with a double prime range
over equality types only. Equality types are types that permit equality tests. For
example, the type of integers and products of equality types are equality types,
but function types are not. Elements of the datatype ’b option are either of the
form SOME x, where x is an element of type ’b, or they are equal to NONE. The
keyword Not denotes propositional negation.

Synthesis Requests. Synthesis requests are always surrounded by curly braces.
They come in three flavors: As requests for structure expressions, functor bind-
ings and structure level declarations. Thus, we have extended the syntax classes
of structure expressions, functor bindings and structure-level declarations from
the SML grammar [15] by the following three phrases:

strexp ::= . . . | { createstrexp }
funbind ::= . . . | { createfunbind }
strdec ::= . . . | { createstrdec }

The synthesis requests are of the following forms:

createstrexp ::= 〈fromAxioms axiomset〉 create sigexp
createfunbind ::= 〈fromAxioms axiomset〉 create funspec
createstrdec ::= 〈fromAxioms axiomset〉 create spec

The parts between the angle brackets 〈 〉 are optional. The syntax domains of
signature expressions sigexp and specifications spec are the ones from SML, but
enriched with axioms and predicate specifications. The domain funspec of functor
specifications is not present in SML. Functor specifications are of the form

funspec ::= funid ( spec ) : sigexp

where funid is a functor identifier. Axiom sets are lists of specification formu-
las, preceded by the keyword axiom, and structure identifiers, preceded by the
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signature TABLE’ = sig

type (’v,’’k) t

val empty : (’v,’’k) t

val update : (’v,’’k) t -> ’’k * ’v -> (’v,’’k) t

val lookup : ’’k -> (’v,’’k) t -> ’v option

axiom fa x : ’’k => lookup x empty == NONE

axiom fa x : ’’k, t : (’v,’’k) t, y : ’v =>

lookup x (update t (x,y)) == SOME y

axiom fa x1,x2 : ’’k, t : (’v,’’k) t, y : ’v =>

Not (x1 == x2) -> lookup x2 (update t (x1,y)) == lookup x2 t

end
Fig. 3. Another interface of lookup tables

keyword structure. A structure identifier introduces into the axiom set all the
specification formulas that are contained in the structure that the identifier
refers to. (An axiom is contained in a structure if it is contained in its explicit
signature.)

When encountering a synthesis request, the AxML compiler creates a struc-
ture expression (respectively functor binding, structure level declaration) that
implements the given signature (respectively functor specification, specification).
The created implementation of the signature is guaranteed to be semantically
correct, provided that the environment correctly implements the axioms in ax-
iomset. A synthesis may fail for several reasons: Firstly, there may not exist a
structure expression that satisfies the given specification. Secondly, a structure
expression that satisfies the given specification may exist, but its correctness
may not be provable from the assumptions in axiomset. Thirdly, a structure ex-
pression that satisfies the given specification may exist and its correctness may
be provable from the given axiom set, but the synthesizer may not find it due
to its incompleteness.

Example 2. Figure 3 shows an interface of lookup tables that differs from the
one in Figure 2. The functions in the two signatures differ by type isomorphisms.
Moreover, the type parameters of the type t appear in different orders. Here is
a request for creation of a functor that transforms TABLE’ structures into TABLE
structures:

functor { create F ( structure T : TABLE’ ) : TABLE }

Here is the synthesized functor:

functor F ( structure T : TABLE’ ) : TABLE = struct

type (’’k,’v) t = (’v,’’k) T.t

val empty = T.empty

val update = fn t => fn x => fn y => T.update t (x,y)

val lookup = fn t => fn x => T.lookup x t

end

Note that this example demonstrates that AxML is capable of synthesizing type
definitions.
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3 Synthesis Methods

This section gives an overview of the methods. Details can be found in [7]. Our
methods and the style of their presentation has been inspired by the description
of a λProlog interpreter in [14].

3.1 Sequent Problems

Synthesis requests get translated to sequent problems. A sequent problem is a
triple of the form

C; (∆ � Θ)

where C is a problem context, and both ∆ and Θ are finite sets of formulas. The
problem context C is a list of declarations. A declaration assigns types schemes
to all value variables, and kinds to all type function variables that occur freely
in ∆ or Θ. Kinds specify the arity of type constructors. Typical kinds are the
kind type of types, the kind eqtype of equality types and type function kinds
like type → type or eqtype → type → eqtype. For example, the kind of type
constructor t in Figure 2 is eqtype → type → type (which happens to have
the same inhabitants as type → type → type).

A declaration also tags each variable with either a ∀-symbol or an ∃-symbol.
These are just tags and are not to be confused with quantifiers in specification
formulas. Variables that are tagged by an ∃ are called existential variables and
variables that are tagged by a ∀ are called universal variables. Universal vari-
ables may be viewed as fixed parameters or constants. Existential variables, on
the other hand, are auxiliary variables that ought to be substituted. It is the goal
of our methods to replace the existential variables by terms that only contain uni-
versal variables. These substitution terms constitute the implementations of the
existential variables. The universal variables correspond to preexisting resources
that can be used in the synthesis and the existential variables correspond to the
values the user has requested to be synthesized. The order of declarations in the
variable context C is important because it encodes scoping constraints: Substi-
tution terms for an existential variable x may only contain universal variables
that occur before x in C.

Example 3. The sequent problem that results from translating the synthesis re-
quest from Example 2 has the shape (C; (∆ � {F})), where ∆ is the set of all
specification axioms that are contained in signature TABLE’, F is the conjunc-
tion of all specification axioms that are contained in signature TABLE, and C is
the following problem context:

∀ T.t : type → eqtype → type,
∀ T.empty : (’v,’’k) T.t,
∀ T.update : (’v,’’k) T.t -> ’’k * ’v -> (’v,’’k) T.t,
∀ T.lookup : ’’k -> (’v,’’k) T.t -> ’v option,
∃ t : eqtype → type → type,
∃ empty : (’’k,’v) t,
∃ update : (’’k,’v) t -> ’’k -> ’v -> (’’k,’v) t,
∃ lookup : (’’k,’v) t -> ’’k -> ’v option
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A sequent is a sequent problem whose problem context does not declare any
existential variables. A sequent (C; (∆ � Θ)) is called valid iff for all interpreta-
tions of its universal variables by SML values, all interpretations of its universal
type function variables by SML type definitions and all interpretations of atomic
predicate symbols by specification properties, the following statement holds:

If all formulas in ∆ are true, then some formula in Θ is true.

A solution to a sequent problem P is a substitution s for the existential vari-
ables, such that the sequent that results from applying s to P and removing the
existential variables from P ’s problem context is valid. Here is the solution to
the sequent problem from Example 3. The reader is invited to compare it to the
synthesized functor from Example 2.

t �→ (λk.λv. T.t v k) lookup �→ (fn t => fn x => T.lookup x t)
empty �→ T.empty update �→ (fn t => fn x => fn y => T.update t (x,y))

It is not hard to recover the SML expressions whose synthesis has been requested,
from a solution to the corresponding sequent problem. Therefore, the task that
our methods tackle is the search for solutions to a given sequent problem.

3.2 Search

Conceptually, the search can be split into four phases. However, in our imple-
mentation these phases interleave.

Phase 1: Goal-Directed Proof Search. The first phase consists of a goal-
directed search in a classical logic sequent calculus. Such a search operates on
a list of sequent problems — the list of proof goals — that share a common
problem context. It attempts to find a substitution that simultaneously solves
all of the goals. The rules of the sequent calculus decompose a proof goal into
a list of new proof goals. At some point of the search process, proof goals are
reduced to unification problems. This happens when both sides of a sequent
problem contain an atomic formula under the same atomic predicate symbol. In
this case, we reduce the problem to a unification problem by equating the types
and terms left of � with the corresponding types and terms right of �.

C;

(
∆ ∪ {(P at (ty1, . . . , tyk)) M1 . . . Mn}

	 Θ ∪ {(P at (ty ′1, . . . , ty
′
k)) M ′1 . . . M ′n}

)
→ C;




ty1 = ty ′1
. . .

tyk = ty ′k
M1 = M ′1

. . .
Mn = M ′n




The system of equations has two parts — a system of type equations, and a
system of term equations. We are looking for a substitution that solves the type
equations up to βη-equality, and the term equations up to observational equality
in SML.
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Phase 2: Unification up to βπ-Equality. It seems hopeless to come up
with a good unification procedure for SML observational equality, even for the
very restricted sublanguage of pure terms.3 Instead, we enumerate solutions
up to βπ-equality, where π stands for the equational law for record selection.
βπ-equality is not sound in a call-by-value language. Therefore, the substitu-
tions that get returned by βπ-unification will later be applied to the original
unification problems, and it will be checked whether they are solutions up to
observational equality (see Phase 4). For βπ-unification, we use a version of
Huet’s pre-unification procedure for simply typed λ-calculus [11]. A number of
extensions were necessary to adapt βπ-unification to our language:

First-Order Type Functions. Because our language has first-order type func-
tion variables, we need to use higher-order unification at the level of types. Type
unification problems that come up in practice are simple and fall into the class
of so-called (higher-order) pattern problems [14]. For these problems, unifiability
is decidable. Moreover, these problems have most general unifiers and there is
a terminating algorithm that finds them. Our implementation only attempts to
solve type unification problems that are pattern problems.4 If a type unifica-
tion problem is not a pattern problem, it is postponed. If it can’t be postponed
further, the synthesizer gives up.

The synthesizer never attempts to solve a term disagreement pair if there
are still unsolved type disagreement pairs in the system. This way, it avoids
an additional source of non-termination that results from the fact that terms
in a system with unsolved type disagreement pairs may be non-well-typed and,
hence, non-terminating.

Polymorphism. Higher-order unification in the presence of polymorphic uni-
versal variables has been described in [16]. In addition to polymorphic univer-
sal variables, we also allow polymorphic existential variables. In order to handle
them in a good way, we use an explicitly typed intermediate language in the style
of Core-XML [8]. For higher-order unification in an explicitly typed language,
the presence of type function variables is important. Type function variables
facilitate the “raising” of fresh type variables that get introduced into the scope
of bound type variables.

Record Types. We treat record types in a similar way as products types are
treated in [2].

No Extensionality Rules. Most extensions of higher-order unification to more
expressive languages than simply typed λ-calculus assume extensionality rules.
Extensionality rules simplify unification both conceptually and computationally.
Our unification procedure, however, does not use extensionality rules for func-
tions or records, because only very limited forms are observationally valid in a
call-by-value language like SML.

Phase 3: Enumerating Terms of Given Types. After unification, terms
may still have free existential variables. These variables need to be replaced by
3 Pure terms are those SML expressions that we permit as arguments for predicates.
4 In term unification, though, we also solve non-patterns.
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terms that contain universal variables only. This is non-trivial, because the terms
must have correct types. We need a procedure that enumerates terms of a given
type in a given parameter context. By the Curry-Howard isomorphism, this is
achieved by a proof search in a fragment of intuitionistic logic. Because of the
presence of polymorphic types, this fragment exceeds propositional logic. Our
current experimental implementation uses a very simple, incomplete procedure.
Eventually, this procedure will be replaced by an enumeration procedure based
on a sequent calculus in the style of [10, 5].

Phase 4: Soundness Check for Observational Equality. After Phase 3,
we have found substitutions that solve the original sequent problems up to βπ-
equality. However, βπ-equality is not sound in a call-by-value language that
has non-termination, let alone side-effects. For example, the following β-equality
is not observationally valid, because the left hand side may not terminate for
certain interpretations of f by SML expressions:

(λx. 0) (f 0) = 0 (1)

The following β-equality is valid in functional SML but not in full SML including
side effects, because it does not preserve the execution order:

(λx. λy. f y x) (g 0) 0 = f 0 (g 0) (2)

Because βπ-equality is unsound in SML, the synthesizer applies the substitu-
tions that have been discovered in Phases 1 through 3 to the original unification
problems, and checks whether they solve them up to observational equality. For
this check, it uses two different procedures depending on which option it has
been invoked with. An option for functional SML guarantees correctness of the
synthesized code in a purely functional subset of SML. An option for full SML
guarantees correctness in full SML including side effects. Both checks are approx-
imative and may reject βπ-solutions unnecessarily. For full SML, the synthesizer
uses βvπv-equality (“beta-pi-value-equality”) [17]. βvπv-equality only allows β-
reductions if the argument term is a syntactic value. Applications are not syn-
tactic values. Therefore, Equation 1 is not a βvπv-equality. For functional SML,
it uses a strengthening of βvπv-equality. Under this stronger equality, certain
β-reductions that are not βv-reductions are allowed in equality proofs. Roughly,
β-reductions are allowed if the function parameter gets used in the function
body. Equation 2 holds with respect to this stronger equality.

4 Related Work

Language Design. The AxML specification language is inspired by and closely
related to EML (Extended ML) [12]. In style, AxML specification axioms re-
semble EML specification axioms. However, EML axioms have some features
that complicate the task of automatic component adaptation. For this reason,
AxML puts certain restrictions on specification formulas, that are not present in
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EML. Most notably, whereas EML identifies specification formulas with expres-
sions of the SML type bool, AxML has an additional type prop for specification
formulas. As a result, AxML specification axioms come from a small, particu-
larly well-behaved language, whereas EML axioms include all SML expressions
of type bool. In particular, EML axioms may be non-terminating SML expres-
sions, whereas subexpressions of AxML axioms always terminate.

Automatic Retrieval, Adaptation and Composition. A closely related
field of research is the use of specifications as search keys for software libraries.
In library retrieval, it is generally desirable to search for components that match
queries up to a suitable notion of similarity, like for example type isomorphism.
Adaptation is necessary to overcome remaining differences between retrieved and
expected components. Because human assistance is assumed, semantic correct-
ness of the retrieved components is not considered critical in library retrieval.
As a result, much of the research in this field has focused on traditional type
specifications [18, 20, 4, 1]. Work on library retrieval that is based on finer se-
mantic specifications than traditional types includes [19, 6, 23]. All of these rely
on existing theorem provers to do a large part of the work. Hemer and Lindsay
present a general framework for lifting specification matching strategies from the
unit level to the module level [9]. The Amphion system [21, 13] is interesting
in that it does not only retrieve functions from libraries, but it also composes
them. There is a major difference between Amphion and our system: Whereas
in Amphion a pre-post-condition specification for a function of type (τ → τ ′) is
expressed as (∀x : τ.∃y : τ ′. pre(x) ⇒ post(x, y)), it is expressed in our system
as (∃f : τ → τ ′.∀x : τ. pre(x) ⇒ post(x, fx)).5 As a result, the most important
component of our synthesizer is a higher-order unification engine. Amphion, on
the other hand, uses a resolution theorem prover for (constructive) first-order
logic with equality.

5 Conclusion and Future Directions

We have enriched SML module interfaces by semantic specification axioms. We
have assembled methods for automatically recognizing similarities between en-
riched interfaces and for synthesizing adapters that bridge incompatibilities. The
use of uninterpreted predicate symbols prevents specification axioms from get-
ting too detailed, so that our incomplete methods terminate quickly and suc-
cessfully in many practical cases. The synthesized adapters preserve semantic
correctness, as opposed to just type correctness. They may contain higher-order
and polymorphic functions as well as parameterized type definitions.

In this paper, we have proposed to apply our methods for protecting evolving
software systems against interface changes. We hope that, in the future, our
methods can be extended and used in other ambitious applications:
5 This is how Amphion represents specifications internally. Amphion has an appealing

graphical user interface.
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Automatic Composition of Generic Library Functions. Standard li-
braries of modern programming languages often contain few, but very general,
functions that can be composed and specialized in a lot of useful ways. Examples
are I/O-primitives in standard libraries for Java or SML. The generality of such
functions keeps the libraries both small and powerful. However, it can also make
the functions hard to understand and difficult to use correctly. Programmers
have to grasp the library functions in their full generality in order to be able to
compose the special instances that they need. Even if they know in which mod-
ules of a library to look, naive programmers often find it hard to compose the
library functions in the right way. Our hope is that, in the future, our methods
can be extended to automatically compose library functions, based on simple
semantic specifications given by the programmer. This kind of use puts a higher
burden on the synthesis algorithms, because it assumes that the naive program-
mer only understands a limited vocabulary. He possibly uses simpler and less
general atomic predicate symbols than the ones that are used in specifications of
library functions. As a result, additional axioms are needed so that the synthesis
tool can recognize the connection.

Automatic Library Retrieval. An interesting future direction is to extend
and use our methods in automatic library retrieval based on semantic specifica-
tions. The difficulty is that libraries are large, and, thus, contain a large number
of specification axioms. To deal with this difficulty, one could incorporate the
AxML synthesizer as a confirmation filter into a filter pipeline, as proposed in [6].
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Abstract. The development of programs in modern functional lan-
guages such as Haskell calls for a wide-spectrum specification formalism
that supports the type system of such languages, in particular higher
order types, type constructors, and parametric polymorphism, and that
contains a functional language as an executable subset in order to facili-
tate rapid prototyping. We lay out the design of HasCasl, a higher order
extension of the algebraic specification language Casl that is geared to-
wards precisely this purpose. Its semantics is tuned to allow program
development by specification refinement, while at the same time staying
close to the set-theoretic semantics of first order Casl. The number of
primitive concepts in the logic has been kept as small as possible; we
demonstrate how various extensions to the logic, in particular general
recursion, can be formulated within the language itself.

Introduction

In the application of formal methods to the specification and development of cor-
rect software, a critical problem is the transition from the level of specifications
to the level of programs. In the HasCasl development paradigm introduced
here, this problem is tackled as follows: we choose Haskell, a pure functional
language, as the primary (but certainly not exclusive) target language, thereby
avoiding the need to deal with side effects and other impure features (the fact
that ML has such features was one of the primary obstacles in the design of Ex-
tended ML [17]). The specification language HasCasl is designed as an exten-
sion of the recently completed first-order based algebraic specification language
Casl [3,8] with higher-order concepts such as (partial) function types, polymor-
phism, and type constructors (going beyond and, at times, deviating from [23]).
This extended language is a wide-spectrum language; in particular, it is powerful
enough to admit an executable sublanguage that is in close correspondence to
Haskell, thus avoiding the need for a specialized interface language as employed
in Larch [14]. At the same time, it is simple enough to keep the semantics natural
and manageable. In this way, it becomes possible to perform the entire devel-
opment process, from requirement specifications down to executable prototypes,
by successive refinements within a single language.

In more detail, the basic logic of HasCasl consists essentially of the par-
tial λ-calculus [21,22], extended with a form of type class polymorphism that
combines features of Haskell and Isabelle [31], and provided with an intensional
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Henkin style semantics. The main semantic problem that ensues is the treatment
of recursive types and recursive functions, which are not available in classical
higher-order logic. The traditional way of dealing with these features is Scott-
Strachey denotational semantics [25,32], which needs to talk about notions like
complete partial orders (cpos) and least fixed points.

It is indeed possible to add these features to the language without affect-
ing the basic language definition (and hence complicating the semantics), by
means of a boot-strap method that consists in writing the relevant extensions as
specifications in basic HasCasl. Much of the force of this approach stems from
the fact that there is a secondary ‘internal logic’ that lives within the scope of
λ-abstractions. This internal logic is by no means another primitive concept, but
rather grows naturally out of the intensional semantics of partial higher order
logic. Through the interaction with the two-valued ‘external’ logic in specifica-
tions, the internal logic (which is, in its ‘basic version’, extremely weak) may be
observed as well as extended. By means of a suitably extended internal logic, one
can then define a type class of cpos in the style of HOLCF [27], so that recursive
function definitions become available; similarly, the internal logic allows coding
the relevant axioms for recursive datatypes. Thus we arrive at a methodology
that allows a smooth transition from abstract requirements to design specifica-
tions: the former are specified in partial higher order logic (which is not available
in HOLCF), while the latter employ cpos and recursion, with undefinedness rep-
resented as ⊥. In this way, we can, in the requirement specifications, avoid extra
looseness arising from the cpos: these are introduced only at the design level,
using a fixed set of constructions for generating cpos from recursive datatypes.

The basic logic and design of HasCasl are laid out in Section 1. This is
followed by a presentation of the ‘boot-strap’ features, namely, the internal logic,
datatypes, and recursion, in Sections 2–4. The corresponding specifications are
presented in detail. Section 5 concludes with a brief example that illustrates the
HasCasl development methodology. For unexplained categorical terminology,
the reader is referred to [1,19].

1 The Basic HasCasl Logic

We shall begin by defining the underlying logic of HasCasl. We will be as eco-
nomical as possible with primitive concepts; along the way, we will demonstrate
how several important features may be added either as built-in syntactic sugar
or, non-conservatively, as HasCasl specifications. In order to avoid overburden-
ing the presentation, we shall not be overly fussy about details of the syntax; a
full description can be found in [29].

HasCasl is designed as a higher order extension of the first-order algebraic
specification language Casl (Common Algebraic Specification Language) devel-
oped by CoFI, the international Common Framework Initiative for Algebraic
Specification and Development [8]. The features of Casl include first-order logic,
partial functions, subsorts, sort generation constraints, and structured and ar-
chitectural specifications. For the definition of the language cf. [9,3]; a full formal
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semantics is laid out in [10]. The semantics of structured and architectural spec-
ifications is independent of the logic employed for basic specifications. In order
to define our language, it is therefore sufficient to define its logic, i.e. essentially
to fix notions of signature, model, sentence, and satisfaction as done below.

Roughly stated, the logic of HasCasl is Moggi’s partial λ-calculus [21],
equipped with a few semantically harmless extensions such as type construc-
tors and type class polymorphism, and embedded into a full-featured external
logic much as the one provided in first-order Casl.

1.1 Signatures and Sentences

The types associated to a HasCasl signature are built in the usual way from type
constructors of a declared arity (possibly involving type classes; cf. Section 1.3).
In particular, there are built-in type constructors ∗ , ∗ ∗ etc. for product
types, →? and → for partial and total function types, respectively, and a
unit type unit. Types may be aliased; see [29] for details. Operators are constants
of an assigned type. As in first order Casl, the user may specify a subsort
relation, denoted <, on the declared sorts; in particular, s → t is a subtype of
s →?t. Since subsorting will not really play a great role in the considerations
below, we will mostly omit this feature from the rest of the presentation.

These data determine a notion of term according to the rules given in Fig-
ure 1. Notations like x̄ : s̄ abbreviate sequences, here: x1 : s1, . . . , xn : sn.
Explicit projection symbols are absent, since they can be coded by terms such
as λx : s, y : t • x; here, we will use fixed abbreviations fst, snd, and prn with
the obvious meaning. Application is regarded as a built-in operator with the
obvious profile, so that no extra typing rule for application (of arbitrary terms)
is required. Further built-in operators come with the subtype relation: whenever
s < t, one has a partial downcast operator as s and an elementhood predicate
∈ s on t with the same meaning as in first order Casl. Aside from the partial

λ-abstraction of Figure 1, there is a total λ-abstraction λ x̄ : s̄ •!α, which ab-
breviates a downcast to the type of total functions. Additional typing rules for
total functions will be used in static analysis.

x : s in Γ

Γ ✄ x : s

f : s in Σ

Γ ✄ f : s

Γ ✄ αi : si, i = 1, . . . , n

Γ ✄ (α1, . . . , αn) : s1 ∗ . . . ∗ sn

Γ ✄ () : unit

f : s →?t in Σ
Γ ✄ β : s

Γ ✄ f(β) : t

Γ, x̄ : s̄✄ α : t

Γ ✄ λ x̄ : s̄ • α : s1 ∗ . . . ∗ sn →?t

Fig. 1. Term formation and typing rules
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Such terms may then be used in formulas of an external logic that offers
essentially the same ample features as first order Casl, e.g. strong and existen-
tial equality, a definedness predicate, and the usual connectives and quantifiers
including disjunction, negation, and existence. This external logic is set apart
distinctly from a weaker internal logic to be used within λ-terms; see below.

1.2 Models and Satisfaction

Since HasCasl is meant to extend first order Casl as faithfully as possible,
its semantics will necessarily be set-theoretic. There is a broad range of choices
available for a set-theoretic notion of model of higher order signatures; the prin-
cipal options are as follows:

– In a standard model, all partial function types s →?t are interpreted by the
full set of partial functions from the interpretation of s to that of t.

– In an extensional Henkin model [15], function types are interpreted by sub-
sets of the full set of functions in such a way that all λ-terms can be inter-
preted (the latter property is called comprehension).

– In an intensional Henkin model, function types are interpreted by arbitrary
sets equipped with an application operation of the appropriate type. Com-
prehension is still required; however, the way λ-terms are interpreted is now
part of the structure of the model rather than just an existence axiom. In-
tensional Henkin models are discussed, e.g., in [20,21].

The notion chosen for HasCasl, for reasons of semantics as well as methodology,
is that of intensional Henkin models. To begin, moving away from standard
models avoids the well-known incompleteness problems. Extensionality carries
the disadvantage of destroying the existence of initial models of signatures in a
setting with partial functions (see [4] for a simple example); further arguments
in favour of intensional models even in the total setting are brought forward
in [26]. If, on the other hand, extensionality is for some reason required by the
user, it may easily be enforced:

spec Extensionality =
forall a, b : Type; f , g : a →? b • (∀x : a • f (x ) = g(x )) ⇒ f = g

From a categorical point of view (see [12], in particular 1.8, 2.3, 3.1, 4.3, and 5.5,
on why we think this point of view is relevant), intensional models are attractive
because they are in direct correspondence with the natural class of categorical
models; cf. Remark 2 below.

Methodologically speaking, intensional models offer the advantage of allowing
a more fine-grained analysis of function spaces. In [6], for instance, a model of the
language PCF is defined in a category of sequential algorithms, where functions
are considered together with an evaluation strategy. This also allows a distinction
between various ways in which a function may fail to yield a value while, in an
extensional setting, a function may merely be either defined or undefined.
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A peculiarity of the intensional approach is that the intended equality of
terms has to be explicitly imposed on the models. We therefore give a deduction
system for existential equality e= , to be read ‘both sides are defined and
equal’, in Figure 2. Deduction takes place in a given context Γ ; the ξ-rule uses
reasoning with assumptions, marked by square brackets, in a locally enlarged
context. def α abbreviates α e= α. Notations like αβ refer to substitution of (the
components of) β for the variables in the context of α. Rule (pr) is meant to
work both ways. The rule (ax) serves the purpose of accommodating axioms that
take the form of implications φ ⇒ ψ (in an indicated context); such axioms are
needed in order to ensure correct behaviour w.r.t. subsorting and overloading,
including the determination of the total function type (see [29] for details).

The deduction system given in [21] is quite similar, but takes strong equality
(‘if any one side is defined, then so is the other, and both are equal’) as the
primitive notion; the two systems are easily seen to have the same deductive
strength. For the envisaged models, deduction is sound and complete [21,28]; as
shown in [21], this completeness result fails for extensional models (!).

(var)
x : s in Γ

x
e
= x

(op)
f : s in Σ

f
e
= f

(sym)
α

e
= β

β
e
= α

(tr)

α
e
= β

β
e
= γ

α
e
= γ

(cong)

α
e
= β : t

f : t→?u in Σ
def f(α)

f(α)
e
= f(β)

(ax)

φ⇒y:t ψ axiom
Γ ✄ α : t
φα; def α

ψα
(str)

def f(α)

def α

(unit)
def α : unit

α
e
= ()

(pr)
pri(α)

e
= pri(β), i = 1, . . . , n

α
e
= β : s1 × · · · × sn

(λ-def)
def λ ȳ : t̄ • α

(β1)
def(αγ, γ)

(λ ȳ : t̄ • α)(γ)
e
= αγ

(β2)
def(λ ȳ : t̄ • α)(γ)

def αγ

(η)
def α : t̄→?u

λ ȳ : t̄ • α(ȳ)
e
= α

(ξ)

[ȳ : t̄; def α] [ȳ : t̄; def β]
...

...

α
e
= β α

e
= β

λ ȳ : t̄ • α e
= λ ȳ : t̄ • β

Fig. 2. Deduction rules for existential equality in context Γ
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Definition 1. A model of a given HasCasl signature is an assignment of a set
Ms to each type s, in such a way that unit is interpreted as a singleton set and
product types are interpreted as cartesian products, together with an assignment
of a partial interpretation function

Ms1 × · · · ×Msn →? Mt

to each term of type t in context (x1 : s1, . . . , xn : sn). These interpretation func-
tions are required to respect deducible equality of terms according to Figure 2
(extended by the above-mentioned subsorting axioms). Moreover, substitution
must be modeled as composition of partial functions, and terms of the form
x1 : s1, . . . , xn : sn ✄ xi : si must be interpreted by the appropriate product pro-
jections.

A model morphism between two such models is a family of functions hs,
where s ranges over all types, that satisfies the homomorphism condition w.r.t. all
interpretation functions for terms. Finally, satisfaction of formulae (of the ex-
ternal logic, cf. Section 1.1) in such models is defined in the obvious (classical)
way.

Remark 2. Intensional Henkin models as defined above are in direct correspon-
dence to categorical interpretations in so-called partial cartesian closed categories
(pccc), i.e. essentially categories that have ‘partial function space objects’ repre-
senting partial morphisms in much the same way as function spaces in a cartesian
closed category represent (total) morphisms (recall that a partial morphism is
a span of the form • ✛f • m✲ •, where m belongs to a given distinguished
class of monomorphisms that are admissible as ‘domains’); see [21] for a detailed
definition. Equivalence results for partial λ-calculi on the one hand and pcccs
on the other hand are discussed in [28]. An interpretation in a pccc C gives
rise to an intensional Henkin-model by composing the interpretation with the
representable functor homC(1, ), where 1 denotes the terminal object, and this
process can be reversed; this fact is mentioned for the total case in [7].

1.3 Type Classes and Polymorphism

On top of the syntax given so far, we can now add a type class oriented form
of shallow polymorphism without really affecting the semantics in an essential
way. Besides improving the usability of the language as such, this also takes us
closer to actually incorporating most of Haskell as a sublanguage.

As in Isabelle [31], we regard type classes as subsets of the set of all types.
Such a type class is declared by writing

class Cl or class Cl1 < Cl2 or class Cl = CT ,
where Cl2 is an existing class of which the class Cl1 is declared to be a subclass,
and CT is a class term. Class terms can be either class names, intersections
of classes denoted as comma-separated lists, or built-in classes. Built-in classes
are the class Type of all types and the downsets {a • a < t} of given types t
under the subtyping relation. Constants can be declared as polymorphic over
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type classes, by giving a type scheme with variables universally quantified over
classes:

op f : ∀ a : Cl • τ ,
where τ is a type that may contain the type variable a (the type variable may
also be declared globally or locally by means of the keywords var and forall).
This declaration has the effect of adding, for each type t of the class Cl, an
instance f [t] : τ [a/t] to the signature (at this point, the mechanism is different
from Isabelle, where operators are instantiated for all types — this is undesirable
in situations where the model theory matters). For the sake of readability, we
will mostly omit the explicit type information.

Similarly, axioms may be enclosed in a universal quantification over type
variables with assigned classes:

• ∀ a : Cl • φ.
Such axioms are taken to mean an infinite collection of instances, one for each
type. Quantification over types is only allowed at the outermost level of axioms.

Instances for a type class are produced by declaring arities for a type con-
structor in much the same sense as in Isabelle, stating that the result type
belongs to a certain class if the argument types belong to certain other classes:

type F : Cl1 → . . .Cln → Cl .
In principle, one could leave it at this, except that one will often want to ex-
press the fact that axioms associated to the class are implied by the ones for
the instance. To this end, one may write a list of axioms and constant declara-
tions in grouping brackets directly after the declaration of the class, and then
mark subclass declarations and type constructor declarations with the keyword
instance. For example, part of a specification of a type class with a fixed idem-
potent endoprojection might look as follows:
class Proj

{var a : Proj
op pr : a →?a
• pr = λ x : a • pr(pr(x ))}

type instance × : Proj → Proj → Proj
forall a, b : Proj
• pr [a × b] = λ x : a, y : b • (pr(x ), pr(y))

This declaration implicitly produces a proof obligation, similar to the %implies -
annotation in Casl, which states that all axioms explicitly attached to the class
Proj (only one in the example), instantiated for a × b, are, similarly as in
Isabelle/HOL, meant to follow from the axioms of the specification surrounding
the instance, including the instantiated axioms for the arguments a and b.

Remark 3. The polymorphism introduced above is essentially ML-polymor-
phism (except that a let-construct is missing, which can, however, be regarded
as syntactical sugar). The discourse in [11] may create the impression that the
combination of ML-polymorphism and higher order logic is inconsistent. How-
ever, this is not the case: as demonstrated above, shallow polymorphism can be
‘coded away’ by just replacing polymorphic operators and axioms by all their
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instances. The derivation of Girard’s paradox in [11], Section 5, is based on the
assumption that terms of the language are identified up to untyped β-equality in
the absence of type annotations; such an equality is obviously unsound w.r.t. the
usual notions of model, and the paradox shows that a language with such an
equality is inconsistent. When, as in the usual versions of ML-polymorphism, in-
stantiations of polymorphic constants are internally annotated with their types,
the contradiction disappears.

1.4 Predicates and Non-strict Functions

Two features appear to be still missing in the type system: on the one hand,
predicates, which are provided in Casl, and on the other hand, non-strict func-
tions, which are a feature of Haskell. However, these features can be regarded as
syntactical sugar in the setting built up so far:

HasCasl, like Casl and ML, is strict, i.e. undefined arguments always yield
undefined values, while Haskell functions are allowed to leave arguments uneval-
uated and thus yield results even on ‘undefined’ arguments. It is well-known that
such non-strict functions may be emulated by means of function types unit →?t
as argument types (‘proceduring’); we support this concept as follows:

– The type unit →?t is abbreviated as ?t.
– There are two extra typing rules: a function that expects an argument of

type t may be applied to a term α of type ?t, which is then automatically
replaced by α(); conversely, a function that expects an argument of type ?t
accepts arguments β of type t, which are automatically replaced by λx :
unit • β.

(N.B.: for algebraic reasons, the type s →?t is not the same as the type s → (?t),
the use of which is expressly discouraged.)

Predicates are represented as partial functions into unit. The idea here is
that definedness of such partial functions corresponds to satisfaction of predi-
cates. For types of the form t →?unit, the abbreviation pred(t) is provided. The
definedness predicate def of first order Casl is interpreted, for each type s, as
an abbreviation for λx : s • () (thanks to strictness, this has the expected be-
haviour). There is no direct way to use logical connectives in predicate λ-terms.
However, universal conjunctive logic is available: the type ?unit can be re-
garded as a type of truth values, with truth, written tt, abbreviating the term
λx : unit • () (of course, this is really an instance of def ). The conjunction
operator and : ?unit∗?unit →?unit is λx, y : ?unit • (). Finally, the univer-
sal quantifier all : pred(pred(t)) is just the predicate ∈ t → unit; falsity can
then be coded as the element ff = λx : unit • all(λ y :?unit • y) of ?unit. The
introduction of further logical operators is possible, but non-conservative; see
Section 2.
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2 Internal Equality and the Internal Logic

In basic HasCasl, it is specifically forbidden to use the equality symbol within
λ-terms; however, equality can be sneaked back in by means of an internal
equality. A predicate

eq : ∀a • pred(a ∗ a)

is called an internal equality (see also [21]) if eq(x, y) is equivalent to x
e= y in the

deduction system of Figure 2 (due to intensionality, this is a stronger property
than equivalence of the two formulas for each pair (x, y) of elements of a in a
model).

In fact, internal equality can be specified in HasCasl. Interestingly, the in-
troduction of internal equality turns out to be highly non-conservative, since
it makes the logic available within λ-abstracted predicates substantially richer:
besides the universal conjunctive logic of Section 1.4, one can define implication,
disjunction, negation, and existential quantification as in [18]. The specification
of internal equality and the new connectives is given in Figure 3. In order to im-
prove readability, the equality symbol e= can, after all, be used within λ-terms,
but is, then, implicitly replaced by eq. The Casl annotation %def indicates a
definitional extension, i.e. an extension that induces a bijection of model classes.
Similarly, %implies precedes axioms that are logical consequences of the pre-
vious axioms. It may come as a surprise that the last formula shown in Figure 3
expresses a form of extensionality; however, it is well-known that all categorical
models are internally extensional [20].

The internal logic is intuitionistic: there may be more than two truth values,
and neg(neg(A)) is in general different from A. The obvious deduction rules can
be proved as lemmas; e.g., it is not hard to show that the rule

φ impl ψ; φ

ψ

is derivable from the rules in Figure 2 and the definitions in Figure 3. The
external logic (cf. Section 1.1) remains classical: as soon as a predicate appears
as an atomic formula, all internal truth values except tt are collapsed into the
external false . Under (external) extensionality (cf. Section 1.2), the internal logic
becomes almost classical in the sense that there are at most two truth values —
one may still have tt = ff , which implies that all sorts are singletons. Of course,
one can explicitly require tt �= ff .

3 Recursive Datatypes

In order to actually represent functional programs in HasCasl, recursive
datatypes are an indispensable feature. As in first order Casl, recursive data
types are defined by means of the keyword type (cf. [9]), which may be qualified
by a preceding free or generated; a type declaration defines constructors and
— optionally — selectors for the declared type. The generated constraint intro-
duces an induction axiom; intuitively, this means that the type is term-generated
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spec InternalLogic =
forall a : Type
op eq : pred(a × a)
• λ x : a • eq(x , x) = λ x : a • tt
• λ x , y : a • fst(x , eq(x , y)) = λ x , y : a • fst(y , eq(x , y))

then %def
forall a : Type
ops impl , or : pred(?unit×?unit)

neg : pred(?unit)
ex : pred(pred(a))

• impl = λ x , y :?unit • eq(x , x and y)
• or = λ x , y :?unit • all(λ r :?unit • ((x impl r) and (y impl r)) impl r)
• neg = λ x :?unit • x impl ff ()
• ex(a) = λ p : pred(a) • all(λ r :?unit • all(λ x : a • p(x) impl r)) impl r

then %implies
forall a, b : Type
• all(λ f , g : a →? b • all(λ x : a • eq [?b](f (x), g(x))) impl eq(f , g))

Fig. 3. Specification of the internal logic

(‘no junk’). The free constraint additionally produces a case operator, which
means that the terms are kept distinct (‘no confusion’).

The automatically generated operators and axioms for a free datatype are
shown in Figure 4; the notation assumes that the type declaration was of the
form

free type t ::= C1(t11; . . . ; t1k1) | . . . | Cn(tn1; . . . ; tnkn )

where the tij are either non-recursive or equal to t (the generalization to nested
or mutually recursive types does not present great additional difficulties). The
axioms make use of the internal logic as introduced in Figure 3. Case operators
take one argument x of the defined type and one function argument for each
constructor, to be chosen depending on which constructor produced x.

Technically, we do not impose any restrictions on the types that appear in the
recursion. However, in the case of recursion on the left hand side of the function
arrow, the usual Russell-type paradoxes appear. Consider, e.g., the type

type L ::= abs(rep : L →? L)

axiomatizing the untyped partial λ-calculus. In the presence of internal equality,
negation is available in λ-terms, so that we have the term

λx : L • fst(x, not def rep(x)(x))

that produces Russell’s contradiction. A contradiction, in this case, means that
all predicates are true, so that all types have at most one element. On the
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• all(λp : pred(t) •
(all(λ x11 : t11 , . . . , x1k1 : tnkn •

(p(x1i1 ) and . . . and p(x1il )) impl p(C1 (x11 , . . . , x1k1 )))
%% where i1, . . . , il are the recursive occurences of t in C1

and . . . )
impl all(p)) %(t induction)%

var a : Type
op case : (t11 × . . .× t1k1 →? a) × . . .→ (t →? a)
• all(λ f1 : t11 × . . .× t1k1 →? a; . . . ; fn : tn1 × . . .× tnkn →? a, x : t •

(λ x11 : t11 ; . . . ; x1k1 : t1k1 • case(f1 , . . . , fn ,C1 (x11 , . . . , x1k1 )))
e
= f1

and . . .%% one equation for each constructor
) %(t case def)%

Fig. 4. Automatically generated axioms for free datatypes

other hand, the specification has non-trivial models in plain HasCasl without
internal equality since the corresponding domain equation can be solved, e.g., in
the partial cartesian closed category of pointed cpos [25].

Remark 4. Interestingly, the type

type U ::= abs(rep : U → U)

required for the total untyped λ-calculus does have non-trivial models even in the
presence of internal equality: take a cartesian closed category C with reflexive
object U . The functor category SetC

op

is a topos and as such gives rise to a
Henkin model with internal equality. Moreover, the Yoneda embedding Y : C ↪→
SetC

op

preserves the cartesian closed structure [30], so that Y (U) is a reflexive
object and hence provides us with a (non-extensional) model of the above type.

4 Recursive Functions

One problem of a Henkin-semantics for function types (intensional or exten-
sional) is that even primitive recursive function definitions will not in general
constitute definitional extensions, since the relevant functions may, in some mod-
els, not be present in the interpretation of the function type. It is possible, how-
ever, to impose a cpo structure on the relevant types, thus ensuring that all
recursive functions actually live in the function type. Just as in the case of the
internal logic, we can avoid an actual extension of the language; instead, we
introduce the cpo structure by means of suitable specifications, building on the
specification of internal equality (cf. Section 2). The overall concept is closely
related to that of HOLCF [27]; the crucial difference is that the surrounding
logic is (unlike HOL) partial.
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The specification of the cpo structure and the fixed point operator is given
in Figure 5. Nat is a specification of the natural numbers with a sort nat, op-
erations 0 : nat and Suc : nat → nat, and the usual axioms including induction
and primitive recursion (which does not require the cpo structure for its defini-
tion). We introduce type classes Cpo and Cppo of cpos and cpos with bottom,
respectively, with generic instantiations that extend the ordering to products
and partial and total continuous function types a

c→? b and a
c→ b; the subclass

Flatcpo restricts the order to be equality. The continuous function types are sub-
types of the built-in function types (due to intensionality, the given definitions
of the elementhood predicates as λ-terms are necessary in order to determine
the subsort uniquely); partial continuous functions are required to have Scott
open domains. Elements of function types are compared pointwise, and elements
of product types are compared componentwise. Now, we can introduce a least
fixed point operator Y ; using this operator, we define a polymorphic undefined
constant.

Of course, we cannot expect any of this to be conservative even over the
internal logic. However, there are obviously no problems concerning consistency:
in standard models, orderings of partial function spaces are cpos with bottom.

A further instance of the class Cpo is a free datatype t that has construc-
tor arguments of class Cpo. The instance can be automatically generated; the
generation process is invoked by means of the keyword deriving borrowed from
Haskell. If t has constructors Ci as in Section 3, we obtain
type instance t : Cpo
• ≤ [t ] = λ x , y : t •

(case x of C1 (x1 , . . . , xk1 ) →
(case y of C1 (y1 , . . . , yki ) → x1 ≤ y1 and . . . and xk1 ≤ yk1 ;

C2 (y1 , . . . , yk2 ) → ff ;
. . .)

. . .)

(where we use built-in syntactical sugar for the case operation), i.e. applications
of different constructors are incomparable, while applications of the same con-
structor are compared argument-wise. There is no circularity here: the definition
of the ordering is recursive, but does not use the fixed point operator. Rather, it
imposes a particular equation on the ordering, and this equation determines the
ordering uniquely thanks to the induction axiom of Figure 4. It is easy to see
that the case operation, restricted to continuous arguments, is continuous w.r.t.
this ordering, and hence can be used in definitions of recursive functions.

Actual recursive definitions will be expressions that involve Y and a partial
downcast to the total continuous function type. As long as operators are given the
right types, such expressions actually denote functions: call a term α in context
(x̄ : s̄) that has a type of class Cpo continuous if λ x̄ : s̄ • α is continuous
(cf. Figure 5). Moreover, call a type a cpo-type if it is built from basic sorts
and type variables of class Cpo by means of the instance declarations for type
constructors given in Figure 5 (in particular, cpo-types are of class Cpo). Then
we have
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spec Recursion = InternalLogic then Nat then
class Cpo

fvar a : Cpo
ops ≤ : pred(a × a)

isChain : pred(nat → a)
isBound : pred(a × (nat → a))
sup : (nat → a) →? a

• all(λ x : a • x ≤ x)
• all(λ x , y , z : a • (x ≤ y and y ≤ z) impl (x ≤ z))
• all(λ x , y : a • (x ≤ y and y ≤ x) impl x

e
= y)

• isChain(a) = λ s : nat → a • all(λn : nat • s(n) ≤ s(Suc(n)))
• isBound(a) = λ x : a, s : nat → a • all(λn : nat • s(n) ≤ x)
• all(λ s : nat → a • def sup(s) impl

(isBound(sup(s), s) and all(λ x : a • isBound(x , s) impl sup(s) ≤ x)))
• all(λ s : nat → a • isChain(s) impl def sup(s)) g

class Cppo < Cpo
fvar a : Cppo
op bottom : a
• all(λ x : a • bottom ≤ x) g

class instance Flatcpo < Cpo
• ∀c : Flatcpo • ≤ [a] = eq [a]
vars a, b : Cpo; c : Cppo
type instance a × b : Cpo
• ≤ [a × b] = λ x , y : a × b • fst(x) ≤ fst(y) and snd(x) ≤ snd(y)
type instance × : Cppo → Cppo → Cppo
type instance unit : Cppo
• () ≤ ()
type a

c→? b < a →? b
• ∈ (a

c→? b = λ f : a →? b •
all(λ x , y : a • (def f (x) and x ≤ y) impl def f (y)) and
all(λ s : nat → a • (isChain(s) and def f (sup(s))) impl ex(λm : nat •

def f (s(m)) and sup(λ n : nat •! f (s(n + m)))
e
= f (sup(s))))

type a
c→ b < a

c→? b
• ∈ (a

c→ b) = λ f : a
c→? b • f ∈ a → b

type instance a
c→? b : Cppo

• ≤ [a
c→? b] = λ f , g : a

c→? b • all(λ x : a • def f (x) impl f (x) ≤ g(x))
type instance a

c→ b : Cpo
• ≤ [a

c→ b] = λ f , g : a
c→ b • f ≤ [a

c→? b] g
type instance a

c→ c : Cppo
then %def

op Y : (c
c→? c)

c→ c
• all(λ f : c

c→? c • f (Y (f ))
e
= Y (f ) and

all(λ x : c • eq(f (x), x) impl Y (f ) ≤ x))

op undefined : unit
c→? c = Y (λ x : unit

c→? c •! x)

Fig. 5. Specification of the cpo structure and the fixed point operator
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Proposition 5. If, for Γ ✄ α : t, all operator constants (besides application)
that occur in α, as well as the variables in Γ , have cpo-types, and t is a cpo-
type, then α is continuous.

As a consequence, λ-abstractions of terms α as in the proposition are continuous
and hence possess a least fixed point. Note that the fixed point operator itself is
of a cpo-type, provided that its parameter a is instantiated with a cpo-type.

Remark 6. A rather different approach to the recursive function problem is
pursued in synthetic domain theory (SDT) [16]: the type of propositions (given
as the truth value object in a topos) and the ‘domain classifier’ ?unit are distinct,
so that one can impose the requirement that all functions are continuous, w.r.t. a
somewhat differently defined ordering, which in general fails to be antisymmetric
(e.g., the order relation on the type of propositions is indiscrete). In the more
simplistic view presented above, the internal equality necessarily fails to be even
monotone. The SDT approach can be put on top of HasCasl instead of internal
equality as defined above; the methodological effects of this need examination.

In the specification language Spectrum [13], the continuity problem is dealt
with in a different fashion: elements of function types are required to be contin-
uous; non-continuous operators (e.g., predicates) are admitted, but cannot be
abstracted. In particular, there is no real logic available within λ-terms: one can
use a type of booleans, but for this type, negation has a fixed point. A further,
similar approach is found in [2], where there is a two-layer type system with two
λ-abstractions used in programs and specifications, respectively.

5 From HasCasl Specifications to Haskell Programs —
An Example

Consider the following requirement specification of finite maps from keys to
elements, following a module of the library of the Glasgow Haskell compiler:

spec FiniteMap = Bool then
type FinMap : type → type → type
forall key : Eq; elt , elt1 , elt2 : Type
ops empty : FinMap key elt ;

add : FinMap key elt → key → elt → FinMap key elt ;
lookup : FinMap key elt → key →? elt ;
map : (key → elt1 → elt2 ) → FinMap key elt1 → FinMap key elt2

forall m : FinMap key elt ; e : elt ; k : key
• ¬def lookup empty k
• k1 == k2 = True ⇒ lookup (add m k1 e) k2 = e
• k1 == k2 = False ⇒ lookup (add m k1 e) k2 = lookup m k2

forall f : key → elt1 → elt2 ; m1 : FinMap key elt1 ; k : key
• lookup (map f m1 ) k = f k (lookup m1 k)
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Here, Bool is a specification of a datatype Bool of booleans with constants
True and False, as well as a type class Eq, corresponding to the Haskell type
class of the same name, with a boolean-valued equality function ==. After sev-
eral refinement steps, one arrives, e.g., at the following design specification that
implements maps as association lists (not necessarily in the most effective way):

spec AssocList = Bool then
vars a, elt , elt1 , elt2 : Cpo; key : Cpo,Eq
free type List a ::= [] | :: (a; List a) deriving Cpo
type AList key elt := List (key × elt)
program

empty : AList key elt = []
add (m : AList key elt) (k : key) (e : elt) :?AList key elt = (k , e) :: m
lookup ([] : AList key elt) (k : key) :?elt = undefined()
lookup ((k1 , e1 ) :: m1 ) k = if k == k1 then e1 else lookup m1 k
map (f : key → elt1 → elt2 ) ([] : AList key elt1 ) :?AList key elt2 = []
map f ((k1 , e1 ) :: m1 ) = (k1 , f k1 e1 ) :: map f m1

The program block declares operations and simultaneously provides recursive
definitions for them using the pattern matching notation known from most func-
tional programming languages. These definitions are internally coded by the case
operator of Section 3 and the fixed point operator Y of Section 4 in the obvious
way. The specification is executable, but not monomorphic in the sense that it
has, up to isomorphism, a unique model: with a Henkin-style semantics, inten-
sional or extensional, it is generally infeasible (though perhaps not impossible)
to eliminate the looseness inherent in the interpretation of function types.

Note in particular that types that are of class Type in FiniteMap are refined
by types of class Cpo in AssocList. The refinement can be expressed by means
of the standard Casl structuring features:

view ImplementFM: FiniteMap to AssocList =
type FinMap �→ AList

The transition from cpo-types to standard types is achieved by simply forgetting
the cpo-structure.

AssocList has, apart from syntax issues, the form of a Haskell program.
In fact, a large subset of Haskell can be directly translated to HasCasl in the
style of this example and is thereby provided with a denotational semantics. We
expect that this denotational semantics will turn out to be compatible with the
de facto operational semantics given by the existing Haskell compilers.

6 Conclusions and Future Work

We propose to use HasCasl for the specification and development of functional
programs, in particular Haskell programs. HasCasl faithfully extends Casl to
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intensional partial higher-order logic with type class oriented shallow polymor-
phism. Its semantics is straightforward as well as flexible. In particular, we have
shown that it is possible to extend the internal logic of λ-terms by means of spec-
ifications written in HasCasl in such a way that, in turn, recursive datatypes
and a HOLCF-style fixed point theory become specifiable; non-continuous func-
tion types are retained for purposes of requirement specifications. We have ended
up with a logic that allows one to write functional programs within the specifi-
cation language itself. Thus, there is no need for mediating logic morphisms or
interface logics between specifications and programs.

Future work will partly concern the inclusion of further programming lan-
guage features in HasCasl. This concerns in particular features of the Glasgow
extensions for Haskell, foremost among them existential types, provided that it
can be established that this does not lead to inconsistencies (such as the ones
arising from full System F polymorphism; cf. [11]). Further, possibly easier, ex-
tensions concern multiparameter type classes and constructor classes. Moreover,
the semantic properties of the obvious embedding of first order Casl into Has-
Casl need elaboration, in particular w.r.t. the Casl structuring operations.

As in the case of first order Casl [24], proof support for HasCasl will
be supplied by means of an encoding in Isabelle/HOL, with special attention
paid to the coding of the intensional function types. In a subsequent step, we
aim at an integration of the corresponding tools for both languages into the
Maya environment [5], which provides a management of proof obligations for
structured specifications and a management of change (for both specifications
and programs) in an evolutionary software development paradigm. Moreover,
there will be a tool for translating executable HasCasl specifications to Haskell,
which can also be used in order to animate specifications.
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Abstract. The application of automatic transformation processes dur-
ing the formal development and optimization of programs can introduce
encumbrances in the generated code that programmers usually (or pre-
sumably) do not write. An example is the introduction of redundant
arguments in the functions defined in the program. Redundancy of a
parameter means that replacing it by any expression does not change
the result. In this work, we provide a method for the analysis and elim-
ination of redundant arguments in term rewriting systems as a model
for the programs that can be written in more sophisticated languages.
On the basis of the uselessness of redundant arguments, we also propose
an erasure procedure which may avoid wasteful computations while still
preserving the semantics (under ascertained conditions). A prototype im-
plementation of these methods has been undertaken, which demonstrates
the practicality of our approach.

1 Introduction

A number of researchers have noticed that certain processes of optimization,
transformation, specialization and reuse of code often introduce anomalies in the
generated code that programmers usually (or ideally) do not write [6,16,25,26].
Examples are redundant arguments in the functions defined by the program, as
well as useless program rules.

Example 1. Consider the following program, which calculates the last element
of a list and the concatenation of two lists of natural numbers, respectively:

data Nat = 0 | S Nat

append::[Nat] -> [Nat] -> [Nat] last::[Nat] -> Nat

append nil y = y last (x:nil) = x

append (x:xs) y = x:(append xs y) last (x:y:ys) = last (y:ys)

Assume that we specialize this program for the call (applast ys z) ≡
(last (append ys (z:nil))), which appends an element z at the end of a
given list ys and then returns the last element, z, of the resulting list (the exam-
ple is borrowed from DPPD library of benchmarks [24] and was also considered
in [23,33] for logic program specialization). Commonly, the optimized program
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which can be obtained by using an automatic specializer of functional programs
such as [3,4,5] is:

applast::[Nat] -> Nat -> Nat lastnew::Nat -> [Nat] -> Nat -> Nat

applast nil z = z lastnew x nil z = z

applast (x:xs) z = lastnew x xs z lastnew x (y:ys) z = lastnew y ys z

This program is too far from {applast′ ys z = lastnew′ z, lastnew′ z = z},
a more feasible program with the same evaluation semantics, or even the “op-
timal” program –without redundant parameters– {applast′′ z = z} which one
would ideally expect (here the rule for the “local” function lastnew′ is dis-
regarded, since it is not useful when the definition of applast′ is optimized).
Indeed, note that the first argument of the function applast is redundant (as
well as the first and second parameters of the auxiliary function lastnew) and
would not typically be written by a programmer who writes this program by
hand. Also note that standard (post-specialization) renaming/compression pro-
cedures cannot perform this optimization as they only improve programs where
program calls contain dead functors or multiple occurrences of the same vari-
able, or the functions are defined by rules whose rhs’s are normalizable [3,11,12].
Known procedures for removing dead code such as [7,19,26] do not apply to this
example either.

It seems interesting to formalize program analysis techniques for detecting these
kinds of redundancies as well as to formalize transformations for eliminating
dead code which appears in the form of redundant function arguments or use-
less rules and which, in some cases, can be safely erased without jeopardizing
correctness. In this work, we investigate the problem of redundant arguments in
term rewriting systems (TRSs), as a model for the programs that can be written
in more sophisticated languages.

At first sight, one could näıvely think that redundant arguments are a straight
counterpart of “needed redex” positions, which are well studied in [15]. Unfor-
tunately, this is not true as illustrated by the following example.

Example 2. Consider the optimized program of Example 1 extended with:
take:: Nat -> [Nat] -> [Nat]

take 0 xs = []

take (S n) (x:xs) = x:take n xs

The contraction of redex (take 1 (1:2:[])) at position 1 in the term
t =applast (take 1 (1:2:[])) 0 (we use 1, 2 instead of S 0, S (S 0)) is
needed to normalize t (in the sense of [15]). However, the first argument of
applast is redundant for normalization, as we showed in Example 1, and the
program could be improved by dropping this useless parameter.

In this paper, we provide a semantic characterization of redundancy which is
parametric w.r.t. the observed semantics S. After some preliminaries in Section 2,
in Section 3 we consider different (reduction) semantics, including the standard
normalization semantics (typical of pure rewriting) and the evaluation semantics
(closer to functional programming). In Section 4 we introduce the notion of
redundancy of an argument w.r.t. a semantics S, and derive a decidability result
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for the redundancy problem w.r.t. S. Inefficiencies caused by the redundancy of
arguments cannot be avoided by using standard rewriting strategies. Therefore,
in Section 5 we formalize an elimination procedure which gets rid of the useless
arguments and provide sufficient conditions for the preservation of the semantics.
Preliminary experiments indicate that our approach is both practical and useful.
We conclude with some comparisons with the related literature and future work.
Proofs of all technical results are given in [2].

2 Preliminaries

Term rewriting systems provide an adequate computational model for functional
languages which allow the definition of functions by means of patterns (e.g.,
Haskell, Hope or Miranda) [8,17,34]. In the remainder of the paper we follow
the standard framework of term rewriting for developing our results (see [8] for
missing definitions).

Definitions are given in the one-sorted case. The extension to many-sorted
signatures is not difficult [30]. Throughout the paper, X denotes a countable set
of variables and Σ denotes a set of function symbols {f, g, . . .}, each one having
a fixed arity given by a function ar : Σ → N. If ar(f) = 0, we say that f is
a constant symbol. By T (Σ,X ) we denote the set of terms; T (Σ) is the set
of ground terms, i.e., terms without variable occurrences. A term is said to be
linear if it has no multiple occurrences of a single variable. A k-tuple t1, . . . , tk
of terms is written t. The number k of elements of the tuple t will be clarified
by the context. Let Subst(Σ,X ) denote the set of substitutions and Subst(Σ)
be the set of ground substitutions, i.e., substitutions on T (Σ). We denote by id
the “identity” substitution: id(x) = x for all x ∈ X . By Pos(t) we denote the set
of positions of a term t. A rewrite rule is an ordered pair (l, r), written l → r,
with l, r ∈ T (Σ,X ), l 	∈ X and Var(r) ⊆ Var(l). The left-hand side (lhs) of the
rule is l and r is the right-hand side (rhs). A TRS is a pair R = (Σ,R) where R
is a set of rewrite rules. L(R) denotes the set of lhs’s of R. By NFR we denote
the set of finite normal forms of R. Given R = (Σ,R), we consider Σ as the
disjoint union Σ = C � F of symbols c ∈ C, called constructors, and symbols
f ∈ F , called defined functions, where F = {f | f(l)→ r ∈ R} and C = Σ −F .
Then, T (C,X ) is the set of constructor terms. A pattern is a term f(l1, . . . , ln)
such that f ∈ F and l1, . . . , ln ∈ T (C,X ). The set of patterns is Patt(Σ,X ).
A constructor system (CS) is a TRS whose lhs’s are patterns. A term t is a
head-normal form (or root-stable) if it cannot be rewritten to a redex. The set
of head-normal forms of R is denoted by HNFR.

3 Semantics

The redundancy of an argument of a function f in a TRS R depends on the
semantic properties of R that we are interested in observing. Our notion of
semantics is aimed to couch operational as well as denotational aspects.
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A term semantics for a signature Σ is a mapping S : T (Σ)→ P(T (Σ)) [28].
A rewriting semantics for a TRS R = (Σ,R) is a term semantics S for Σ such
that, for all t ∈ T (Σ) and s ∈ S(t), t→∗

R s.
The semantics which is most commonly considered in functional program-

ming is the set of values (ground constructor terms) that R is able to pro-
duce in a finite number of rewriting steps (evalR(t) = {s ∈ T (C) | t →∗

R s}).
Other kinds of semantics often considered for R are, e.g., the set of all possible
reducts of a term which are reached in a finite number of steps (redR(t) = {s ∈
T (Σ) | t →∗

R s}), the set of such reducts that are ground head-normal forms
(hnfR(t) = redR(t)∩HNFR), or ground normal forms (nfR(t) = hnfR(t)∩NFR).
We also consider the (trivial) semantics empty which assigns an empty set to
every term. We often omit R in the notations for rewriting semantics when it is
clear from the context.

The ordering � between semantics [28] provides some interesting properties
regarding the redundancy of arguments. Given term semantics S, S′ for a signa-
ture Σ, we write S � S′ if there exists T ⊆ T (Σ) such that, for all t ∈ T (Σ),
S(t) = S′(t) ∩ T . We have empty � evalR � nfR � hnfR � redR.

Given a rewriting semantics S, it is interesting to determine whether S pro-
vides non-trivial information for every input expression. Let R be a TRS and S
be a rewriting semantics for R, we say that R is S-defined if for all t ∈ T (Σ),
S(t) 	= ∅ [28]. S-definedness is monotone w.r.t. �: if S � S′ and R is S-defined,
R is also S′-defined.

S-definedness has already been studied in the literature for different seman-
tics [28]. In concrete, the eval-definedness is related to the standard notion of
completely defined (CD) TRSs (see [18,20]). A defined function symbol is com-
pletely defined if it does not occur in any ground term in normal form, that is
to say functions are reducible on all ground terms (of appropriate sort). A TRS
R is completely defined if each defined symbol of the signature is completely
defined. In one-sorted theories, completely defined programs occur only rarely.
However, they are common when using types, and each function is defined for
all constructors of its argument types.

Let R be a normalizing (i.e., every term has a normal form) and completely
defined TRS; then, R is evalR-defined. Being completely defined is sensitive
to extra constant symbols in the signature, and so is redundancy; we are not
concerned with modularity in this paper.

4 Redundant Arguments

Roughly speaking, a redundant argument of a function f is an argument ti
which we do not need to consider in order to compute the semantics of any call
containing a subterm f(t1, . . . , tk).

Definition 1 (Redundancy of an argument). Let S be a term semantics
for a signature Σ, f ∈ Σ, and i ∈ {1, . . . , ar(f)}. The i-th argument of f is
redundant w.r.t. S if, for all contexts C[ ] and for all t, s ∈ T (Σ) such that
root(t) = f , S(C[t]) = S(C[t[s]i]).
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We denote by rargS(f) the set of redundant arguments of a symbol f ∈ Σ w.r.t. a
semantics S for Σ. Note that every argument of every symbol is redundant
w.r.t. empty. Redundancy is antimonotone with regard to the ordering � on
semantics.

Theorem 1. Let S, S′ be term semantics for a signature Σ. If S � S′, then, for
all f ∈ Σ, rargS′(f) ⊆ rargS(f).

The following result guarantees that constructor symbols have no redundant
arguments, which agrees with the common understanding of constructor terms
as completely meaningful pieces of information.

Proposition 1. Let R be a TRS such that T (C) 	= ∅, and consider S such that
evalR � S. Then, for all c ∈ C, rargS(c) = ∅.

In general, the redundancy of an argument is undecidable. In the following, for
a signature Σ, term semantics S for Σ, f ∈ Σ, and i ∈ {1, . . . , ar(f)}, by “the
redundancy problem w.r.t. S”, we mean the redundancy of the i-th argument
of f w.r.t. S. The following theorem provides a decidability result w.r.t. all
the semantics considered in this paper. This result recalls the decidability of
other related properties of TRSs, such as the confluence and joinability, and
reachability problems (for left-linear, right-ground TRSs) [10,29].

Theorem 2. For a left-linear, right-ground TRS R = (Σ,R) over a finite signa-
ture Σ, the redundancy w.r.t. semantics redR, hnfR, nfR, and evalR is decidable.

In the following sections, we address the redundancy analysis from a comple-
mentary perspective. Rather than going more deeply in the decidability issues,
we are interested in ascertaining conditions which (sufficiently) ensure that an
argument is redundant in a given TRS. In order to address this problem, we
investigate redundancy of positions.

4.1 Redundancy of Positions

When considering a particular (possibly non-ground) function call, we can ob-
serve a more general notion of redundancy which allows us to consider arbitrary
(deeper) positions within the call. We say that two terms t, s ∈ T (Σ,X ) are
p-equal , with p ∈ Pos(t) ∩ Pos(s) if, for all occurrences w with w < p, t|w and
s|w have the same root.

Definition 2 (Redundant position). Let S be a term semantics for a signa-
ture Σ and t ∈ T (Σ,X ). The position p ∈ Pos(t) is redundant in t w.r.t. S if,
for all t′, s ∈ T (Σ) such that t and t′ are p-equal, S(t′) = S(t′[s]p).

We denote by rposS(t) the set of redundant positions of a term t w.r.t. a se-
mantics S. Note that the previous definition cannot be simplified by getting rid
of t′ and simply requiring that for all s ∈ T (Σ), S(t) = S(t[s]p) since redundant
positions cannot be analyzed independently if the final goal is to remove the
useless arguments, i.e. our notion of redundancy becomes not compositional.
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Example 3. Let us consider the TRS R:
f(a,a) → a f(a,b) → a f(b,a) → a f(b,b) → b

Given the term f(a,a), for all term s ∈ T (Σ), evalR(t[s]1) = evalR(t) and
evalR(t[s]2) = evalR(t). However, evalR(t[b]1[b]2) 	= evalR(t).

The following result states that the positions of a term which are below the
indices addressing the redundant arguments of any function symbol occurring
in t are redundant.

Proposition 2. Let S be a term semantics for a signature Σ = F � C, t ∈
T (Σ,X ), p ∈ Pos(t), f ∈ F . For all positions q, p′ and i ∈ rargS(f) such that
p = q.i.p′ and root(t|q) = f , p ∈ rposS(t) holds.

In the following section, we provide some general criteria for ensuring redundancy
of arguments on the basis of the (redundancy of some) positions in the rhs’s of
program rules, specifically the positions of the rhs’s where the arguments of the
functions defined in the lhs’s ‘propagate’ to.

4.2 Using Redundant Positions for Characterizing Redundancy

Theorem 1 says that the more restrictive a semantics is, the more redundancies
there are for the arguments of function symbols. According to our hierarchy
of semantics (by �), eval seems to be the most fruitful semantics for analyzing
redundant arguments. In the following, we focus on the problem of characterizing
the redundant arguments w.r.t. eval by studying the redundancy w.r.t. eval of
some positions in the rhs’s of program rules.

We say that p ∈ Pos(t) is a sub-constructor position of t if for all q < p,
root(t|q) ∈ C. In particular, Λ is a sub-constructor position.

Definition 3 ((f, i)-redundant variable). Let S be a term semantics for a
signature Σ, f ∈ F , i ∈ {1, . . . , ar(f)}, and t ∈ T (Σ,X ). The variable x ∈ X
is (f, i)-redundant in t if it occurs only at positions p ∈ Posx(t) which are
redundant in t, in symbols p ∈ rposS(t), or it appears in sub-constructor posi-
tions of the i-th parameter of f -rooted subterms of t, in symbols ∃q, q′ such that
p = q.i.q′, root(t|q) = f and q′ is a sub-constructor position of subterm t|q.i.

Note that variables which do not occur in a term t are trivially (f, i)-redundant
in t for any f ∈ Σ and i ∈ {1, . . . , ar(f)}. Given a TRS R = (Σ,R), we write
Rf to denote the TRS Rf = (Σ, {l → r ∈ R | root(l) = f}) which contains the
set of rules defining f ∈ F .

Theorem 3. Let R = (C � F , R) be a left-linear CS. Let f ∈ F and i ∈
{1, . . . , ar(f)}. If, for all l → r ∈ Rf , l|i is a variable which is (f, i)-redundant
in r, then i ∈ rargevalR(f).
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Example 4. A standard example in the literature on useless variable elimina-
tion (UVE) -a popular technique for removing dead variables, see [36,19]- is the
following program1:

loop(a,bogus,0) → loop(f(a,0),s(bogus),s(0))

loop(a,bogus,s(j)) → a

Here it is clear that the second argument does not contribute to the value of
the computation. By Theorem 3, the second argument of loop is redundant
w.r.t. evalR.

The following example demonstrates that the restriction to constructor sys-
tems in Theorem 3 above is necessary.

Example 5. Consider the following TRS R {f(x)→g(f(x)), g(f(x))→x}.
Then, the argument 1 of f(x) in the lhs of the first rule is a variable which, in the
corresponding rhs of the rule, occurs within the argument 1 of a subterm rooted
by f , namely f(x). Hence, by Theorem 3 we would have that 1 ∈ rargevalR(f).
However, evalR(f(a)) = {a} 	= {b} = evalR(f(b)) (considering a, b ∈ C), which
contradicts 1 ∈ rargevalR(f).

Using Theorem 3, we are also able to conclude that the first argument of
function lastnew in Example 1 is redundant w.r.t. evalR. Unfortunately, Theo-
rem 3 does not suffice to prove that the second argument of lastnew is redundant
w.r.t. evalR.

In the following, we provide a different sufficient criterion for redundancy
which is less demanding regarding the shape of the left hand sides, although it
requires orthogonality and eval-definedness, in return. The following definitions
are auxiliary.

Definition 4. Let Σ be a signature, t = f(t1, . . . , tk), s = f(s1, . . . , sk) be terms
and i ∈ {1, . . . , k}. We say that t and s unify up to i-th argument with mgu σ
if 〈t1, . . . , ti−1, ti+1, . . . , tk〉 and 〈s1, . . . , si−1, si+1, . . . , sk〉 unify mith mgu σ.

Definition 5 ((f, i)-triple). Let R=(Σ,R) be a CS, f ∈ Σ, and
i∈ {1, . . . , ar(f)}. Given two different (possibly renamed) rules l → r,
l′ → r′ in Rf such that Var(l) ∩ Var(l′) = ∅, we say that 〈l → r, l′ → r′, σ〉 is
an (f, i)-triple of R if l and l′ unify up to i-th argument with mgu σ.

Example 6. Consider the following CS R from Example 1:
applast(nil,z) → z lastnew(x,nil,z) → z

applast(x:xs,z) → lastnew(x,xs,z) lastnew(x,y:ys,z) → lastnew(y,ys,z)

This program has a single (lastnew, 2)-triple:
〈lastnew(x,nil,z) → z, lastnew(x,y:ys,z) → lastnew(y,ys,z), id〉

Definition 6 (Joinable (f, i)-triple). Let R = (C � F , R) be a CS, f ∈ F ,
and i ∈ {1, . . . , ar(f)}. An (f, i)-triple 〈l→ r, l′ → r′, σ〉 of R is joinable if σC(r)

1 The original example uses natural 100 as stopping criteria for the third argument,
while we simplify here to natural 1 in order to code it as 0/s terms.



124 Maŕıa Alpuente et al.

and σC(r′) are joinable (i.e., they have a common reduct). Here, substitution σC
is given by:

σC(x) =
{
σ(x) if x 	∈ Var(l|i) ∪ Var(l′|i)
a otherwise,where a∈C is an arbitrary constantofappropriate sort

Example 7. Consider again the CS R and the single (lastnew, 2)-triple given
in Example 6. With ϑ given by ϑ = {y �→ 0, ys �→ nil}, the corresponding
rhs’s instantiated by ϑ, namely z and lastnew(0,nil,z), are joinable (z is the
common reduct). Hence, the considered (lastnew, 2)-triple is joinable.

Roughly speaking, the result below formalizes a method to determine redun-
dancy w.r.t. eval which is based on finding a common reduct of (some particular
instances of) the right-hand sides of rules.

Definition 7 ((f, i)-joinable TRS). Let R = (Σ,R) be a TRS, S be a rewrit-
ing semantics for R, f ∈ Σ, and i ∈ {1, . . . , ar(f)}. R is (f, i)-joinable if, for
all l → r ∈ Rf and x ∈ Var(l|i), x is (f, i)-redundant in r and all (f, i)-triples
of R are joinable.

Theorem 4. Let R = (C � F , R) be an orthogonal and evalR-defined CS. Let
f ∈ F and i ∈ {1, . . . , ar(f)}. If R is (f, i)-joinable then i ∈ rargevalR(f).

Joinability is decidable for terminating, confluent TRSs as well as for other
classes of TRSs such as right-ground TRSs (see e.g., [29]). Hence, Theorem 4
gives us an effective method to recognize redundancy in CD, left-linear, and
(semi-)complete TRSs, as illustrated in the following.

Example 8. Consider again the CS R of Example 6. This program is orthogonal,
terminating and CD (considering sorts), hence is eval-defined. Now, we have the
following. The first argument of lastnew is redundant w.r.t. evalR (Theorem 3).
The second argument of lastnew is redundant w.r.t. evalR (Theorem 4). As a
consequence, the positions of variables x and xs in the rhs of the first rule of
applast have been proven redundant. Then, since both lastnew(0,nil,z) and
z rewrite to z, Rapplast is (applast, 1)-joinable. By Theorem 4, we conclude
that the first argument of applast is redundant.

5 Erasing Redundant Arguments

The presence of redundant arguments within input expressions wastes memory
space and can lead to time consuming explorations and transformations (by re-
placement) of their structure. Redundant arguments are not necessary to deter-
mine the result of a function call. At first sight, one could expect that a suitable
rewriting strategy which is able to avoid the exploration of redundant arguments
of symbols could be defined. In Example 2, we showed that needed reduction is
not able to avoid redundant arguments. Context-sensitive rewriting (csr) [27],
which can be used to forbid reductions on selected arguments of symbols, could
also seem adequate for avoiding fruitless reductions at redundant arguments. In
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csr, a replacement map µ indicates the arguments µ(f) ⊆ {1, . . . , ar(f)} of func-
tion symbol f on which reductions are allowed. Let R be the program applast
of Example 1 extended with the rules for function take of Example 2. If we fix
µ(applast) = {2} to (try to) avoid wasteful computations on the first argument
of applast, using csr we are not able to reduce applast (take 1 (1:2:[])) 0
to 0.

In this section, we formalize a procedure for removing redundant arguments
from a TRS. The basic idea is simple: if an argument of f is redundant, it does
not contribute to obtaining the value of any call to f and can be dropped from
program R. Hence, we remove redundant formal parameters and corresponding
actual parameters for each function symbol in R. We begin with the notion of
syntactic erasure which is intended to pick up redundant arguments of function
symbols.

Definition 8 (Syntactic erasure). A syntactic erasure is a mapping ρ : Σ →
P(N) such that for all f ∈ Σ, ρ(f) ⊆ {1, . . . , ar(f)}. We say that a syntactic
erasure ρ is sound for a semantics S if, for all f ∈ Σ, ρ(f) ⊆ rargS(f).

Example 9. Given the signature Σ = {0, nil, s, :, applast, lastnew}
of the TRS R in Example 6, with ar(0)= ar(nil)= 0, ar(s)= 1,
ar(:)= ar(applast) = 2, and ar(lastnew) = 3, the following mapping ρ is a
sound syntactic erasure for the semantics evalR: ρ(0) = ρ(nil) = ρ(s) = ρ(:) =
∅, ρ(applast) = {1}, and ρ(lastnew) = {1, 2}.

Since we are interested in removing redundant arguments from function sym-
bols, we transform the functions by reducing their arity according to the informa-
tion provided by the redundancy analysis, thus building a new, erased signature.

Definition 9 (Erasure of a signature). Given a signature Σ and a syntactic
erasure ρ : Σ → P(N), the erasure of Σ is the signature Σρ whose symbols fρ ∈
Σρ are one to one with symbols f ∈ Σ and whose arities are related by ar(fρ) =
ar(f)− |ρ(f)|.

Example 10. The erasure of the signature in Example 9 is Σρ = {0, nil, s, :,
applast, lastnew}, with ar(0) = ar(nil) = 0, ar(s) = ar(applast) =
ar(lastnew) = 1, and ar(:) = 2. Note that, by abuse, we use the same symbols
for the functions of the erased signature.

Now we extend the procedure to terms in the obvious way.

Definition 10 (Erasure of a term). Given a syntactic erasure ρ : Σ → P(N),
the function τρ : T (Σ,X ) → T (Σρ,X ) on terms is: τρ(x) = x if x ∈ X and
τρ(f(t1, . . . , tn)) = fρ(τρ(ti1), . . . , τρ(tik

)) where {1, . . . , n} − ρ(f) = {i1, . . . , ik}
and im < im+1 for 1 ≤ m < k.
The erasure procedure is extended to TRSs: we erase the lhs’s and rhs’s of each
rule according to τρ. In order to avoid extra variables in rhs’s of rules (that arise
from the elimination of redundant arguments of symbols in the corresponding
lhs), we replace them by an arbitrary constant ofΣ (which automatically belongs
to Σρ).
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Definition 11 (Erasure of a TRS). Let R = (Σ,R) be a TRS, such that Σ
has a constant symbol a, and ρ be a syntactic erasure for Σ. The erasure Rρ

of R is Rρ = (Σρ, {τρ(l) → σl(τρ(r)) | l → r ∈ R}) where the substitution σl

for a lhs l is given by σl(x) = a for all x ∈ Var(l) − Var(τρ(l)) and σl(y) = y
whenever y ∈ Var(τρ(l)).

Example 11. Let R be the TRS of Example 6 and ρ be the sound syntactic
erasure of Example 9. The erasure Rρ of R consists of the erased signature of
Example 10 together with the following rules:

applast(z) → z lastnew(z) → z

applast(z) → lastnew(z) lastnew(z) → lastnew(z)

Below, we introduce a further improvement aimed to provide the final, “optimal”
program.

The following theorem establishes the correctness and completeness of the era-
sure procedure for the semantics eval.

Theorem 5 (Correctness and completeness). Let R = (Σ,R) be a left-
linear TRS, ρ be a sound syntactic erasure for evalR, t ∈ T (Σ), and δ ∈ T (C).
Then, τρ(t)→∗

Rρ
δ iff δ ∈ evalR(t).

In the following we ascertain the conditions for the preservation of some com-
putational properties of TRSs under erasure.

Theorem 6. Let R be a left-linear TRS. Let ρ be a sound syntactic erasure for
evalR. If R is evalR-defined and confluent, then the erasure Rρ of R is confluent.

Theorem 7. Let R be a left-linear and CD TRS, and ρ be a sound syntactic
erasure for evalR. If R is normalizing, then the erasure Rρ of R is normalizing.

In the theorem above, we cannot strengthen normalization to termination. A
simple counterexample showing that termination may get lost is the following.

Example 12. Consider the left-linear, (confluent, CD, and) terminating TRS R
{f(a,y)→a, f(c(x),y)→f(x,c(y))}. The first argument of f is redundant
w.r.t. evalR. However, after erasing the argument, we get the TRS {f(y) → a,
f(y) → f(c(y))}, which is not terminating.

In the example above, note that the resulting TRS is not orthogonal, whereas
the original program is. Hence, this example also shows that orthogonality is not
preserved under erasure.

The following post-processing transformation can improve the optimization
achieved.

Definition 12 (Reduced erasure of a TRS). Let R = (Σ,R) be a TRS and
ρ be a syntactic erasure for Σ. The reduced erasure R′

ρ of R is obtained from
the erasure Rρ of R by a compression transformation defined as removing any
trivial rule t → t of Rρ and then normalizing the rhs’s of the rules w.r.t. the
non-trivial rules of Rρ.

Reduced erasures are well-defined whenever Rρ is confluent and normalizing
since, for such systems, every term has a unique normal form.
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Example 13. Let Rρ be the erasure of Example 13. The reduced erasure consists
of the rules {applast(z) → z, lastnew(z) → z}.
Since right-normalization preserves confluence, termination and the equational
theory (as well as confluence, normalization and the equational theory, in almost
orthogonal and normalizing TRSs) [13], and the removal of trivial rules does not
change the evaluation semantics of the TRS R either, we have the following.

Corollary 1. Let R be a left-linear TRS, ρ be a sound syntactic erasure for
evalR, t ∈ T (Σ), and δ ∈ T (C). If (the TRS which results from removing trivial
rules from) Rρ is confluent and terminating (alternatively, if it is almost orthog-
onal and normalizing), then, τρ(t)→∗

R′
ρ
δ if and only if δ ∈ evalR(t), where R′

ρ

is the reduced erasure of R.

Erasures and reduced erasures of a TRS preserve left-linearity. For a TRS R
satisfying the conditions in Corollary 1, by using [13], it is immediate that the
reduced erasure R′

ρ is confluent and normalizing. Also, R′
ρ is CD if R is.

Hence, let us note that these results allow us to perform the optimization of
program applast while guaranteeing that the intended semantics is preserved.

6 Conclusion

This paper provides the first results concerning the detection and removal of
useless arguments in program functions. We have given a semantic definition
of redundancy which takes the semantics S as a parameter, and then we have
considered the evaluation semantics (closer to functional programming).

In order to provide practical methods to recognize redundancy, we have as-
certained suitable conditions which allow us to simplify the general redundancy
problem to the analysis of redundant positions within rhs’s of the program rules.
These conditions are quite demanding (requiring R to be orthogonal and evalR-
defined) but also the optimization which they enable is strong, and powerful. Ac-
tually, inefficiencies caused by the redundancy of arguments cannot be avoided
by using standard reduction strategies. Therefore, we have developed a transfor-
mation for eliminating dead code which appears in the form of useless function
calls and we have proven that the transformation preserves the semantics (and
the operational properties) of the original program under ascertained conditions.
The optimized program that we produce cannot be created as the result of apply-
ing standard transformations of functional programming to the original program
(such as partial evaluation, supercompilation, and deforestation, see e.g. [32]).
We believe that the semantic grounds for redundancy analyses and elimination
laid in this paper may foster further insights and developments in the functional
programming community and neighbouring fields.

The practicality of our ideas is witnessed by the implementation of a pro-
totype system which delivers encouragingly good results for the techniques de-
ployed in the paper (Sections 4.2 and 5). The prototype has been implemented
in PAKCS, the current distribution of the multi-paradigm declarative language
Curry [14], and is publicly available at
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http://www.dsic.upv.es/users/elp/redargs.
We have used the prototype to perform some preliminary experiments (avail-
able at http://www.dsic.upv.es/users/elp/redargs/experiments) which show
that our methodology does detect and remove redundant arguments of many
common transformation benchmarks, such as bogus, lastappend, allzeros,
doubleflip, etc (see [24] and references therein). See [2] for details.

6.1 Related Work

Some notions have appeared in the literature of what it means for a term in a
TRS R to be “computationally irrelevant”. Our analysis is different from all the
related methods in many respects and, in general, incomparable to them.

Contrarily to our notion of redundancy, the meaninglessness of [22,21] is a
property of the terms themselves (they may have meaning in R or may not),
whereas our notion refers to arguments (positions) of function symbols. In [22],
Section 7.1, a term t is called meaningless if, for each context C[ ] s.t. C[t] has a
normal form, we have that C[t′] has the same normal form for all terms t′. This
can be seen as a kind of superfluity (w.r.t. normal forms) of a fixed expression
in any context, whereas our notion of redundancy refers to the possibility of
getting rid of some arguments of a given function symbol with regard to some
observed semantics. The meaninglessness of [22] is not helpful for the purposes of
optimizing programs by removing useless arguments of function symbols which
we pursue. On the other hand, terms with a normal form are proven meaningful
(i.e., not meaningless) in [22,21], whereas we might have redundant arguments
which are normal forms.

Among the vast literature on analysis (and removal) of unnecessary data
structures, the analyses of unneededness (or absence) of functional program-
ming [9,16], and the filtering of useless arguments and unnecessary variables
of logic programming [25,31] are the closest to our work. In [16], a notion of
needed/unneeded parameter for list-manipulation programs is introduced which
is closely related to the redundancy of ours in that it is capable of identifying
whether the value of a subexpression is ignored. The method is formulated in
terms of a fixed, finite set of projection functions which introduces some lim-
itations on the class of neededness patterns that can be identified. Since our
method gives the information that a parameter is definitely not necessary, our
redundancy notion implies Hughes’s unneededness, but not vice versa. For in-
stance, constructor symbols cannot have redundant arguments in our framework
(Proposition 1), whereas Hughes’ notion of unneededness can be applied to the
elements of a list: Hughes’ analysis is able to determine that in the length func-
tion (defined as usual), the spine of the argument list is needed but the elements
of the list are not needed; this is used to perform some optimizations for the com-
piler. However, this information cannot be used for the purposes of our work,
that is, to remove these elements when the entire list cannot be eliminated.

On the other hand, Hughes’s notion of neededness/unneededness should not
be confused with the standard notion of needed (positions of) redexes of [15]:
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Example 2 shows that Huet and Levy’s neededness does not imply the non-
redundancy of the corresponding argument or position (nor vice versa).

The notion of redundancy of an argument in a term rewriting system can
be seen as a kind of comportment property as defined in [9]. Cousot’s comport-
ment analysis generalizes not only the unneededness analyses but also strictness,
termination and other standard analyses of functional programming. In [9], com-
portment is mainly investigated within a denotational framework, whereas our
approximation is independent from the semantic formalism.

Proietti and Pettorossi’s elimination procedure for the removal of unneces-
sary variables is a powerful unfold/fold-based transformation procedure for logic
programs; therefore, it does not compare directly with our method, which would
be seen as a post-processing phase for program transformers optimization. Re-
garding the kind of unnecessary variables that the elimination procedure can
remove, only variables that occur more than once in the body of the program
rule and which do not occur in the head of the rule can be dropped. This is
not to say that the transformation is powerless; on the contrary, the effect can
be very striking as these kinds of variables often determine multiple traversals
of intermediate data structures which are then removed from the program. Our
procedure for removing redundant arguments is also related to the Leuschel and
Sørensen RAF and FAR algorithms [25], which apply to removing unnecessary
arguments in the context of (conjunctive) partial evaluation of logic programs.
However, a comparison is not easy either as we have not yet considered the
semantics of computed answers for our programs.

People in the functional programming community have also studied the prob-
lem of useless variable elimination (UVE). Apparently, they were unaware of the
works of the logic programming community, and they started studying the topic
from scratch, mainly following a flow-based approach [36] or a type-based ap-
proach [7,19] (see [7] for a discussion of this line of research). All these works
address the problem of safe elimination of dead variables but heavily handle
data structures. A notable exception is [26], where Liu and Stoller discuss how
to safely eliminate dead code in the presence of recursive data structures by
applying a methodology based on regular tree grammars. Unfortunately, the
method in [26] does not apply to achieve the optimization pursued in our run-
ning example applast.

Obviously, there exist examples (inspired) in the previously discussed works
which cannot be directly handled with our results, consider the following TRS:

length([])→ 0 length(x:xs) → s(length(xs)) f(x)→ length(x:[])

Our methods do not capture the redundancy of the argument of f. In [26] it
is shown that, in order to evaluate length(xs), we do not need to evaluate
the elements of the argument list xs. In Liu et al.’s methodology, this means
that we could replace the rule for f above by f( ) → length( :[]) where
is a new constant. However, as discussed in Section 5, this could still lead to
wasteful computations if, e.g., an eager strategy is used for evaluating the ex-
pressions: in that case, a term t within a call f(t) would be wastefully reduced.
Nevertheless, Theorem 3 can be used now with the new rule to recognize the
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first argument of f as redundant. That is, we are allowed to use the following
rule: f → length( :[]) which completely avoids wasteful computations on re-
dundant arguments. Hence, the different methods are complementary and an
enhanced test might be developped by properly combining them.

Recently, the problem of identifying redundant arguments of function sym-
bols has been reduced to proving the validity of a particular class of inductive
theorems in the equational theory of confluent, sufficiently complete TRSs. We
refer to [1] for details, where a comparison with approximation methods based
on abstract interpretation can also be found.
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In Michael Hanus and Mario Rodŕıguez-Artalejo, editors, Proc. of ALP’96, LNCS
1139:254–268. Springer-Verlag, Berlin, 1996. 128

22. J. Kuper. Partiality in Logic and Computation. Aspects of Undefinedness. PhD
Thesis, Universiteit Twente, February 1994. 128

23. M. Leuschel and B. Martens. Partial Deduction of the Ground Representation and
Its Application to Integrity Checking. Tech. Rep. CW 210, K. U. Leuven, 1995.
117

24. M. Leuschel. The ecce partial deduction system and the dppd library of bench-
marks. Tech. Rep., Accessible via http://www.ecs.soton.ac.uk/~mal/. 117,
128

25. M. Leuschel and M. H. Sørensen. Redundant Argument Filtering of Logic Pro-
grams. In Proc of LOPSTR’96, LNCS 1207:83–103. Springer-Verlag, Berlin, 1996.
117, 128, 129

26. Y. A. Liu and S. D. Stoller. Eliminating dead code on recursive data. Science of
Computer Programming, 2002. To appear. Preliminary version in Proc. of SAS’99,
LNCS 1694:211–231. Springer-Verlag, Berlin, 1999. 117, 118, 129

27. S. Lucas. Context-sensitive computations in functional and functional logic pro-
grams. Journal of Functional and Logic Programming, 1998(1):1-61, January 1998.
124

28. S. Lucas. Transfinite Rewriting Semantics for Term Rewriting Systems Proc. of
RTA’01, LNCS 2051:216–230. Springer-Verlag, Berlin, 2001. 120

29. M. Oyamaguchi. The reachability and joinability problems for right-ground term
rewriting systems. Journal of Information Processing, 13(3), pp. 347–354, 1990.
121, 124

30. P. Padawitz. Computing in Horn Clause Theories. EATCS Monographs on Theo-
retical Computer Science, vol. 16. Springer-Verlag, Berlin, 1988. 119

31. A. Pettorossi and M. Proietti. Transformation of logic programs: Foundations and
techniques. J. Logic Program. 19,20, 261–320. 128

32. A. Pettorossi and M. Proietti. A comparative revisitation of some program trans-
formation techniques. In Proc. of the 1996 Dagstuhl Seminar on Partial Evaluation,
LNCS 1110: 355–385. Springer-Verlag, Berlin, 1996. 127

33. A. Pettorossi and M. Proietti. A Theory of Logic Program Specialization and
Generalization for Dealing with Input Data Properties. In Proc. of the 1996
Dagstuhl Seminar on Partial Evaluation, LNCS 1110: 386–408. Springer-Verlag,
Berlin, 1996. 117
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Abstract. Parametric analysis of hybrid systems consists in computing
the parameters that enable a correct behaviour of the specified systems.
As most problems are not decidable in the theory of hybrid systems,
finding decidable parametric systems is of great interest. The so-called
class of weakly controlled hybrid systems is a new class of parametric
systems for which a partition of the space of the parameters can be
computed. Firstly, this partition is finite. Secondly, the non-parametric
automata induced by fixing two values of a same cell of the partition
for each parameter are bisimilar. A parametric hybrid system is weakly-
controlled whenever all its elementary cycles have an edge that reset all
the variables; the parameters could not be modified.

1 Introduction

Context. Hybrid Automata [Hen96] are a specification and verification model
for hybrid systems, which are dynamical systems with both discrete and con-
tinuous components [Hen96]. The problem that underlies the safety verification
for hybrid automata is reachability: can unsafe states be reached from an initial
state by executing the system?

With this traditional analysis, the answers are boolean:“the system is safe
(or unsafe)”. Parametric analysis consists in finding the conditions on a special
set of variables called the parameters for which the system is safe. Obviously,
the problem is more general and its difficulty higher.

Related work. While performing a parametric analysis, the main question is
to verify if the decidable properties of the non parametric automata are kept
decidable for the parametric automata. The first result is negative [AHV93]:
the control-node reachability is not decidable for Parametric Timed Automata
(PTA) whereas it is for Timed Automata [AHLP00]. The same negative result
holds for Slope Parametric Rectangular Automata (SPRA) [Won97] whereas
the answer is positive for Initialized Automata1 [Won97]: an edge must reset a
variable whenever the flow specification of its source node and of its target node
are different. For Singular Automata, the problem is undecidable [AHLP00]. It

1 SPRA are parametric Initialized Automata.

H. Kirchner and C. Ringeissen (Eds.): AMAST 2002, LNCS 2422, pp. 132–146, 2002.
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remains undecidable for the parametric class of Slope Parametric Linear Hybrid
Automata (SPLHA) [BBRR97].

For Parameteric Timed Automata that mix clocks and counters, [AAB00]
has developed a semi-decision procedure that prevents from doing “nasty” loops.
For each cycle of the automata, it guesses the values of variables and parameters
after the cycle being iterated a given number of times. The first positive result
about decidability of the Control-Node Reachability problem (CNR) in para-
metric cases is given for Lower Upper Timed Automata L/UPTA [HRSV00]
which are a subclass of Parametric Timed Automata (PTA).

This paper follows [CMP00]. In the non-parametric case, the existence of
an edge on every elementary cycle that resets all the variables is sufficient for
the forward analysis to complete [CMP00]. They called this class : the class of
initialized automata2. It is a generalization of the O-minimal hybrid automata
depicted in [LPY99] for which the µ-calculus [HM00] is decidable and for which
a dedicated algorithm exists. Every edge of the automata [LPY99] deal with
resets all the variables.

Objectives. In this paper, we prove that if each cycle has an edge resetting all
variables then the forward analysis terminates also in the parametric case: we call
this class the class of weakly controlled hybrid automata in order not to modify
the original definition of initialization. The difficulty in the analysis is due to the
fact that variables are reset while the parameters are not. Using the tree built
by forward-analysis, we tackle the issue of transforming the parametric infinite
state system into a finite number of non-parametric finite state systems.

outline. The paper is structured as follows. Firstly, the model is depicted. Para-
metric hybrid automata and Forward-analysis are defined. Secondly, “Weakly-
controlled Hybrid Automata” are introduced. Thirdy, it is shown that Forward-
Analysis ends for “Weakly-Controlled Hybrid Automata”. Lastly, a finite parti-
tion on the parameters space is built. On each cell of it, all the non-parametric
hybrid automata achieved by fixing the parameters are bisimilar.

2 The Model

2.1 Preliminaries

Let X = {x1, ..., xn} be a set of indeterminates and x = (x1, ..., xn).

– lQ[X ] is the set of polynomials in X with rational coefficients
– Let Pol(X) be the set of polynomial predicates with rational coefficients,
i.e. Π ∈ Pol(x) iff Π is a finite union of many applications of disjunction,
conjunction and negation operations on elementary predicates of the form
p(x) ≤ 0 where p ∈ lQ[X ].

– let p ∈ Pol(X) be a predicate whose free variables contain X , a = (a1, ..., an)
be a vector of n polynomials with rational coefficients. p[x/a] is the predicate
where all the occurences of xi are replaced by ai.

2 However, this class is different from the one depicted in [Won97].
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2.2 Syntax

A Parametric Hybrid Automaton H consists of the following components:

Parameters and Variables. Two disjoint finite sets K = {k1, ..., kp} of pa-
rameters and X = {x1, ..., xn} of real-numbered variables. Let t /∈ K ∪ X
be an additionnal variable called the time variable. Let Ẋ = {ẋ1, ..., ẋn} be
the set of the first derivatives of the variables (with respect to the time) and
X ′ = {x′

1, ..., x
′
n} the set of the post-values of discrete transitions. The vec-

tors associated with the respective sets are k = (k1, ..., kp), x = (x1, ..., xn),
ẋ = (ẋ1, ..., ẋn) and x′ = (x′

1, ..., x
′
n).

Control Graph. (V,E) is a finite directed graph. V is its set of vertices (or
control-nodes), E is its set of edges.

Initial, Invariant and Flow Predicates. Three predicates are associated
on each control-node of the graph [Hen96]. They are defined by the following
vertex labelling functions: init : V → Pol(K ∪X ′), inv : V → Pol(K ∪X) and
flow : V → Pol(K ∪X ∪ Ẋ).

We suppose that there is one and only one control-node v0 such that
init(v0) is consistent. The couple (−∞, v0) is called the initial edge associated
with v0.

Assume that for each control node v, flow(v)
def
= (ẋ = A(v, k)x) where

A(v, k) is a square matrix of size n × n with coefficients in lQ[K] and assume
A(v, k) is nilpotent of index j (i.e. A(v, k)j = 0 and for all i < j A(v, k)i 
= 0).
Then Γ (v)(k, x′, t) =

(
Σj−1

i=0
(tA(v,k))i

i!

)
x′ is called the continuous trajectory

in the control-node v.

Guard and Action Predicates. Two predicates are given on each
edge [Hen96]. They are defined by the following edge labelling functions:

guard : E → Pol(K ∪X) and act : E → Pol(K ∪X ∪X ′).

2.3 Semantics

States and Regions. A state ν = (v, (κ, ξ)) is given by a control node v ∈
V called the location of ν, a couple of vectors (κ, ξ) ∈ IRp × IRn called the
valuation of ν. The coordinates of κ give the parameters values, the ones of ξ
give the variables values. An initial state ν = (v, (κ, ξ)) is a state such that
(κ, ξ) verifies the initial predicate of v0 i.e. init(v0)[k/κ, x/ξ]. A region is a set
of states associated with the same control-node. In other words, a region is a set
{v} × Q where v is a control-node and Q is a subset of IRp+n. Whenever it is
possible, Q will be symbolically described by a polynomial predicate.
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Continuous Evolutions. Let νi = (vi, (κi, ξi)) be two states ofH for i ∈ {1, 2}.
ν2 is a continuous sucessor of ν1 iff:

1. κ1 = κ2 = κ and v1 = v2 = v
2. there exists two positive real numbers 0 ≤ t1 ≤ t2 and ξ0 ∈ IRnsuch that :

ξi = Γ (v)[k/κ, x′/ξ0, t/ti] for i ∈ {1, 2} and∀t ∈ [0, t2] : inv(v)[k/κ, x′/ξ0].

Given a control-node v and a predicate Π ′ ∈ Pol(K ∪ X ′), the extension
function ext : V ×Pol(K∪X ′) → Pol(K∪X) computes the predicate that gives
the values of the continuous successors of the region {v} ×Π ′:
ext(v,Π ′) = ∃δ.δ ≥ 0.∃x′

1...∃x′
n.Π

′ ∧ ∀t.((0 ≤ t ≤ δ) ⇒ inv(v)[x/Γ (v)(k, t)]
)
.

ext can be fully depicted via quantifier elimination operations in real algebra
[GVRRT95].

Discrete Transitions. Let νi = (vi, (κi, ξi)) be two states of H for i ∈ {1, 2}.
ν2 is a discrete sucessor of ν1 iff:

1. κ1 = κ2 = κ
2. there exists an edge e of H of source v1 and target v2 such that:

(inv(v1) ∧ guard(e))[k/κ, x/ξ1], act(e)[k/κ, x/ξ1, x′/ξ2] and
inv(v2)[k/κ, x/ξ2].

Given a node v1, a predicate Π ∈ Pol(K∪X) and an edge e of source v1 and
target v2, the jump function jump : Pol(K ∪X)×E → Pol(K ∪X ′) computes
the predicate that gives the values of the discrete successors of {v1} × Π after
having crossed e:

jump(Π, e) =
(∃x1...∃xn. (Π ∧ guard(e) ∧ act(e))

) ∧ (
inv(v′)[x/x′]

)
.

jump can be fully depicted via quantifier elimination operations in real al-
gebra [GVRRT95].

Successors. Given a control-node v1, a region R1 = {v1} × Π ′
1 (when the

control enters v1) and an edge e (of source v1 and target v2), the successors
R2 = {v2} ×Π ′

2 of R1 after elapsing time in v1 and crossing e are given by the
function post : Pol(K ∪X)× E → Pol(K ∪X); thus:

Π ′
2 = post(Π ′

1, e) = jump(ext(v1, Π
′
1), e).

Trajectories and Reachable States. A trajectory is a concatenation of con-
tinuous evolutions of durations δi and discrete jumps on ei from an initial state
ν0. A reachable state is a target of a trajectory. Let Reach(H) be the set of the
reachable states of H .

Iterating Post. While following a path, the function post of successors needs
to be iterated. A word is a sequence e0...ed of edges that corresponds

1. either to the path v0
e1→ v1...vi−1

ei→ vi...
ed→ vd of (V,E) when e0 is the initial

edge (−∞, v0)
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2. or to the path v0
e0→ v1...vi−1

ei→ vi...
ed→ vd otherwise.

Let words(H) be the set of words of H . post is extended to words as follows,
Post : Pol(K ∪X)×words(H) → Pol(K ∪X). For any word w and any word σ
such that σw is a word using the following rules: (1) Post(Π, ε) = Π if ε is the
word of null length, (2) Post(Π,σ) = init(v0) if σ = (−∞, v0) is an initial edge,
(3) Post(Π,σ) = post(Π,σ) if σ ∈ E, (4) Post(Π,σw) = Post(post(Π,σ), w).

2.4 Forward Analysis

The first problem to answer is to compute Reach(H), the set of the reach-
able states of a parametric hybrid automaton H . The method used here is
called Forward-Analysis [AR00]. It consists in calculating the reachables states
obtained after having crossed any number of edges. It builds a possibly infinite
labelled tree.

Every edge L of the tree Reach(H) is labelled with an edge e ∈ E and
a predicate Π ′ ∈ Pol(K ∪ X ′) which represents the values of the variables
immediatelty after the control crossed e (equivalently, Π ′ represents the values
of the variables when entering target(e)).

Every node N of target of Reach(H) is labelled with a region {v}×ext(v,Π ′)
where v is the target of an edge e; e and Π ′ are the labels of the edge L that
leads to N .

The computations can be done using Post. Let N be a node of Reach(H), L0

be the edge that leads to N (if N is the root of Reach(H), L0 is the “initial-edge”
of the tree and it is labelled with the initial edge (−∞, v0) and the predicate
init(v0)) and L1 be an edge from N (we suppose here that N has a son). Let
(ei, P i′i) be the labels of Li. By construction, Π ′

1 = post(Π ′
0, e1).

3 Weakly-Controlled Hybrid Automata

In this section, a sufficient criterion on special edges, the weakly-controlled edges,
is given for the forward analysis to terminate : the “Weakly-controlled” hypoth-
esis.

3.1 Definition

A parametric hybrid automaton H is weakly-controlled iff all the cycles of its
support-graph contain a weakly-controlled edge.

The predicate act(e) links the values of the variables in source(e) with the
ones after e having been crossed. For instance, if the specifications on e are :
“set x1 to 3 and add 2 to x2” then act(e)

def
= ((x′

1 = 3) ∧ (x′
2 = x2 + 2)).

An edge e of H is weakly-controlled iff act(e) ∈ Pol(k ∪ X ′) (i.e. e resets
all the variables). act(e)∧ inv(target(e))[x/x′] is called the weak-control value
of e.
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e1

e3
e4

e5
e7

e0
e2

e6

B

CD

E

A

F

(a) Example

Initial values :
x1:=1, x2:=1 Filling

Invariant : x1<=3
Emptying

Invariant : x2>=0

dx2/dt=-2
dx1/dt=1dx1/dt=1

dx2/dt=k

guard : x2=0

reset : x1:=0
guard : x1=3

(b) Variables are not reset on
the same edges

Fig. 1. Examples

3.2 Remarks

Reset on the Same Edge. In section 4, we prove that forward analysis com-
pletes for weakly-controlled automata. In Fig.1(a), assume that the edges e2

and e6 reset all the variables. This automaton is weakly-controlled. The exam-
ple of Fig.1(b) [AR00] shows that forward-analysis is not guaranteed to complete
if the variables are not reset on the same edge. x1 and x2 are reset on the cycle
but not on the same edge. The values of k that allow incoming in ‘filling node’
are in an infinite sequence of intervals [0,Mn] where limn→+∞Mn = 2.

Synchronized Product. In [CMP00], it is shown that the synchronized prod-
uct of two initialized automata is initialized whenever the synchonized edges reset
all the variables. Consequently, the synchronized product of the automata of the
Philips audio protocol of communication given in [DY95] is weakly-controlled
and this makes our algorithm (section 5) convenient for determining the maxi-
mum clock divergence for the protocol. [Won97] finds the condition on the clocks
using a semi-algorithm but no reason are given to explain the completion of the
method.

3.3 Weakly-Controlled and Forward Analysis

Crossing Conditions. Let e be an edge of E of source v1 and target v2, and
Π ′

1 be a predicate of Pol(K ∪ X ′). The crossing conditions of Π ′
1 for e are the

conditions on the parameters such that v2 is reachable from {v1} × Π ′
1, i.e.

∃x′
1....∃x′

n.post(Π ′
1, e). They are given by the function p : Pol(K ∪ X ′) × E →

Pol(K) defined by:
p(Π ′

1, e) = ∃x′
1....∃x′

n.post(Π
′
1, e).

Crossing Weakly-Controlled Edges. The following theorem gives the post-
values of the variables after crossing a weakly-controlled edge.

Theorem 1 If e ∈ E is a weakly-controlled edge, then for every Π ′ ∈ Pol(K ∪
X ′):

post(Π ′, e) = p(Π ′, e) ∧ act(e).
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Proof. We compute post(Π ′, e) for Π ′ ∈ Pol(K ∪X).
Let Π1 = ext(source(e), Π ′). Then, post(Π ′, e) = jump(Π1, e) with
jump(Π1, e) =

(∃x′
1...∃x′

n.(Π1 ∧ guard(e) ∧ act(e)
)
) ∧ inv(v′)[x/x′].

We can write act(e) = act(e) ∧ act(e) and get one predicate act(e) out of
the quantified predicate (as act(e) does not depend on X ′): jump(Π1, e) =(∃x′

1...∃x′
n.(Π1 ∧ guard(e) ∧ act(e)

)
) ∧ Φ(e) where φ(e) = act(e) ∧ inv(v′)[x/x′]

We can write inv(v′)[x/x′] = inv(v′)[x/x′] ∧ inv(v′)[x/x′]. Thus, post(Π ′, e) =
p(Π ′, e) ∧ Φ(e). Consequently, e is weakly controlled. Its weakly-control value is
Φ(e). ✷

4 Computing the Reachable States of a
Weakly-Controlled Hybrid Automaton

Forward Analysis builds a tree the edges L of which are labelled with edges
e ∈ E and predicates Π ′ ∈ Pol(KcupX

′). The region {target(e)} × Pi[x′/x] is
called a region entering target(e). Note that many region can incoming a
same control-node v: its depends on the the path taken to go to v. The following
theorem sets that the number of different entering regions built by Forward
Analysis is finite.

Theorem 2 Let H be a weakly-controlled hybrid automaton. Then, there exists
a bound M such that for all reachable entering regions R built by Forward-
Analysis, there is a path γ leading to R with length(γ) ≤ M .

Remarks. If the problem is only Control-Node Reachability (given a control-
node v ∈ V , the Control-Node Reachability seeks all the valuations (κ, ξ) ∈
IRp × IRn such that the state (v, (κ, ξ)) is reachable), this theorem is useless.
Actually, when computing the tree of the reachable states, if a weakly-controlled
edge e (which weak-control value is Φ(e)), is found for the second time then the
tree can be cut. Let Π ′

i = Ci∧Φ(e) be the predicates that define the region after
crossing e for the ith time along a branch. then, Ci ⊂ Ci+1. Only Π ′

i ⊂ Π ′
i+1

holds; which is sufficient to achieve Control-Node Reachability.
Nevertheless, the property given by theorem 2 is useful. It will be used in the

last section of the paper.

4.1 Proof of the Theorem

Let R be a reachable region and γ a path leading to R. The path of minimal
length leading to a reachable region R is called the minimal path leading to R.
It is denoted γm(R).

If γm(R) does not contain weakly-controlled edges, then length(γm(R)) ≤ |V |
as all the cycles of H contain at least one weakly-controlled edge. Consequently,
it is sufficient to prove that the number of weakly-controlled regions is finite.
Actually, if it is the case, a bound Mwc exists for minimal paths leading to
weakly-controlled regions, and Mwc + |V | is a bound for all minimal paths.
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e0 e1 ie ei+1 edv0 v1 vi vi+1 vdΦdΦi+1ΦiΦ1Φ0

w° i+1

wi+1

w1°
w1

Π0 T1 Π1 Ti Πi Ti+1 Πi+1 Td Πd

Φ0 =inv(v )0

ie Φi: weakly-controlled edge,     , its weakly-control value
Ti ie: predicate when entering the source of  
Πi vi: predicate when entering   
wi+1 : minimal weakly-controlled word

wi+1w° i+1 : word made up with the edges of         except the first and last edges

Fig. 2. Decomposition into words

Then, only weakly-controlled regions R are considered from now on. Any
path γ leading to R contains at least one weakly-controlled edge. The idea
developped in the proof is to look at the valuations of the weakly-controlled
regions preceding R in γ and what happens between two successive weakly-
controlled regions, studying the so-called minimal weakly-controlled words. A
word w = e1...ep of H is weakly-controlled iff:

1. either e1 is an initial edge and ep is a weakly-controlled edge
2. or both e1 and ep are weakly-controlled edges

A weakly-controlled word e1...ed is minimal iff for all i ∈ {2, ..., p− 1}, ei is not
a weakly-controlled edge.

Preliminaries. In Fig.2, edges ei are weakly-controlled, Φi are their weak-
control values. Π ′

i are the predicates verified by the regions incoming in the
nodes vi, T ′

i are the predicates verified by the regions incoming in source(ei)
(with the convention T ′

0 = Π ′
0 = Φ(e0) = init(v0)); it means that Π ′

i = p(T ′
i , e)∧

Φi. The words wi start from ei−1 to ei. The words
◦
wi are the words made up

from the words wi except their first and last edges; wi = ei−1.
◦
wi.ei.

Iterating Post. The main property of Post is the following lemma. It uses the
expression of ext and jump with variables elimination.

Lemma 1 Let H be a parametric hybrid automaton with polynomial flow or a
PRA. Let C ∈ Pol(K), Π ′ ∈ Pol(K ∪X ′), w ∈ words(H), then

Post(C ∧Π ′, w) = C ∧ Post(Π ′, w) and p(C ∧Π ′, w) = C ∧ p(Π ′, w).

The proof is an easy induction on the length of w. Actually, for any con-
dition C on the parameters, any edge e and any predicate Π ′ ∈ Pol(KcupX

′)
post(C ∧Π ′, e) = C ∧ post(Π ′, e) since parameters are never quantified. ✷
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Crossing a Minimal Weakly-Controlled Word. The following lemma com-
putes the predicate Π ′

i+1 of the region after having crossed ei+1.

Lemma 2 With the notations defined in the preliminaries and according to the
definition of the crossing conditions (section 4.3):

Π ′
i+1 = p(Post(Π ′

i,
◦
wi+1), ei+1) ∧ Φi+1.

Lemma 2 is proven as follows. After having crossed
◦
wi+1 (i.e. before cross-

ing ei+1), T ′
i+1 = Post(Π ′

i,
◦
wi+1). As ei+1 is weakly-controlled,

Π ′
i+1 = p(T ′

i+1, ei+1) ∧ Φi+1. Thus, Π ′
i+1 = p(Post(Π ′

i,
◦
wi+1), ei+1) ∧ Φi+1. ✷

Crossing Successive Words. The following lemma computes the predicate
Π ′

d of the region after having crossed ed with all the encountered Φi.

Lemma 3 With the notations defined in the preliminaries
Π ′

d =
( ∧d−1

i=0 p(Post(Φi,
◦
wi+1), ei+1)

) ∧ Φd.

This lemma is proved by induction on the number d of crossed minimal
weakly-controlled words. When d = 1, it the preceeding lemma holds since
Π ′

0 = Φ0 (for the initial transition, the weak-control value and the predicate
are the same). Suppose now that for a given d, the lemma 3 holds: Π ′

d =
( ∧d−1

i=0 p(Post(Φi,
◦
wi+1), ei+1)

) ∧ Φd.
While crossing

◦
wd+1, using lemma 2:Π ′

d+1 = p(Post(Π ′
d,

◦
wd+1), ed+1)∧Φd+1.

Using the value of Π ′
d given by the induction hypothesis (and using lemma 1

as p ranges over Pol(K)): p(Post(Π ′
d,

◦
wd+1), ed+1) = C ∧ p(Post(Φd,

◦
wd+1),

ed+1).
where C =

( ∧d−1
i=0 (p(Post(Φi+1,

◦
wi), ei+1)

)
.

It follows that: Π ′
d =

( ∧d−1
i=0 p(Post(Φi,

◦
wi+1), ei+1)

) ∧ Φd. ✷

Finiteness. The following lemma gives a good criterion to know when a weakly-
controlled region has been already found. It only uses the minimal weakly-
controlled words, and it makes no inclusion test.

Lemma 4 If there exists i < d such that wi = wd, then the following holds:

1. if wi is a cycle then wd = wd−1

2. if for all k such that i < k < d, there exists j ≤ i with wj = wk, then
Π ′

i = Π ′
d.

This lemma is a consequence of lemma 3, the commutativity of the predicates
conjunction and the fact that π ∧ π = π for any predicate π. ✷
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Fig. 3. Tree computed after applying theorem 3

End of the Proof. To end the proof, it is sufficient to find a bound for the
lengths of the words w = w1...wd for which lemma 4.2. cannot be applied for
any w1...wi. let w = w1...wd with d = (|mwcwords(H)| + 1)2. Let D(w,wi) =
{j ≤ d|wi = wj}. There exists j such that |D(w,wj)| ≥ |mwcwords(H)| + 1.
Then, one element of D(w,wj) verifies the hypothesis of lemma 4.2. If it was
not the case, with i1 < i2 < ... < it the ordered elements of D(w,wj), for all
l ≤ t − 1 there exists k with il < k < il+1 and for all m < k, wk 
= wm. This
means that |mwcwords(H)| ≥ |D(w,wi)| which is impossible. ✷

4.2 Remarks

Lemma 4 is applied to the example of Fig.1(a). The result is the tree of Fig.3.
Lemma 4 prevents the algorithm from computing tests of inclusion of regions.
Actually, it gives a criterion to know if two regions are equal.

5 Finding Bisimulation

5.1 Statements

Sate Equivalences. State equivalences [HM00] play an important role in ver-
ification. Given a transition system S = (Q,→) and a state equivalence �,
the quotient transition system [HM00] is built: its states are the equiva-
lence classes of � and an equivalence class T2 is the successor of another T1

denoted T1 → /�T2 iff there exists t1 ∈ T1 and t2 ∈ T2 with t1 → t2. When
� has finite index, the quotient construction transforms an infinite transition
system into a finite one. The model-checking [HM00] is applied to the quotient
system. The most interesting state equivalence is bisimilarity since the µ-calculus
is decidable iff bisimilarity has finite index [HM00] .
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Bisimilarity. A binary relation � on the states of an non-parametric hybrid
automaton A is a simulation [HM00] if for any states s and t, s � t implies the
two following conditions:

1. s and t are associated with the same control-node
2. for each successor s′ of s there exists a successor t′ of t such that s′ � t′

If � is symetric, it is called a bisimilarity and denoted �1. The class of tran-
sition systems for which bisimilarity has finite index is of great interest.

Bisimilarity and Weakly-Controlled Hybrid Systems. If on every cycle
of an hybrid system H , there exists an edge that reset all the variables, then �1

admits a finite index [KPSY99]. This condition is a relaxation of resetting all
variables at every edge [LPY99]. It is more restrictive than the “weak-control”
hypothesis because parameters cannot be reset. Furthemore, when a “weakly-
controlled edge is crossed many times the conditions change. For instance, in the
automaton of Fig:1 (a), the predicates that describe the states after crossing e0e2

and e0e2e6e2 are different as the minimal weakly-controlled words crossed are not
the same. Consequently, the criterion cannot be applied to parametric weakly-
controlled hybrid automata but only to every non-parametric hybrid automaton
H [k/κ] for κ ∈ IRp. The idea for the analysis of the parametric hybrid systems
is to compute a finite number of non-parametric hybrid automata H [k/κ]/ �1

that characterize completely the parametric automata H .

Bisimulation. Let Pi = (Si, Σi,→i, qi) for i ∈ {1, 2} two labelled transition
systems. The relation ∼⊂ S1 × S2 is a strong bisimulation iff :

1. if s1 ∼ s2 and s1
a→1 t1 then there is t2 ∈ S2 such that t1 ∼ t2 and s2

a→2 t2
2. if s1 ∼ s2 and s2

a→1 t2 then there is t1 ∈ S1 such that t1 ∼ t2 and s1
a→2 t1

P1 and P2 are strongly bisimilar, denoted P1 =sb P2 iff Σ1 = Σ2 and there is a
strong bisimilation ∼⊂ S1 × S2 such that q1 ∼ q2.

The following theorem asserts the decidability of finding bisimulations for
weakly-controlled parametric hybrid automata:

Theorem 3 Let H be a weakly-controlled hybrid automaton. There exists a fi-
nite partition P of IRp such that if κ1 and κ2 belong to the same cell of P then
H [k/κ1] and H [k/κ2] are strongly bisimilar.

5.2 Cylindrical Algebraic Decomposition

The proof is based upon the Cylindrical Algebraic Decomposition.
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Definition. Let Y = [y1, ..., yn]. A Cylindrical Algebraic Decomposition
(CAD) [Jir95] cad(P , Y, n) of IRn is a decomposition D of IRn into disjoint re-
gions (a region of IRn is a connected subset of IRn) over which every polynomial
(in IR[Y ]) of a set P has a constant sign. The decomposition is algebraic [Jir95]
i.e. every region can be constructed by finitely many applications of union, in-
tersection and complementation operations on sets of the form {y : f(y) ≤ 0}
where f ∈ IR[y]. The decomposition is cylindrical i.e.:

– if n = 1 then D is a partition of IR into a finite set of numbers and open
intervals bounded by these numbers,

– if n ≥ 2 then there exists a CAD D′ of IRn−1 such that: for every region R′

of D′, there exists an integer j and j + 1 functions qi : R′ → IR such
that q0 = −∞, qj = +∞ and qi < qi+1 on R′ for all i ∈ {0, ..j − 1}.
Then, the built regions of D have the form R′ ∧ {y|(qi(y1, ..., yj−1) <
yj < qi+1(y1, ..., yj−1)) ∧ (y1, ..., yj−1) ∈ R′} for all i ∈ {0, .., j − 1} or
R′ ∧ {(y1, ..., yj−1), qj(y1, ..., yj−1))|(y1, ..., yj−1) ∈ R′}. R′ is said to be a
support for the cells of R.

Construction. Given a family P of polynomials in IR[y1, ..., yn], the algorithm
processes runs as follows:

1. if n = 1, then the roots of the polynomial are sorted and the decomposition
is given by these numbers and the intervals between them

2. if n > 1 then:
(a) a family P ′ of polynomials in IR[y1, ...xy−1] is computed: it is the pro-

jection phase
(b) a CAD D′ of IRn−1 is found for P ′: it is the base phase
(c) a CAD D of IRn is built from D′: it is the lift phase

An iterative algorithm can be used: it first computes all the projection sets and
it finally builds all the CAD. Let cad(P , Y, p) be the CAD of IRp built after
the pth lift phase. Let Π be a predicate the polynomials of which belong to P
cells(cad(P , Y, p), Π) be the cells of cad(P , Y, p) on which the predicate Π holds.

Quantifier Elimination Using CAD. Let P be a set of polynomials in IR[Y ]
and let Y = [y1, ..., yn]. Let Π be a predicate the elementar Then ∃yn.Π is the
union of the cells R′ of cad(P , Y, n − 1) which are the support of the cells of
cells(cad(P , Y, p), Π).

5.3 Partition of IRp

Every node N of the tree Reach(H) is given a local time variable tN and a set of
variablesX ′(N) = {x′(N)1, ..., X ′(N)n}. The vector x′(N) = (x′(N)1, ..., x′(N))
represents the values of the variables when “incoming” in N . New predicates are
created as follows.
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For every node N (labelled with v and Π) of Reach(H)):

inv(N)
def
= inv(v)[x′/x′(N), x/Γv[x′/x′(N), t/t(N)]],

init(N)
def
= init(v)[x′/x′(N)]∧ (t(N) = 0), Π(N)

def
= Π [x/Γv[x′/x′(N), t/t(N)]]

and t(N) = 0.
For every edge L (labelled with e andΠ ′, of source v1 and target v2) that links

the node N1 to the node N2: guard(L)
def
= guard(e)[x/Γv[x′/x′(N1), t/t(N1)]],

act(L)
def
= act(e)[x′/Γv[x/x(N1), t/t(N1), x′/x′(N2)]] ∧ (t(N2) = 0) and

Π ′(N)
def
= Π [x′/x′(N2)] ∧ (t(N2) = 0).

Then, the polynomials of the new predicates are stored in a list P .
We suppose now that the nodes of the tree are indexed and their index

is the prefix order. Let Y = K · [xN1
1 , ..., xN1

n , tN1 ] · ... · [xN|N|
1 , ..., x

N|N|
n , tN|N| ].

Let D0 = cad((P ), Y, p) and Di = cad((P ), Y, p + 2i) for i ∈ {2, ..., n}. The
partition D0 of IRp solves the problem.

5.4 State Equivalence ∼
Blocks. A block is a cellR of Di = cad((P ), Y, p+2i) on whichΠ(Ni) holds. Let→
yi = (x′(N1)1, ..., x′(N1)n, t(N1), ..., x′(N|N |)1, ..., x′(N|N |)n, t(N|N |)). The states
represented in R are the (vi, (κ, ξ)) where vi ∈ V is the controlled-node that
labels Ni and ∃→

yi∃x′(Ni)∃t(Ni).
(R∧ (ξ = Γvi(κ, t(Ni))

)
.

State Equivalence. For two states ν1 and ν2, ν1 ∼ ν2 iff:

1. either both of the states are not reachable
2. or there exists an integer i and a block R such that ν1 ∈ R and ν1 ∈ R.

Two remaks have to be done here. Firstly, every state of Reach(H) belongs to
a block since Di covers IRp+2i in all. Secondly, the number of blocks is finite.

Continuous Successor of a Block. Let R ∈ cells(Di, Π(Ni)). As R is cylin-
drical (section 5.2), either R = c(k,

→
yi, x

′(Ni))∧
(
t(Ni) = q(k,

→
yi, x

′(Ni))
)
or R =

c(k,
→
yi, x

′(Ni)) ∧
(
q(k,

→
yi, x

′(Ni)) < t(Ni) < q′(k,
→
yi, x

′(Ni))
)
. In the first case,

the if the cell R′ = c(k,
→
yi, x

′(Ni)) ∧
(
q(k,

→
yi, x

′(Ni)) < t(Ni) < q′(k,
→
yi, x

′(Ni))
)

verify Π(Ni), it is a continuous successor of R. In the second case, the cell to
be studied is R′ = c(k,

→
yi, x

′(Ni)) ∧
(
t(Ni) = q′(k,

→
yi, x

′(Ni))
)
.

Discrete Successors of a Block in the Tree . Let R ∈ cells(Di, Π(Ni)).
Let L be an edge Reach(H) of source Ni and target Nj , the discrete successors
of Reach(H) are given by jump (section 2.3):

∃x(Ni).
(
(∃→

yi∃t(Ni)∃x′(Ni).((R)∧ (x(Ni)− Γvi = 0)∧Π(Ni))) ∧ guard(L)∧
act(L)

) ∧ inv(Nj).
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∃x(Ni) can be easily computed thanks to ∃x(Ni) − Γvi = 0. Furthemore,
the predicates guard(L), act(L) and inv(Nj) do not depend on the quantified
variables. Then, the successors are given by:

∃→
yi∃t(Ni)∃x′(Ni).((R) ∧Π(Ni) ∧ guard(L) ∧ act(L) ∧ inv(Nj)).
Finally, the successors are given by: ∃→

yj .((R)∧Π(Ni)∧ guard(L)∧ act(L)∧
inv(Nj)).

Let C = cells(Dj, (R)∧Π(Ni)∧ guard(L)∧ act(L)∧ inv(Nj)). The elements
of C are the successors of R. Let R′ ∈ C. The states in R′ are given by (vj , (κ, ξ))
where vj ∈ V is the controlled-node that labels Nj , ∃→

yj∃x′(Nj)∃t(Nj).
(R′∧(ξ =

Γvj (κ, t(Nj))
)
.

Discrete Successor of a Block which Are Not in the Tree. The remaining
case is the one in which a weakly-controlled edge e leads to a node Nj with j < i
(dotted edges in Fig.3). Suppose that the edge L of source Nh and target Ni

is associated the weakly controlled edge e. New variables (but the least ones)
X ′′ = {x′′

1 , ..., x
′′
n} and t′′ are created.

The following predicates inv′′(Nj)
def
= inv(Nj)[x′(Nj)/x′′, t(Nj)/t′′]], t′′ =

0 , guard′′
def
= guard(L)[t(Nj)/t′′] and act′′

def
= act(L)[x(Nh)/x(Ni), x′(Nj)/

X(Ni)]] are created.
Then, the discrete successors of R via L are given by ∃ →

yi+1.((R) ∧ Π(Ni) ∧
guard(L)) ∧ (act′′ ∧ inv′′).

If (R) verify guard(L) then, after all the variables be eliminated, the succes-
sors are cp(k)∧ (act′′∧ inv′′) where R = cp(k)∧cp+2.i(k,

→
yi, x

′(Ni), t(Ni)). Thus,
cells of cells(Dj, act(Nj) ∧ inv(Nj)) are the discrete successors of (R).

Conclusion. The cells of D0 are the support of all the computed CAD. It
follows that, whenever κ1 and κ2 belong to the same cell of D0, The automata
H [k/κi] are strongly bisimilar. ✷

6 Conclusions and Perspectives

In this paper, weakly-controlled hybrid systems which are parametric hybrid
systems have been depicted. A hybrid system is weakly-controlled whenver all
its elementary cycles have an edge that reset all the variables. The parameters
are never modified. The class of weakly-controlled hybrid system is closed under
the synchronized product over weakly-controlled edges.

The main result is based upon the completion of the forward analysis for
weakly-controlled automata. Actually, a finite partition P of the parameters
space can be built. On each cell of P , the non-parametric automata induced are
bisimilar.

To have an implementation, new algebraic tools are needed. If the model con-
sidered is “Slope Parametric Linear Hybrid Automata” [BBRR97], parametric
linear tools [AR00] are needed. The complete algorithm is being implemented.
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Linköping. Sweden, October 1995. 143

[KPSY99] Y. Kesten, A. Pnueli, J. Sifakis, and S. Yovine. Decidable integration
graphs. In Information and Computation, Vol. 150, No. 2, pages 209–243.
Springer-Verlag, may 1999. 142

[LPY99] G. Lafferiere, G.J. Pappas, and S. Yovine. A new class of decidable
hybrid systems. In F. W. Vaandrager and J. H. van Schuppen, editors,
Hybrid Systems, Computation and Control, volume 1569 of LNCS, pages
137–151. Springer-Verlag, 1999. 133, 142

[Won97] H. Wong-Toi. Analysis of slope-parametric rectangular automata. In
Hybrid Systems V. Springer-Verlag, 1997. 132, 133, 137



Vacuity Checking in the Modal Mu-Calculus�
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Abstract. Vacuity arises when a logical formula is trivially true in a
given model due, for example, to antecedent failure. Beer et al. have re-
cently introduced a logic-independent notion of vacuity and shown that
certain logics, i.e., those with polarity, admit an efficient decision proce-
dure for vacuity detection. We show that the modal mu-calculus, a very
expressive temporal logic, is a logic with polarity and hence the results
of Beer et al. are applicable. We also extend the definition of vacuity to
achieve a new notion of redundancy in logical formulas. Redundancy cap-
tures several forms of antecedent failure that escape traditional vacuity
analysis, including vacuous actions in temporal modalities and unneces-
sarily strong temporal operators. Furthermore, we have implemented an
efficient redundancy checker for the modal mu-calculus in the context of
the XMC model checker. Our checker generates diagnostic information
in the form of all maximal subformulas that are redundant and exploits
the fact that XMC can cache intermediate results in memo tables be-
tween model-checking runs. We have applied our redundancy checker to
a number of previously published case studies, and found instances of
redundancy that have gone unnoticed till now. These findings provide
compelling evidence of the importance of redundancy detection in the
design process.

1 Introduction

Model checking [8,20,9] is a verification technique aimed at determining whether
a system specification possesses a property expressed as a temporal-logic formula.
Model checking has enjoyed wide success in verifying, or finding design errors
in, real-life systems. An interesting account of a number of these success stories
can be found in [10,16].

Most model checkers produce a counter example when the system under
investigation does not satisfy a given temporal-logic formula. Such a counter
example typically takes the form of an execution trace of the system leading to
the violation of the formula. Until recently, however, standard practice was to
move on to another formula when the model checker returned a result of true.
� This work was supported in part by NSF grants EIA-9705998, CCR-9876242,
CCR-9988155; ONR grant N000140110967; and ARO grants DAAD190110003,
DAAD190110019.
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Starting with [3] and continuing with [4,18,5], researchers have been working
on the problem of “suspecting a positive answer.” In particular, this pioneering
work shows how to detect situations of vacuity, where a model checker returns
true but the formula is vacuously true in the model. Vacuity can indicate a
serious underlying flaw in the formula itself or in the model. The most basic
form of vacuity is antecedent failure, where a formula containing an implication
proves true because the antecedent, or pre-condition, of the implication is never
satisfied in the model. The work of [4,18,5] has shown that this notion extends in
a natural way to various temporal logics. This work also considers the problem
of generating “interesting witnesses” to valid formulas that are not vacuously
true.

The point that we would like to reinforce in the present paper is that a
vacuously true formula may represent a design problem as serious in nature as a
model-checking result of false. In fact, we present compelling anecdotal evidence
that redundancy checking—a more encompassing form of vacuity detection that
we discuss below—is just as important as model checking, and a model-checking
process that does not include redundancy checking is inherently incomplete and
suspect.

Our investigation of redundancy checking has been conducted in the context
of XMC [21,22], a model checker for systems described in XL, a highly expressive
extension of value-passing CCS [19], and properties given as formulas of the
modal mu-calculus. We have both implemented a redundancy checker for XMC
that extends the approaches put forth [18,5] in several significant ways, and
assessed its performance and utility on several substantive case studies. Our
main contributions can be summarized as follows.

– We extend the vacuity-checking results of [18,5] to the modal mu-calculus
[17], a very expressive temporal logic whose expressive power supersedes that
of CTL* and related logics such as CTL and LTL (Section 2). In particu-
lar, [5] presents an effective procedure for vacuity checking for any logic with
polarity. We prove that the modal mu-calculus is also a logic with polarity
and therefore the results of [5] apply.

– We introduce a notion called redundancy that extends vacuity and iden-
tifies forms of antecedent failure that escape traditional vacuity analysis
(Section 3). For example, consider the modal mu-calculus formula [a, b]φ,
meaning that in the given model, φ holds necessarily after every a- and b-
transition. This formula is trivially true if the formula [−]φ also holds, mean-
ing that regardless of the type of transition taken, necessarily φ.

– The algorithm of [5] pursues a bottom-up approach to vacuity checking in
logics with polarity, replacing minimal subformulas by true or false. In con-
trast, our algorithm returns all maximal redundant subformulas. Such in-
formation can assist in isolating and correcting sources of redundancy in a
model and its logical requirements. Our algorithm for redundancy checking
is described in Section 4.

– XMC uses the XSB logic-programming system [24] as its underlying reso-
lution engine, which, in turn implements tabled resolution. It is therefore



Vacuity Checking in the Modal Mu-Calculus 149

possible when using XMC to cache intermediate results in memo tables be-
tween model-checking runs. As pointed out in [5], this is likely to significantly
improve the performance of a vacuity checker, as the process of vacuity de-
tection for a logic with polarity requires a series of model-checking runs,
all involving the same model and highly similar formulas. Our performance
results bear out this conjecture (Section 5).

– We have applied our redundancy checker to a number of previously published
case studies, and found instances of redundancy that have gone unnoticed
till now (Section 5). These case studies include the Rether real-time ethernet
protocol [14]; the Java meta-locking algorithm for ensuring mutually exclu-
sive access by threads to object monitor queues [2]; and the safety-critical
part of a railway signaling system [11]. These findings provide compelling
evidence of the importance of redundancy detection in the design process.

2 Vacuity in the Modal Mu-Calculus

In [5], Beer et al. describe an efficient procedure for vacuity checking in logics
with polarity. In this section, we first show that the modal mu-calculus is a logic
with polarity, and hence the results of [5] are applicable. We then expand the
notion of vacuity to one of redundancy to handle subtle forms of antecedent
failure that are not considered vacuous. We begin by recalling the pertinent
definitions and results from [5].

2.1 Vacuity and Logics with Polarity

We use ϕ, possibly with subscripts and primes, to denote formulas in a given
logic, and ψ to denote subformulas of a formula. In the following, identical sub-
formulas that occur at different positions in a formula are considered to be
distinct. We use ϕ[ψ ← ψ′] to denote the formula obtained from ϕ by replacing
subformula ψ with ψ′.

Consider a formula ϕ of the form ψ1 ⇒ ψ2 and a model M such that ψ1 does
not hold in M . Note that ϕ holds in M (due to antecedent failure) regardless
of the whether ψ2 holds or not. This form of “redundancy” is captured by the
following definitions.

Definition 1 (Affect [5]) A subformula ψ of formula ϕ affects ϕ in model M
if there is a formula ψ′, such that the truth values of ϕ and ϕ[ψ ← ψ′] are
different in M .

Definition 2 (Vacuity [5]) Formula ϕ is said to be ψ-vacuous in model M if
there is a subformula ψ of ϕ such that ψ does not affect ϕ in M . Moreover, let S
be a set of subformulas of ϕ. Formula ϕ is S-vacuous in model M if there exists
ψ ∈ S such that ϕ is ψ-vacuous in M .

Although Definitions 1 and 2 capture a notion of vacuity independently of
any particular logic, they cannot be directly used to check vacuity. Beer et
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al. describe a procedure to check vacuity of formulas in logics with polarity,
where the candidate ψ′ chosen as a replacement in Definition 1 is drawn from
{true, false}.

These ideas are formalized in [5] as follows. Let S be a set of subformulas of
ϕ and min(S) be the subset of S of formulas that are minimal with respect to
the (syntactic) subformula preorder. Also, let [[ϕ]] denote the set of all models in
which formula ϕ is valid ([[ϕ]] = {M |M |= ϕ}).

Definition 3 (Polarity of an operand; Logic with polarity [5]) If σ is
an n-ary operator in a logic, the i-th operand of σ has positive (negative) po-
larity if for every formula ϕ1, . . . , ϕi−1, ϕi+1, . . . , ϕn, and two formulas ψ1 and
ψ2 such that [[ψ1]] ⊆ [[ψ2]] ([[ψ2]] ⊆ [[ψ1]]) we have that

[[σ(ϕ1, . . . , ϕi−1, ψ1, ϕi+1, . . . , ϕn)]] ⊆ [[σ(ϕ1, . . . , ϕi−1, ψ2, ϕi+1, . . . , ϕn)]]

An operator has polarity if every one of its operands has some polarity (positive
or negative). A logic with polarity is a logic in which every operator has polarity.

The notion of polarity is extended from operands to formulas as follows.
The top-level formula ϕ is assumed to have positive polarity. Let ψ be some
subformula of ϕ with ◦ as its top-level operator. Let ψi be the i-th operand of
◦ in ψ. Then ψi has positive polarity if the polarities of ψ and the i-th operand
of ◦ are identical (i.e. both positive or both negative); ψi has negative polarity
otherwise. For instance, let ϕ = ψ1 ∧ ¬(ψ2 ∨ ¬ψ3). Note that both operands of
‘∧’ and ‘∨’ have positive polarity and the operand of ‘¬’ has negative polarity.
The subformulas of ϕ have the following polarities: ϕ, ψ1 and ψ3 have positive
polarities; ψ2 has negative polarity.

In this paper, a subformula’s polarity is often discussed together with the
formula’s validity in a model. For the sake of convenience, we say that ψ is
positive in 〈M,ϕ〉 if M |= ϕ and ψ has positive polarity, or M �|= ϕ and ψ has
negative polarity. Similarly, we say that ψ is negative in 〈M,ϕ〉 if M |= ϕ and
ψ has negative polarity, or M �|= ϕ and ψ has positive polarity.

Theorem 4 ([5]) In a logic with polarity, for a formula ϕ and a set S of sub-
formulas of ϕ, for every model M , the following are equivalent:

1. ϕ is S-vacuous in M
2. There is a ψ ∈ min(S) such that:

M |= ϕ ⇐⇒ M |= ϕ[ψ ← ⊥ψ]

where ⊥ψ = false if ψ is positive in 〈M,ϕ〉; ⊥ψ = true otherwise.

Theorem 4 directly yields a procedure to check vacuity of a formula with
complexity O(|ϕ| · CM (|ϕ|)), where CM (n) denotes the complexity of model
checking a formula of size n with respect to model M .
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2.2 The Modal Mu-Calculus is a Logic with Polarity

In order to be able to apply the vacuity-detection procedure of [5] to mu-calculus
formulas, we need to show that every operator in the mu-calculus has a polarity.
Following [6], the syntax of modal mu-calculus formulas over a set of variable
names Var , a set of atomic propositions Prop, and a set of labels L is given by
the following grammar, where P ∈ Prop, Z ∈ Var , and a ∈ L:

ϕ→ P | Z | ϕ ∧ ϕ | ¬ϕ | [a]ϕ
| νZ.ϕ if every free occurrence of Z in ϕ is positive

Additional derived operators, such as 〈·〉, ∨ and µ (the duals of [·], ∧ and ν,
respectively), are introduced for convenience. Moreover, the 〈·〉 and [·] modalities
may be specified with sets of action labels: [S]ϕ stands for

∧
a∈S [a]ϕ, and [−S]ϕ

stands for [L − S]ϕ. The formula [−∅]ϕ, i.e. [L]ϕ, is shorthanded as [−]ϕ.
A mu-calculus structure T (over Prop, L) is a labeled transition system with

set S of states and transition relation →⊆ S × L × S (also written as s a−→ t),
together with an interpretation VProp : Prop → 2S for the atomic propositions.

Proposition 5 The modal mu-calculus is a logic with polarity.

Proof. The polarity of ∧ and ¬ has been shown in [5]. It remains to show that
operators [a] and ν also have polarity.

Polarity of [a]. Given a mu-calculus structure T and an interpretation V : Var →
2S of the variables, the set of states satisfying [a]ϕ is defined as:

[[[a]ϕ]]TV = {s | ∀t.s a−→ t⇒ t ∈ [[ϕ]]TV }

For ϕ1, ϕ2 such that [[ϕ1]] ⊆ [[ϕ2]], [[[a]ϕ1]] = {s | ∀t.s a−→ t⇒ t ∈ [[ϕ1]]}. But this
means that t ∈ [[ϕ2]] and, thus, s ∈ [[[a]ϕ2]]. Therefore, [[[a]ϕ1]] ⊆ [[[a]ϕ2]], and so,
[a] has positive polarity.

Polarity of ν. Similarly, the meaning of νZ.ϕ is given as:

[[νZ.ϕ]]TV =
⋃
{S ⊆ S |S ⊆ [[ϕ]]TV[Z:=S]}

where V [Z := S] maps Z to S and otherwise agrees with V .
For ϕ1, ϕ2 such that [[ϕ1]] ⊆ [[ϕ2]], [[νZ.ϕ1]] =

⋃
{S ⊆ S |S ⊆ [[ϕ1]]V[Z:=S]}.

This implies that S ⊆ [[ϕ2]]V[Z:=S] and therefore [[νZ.ϕ1]] ⊆ [[νZ.ϕ2]], which
demonstrates positive polarity of ν. ✷

3 Redundancy

Proposition 5 permits us to directly apply the vacuity-detection procedure of [5]
to mu-calculus formulas. However, in the case of the mu-calculus, the notion
of vacuity does not capture subtle forms of antecedent failure. For example,
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the action labels in modal operators can be a source of antecedent failure. In
this section, we extend the notion of vacuity to take into account sources of
antecedent failure that escape traditional vacuity analysis.

Consider the mu-calculus formula ϕ1 = µX.(p∨〈{a, b}〉X) which states that
proposition p holds eventually along some path containing action labels a or b.
Now consider the formula ϕ2 = µX.(p ∨ 〈a〉X) which states that p holds even-
tually along some path containing only label a. The formula ϕ2 is more specific
than ϕ1: if ϕ2 holds in a modelM , so does ϕ1. Hence there are syntactic elements
in ϕ1 that are not needed for its validity in M .

The above example is actually a form of antecedent failure. To see this, notice
that 〈{a, b}〉X ≡ 〈a〉X ∨ 〈b〉X which may be written as ¬〈a〉X ⇒ 〈b〉X . Clearly,
the antecedent in this implication fails whenever 〈a〉X holds. Since syntactic
elements such as action labels in the mu-calculus are not subformulas, they
are not covered by the definition of vacuity given in [5]. Section 5 describes
several previously published case studies that suffer from antecedent failure due
to unnecessary actions in modal operators. Thus, this is a problem that occurs
in practice and tends to obscure bugs in system models.

To capture these other forms of antecedent failure, we extend the notion
of vacuity to one of redundancy. Vacuity detection can be seen as determining
whether a formula can be strengthened or weakened without affecting its validity.
For example, let ϕ = ψ1 ∨ ψ2, and let M be a structure such that M |= ϕ. If
M |= ψ1, then ϕ can be replaced by ψ1. Since [[ψ1]] ⊆ [[ϕ]], this replacement
has in effect strengthened the formula. Vacuity checking, as defined in [5], does
precisely this by checking for the validity of ϕ[ψ2 ← false ], which is the same
as ψ1. Similarly, the vacuity of a formula invalid in M is detected by testing
the validity of a weaker formula. However, replacement of subformulas by true
or false alone is insufficient in the case of mu-calculus. Let M be a structure
such that M |= 〈{a, b}〉ψ, but M �|= 〈{a, b}〉false. Following [5], 〈{a, b}〉ψ is not
ψ-vacuous in M . However, if M |= 〈a〉ψ, there is antecedent failure in the proof
of M |= 〈{a, b}〉ψ as explained in the previous paragraph. We can now show that
the b in the formula 〈{a, b}〉ψ is superfluous if we can strengthen it to 〈a〉ψ.

Checking for vacuity by strengthening (for valid formulas) or weakening (for
invalid formulas) needs to be done judiciously. For instance, if ϕ holds in M ,
even if a stronger formula ϕ′ holds in M , there may be no redundancy in ϕ.
Consider a model M that satisfies the formula µX. p ∨ 〈−〉X in two steps, i.e.,
as 〈−〉〈−〉p. Note that X can be written as ¬p⇒ 〈−〉(¬p⇒ 〈−〉(¬p⇒ 〈−〉X)),
and hence the antecedent of the innermost ‘⇒’ fails in M . However, X is not
trivially true in M , and hence should not be considered redundant. Hence we
define a syntactic preorder over formulas, and restrict the choices of replacements
during vacuity detection to only formulas related by this preorder.

The preorder ≺ on which we base redundancy checking in the mu-calculus
captures a notion of syntactic simplification and is defined as follows:

– false ≺ ϕ, and true ≺ ϕ for any ϕ �∈ {true, false}
– [S]ϕ ≺ [T ]ϕ and [−S]ϕ ≺ [−T ]ϕ for any ϕ if S ⊂ T .
– 〈S〉ϕ ≺ 〈T 〉ϕ and 〈−S〉ϕ ≺ 〈−T 〉ϕ for any ϕ if S ⊂ T .



Vacuity Checking in the Modal Mu-Calculus 153

Intuitively, ϕ1 ≺ ϕ2 means that ϕ1 is syntactically simpler than ϕ2. A formula
ϕ is redundant with respect to a model M if it can be strengthened or weakened
by replacing a subformula ψ with a simpler one without changing ϕ’s validity.

Definition 6 (Redundancy) A formula ϕ is said to be redundant with respect
to model M if there is a subformula ψ of ϕ such that

M |= ϕ ⇐⇒ ∃ψ′ ≺ ψ such that M |= ϕ[ψ ← ψ′]

where we also insist of ψ′ that

– [[ψ′]] ⊆ [[ψ]] if ψ is positive in 〈M,ϕ〉;
– [[ψ]] ⊆ [[ψ′]] if ψ is negative in 〈M,ϕ〉.

We also say ψ is redundant in ϕ with respect to M .

Definition 6 specifies an effective procedure for finding redundancy. The test
for [[ψ′]] ⊆ [[ψ]] (or its dual) for formulas ψ, ψ′ such that ψ′ ≺ ψ is straightforward
based on the following identities that hold for all ϕ:

– [[false ]] ⊆ [[ϕ]] and [[ϕ]] ⊆ [[true]]
– [[[T ]ϕ]] ⊆ [[[S]ϕ]] and [[[−S]ϕ]] ⊆ [[[−T ]ϕ]] if S ⊂ T
– [[〈S〉ϕ]] ⊆ [[〈T 〉ϕ]] and [[〈−T 〉ϕ]] ⊆ [[〈−S〉ϕ]] if S ⊂ T

Observe that the notion of redundancy extends vacuity, since the constants
true and false are defined to be simpler than any formula, and hence are always
candidate replacement formulas. Hence we have:

Proposition 7 For all formulas ϕ in modal mu-calculus, if ϕ is vacuous then
ϕ is redundant.

The simplification preorder defined above can be further refined by introduc-
ing additional cases. For example, we can stipulate that:

– [−]ϕ ≺ [T ]ϕ for any ϕ.
– 〈−〉ϕ ≺ 〈T 〉ϕ for any ϕ.

For an illustration of the rationale behind these additions, consider the formulas
ϕ1 = [a]ψ and ϕ2 = [−]ψ. If M |= ϕ2 then clearly also M |= ϕ1, but the label a
itself plays no role, and hence is redundant.

Redundancy of Temporal Operators For the mu-calculus, we do not need addi-
tional rules for simplifying fixed-point operators. For example, consider formula
ϕ = µX.p∨〈−〉X (EFp in CTL) and a modelM where ϕ holds. Replacing 〈−〉X
by false we get µX.p, which is equivalent to p, as the strengthened formula. In
terms of CTL, this is as if we check the vacuity of EF operator. The explicit
nature of the fixed-point operators lets us check for their redundancy with no
additional rules.

To check for redundancy in temporal logics without explicit fixed-point oper-
ators, such as CTL and CTL*, a simplification preorder over temporal operators
must be specified. For example, in the case of CTL, the natural simplification
preorder would stipulate that false ≺ AGϕ ≺ EGϕ ≺ ϕ ≺ AFϕ ≺ EFϕ. Such a
simplification preorder would therefore enable one to detect redundancies that
arise from subformulas as well as temporal operators.
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4 Algorithm for Redundancy Detection

Our algorithm for redundancy checking is based on Definition 6: a subformula
ψ in ϕ is redundant if there is a “simpler” ψ′ (i.e. ψ′ is smaller than ψ in the
simplification preorder ≺) such that M |= ϕ ⇐⇒ M |= ϕ[ψ ← ψ′]. Let a
modal formula be a modal mu-calculus formula whose top-level operator is [·]
or 〈·〉. When ψ is not a modal formula, only true and false are simpler than
ψ and hence the definition of redundancy collapses to the definition of vacuity
in [5]. For a modal formula ψ, the number of simpler formulas ψ′ is exponential
in the number of action labels in the modal operator of ψ. However, not every
simplification of ψ needs to be considered for checking the redundancy of ψ.
Below we define a set of possible replacements for each modal formula that is
sufficient for the redundancy check.

Definition 8 (Replacement Set) Given a model M , formula ϕ, and a modal
subformula ψ of ϕ, the replacement set of ψ with respect to ϕ and M , denoted
by Σ(ψ), is given by:

– if ψ is positive in 〈M,ϕ〉

Σ(〈T 〉φ) = {〈T − {a}〉φ|a ∈ T }
Σ(〈−T 〉φ) = ∅
Σ([T ]φ) = {[−]φ}

Σ([−T ]φ) = {[−(T − {a})]φ|a ∈ T }

– if ψ is negative in 〈M,ϕ〉

Σ(〈T 〉φ) = {〈−〉φ}
Σ(〈−T 〉φ) = {〈−(T − {a})〉φ|a ∈ T}
Σ([T ]φ) = {[T − {a}]φ|a ∈ T }

Σ([−T ]φ) = ∅

Note that the replacement set for a modal formula ψ is linear in the number of
action labels in ψ’s modal operators,

The rationale for the above definition of Σ is two-fold. First, it incorporates
the semantic condition [[ψ′]] ⊆ [[ψ]] (or its dual) into the syntactic check. Sec-
ond, it picks only maximal candidates for replacement, ignoring those that are
“covered” by others. For instance, let ψ = 〈T 〉ψ1 be a subformula of ϕ. Further-
more let ψ have positive polarity and M |= ϕ. Formulas of the form 〈S〉ψ1 for
some subset S ⊂ T are simplifications of ψ. From the polarity of ψ, we have
M �|= ϕ[ψ ← 〈S〉ψ1] ⇒ ∀S′ ⊂ S, M �|= ϕ[ψ ← 〈S′〉ψ1]. Hence if some S
is insufficient to show the redundancy of T then no S′ ⊂ S can show the re-
dundancy of T . Therefore it is sufficient to consider the maximal sets S such
that S ⊂ T in the replacement formula 〈S〉ψ1. The following proposition can be
readily established considering the different cases in the definition of Σ.
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Algorithm 1 Redundancy detection by subformula simplification

algorithm find redundancies(M, ϕ)
NonVac keeps track of non-vacuous subformulas;
subs returns a formula’s immediate subformulas.

1: mck(M,ϕ)
2: NonVac = {ϕ}
3: Red = ∅
4: while NonVac �= ∅ do
5: remove a ψ from NonVac
6: for all χ ∈ subs(ψ) do
7: if ψ[χ← ⊥χ] �≡ ⊥ψ and mck(M,ϕ[χ← ⊥χ]) = mck(M,ϕ) then
8: add χ to Red
9: else
10: add χ to NonVac
11: if χ is a modal formula then
12: for all χ′ ∈ Σ(χ) do
13: if mck(M,ϕ[χ← χ′]) = mck(M,ϕ) then
14: add χ to Red
15: if Red = ∅ then
16: report “ϕ is not redundant in M”
17: return Red

Proposition 9 A modal subformula ψ is redundant in ϕ with respect to model
M if there is some ψ′ ∈ Σ(ψ) such that M |= ϕ ⇐⇒ M |= ϕ[ψ ← ψ′].

We can further reduce the number of model-checking runs needed to deter-
mine redundancy by exploiting the relationship between vacuity of a formula
and its immediate subformulas. Since ϕ[χ ← ⊥χ] ≡ ϕ[ψ ← ψ[χ← ⊥χ]] when χ
is a subformula of ψ, applying Theorem 4 we have the following proposition.

Proposition 10 If χ is a subformula of ψ and ψ[χ← ⊥χ] ≡ ⊥ψ, then ϕ is not
χ-vacuous in M iff ϕ is not ψ-vacuous in M .

Since redundancy extends vacuity, if ϕ is ψ-vacuous in M , then all subformulas
of ψ are redundant in ϕ.

Note that the proof of the if-direction of the above proposition follows from
Lemma 3 of [5]. Whether ψ[χ← ⊥χ] is equal to ⊥ψ can be checked by syntactic
transformation techniques such as partial evaluation, using rules such as false ∧
X ≡ false and µX.p ∧ 〈−〉X ≡ false.

The pseudo-code for the redundancy-checking algorithm is presented in Al-
gorithm 1. For a given model M and formula ϕ, the algorithm returns the set of
maximal subformulas that are redundant in ϕ. Finding the maximal subformula
of ϕ for which ϕ is redundant is accomplished by traversing ϕ’s syntax tree in
a top-down manner. For each subformula ψ, we first check if ϕ is ψ-vacuous
by model checking ϕ[ψ ← ⊥ψ], as required in [5]. If ϕ is ψ-vacuous, we do
not traverse the children of ψ since we know from Proposition 10 that they are
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all vacuous. If ϕ is not ψ-vacuous and ψ contains a modal operator, we check
whether it is redundant by model checking ϕ after replacing ψ by some formula
from Σ(ψ). Note that in the worst case we will visit all subformulas and hence
use O(|ϕ|) model-checking runs.

5 Case Studies and Performance Measurements

In this section, we describe how we applied the redundancy checker to case
studies provided with the XMC and CWB-NC [12] distributions. In summary, we
found nontrivial redundancies in modal mu-calculus formulas taken from XMC’s
Meta-lock and Rether examples and CWB-NC’s railway example. We also used
the Meta-lock example as a performance benchmark for our redundancy checker.

5.1 Case Study 1: Java Meta-lock (XMC)

Meta-locking is a highly optimized technique deployed by the Java Virtual Ma-
chine (JVM) to ensure that threads have mutually exclusive access to object
monitor queues [1]. An abstract specification of the Meta-lock algorithm was
verified in XMC [2] and has since been distributed as a part of the XMC system.
The specification, whose top-level process is denoted by metaj(M, N) is param-
eterized with respect to the number of threads (M) and number of objects (N)
that are accessed by these threads.

One of the properties verified was liveness(I,J), which states that a thread
I requesting a meta-lock to object J, will eventually obtain this meta-lock:

liveness(I,J) -= [requesting_metalock(I,J)] formula(I,J)
/~[-] liveness(I,J).

formula(I,J) += <got_metalock(I,J)> tt
\/ form(I,J)
\/ [-] formula(I,J).

form(I,J) += <got_metalock(I,J)> tt
\/ [-{requesting_metalock(_,_)}] form(I,J).

Our checker detected redundancy in the subformula [-] formula(1,1) with
respect to the transition system generated by metaj(2,1). In particular, our
checker found that subformulas <got metalock(1,1)> tt of formula(1,1),
and <got metalock(1,1)> tt of form(1,1) were redundant. In retrospect, the
problem with the Meta-lock liveness formula is that it attempted to use the
alternation-free fragment of the mu-calculus supported by XMC to incorporate
a notion of strong fairness into the property. Unfortunately, alternating fixed
points must be used to express strong fairness.
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Table 1. Redundancy checker performance measurements

(2,2) (2,3) (3,1) (3,2)
ψ Truth Time Mem Truth Time Mem Truth Time Mem Truth Time Mem

0 true 2.15 11.9 true 28.24 142.00 true 1.44 10.29 true 55.27 285.47
1 x x x x x x x x x x x x
2 false 0.79 12.11 false 10.27 144.4 false 0.50 10.45 false 18.90 289.82
3 true 1.36 12.51 true 17.79 148.15 true 0.88 10.69 true 34.82 296.88
4 - - - - - - - - - - - -
5 false 0.81 12.76 false 10.41 150.60 false 0.51 10.85 false 19.23 301.24
6 true 0.93 13.08 true 11.47 152.95 true 0.70 11.18 false 21.16 307.34
7 - - - - - - - - - true 51.81 325.95
8 - - - - - - - - - - - -
9 - - - - - - - - - false 21.07 330.91
10 - - - - - - - - - false 21.07 335.88
11 true 0.82 13.64 true 10.67 158.79 true 0.55 11.50 true 20.75 340.29
12 true 1.71 14.31 true 22.18 165.34 true 1.02 11.84 true 40.22 349.39
13 x x x x x x x x x x x x

total 8.58 14.31 111.11 165.34 5.61 11.84 304.63 349.39

Performance of Redundancy Checking. Performance results for the redundancy
checker on the liveness formula are given in Table 5.1 for various values of M
and N. The formula’s syntax tree is depicted in Figure 1, and associates the
DFS number of each node with the corresponding subformula. Each row of the
table corresponds to a subformula ψ (indexed by its DFS number in the syntax
tree) and contains the time (in seconds) and space (in MB) needed to check the
redundancy of ψ; i.e., model-check ϕ[ψ ← ψ′]. Model checking is not needed for
two kinds of subformulas: those that can be determined to be non-redundant
by Proposition 10 (marked by an ‘x’), and those that can be determined to
be redundant because they are subformulas of formulas that have already been
determined redundant (marked by ‘-’).

From Table 5.1 we notice that model checking is faster when a subformula is
not redundant (corresponding to a model-checking result of false), as opposed to
when a formula is redundant (a model-checking result of true). This is due to the
combination of the formula structure and the fact that XMC’s model checker is
local ; i.e., it operates in a goal-directed manner, examining only those portions
of the state space needed to prove or disprove the formula. In particular, the
liveness formula has universal modalities, causing the entire state space to be
searched to establish its truth. In contrast, if it is false, this can be determined
after visiting only a small fraction of the reachable state space.

Effect of Caching. Redundancy checking involves multiple runs of the model
checker, each involving the same model and formulas similar up to subformula
replacement. Recognizing this situation, we exploited the memo tables built
by the underlying XSB resolution engine to share computations across model-
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Fig. 1. Syntax tree of liveness property. Action labels requesting metalock
and got metalock are abbreviated to req and got respectively

checking runs. Although retaining memo tables after each model-checking run
resulted in the memory usage growing monotonically, the additional memory
overhead is low (less than 3%) compared to the up to 25% savings in time.

5.2 Case Study 2: Rether (XMC)

Rether is a software-based, real-time ethernet protocol [7]. Its purpose is to
provide guaranteed bandwidth for real-time (RT) data over commodity ethernet
hardware, while also accommodating non-real-time (NRT) traffic. This protocol
was first formally verified by Du et al. [13] using the Concurrency Factory.

Among the properties listed in [13], we found redundancies in a group of
formulas that specify a “no starvation for NRT traffic” property. For each node i,
a formula NSi is defined as

NSi = νX.([−]X∧ [start]νY.([−{nrti, cycle}]Y ∧ [cycle]µZ.([−nrti]Z∧〈−〉tt)))

which means that if during a particular cycle (between actions start and cycle)
node i does not transmit any NRT data (signaled by action nrti), then eventually
node i will transmit some NRT data after the cycle. Our checker shows the
actions in the box modalities [start], [−{nrti, cycle}], and [cycle] are redundant.
Indeed, the simpler formula

NS′
i = νX.([−]X ∧ µZ.([−nrti]Z ∧ 〈−〉tt))

which means always eventually nrti will occur, holds for the protocol. Hence the
cycle-based argument is unnecessarily complicated.
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Redundancy checking also helped us find a bug in the model of Rether as
encoded in the XMC system. At first we found another formula was also redun-
dant:

RT0 = νX.([−]X ∧ [reserve0]µY.([−cycle]Y ∧ [rt0]ff ∧
[cycle]µZ.(〈−〉tt ∧ [−rt0]Z ∧ [cycle]ff)))

Redundancy was detected in the µY subformula by showing that νX.([−]X ∧
[reserve0]ff) is true. That implies action reserve0 is never enabled, i.e. node 0
never reserves a real-time slot. Examining the model, we found a bug that causes
node 0, which initially holds a real-time slot, to never release it, and hence has
no need to reserve one! RT0 became non-redundant after we fixed the bug.

5.3 Case Study 3: Railway Interlocking System (CWB-NC)

The CWB-NC’s railway example models a slow-scan system over a low-grade link
in British Rail’s Solid State Interlocking system [11]. We found several instances
of redundancy in this case study. The properties in question use the following
four actions: fail wire and fail overfull report link failure due to a broken
wire or due to a buffer overflow in a channel; det signals the detection of a
failure; recovered marks the system’s reinitialization to the correct state.

The first property states that “a failure is possible”:

failures possible = µX.〈fail overfull, fail wire〉tt
∨ 〈−recovered〉X

Since 〈fail overfull, fail wire〉tt = 〈fail overfull〉tt ∨ 〈fail wire〉tt,
failures possible can be converted to the disjunction of two stronger formu-
las: fail overfull possible = µX.〈fail overfull〉tt ∨ 〈−recovered〉X and
fail wire possible = µX.〈fail wire〉tt ∨ 〈−recovered〉X , which both turn
out to be true. Therefore either fail overfull or fail wire (but not their
simultaneous occurrence) does not contribute to the truth of failure possible.
This also holds for the derived formula

failure possible again = νY. failure possible ∧ [−]Y

The second property states that “a failure can be detected only after an
occurrence of a failure”:

no false alarms = νX.([det]ff ∨ 〈fail overfull〉tt)
∧ [−fail overfull, fail wire, recovered]X

which means that along a path without failure and recovery, either it is impossi-
ble to detect a failure or there is a failure. Removing recovered from the formula
means that even if recovery occurs, the property still holds. Furthermore, the
formula is redundant in 〈fail overfull〉tt: νX.[det]ff ∧ [−fail overfull,
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fail wire]X is also true. Two types of redundancies also exist in the derived
formula:

no false alarms again = νY. no false alarms ∧ [−]Y

These case studies illustrate that subtle redundancies can creep into compli-
cated temporal properties. In some cases, the redundancies hide problems in the
underlying system model. Redundancy detection provides significant guidance
in deriving simpler and stronger temporal formulas for the intended properties.

6 Conclusions

In this paper, we have extended the notion of vacuity to the more encompassing
notion of redundancy. Redundancy detection, unlike vacuity detection, can han-
dle sources of vacuity that are not adequately treated by subformula replacement
alone. The main idea behind redundancy checking is that a formula ϕ is redun-
dant with respect to a modelM if it has a subformula ψ that can be “simplified”
without changing its validity. For this purpose, we have defined a simplification
preorder for the modal mu-calculus that, among other things, addresses vacuity
in the action structure of modal operators.

A simplification preorder for CTL that enables detection of unnecessarily
strong temporal operators can also be defined. A simplification-based notion of
redundancy addresses an open problem posed in [5], which was prompted by a
question from the audience by Amir Pnueli at CAV ’97.

We have also implemented an efficient redundancy checker for the XMC
verification tool set. The checker exploits the fact that XMC can be directed to
cache intermediate model-checking results in memo tables, addressing another
open problem in [5]. We have revisited several existing case studies with our
redundancy checker and uncovered a number of instances of redundancy that
have gone undetected till now. Like XMC, our redundancy checker is written
declaratively in 300 lines of XSB tabled Prolog code.

For future work we are interested in pursuing the problem of generating
interesting witness to valid formulas that are not vacuously true, à la [4,18,5].
The approach we plan to take to this problem will be based on traversing the
proof tree generated by XMC’s proof justifier [23,15].
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Abstract. Temporal query checking is an extension of temporal model
checking where one asks what propositional formulae can be inserted in
a temporal query (a temporal formula with a placeholder) so that the
resulting formula is satisfied in the model at hand.
We study the problem of computing all minimal solutions to a temporal
query without restricting to so-called “valid” queries (queries guaranteed
to have a unique minimal solution). While this problem is intractable in
general, we show that deciding uniqueness of the minimal solution (and
computing it) can be done in polynomial-time.

1 Introduction

Temporal model checking. Pnueli pioneered the use of temporal logic as a formal
language for reasoning about reactive systems [Pnu77]. Temporal logic allows
model checking, i.e. the automatic verification that a finite-state model of the
system satisfies its temporal logic specifications [CGP99, BBF+01]. One limi-
tation of model checking is that it gives simple “yes-or-no” answers: either the
system under study satisfies the temporal formula, or it does not 1.

Temporal queries. In a recent paper [Cha00], Chan proposed temporal logic
queries as an extension of model checking (inspired by database queries). A
temporal query is a temporal formula γ(?) where the special symbol ? occurs
as a placeholder (a query can have at most one ?). A propositional formula f
is a solution to the query if the system satisfies γ(f) (γ with f in place of ?),
and temporal query evaluation is the process of computing the solutions to a
temporal query.

When applicable, query answering extends model checking and is a more
powerful and versatile tool for validating, debugging, and more generally under-
standing the formal model of a system [BG01].
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a diagnostic, e.g. as a trace showing one possible way of violating the property.
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Let us illustrate this with an example. Assume we are currently designing
some system and rely on model checking to verifies that it satisfies a typical
temporal specification such as

G(request ⇒ F grant) (S)

stating that “all requests are eventually granted”. Model checking will provide
a yes-or-no answer: either the system satisfies (S) or it does not.

Temporal queries lead to a finer analysis of the system. The query

G(? ⇒ F grant) (Q)

asks for the conditions that always inevitably lead to grant. Computing the
solutions to (Q) for our system will tell us, among other things, whether the
system satisfies its specification: (S) is satisfied iff request is a solution to (Q).
But it will tell us more. For example, if (S) is not satisfied, answering (Q) can
lead to the discovery that, in reality, the property that our system satisfies is
G((request∧ free) ⇒ F grant). Dually, if (S) is satisfied, query answering can
lead to the discovery that, say, � is a solution to (Q), i.e. G F grant is satisfied
(grants need no request, likely to be a severe bug in our design).

We refer to [Cha00, BG01] for more motivations and examples on the role
temporal queries can play in the modeling and validation of systems.

Minimal solutions. In general, evaluating a query γ on a system S will lead to
many solutions. However, these solutions can be organized because of a funda-
mental monotonicity property: Say that γ is a positive (resp. a negative) query
if the placeholder ? occurs under an even (resp. odd) number of negations in γ.
Assume f is a solution to a positive γ and f ′ is a logical consequence of f ,
then f ′ too is a solution. (For negative queries, the implication goes the other
way around.) Therefore, the set of solutions to a positive γ can be represented by
its minimal elements, the minimal solutions (called maximally strong solutions
in [BG01]). From a practical viewpoint, these solutions are the most informa-
tive [Cha00, BG01]. In our earlier example, (Q) is a negative query, and the
minimal solutions are the weakest conditions that always ensure an eventual
grant.

Unique minimal solutions. Chan proved monotonicity for CTL queries and intro-
duced a notion of so-called valid queries, i.e. queries that always have a unique
minimal solution for every system. He further defined CTLv, a special subset
that only contains valid CTL queries, and proposed a special-purpose algorithm
for answering CTLv queries.

While uniqueness of the minimal solution is a desirable feature (it certainly
provides more intelligible answers), the fragment CTLv is quite restricted. To
begin with, CTLv does not contain all valid queries. But the very notion of valid
queries is a limitation by itself: for example, queries as simple as EF? and AF? are
not valid. This limitation comes from the fact that valid queries have a unique
minimal solution when evaluated over any system, while we are more interested
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in queries that have a unique minimal solution when evaluated over the system S
at hand. And when a query does not have a unique minimal solution over some S,
we might be interested in knowing what are these several minimal solutions.

This prompted Bruns and Godefroid to study how one can compute, in a sys-
tematic way, the set of all minimal solutions to a query [BG01]. They showed how
the automata-theoretic approach to model checking can be adapted to provide
a generic algorithm computing all minimal solutions (generic in the sense that
it works for all temporal logics). From a computational complexity viewpoint,
their solution is in principle as costly as trying all potential solutions.

Our contribution. In this paper we study the problem of computing the set of
minimal solutions to arbitrary temporal queries and look for feasible solutions.
We show this problem can be computationally expensive: a query can have a
huge number of minimal solutions and simply counting them is provably hard.

This does not mean all problems related to temporal query evaluation are
intractable. Indeed, our main contribution is to show that deciding whether a
given query has a unique minimal solution over a given system, and computing
this solution, can be solved efficiently. Here “efficiently” means that we can
reduce this to a linear number of model checking problems.

These methods are useful in more general situations. When there is not a
unique minimal solution, we can compute a first minimal solution with a linear
number of model checking calls, then compute a second minimal solution with
a quadratic number of calls, then a third with a cubic number, etc.: every ad-
ditional solutions costs more. (We provide hardness results showing that some
form of increasing costs is inescapable.)

We see these result as an a posteriori explanation of why it is desirable that a
query only has a few minimal solutions: not only this makes the answers easier to
understand and more informative, but it also makes it easier to compute them.
Finally, we believe our approach has some advantages over Chan’s since it is not
restricted to CTLv (or more generally to valid queries) and it extends nicely to
situations where a query only has a small number of minimal solutions.

Plan of the paper. We recall the formal definitions of temporal queries, their
solutions, etc. in Section 2. Then we study the structure of the set of solutions
in Section 3 and prove a few key results that provide the basis for the polynomial-
time algorithms we exhibit in Section 4. Hardness results are given in Section 5.

2 Temporal Logic Queries

We quickly recall the syntax and semantics of CTL, LTL, and CTL∗, three of
the main temporal logics used in model checking (we refer the reader to [Eme90,
CGP99, BBF+01] for more background). We assume the reader is familiar with
the main complexity classes (see e.g. [Pap94]).
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2.1 Syntax of Temporal Logics

Assume P = {P1, P2, . . .} is a countable set of atomic propositions, CTL∗ for-
mulae are given by the following syntax:

ϕ, ψ ::= ¬ϕ | ϕ ∧ ψ | Eϕ | Xϕ | ϕUψ | P1 | P2 | . . .
where E is the existential path quantifier, X is the next-time temporal modality,
and U is the until temporal modality. Standard abbreviations are ⊥ (for P1 ∧
¬P1), � (for ¬⊥), Aϕ (for ¬E¬ϕ), Fϕ (for �Uϕ), Gϕ (for ¬F¬ϕ), as well as
ϕ ∨ ψ, ϕ ⇒ ψ, ϕ⇔ ψ, . . .

LTL is the fragment of CTL∗ where the path quantifiers E and A are forbid-
den.

CTL is the fragment of CTL∗ where every modality U or X must appear
immediately under the scope of a path quantifier E or A. CTL formulae are state
formulae, that is, whether π |= ϕ only depends on the current state π(0). When
ϕ is a state formula, we often write q |= ϕ and say that ϕ holds in state q of S.

Boolean combinations of atomic propositions (i.e. no temporal combinator is
allowed) are a special case of vacuously temporal formulae, called propositional
formulae, and ranged over by f, g, . . . Assuming the set of atomic propositions
is P = {P1, P2, . . .}, the propositional formulae are given by the abstract syntax

f, g ::= f ∧ g | ¬f | P1 | P2 | . . .

2.2 Semantics

A Kripke structure (shortly, a KS) is a tuple S = 〈Q, qinit,→, l〉 where Q =
{q, q′, . . .} is a finite set of states, qinit ∈ Q is the initial state, →⊆ Q × Q is a
total transition relation between states, and l : Q �→ 2P labels the states with
(finitely many) propositions. In the following we assume a given KS S.

A run π of S is an infinite sequence q0 −→ q1 −→ q2 −→ · · · of states linked by
transitions (i.e. (qi, qi+1) ∈−→ for all i). For π of the form q0 −→ q1 −→ q2 −→ · · · , we
write π(i) for the i-th state qi, and πi for the i-th suffix qi −→ qi+1 −→ qi+2 −→ · · ·
of π. Observe that πi is a run. We write Π(q) for the set of runs that start
from q: since we assume −→ is total, Π(q) is never empty.

CTL∗ formulae describe properties of runs in a KS. We write π |= ϕ when π
satisfies ϕ in S. The definition is by induction on the structure of the formula:

π |= Pi
def⇔ Pi ∈ l(π(0)),

π |= ¬ϕ def⇔ π �|= ϕ,

π |= ϕ ∧ ψ def⇔ π |= ϕ and π |= ψ,

π |= Eϕ
def⇔ there is a π′ ∈ Π(π(0)) s.t. π′ |= ϕ,

π |= Xϕ
def⇔ π1 |= ϕ,

π |= ϕUψ
def⇔ there is some i s.t. πi |= ψ and πj |= ϕ for all 0 ≤ j < i.
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We write S |= ϕ when π |= ϕ for all π ∈ Π(qinit) and say that the KS S
satisfies ϕ.

Semantical equivalences between temporal formulae are denoted ϕ ≡ ψ, while
entailments are written ϕ ⊃ ψ.

2.3 Temporal Queries

Let TL be some temporal logic (e.g. CTL, LTL, CTL∗ or some other fragment
of CTL∗). A TL query γ is a TL formula in which the special placeholder symbol
? may appear in place where a propositional formula is allowed. Note that ? may
appear at most once in γ. We say a query is positive (resp. negative) if ? appears
under an even (resp. odd) number of negations. E.g. (Q) above is negative since
“? ⇒ grant” really is an abbreviation for ¬? ∨ grant.

If f is a propositional formula, we write γ(f) for the TL-formula obtained by
replacing ? by f in γ. A solution of a query γ in a given KS S is a propositional
formula f such that S |= γ(f).

Lemmas 2.1 and 2.2 below state fundamental properties of the sets of so-
lutions. Chan stated and proved them for CTL queries [Cha00] but they hold
more generally.

Lemma 2.1 (Monotonicity). Let γ be a CTL* query and f and g two propo-
sitional formulae:
— if γ is positive then f ⊃ g entails γ(f) ⊃ γ(g),
— if γ is negative then f ⊃ g entails γ(g) ⊃ γ(f).

There is a duality principle linking positive and negative queries: let γ be a
negative query. Then ¬γ is a positive query and it is possible to compute the
solutions of γ from the solutions of ¬γ: these are all f that are not solutions of
¬γ. This duality justifies the policy we now adopt: from now on, we consider
positive queries only.

Lemma 2.2. Let S be a Kripke structure and γ a CTL∗ query, then
— S |= γ(⊥) iff S |= γ(f) for all propositional formulae f ,
— S |= γ(�) iff S |= γ(f) for some propositional formula f .

Lemma 2.2 shows that deciding whether a query admits a solution in a given
KS can be reduced to a model checking question: does S |= γ(�)?

2.4 Minimal Solutions

A conclusion we draw from Lemmas 2.1 and 2.2 is that not all solutions to a
temporal query problem are equally informative. The most informative solutions
are the minimal ones:

Definition 2.3. A minimal solution to a query γ in some KS S is a solution f
that is not entailed by any other solution.

Since the set of solutions to γ in S is closed w.r.t. entailment (also, upward-
closed), the minimal solutions characterize the set of solutions.

The problem we are concerned with is, given a Kripke structure S and a
temporal query γ, compute the set of minimal solutions to γ in S.
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2.5 Relevant Solutions

There exists an important generalization of temporal query answering. Here
one considers a given subset RP ⊆ P of so-called relevant atomic propositions
and only looks for relevant solutions, i.e. solutions that only use propositions
from RP . Note that, by Lemma 2.2, a query has relevant solutions iff it has
solutions.

A minimal relevant solution is minimal among relevant solutions only. This
is not the same as being minimal and relevant: a query γ may have a unique
minimal solution and several minimal relevant solutions, or, dually, several min-
imal solutions and a unique minimal relevant solution.

Being able to look for relevant solutions greatly improves the scope of tempo-
ral query checking. Going back to our example in the introduction, it is very likely
that a minimal solution to (Q) involves a lot of specific details about the system
at hand. We will probably only get the informative solution request ∧ free if
we restrict to a set of a few important propositions.

In the rest of this paper, we only look at the basic query answering prob-
lem. As the reader will see, all the results and algorithms we propose generalize
directly to relevant solutions: it suffices to restrict the set of valuations one
considers to valuations of RP . While the generalization is crucial in practical
applications, it is trivial and uninteresting in the more abstract analysis we de-
velop.

3 The Lattice of Solutions

Assume we are given a fixed KS S = 〈Q, qinit,−→, l〉 where the states are labeled
with propositions from a finite set P = {P1, . . . , Pm} of m atomic propositions.
Assuming finiteness of P is not a limitation since anyway only the propositions
appearing in S are useful.

A valuation is a mapping v : P �→ {⊥,�} assigning a truth value to each
atomic proposition. We write V for the set of valuations on P . Observe that
each state q of S can be seen as carrying a valuation denoted vq and given

by vq(Pi) = � def⇔ Pi ∈ l(q).
In the standard way, a propositional formula f denotes a set of valuations

�f� ⊆ V , the valuations that satisfy f . We write |f |# for the size of �f�, i.e. the
number of valuations that satisfy f .

3.1 The Lattice of Propositional Formulae

It is well know that the Boolean lattice 〈2V ,⊆〉 of subsets of V is isomorphic
to the lattice of propositional formulae ordered by entailment (when we do not
distinguish between equivalent propositional formulae). We write Lm for this
lattice when P contains m atomic propositions.
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Fig. 1 displays L2, the lattice of propositional formulae for P = {P1, P2}.
We use the exclusive-or operator, denoted ⊕, to shorten the notations of some
formulae. In Fig. 1, the bold nodes delineate the sub-lattice of all propositional
formulae entailed by P1 ∧ ¬P2.

There are 16 non-equivalent formulae in L2. The huge size of Lm can be
explained with a few numbers: m atomic propositions allow 2m valuations, so
that there are 22m

non-equivalent propositional formulae.
Lm can be sliced in 2m + 1 levels in the natural way, where a level collects

all formulae f with same |f |#. The central level is the largest, containing

Γm
def=

(
2m

2m−1

)

distinct formulae. Therefore a temporal query cannot have more than Γm mini-
mal solutions (where m is the number of relevant propositions).

3.2 Bounding the Number of Minimal Solutions

We start by showing that the Γm upper bound for the number of minimal solu-
tions is not very tight. Note that Γm is 22Ω(m)

.
In practice, rather than considering the number m of propositions, a better

parameter is the number of different valuations that appear in the states of the
Kripke structure. This is explained by the following lemma, where our notation
“f ∨ v” treats valuation v as a propositional formula with the obvious meaning:

|f |# = 0 :

|f |# = 1 :

|f |# = 2 :

|f |# = 3 :

|f |# = 4 : �

P1 ∨ P2 P1 ∨ ¬P2 ¬P1 ∨ P2 ¬P1 ∨ ¬P2

P1 P2 ¬(P1 ⊕ P2) P1 ⊕ P2 ¬P2 ¬P1

P1 ∧ P2 P1 ∧ ¬P2 ¬P1 ∧ P2 ¬P1 ∧ ¬P2

⊥

Fig. 1. L2, the lattice of propositional formulae for P = {P1, P2}
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q0

q1

q2

q3

q4

q2n−3

q2n−2

q2n−1

q2n

Fig. 2. Sn, a KS with 2n minimal solutions to the query EG ?

Lemma 3.1. Let f be a propositional formula and v a valuation. If v does not
label any state of S, then S |= γ(f ∨ v) iff S |= γ(f).

Proof. Obviously, for any state q ∈ S, q |= f ∨ v iff q |= f . This equivalence
carries over to the whole of γ by structural induction. ��
Proposition 3.2. Let γ be a CTL∗ query, and S a KS with n nodes. Then γ
has at most

�
n

�n/2�
�

minimal solutions, i.e. less than 2n. Furthermore, |f |# ≤ n
for any minimal solution f .

Proof. By Lemma 3.1, a minimal solution is a disjunction of the form
∨

q∈Q′ vq

for some subset Q′ ⊆ Q of states of S. Thus a minimal solution can account for
at most n valuations. Also, there are 2n subsets of Q, but if we want a large
number of distinct Q′ subsets s.t. none contains another one, then at most�

n
�n/2�

�
subsets can be picked. ��

Now there does exist simple situations where a query has an exponential
number of minimal solutions.

Consider the KS Sn from Fig. 2: it has 2n+ 1 states. If these 2n+ 1 states
are labeled with different valuations, then we have:

Proposition 3.3. In Sn, the query γ = EG ? has 2n minimal solutions.

Proof (Idea). Write v0, v1, . . . , v2n for the valuations labeling q0, q1, . . . , q2n The
minimal solutions are all f of the form v0 ∨∨n

i=1 vki where ki ∈ {2i− 1, 2i}. ��
This example partly explains why it is difficult to compute the set of min-

imal solutions to an arbitrary query on an arbitrary KS: simply listing these
minimal solutions takes exponential time. We show below that simply counting
the minimal solutions is intractable (see Theorem 5.1).

4 Polynomial-Time Algorithms for Temporal Queries

In this section we exhibit two temporal-query problems that can be reduced
efficiently to corresponding model checking problems.

Formally, these problems can be solved by a polynomial-time algorithm that
uses model checking (for the underlying temporal logic) as an oracle. Using an
oracle abstracts away from the specific details of the model checking algorithms
for different temporal logics (and their different complexity).
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Informally, we say that these problems can be solved “in PMC”. In practice,
this means that they can be solved by simple extensions of standard model check-
ing algorithms with little extra cost. In particular, for CTL queries, these prob-
lems can be solved in polynomial-time. More generally, this further holds of any
temporal logic for which model checking is polynomial-time, like the alternation-
free mu-calculus [CS92], or some other extensions of CTL like
[KG96, LST00, LMS02, PBD+02]. Obviously, since model checking is a special
case of temporal query solving, we cannot expect to do much better and provide
efficient query solving for temporal logics where model checking is intractable.

Remark 4.1. We do not provide a fine-grained evaluation of our algorithm and
say they are in polynomial-time when it is sometimes obvious that, e.g., only a
linear number of oracle calls is used.

4.1 Deciding Minimality

Minimality of solutions can be reduced to model checking. This requires that
the candidate solutions be given in a manageable form:

Theorem 4.2. The problem of deciding, given some KS S = 〈Q, qinit,−→, l〉,
query γ and propositional formula f , whether f is a minimal solution to γ in S,
is in PMC when f is given in disjunctive normal form, or as an OBDD 2.

Proof. One uses the following algorithm:
(1) First check that S |= γ(f), otherwise f is not a solution.
(2) Then check whether |f |# > |Q|. If so, then f is not a minimal solution (by
Prop. 3.2).
(3) Otherwise, enumerate �f� as some {v1, . . . , vk}. f is minimal iff S �|= γ(f∧¬vi)
for i = 1, . . . , k.
Therefore minimality can be decided with at most 1+ |Q| invocations to a model
checking algorithm. ��
Here, the assumption that f is in disjunctive normal form, or an OBDD, permits
efficient enumeration of �f� and decision of whether |f |# > |Q| as we now
explain.

Computing |f |# when f is an OBDD uses simple dynamic programming tech-
niques (see, e.g., [Bry92, § 5.4]). When f is a disjunctive normal form, computing
|f |# is a bit more difficult. However, we just need to check whether |f |# > |Q|,
which can be done by enumerating �f� assuming we stop as soon as we see that
|f |# is too large.

Remark 4.3. If f can be an arbitrary propositional formula, then minimality
of f is NP-hard since satisfiability can easily be reduced to minimality.
2 I.e. Ordered Binary Decision Diagrams [Bry92]. They now are a standard way of
efficiently storing and handling boolean formulae in model checking tools.
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4.2 Computing Unique Minimal Solutions

Uniqueness of the minimal solution can be reduced to model checking. Further-
more, when it is unique, the minimal solution can be computed efficiently.

Theorem 4.4. The problem of deciding, given some KS S = 〈Q, qinit,−→, l〉 and
query γ, whether γ admits a unique minimal solution in S (and computing that
solution) is in PMC.

Proof. One uses the following algorithm:
(1) Let VQ be the set {vq | q ∈ Q} of valuations labeling a state of S. Write fQ

for
∨

v∈VQ
v.

(2) Let V ′ be the set of all v ∈ VQ s.t. S |= γ(fQ ∧¬v). Write f∧ for
∨

v∈VQ\V′ v.
(3) If S |= γ(f∧) then f∧ is the unique minimal solution. Otherwise, there is no
solution, or the minimal solution is not unique.

The correctness of this algorithm is easily proved: by construction, f∧ is the
infimum of all solutions and can only be a solution itself if it is the unique
minimal solution.

Therefore uniqueness of the minimal solution can be decided (and that solu-
tion be computed) with at most 1 + |Q| invocations to a model checking algo-
rithm. ��
Remark 4.5. Theorem 4.4 is not in contradiction with Theorem 1 of [Cha00],
where the validity of a CTL query is shown to be EXPTIME-complete. Indeed,
we ask here the question of the existence and uniqueness of a minimal solution
for one query in the given model, and not in all models as in [Cha00].

4.3 Minimal Solutions Without Uniqueness

The ideas behind Theorem 4.4 can be adapted to situations where there is not
a unique minimal solution.

Assume we are given a KS S = 〈Q, qinit,−→, l〉, a temporal query γ, and k (dis-
tinct) minimal solutions f1, . . . , fk. Then it is possible to tell whether f1, . . . , fk

form the complete set of minimal solutions with O(|Q|k + |Q|) invocations to the
underlying model checking algorithm. If the answer is negative, it is furthermore
possible to compute an additional fk+1 minimal solution.

The algorithm proceeds as follows: assume each minimal solution fi is given
under the form fi =

∨ni

j=1 vi,j of a disjunction of ni single valuations 3. Assume f
is a solution to γ that is not implied by any fi. Then fi �⊃ f for every i = 1, . . . , k,
i.e. there exists a valuation vi,ri s.t. f ⊃ ¬vi,ri , and ¬v1,r1 ∧ · · · ∧ ¬vk,rk

is a
solution. Finally the k minimal solutions f1, . . . , fk do not form a complete set iff
there is a choice function (ri)i=1,...,k with 1 ≤ ri ≤ ni s.t. fQ∧¬v1,r1 ∧· · ·∧¬vk,rk

3 It is easy to obtain these valuations from S if fi is given in some other form.
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is a solution. Observe that there are at most n1 × · · · × nk, which is O(|Q|k),
candidate solutions.

Once we have a candidate solution f (with f ⊃ fQ) we can compute a
minimal solution f ′ that entails f with a linear number of invocation to the
underlying model checking algorithm. One lists �f� as {v1, . . . , vn}, sets f ′ := f
and repeats the following for i = 1 to n: if S |= γ[f ′ ∧ ¬vi] then f ′ := f ′ ∧ ¬vi.
When the loop is finished, the resulting f ′ is a minimal solution. This algorithm
is non-deterministic and what f ′ we finally obtain depends on what enumeration
of �f� was started with.

In summary, our methods allow computing a first minimal solution with a
linear number of model checking calls, a second one with a quadratic number, a
third one with a cubic number, etc.

Every additional minimal solution costs more, and it seems that some form
of increasing cost cannot be avoided, as we show in the next section.

5 Counting the Minimal Solutions

In section 4.3 we saw that, for any fixed k, one can decide with a polynomial
number of model checking calls, whether there are at most k minimal solutions
to a query in some KS (and compute these minimal solutions). Here the degree
of the polynomial grows with k so that when k is not fixed (is an input) the
reduction is not polynomial-time any more.

This seems inescapable: counting the number of minimal solutions is hard.
For a formal proof, we introduce the following two problems: one is a decision
problem (yes-or-no output) while the other is a counting problem (numeric out-
put).

ManySols:
Input: a KS S, a query γ, an integer k in unary.
Answer: yes iff there are at least k minimal solutions to γ in S.

CountSols:
Input: a KS S, a query γ.
Answer: the number of minimal solutions to γ in S.

Theorem 5.1 (Hardness of temporal query solving.). When considering
CTL queries:
1. ManySols is NP-complete.
2. CountSols is #P-complete.
Furthermore, hardness already appears with the fixed query EG ?.

Proof. That ManySols is in NP, and CountSols is in #P, is easy to see since
a minimal solution can be presented succinctly (it is associated with a subset of
the set of states), and minimality is in P for CTL queries (Theorem 4.2).
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d

SI :

x1 x1

x2 x2

x3 x3

x2

x3

|{z} |{z} |{z}
C1 C2 C3

x1

x2

x3

x2

x3

Fig. 3. The KS SI associated with the SAT instance I from (1)

Hardness of ManySols for NP is proved by reducing from SAT 4. Assume I
is a SAT instance with n Boolean variables in the form of a CNF with m clauses.
With I we associate a KS SI .

We illustrate the construction on an example: with the following instance

I : x2 ∨ x3︸ ︷︷ ︸
C1

∧ x1 ∨ x2 ∨ x3︸ ︷︷ ︸
C2

∧ x2 ∨ x3︸ ︷︷ ︸
C3

(1)

we associate the KS depicted in Fig. 3.
SI , has two kind of paths: the bottom paths, where a variable and its negation

are visited, and the top paths, where one literal from each clause is picked.
Nodes in SI are labeled by symbols (or are blank) but these labels stand for

valuations: two nodes carry the same valuation iff they are labeled the same in
our picture (as in the proof of Prop. 3.2, the exact values of these valuations are
not relevant). We consider the CTL query γ = EG?: a solution f to γ in SI must
entail all the valuations appearing along some path, and the minimal solutions
have the form

∨
q∈π vq for π a path. Such a solution, written fπ, is minimal iff fπ

is not entailed by some other fπ′ .
Clearly, since top paths visit d (dummy), all fπ for π a bottom path are

minimal. We claim that there exists other minimal solutions if, and only if, I is
satisfiable. Indeed, if a top path π is such that it is not entailed by any fπ′ for
a bottom path π′, then π never picks a literal and its negation. Hence π picks
a valuation, and that valuation satisfies I. Reciprocally, if I is satisfiable, the
satisfying valuation gives us (a top path that provides) a solution not entailed
by the n minimal “bottom paths” solutions.
4 This elegant proof was indicated by Stéphane Demri.
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S ′
I :

C1 C2 C3

x1

x1

C2 x2

x2

C1 C2

C3

x3

x3

C1

C2 C3

Fig. 4. The KS SI associated with the SAT instance I from (1)

Finally, γ has at least n+ 1 solutions in SI iff I is satisfiable.

Hardness of CountSols for #P is proved by reducing from #SAT. We il-
lustrate the construction on our earlier example: with (1) we associate the KS
depicted in Fig. 4.

In S′
I , the top path (denoted by πtop) lists all clauses in I and the other paths

provide a way for enumerating all assignments for {x1, . . . , xn} by visiting, for
every Boolean variable, the positive literal xi, or the negative xi. When a path
visits a literal, it immediately visits the clauses that are satisfied by this literal:
e.g. C2 and C3 follow x3 in the bottom right corner of S′

I because x3 appears
in C2 and in C3.

Again, the labels in S′
I stand for valuations and we consider the query γ =

EG ?. Clearly, if two paths π and π′ correspond to different assignments, then
they differ on some literal nodes, so that fπ and fπ′ do not entail one another.
However, if π corresponds to an assignment that satisfies I, then fπ is entailed
by fπtop .

Finally, the number of minimal solutions to γ in S′
I is 2n + 1 − k where k is

the number of satisfying assignments for I. This provides the required weakly
parsimonious reduction 5. ��
Remark 5.2. There is no contradiction between Theorem 5.1, saying it is hard to
count the number of minimal solutions, and Theorem 4.4, saying it is easy to tell
if there is a unique one. The situation is similar to #SAT which is #P-complete
while it is easy to tell whether a CNF over n Boolean variables has 2n satisfying
assignments (i.e. is valid).

6 Conclusions

We studied the problem of computing the set of minimal solutions to arbitrary
temporal queries over arbitrary Kripke structures. We showed this problem is
intractable in general.
5 Obviously, parsimonious reductions cannot be used since telling whether γ has at
least one minimal solution can be done in polynomial-time.
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It turns out the problem is easier when one only asks for a few minimal
solutions. A fortiori, this applies in situations where there is a unique minimal
solution (or only a small number of them). Computing a single minimal solu-
tion can be done with a linear number of calls to a model checking procedure,
i.e. in polynomial-time for CTL queries. Then a second minimal solution can
be obtained with a quadratic number of calls, then a third solution with a cubic
number, etc. This has some advantages over Chan’s approach where only a very
restricted set of so-called valid queries can be handled.

We did not implement our algorithms. The next logical step for this study
is to implement and evaluate them, using examples drawn from practical case
studies. Such an evaluation will tell whether, in practice, temporal queries often
have a small number of minimal solutions, whether only computing a partial
sample of the full set of minimal solutions can be useful for understanding and
validating the model at hand. In principle, and because it has less limitations, our
algorithm must be at least as useful as Chan’s algorithm, for which he provided
convincing application examples [Cha00].
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and Weak Causality Relations�
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Abstract. Complex concurrent behaviours that cannot be handled by
causal partial orders are frequently modelled by a relational structures
(X,<,❁), where X is a set (of event occurrences), < is causality and ❁

is weak causality relation ([5,9,7,13] and others). It was shown in [7] that
the complex case require the pair of relations <> and ❁, where <> is com-
mutativity, however no axioms for the pair <>, ❁ were given. We present
such axioms under the assumption that observations of concurrent be-
haviours are modelled by stratified partial orders (step-sequences).

1 Introduction

The classical ”true concurrency” model semantics make the assumption that all
relevant behavioural properties of non-sequential systems can be adequately ex-
pressed in terms of causal partial orders. This assumption is arbitrary and the
model, although very successful in the majority of applications, is unable to de-
scribe properly some aspects of systems with priorities, error recovery systems,
inhibitor nets, time testing etc (see for instance [9,7,10,14,17] and many oth-
ers. The solution, first introduced by Lamport [13] (improved in [1]), Gaifman
and Pratt [5], and Janicki and Koutny [6], later fully developed by Janicki and
Koutny [9,7], is to use relational structures with two relations. The first relation,
denoted by ”<” in [9,7], is ”causality” (i.e. abstraction of ”earlier than”), the
second, denoted by ”❁” in [9,7] is called ”weak causality” and is an abstraction
of ”not later than” relation. The classical ”interleaving” and ”true concurrency”
models are distinctive special cases. The papers [9,7] provide theoretical founda-
tions of the model (results of [13,5] are special cases) and prove its soundness.
The model has been succesfully applied to inhibitor systems [8,2,11], priority
systems [10,12], asynchronous races [19,20], synthesis [15], and influenced many
other approaches [3,18].

The theory developed in [7] provides a hierarchy of models of concurrency,
each model corresponds to a so called ”paradigm”, or general rule about the
structures of behaviours. The paradigms are denoted by π1 through π8. The
� Partially supported by NSERC of Canada Grant and CITO of Ontario Grant.

H. Kirchner and C. Ringeissen (Eds.): AMAST 2002, LNCS 2422, pp. 178–191, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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most restrictive case, π8, corresponds to the classical ”true concurrency” model
where causal partial orders are sufficient to model all aspects of concurrent be-
haviour. The most general model corresponds to paradigm π1. The model where
concurrent behaviours are represented by relational structures (X,<,❁), with X
being a set of event occurrences, < interpreted as ”causality” and ❁ as ”weak
causality”, corresponds to the paradigm π3. All the results mentioned above
use (mostly implicitly) π3 assumption. It was proven in [7] that in the most
general case concurrent behaviours are represented by relational structures of
type (X,<>,❁), where <> is interpreted as ”commutativity” (an abstraction of
”interleaving”), and that always < = <> ∩ ❁. To illustrate all the relations
mentioned above, let us consider the following problem: What are all the concur-
rent behaviours (concurrent histories) that can be built from two events a and b,
say under the assumption that both of them can be executed only once? There
are four of them and they are all represented by the relations <, ❁, <> in the
upper part of Figure1, or, as sets of observations (runs, executions, instances -
various names are used in the literature), by the transition systems in the mid-
dle part of Fig.1. Petri nets are used to implement these behaviours under the
assumption that we have only one instance of a and b. Problems like this one are
frequently referred as ”synthesis problems” [15]. Since a and b are ”concurrent”
then < is empty in all four cases. The relations <> and ❁ suffice in all cases,
while the relations < and ❁ in second, third and fourth case from the left. The
cases two, three and four conform to paradigm π3, the first case does not. All
cases conform to paradigm π1.

In [9] axiomatic definitions and a comprehensive theory of the relational
structures (X,<,❁) under the paradigm π3 were given. The general case was left
open. In this paper we generalize the approach of [9] to the relational structures
(X,<>,❁), i.e. to the most general case, however under the assumption that
all the observations (executions, runs, instances, etc.) are modelled either by
total or stratified partial orders (step-sequences). In [7] four different classes of
observations are considered: total, stratified, interval and general partial orders
([5] assumes stratified, while [13] interval orders). In Figure 1 stratified orders are
assumed to be observations, and most of the applications restrict observations
to either total or stratified orders. From the purely mathematical viewpoint, the
results of both this paper as well as [9] can be seen as an extension of the famous
Szpilrajn Theorem [16] to relational structures with two relations.

2 Relational Structure Model of Concurrency

In order to make this paper self-contained, we briefly recall all the main result
of [7,9]. The model proposed in [7] supports three level of abstraction: the ob-
servation (run, execution, etc.) level, the behaviour (history, invariant) level and
the system level, and the development is bottom-up, that is, from the observa-
tion level to the system level. In this model, causality is not the only invariant,
rather it is merely one of the invariants underlying behaviours of a concurrent
system.
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Fig. 1. Examples of commutativity, causality, and weak causality. {a,b} denotes
simultaneous execution of a and b, < denotes causality, ❁ denotes weak causality
(abstraction of ”not later than”), <> denotes commutativity

A partial order, is a pair po = (X,<) such that X is a non-empty set and
< is an irreflexive and transitive relation on X . We say X is the domain of po.
Sometime we also say that < is a partial order in X . Two distinct incomparable
elements a and b of X will be denoted by a ∼ b, and we will write a <∼ b if
a < b or a ∼ b.

A partial order (X,<) is said to be
• total if for any distinct a, b ∈ X , either a < b or b < a.
• stratified if ∼ ∪ idX , where idX is identity on X , is an equivalence relation;
• interval1 if for all a, b, c, d ∈ X , a < b ∧ c < d =⇒ a < d ∨ c < b.

It is easy to see that a total order is a stratified order and a stratified order
is an interval one. We will denote the classes of total, stratified, interval and
(general) partial orders by T O, SO, IO and PO respectively. Stratified orders
correspond to step sequences. Modelling concurrency usually assume some form
of discreteness, for instance the number of predecessors is finite, etc. This leads
1 The name follows from Fishburn theorem [4] which says: (X,<) is an interval order
if and only if there is a total order (Y,≺) and two mappings ϕ, ψ : X → Y such that
∀a, b ∈ X. ϕ(a) ≺ ψ(a) and a < b ⇐⇒ ψ(a) ≺ ϕ(b). Fishburn theorem is frequently
used as a definition of interval orders. Usually ϕ(a) is interpreted as the beginning
of a and ψ as the end of a.
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to the concept of initial finitness. It turns out many results need separate proofs
under initial finiteness assumption. A poset po = (X,<) is said to be initially
finite if for every a ∈ X , {b|b <∼ a} is finite. In general, if C is a class of partial
orders we will denote by CIF the subclass of all initially finite partial orders in
C. A partial order p1 is an extension of another partial order p2 if they have the
same domain and <p2⊆<p1 .

Observation (run, instance of concurrent behaviour) is an abstract model of
the execution of a concurrent system. It was argued in [7] that an observation
must be an initially finite, either total, or stratified, or interval order. The results
of [9] are valid for all kinds of partial orders, not necessarily initially finite nor
interval, however separate proofs are frequently required for different cases. In
various applications, stratified order (step-sequence) models seem to be the most
popular. Following [9,7], we will make a distinction in notation between general
posets and those used as observations. We will use o = (X,→o) rather than
po = (X,<) to denote a generic observation, and use ↔o rather than ∼ to
denote incomparability.

Report sets are simply non-empty sets of observations with the same event
of occurences domain.

Invariants of a report set are intrinsic characteristics of the observations of
the report set. To illustrate what we mean here, let X be a set of event occurences
and let < ⊆ X × X be a causality relation specifying a concurrent behaviour.
Then every observation o = (X,→o), where →o is the ”earlier than” relation,
consistent with this specification must satisfy a < b ⇒ a →o b. Thus the causality
relation < is a characteristic of all the observations that are consistent with
the behaviour specification. It is an invariant of the report set of observations
consistent with the specification.

Formally, for a report set ∆, a simple relational invariant, or simply an
invariant, I of ∆ is a relation on the domain of ∆, dom(∆), such that

(a, b) ∈ I ⇔ a �= b ∧ o ∈ ∆.Φ(a, b, o),

where Φ(a, b, o) is a formula defined by the grammar:

Φ → true|false|a →o b|a ←o b|a ↔o b|¬Φ|Φ ∨ Φ|Φ ∧ Φ.

The set of (simple relational) invariants of ∆will be denoted by SRI(∆). SRI(∆)
clearly includes the relations <∆, >∆, ↔∆, <>∆, ❁∆ and ❂∆ defined on dom(∆)
as follows:

<∆=
⋂

o∈∆ →o >∆=
⋂

o∈∆(→o)−1

↔∆=
⋂

o∈∆ ↔o <>∆=
⋂

o∈∆(→o ∪(→o)−1)
❁∆=

⋂
o∈∆(→o ∪ ↔o) ❂∆=

⋂
o∈∆((→o)−1∪ ↔o).

The above six invariants are all the nontrivial simple relational invariants of
∆. More precisely, it can be shown [7] that SRI(∆) = {∅, <∆, <∆,↔∆, <>∆

,❁∆,❂∆, R−id)}, where R−id = dom(∆) × dom(∆) − iddom(∆). <∆ and >∆

are usually called or interpreted as causalities, <>∆ as commutativity, ↔∆ as
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synchronisation, and ❁∆ and ❂∆ as weak causalities. Since <∆= ( ∆)−1 and
❁∆= (❂∆)−1, we only need to consider four non-trivial invariants: <∆, >∆,
<>∆ and ❁∆. Furthermore, since <∆ = ❁∆ ∩ <>∆ and ↔∆ = ❁∆ ∩(❁∆)−1,
we actually only need to consider ❁∆ and <>∆.

Given a report set ∆, we define a report set ∆(SRI) associated with ∆ to be
the set of all observations on the domain X of ∆ such that for all a, b ∈ X ,

a <∆ b ⇒ a →o b a ↔∆ b ⇒ a ↔o b
a <>∆ b ⇒ (a →o b ∨ b →o a) a ❁∆ b ⇒ (a →o b ∨ a ↔o b).

Clearly ∆(SRI) ⊇ ∆ by definition.

Definition 1 ([7]). A concurrent behaviour or concurrent history, is a report
set ∆ such that ∆ = ∆(SRI). ��

To illustrate the above definition, assume that <>∆ = ↔∆ = ∅. Then <∆ = ❁∆.
In such a case ∆(SRI) is just the set of all total order extensions of <∆. This case
is handled by Szpilrajn Theorem [16], that says ”each partial order is completely
defined (as an intersection) by the set of all its total extensions”. Of course
each partial order defines uniquely its set of total extensions, so the relationship
between a partial order and the set of all its total extensions is ”one-to-one”. The
problem is how to find axioms for the relations <> and ❁ such that their partial
order extensions could be interpreted as some ∆(SRI). To solve this problem the
notion of a paradigm has been introduced.

As we mentioned earlier, a paradigm is a superposition or a statement about
the structure of a history. For instance, let ∆ be a concurrent history. The clas-
sical causality based approach usually stipulates that if there is an observation
o ∈ ∆ such that a ↔o b, then there must be an observation such a precedes b
and an observation such that b precedes a. Such stipulations or rules relating
different observations in a history are called paradigms. Formally, paradigms,
ω ∈ Par, are defined by

ω := true|false|Ψ1|Ψ2|Ψ3|¬ω|ω ∨ ω|ω ∧ ω|ω ⇒ ω,

where Ψ1(β, γ) = ∃o. β →o γ, Ψ2(β, γ) = ∃o. β ←o γ and Ψ3(β, γ) = ∃o. β ↔o γ.
A history ∆ satisfies a paradigm ω ∈ Par if for all distinct a, b ∈ dom(∆),

ω(a, b) holds. It can be shown (see [7]) that in the study of concurrent histories,
we only need to consider 8 paradigms, denoted by π1, · · · , π8. The most restrictive
paradigm, π8, admits concurrent histories ∆ such that

∃o ∈ ∆. a ↔o b ⇐⇒ (∃o ∈ ∆. a ←o b) ∧ (∃o ∈ ∆. a →o b).

It was proven that in this case causality, <, is the only necessary invariant, so
the use of it to model concurrent behaviour is justified. The paradigm π3, which
is general enough to deal with most problems that cannot be dealt with under
π8, admits concurrent histories ∆ such that

(∃o ∈ ∆. a ←o b) ∧ (∃o ∈ ∆. a →o b) =⇒ ∃o ∈ ∆. a ↔o b.
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It was proven that in this case, causality,<, and weak causality (an abstraction of
”not later than”), ❁, are the only necessary invariants. The axioms for relational
structures (X,<,❁), such that the sets of their partial order extensions can be
interpreted as concurrents histories ∆(SRI), were provided in [9]. We briefly show
them below.

Definition 2 ([9]). A two relation structure, or simply a structure, is a triple
S = (X,<,❁) where X is a non-empty set and <,❁ are two irreflexive binary
relations on X such that for all a, b ∈ X, we have a < b ⇒ ¬b ❁ a. ��

Note that at this point we do not assume any other properties of < and ❁!
Until further notice < and ❁ do not have any interpretation now. If po = (X,<)
is a partially ordered set, then (X,<,<∼) is a structure which we denote by
S(po).

For a set of relational structures with the same domain, we define their in-
tersection component-wise. We say a relational structure T is an extension of S
and write S ⊆ T if XS = XT , <S⊆<T and ❁S⊆❁T .

A relational structure is said to be saturated if for all distinct a, b ∈ X ,

¬a < b ⇒ b ❁ a.

For any poset po, the structure S(po) is saturated. If R is a class of relational
structures, we will denote by Rsat the subclass of all the saturated ones in R.

A structure (X,<,❁) is said to be initially finite if X is countable and {b|b ❁

a} is finite for all a ∈ X . As with partial orders, if R is a class of structures, we
denote by RIF ⊆ R the subclass consisting of initially finite structures.

Definition 3 ([9]). A relational structure S = (X,<,❁) is called a total, strati-
fied, interval and partial order structure if the following conditions T1-T3, S1-S4,
I1-I6 and P1-P4 are satisfied respectively:

T 1. a �❁ a T 3. a < b < c ⇒ a < c
T 2. a < b ⇔ a ❁ b

S1. a �❁ a S3. a ❁ b ❁ c ⇒ a ❁ c ∨ a = c
S2. a < b ⇒ a ❁ b S4. a ❁ b < c ∨ a < b ❁ c ⇒ a < c.

I1. a �❁ a I4. a < b ❁ c ∨ a ❁ b < c ⇒ a ❁ c
I2. a < b ⇒ a ❁ b I5. a < b ❁ c < d ⇒ a < d
I3. a < b < c ⇒ a < c I6. a ❁ b < c ❁ d ⇒ a ❁ d ∨ a = d

P1. a �❁ a P3. a < b < c ⇒ a < c
P2. a < b ⇒ a ❁ b P4. a ❁ b < c ∨ a < b ❁ c ⇒ a ❁ c. ��

We will denote by T , S, I and P respectively the class of total, stratified,
interval and partial order structures. Note that total order structures are nothing
but partial orders. A discussion of differences between the above axioms (from [9])
and those of [13,5] can be found in [9].
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Definition 4 ([9]). A class R of structures is extension complete if for every
S ∈ R, the set Q = {T ∈ Rsat | S ⊆ T } is non-empty and S =

⋂
T∈Q T . ��

In other words, R is extension complete if any structure in R can be represented
using its saturated extensions comprised by R.

For an order structure S = (X,<,❁), let P(S) be the pair (X,<). The
following lemma shows that saturated structures are essentially partial orders.

Lemma 1 ([9]). Let X ∈ {T ,S, I,P}. Then

i. P(X sat) = X O iii. S(X O) = X sat

ii. P(X sat
IF ) = X OIF iv. S(X OIF ) = X sat

IF .
��

The main result of [9] is the following theorem.

Theorem 1 (Generalisation of Szpilrajn Theorem [9]). The classes of
ordered structures: T , S, I, P, TIF , SIF , IIF , PIF are extension complete. ��

Since the saturated extensions of ordered structures are appropriate partial or-
ders, the sets Q from the Definition 4 can be proven to be concurrent histories.
This means the ordered structures can be used to model concurrent behaviours
conforming to paradigm π3. It is important to point out that the result of [9,13,5]
are only valid under π3, which suffice for most of the application, but it is not
the most general case. Under π3 we have to model the leftmost case of Figure 1
by two sequential behaviours instead of more natural one concurrent behaviour.

3 Generalized Order Structures and Concurrent Histories

This chapter is devoted to the new results. We start with the main new definition.

Definition 5. A generalised structure is a triple GS = (X,<>,❁) such that

(a) X �= ∅, <> and ❁ are two irreflexive relations on X, and <> is symmetric.
(b) If < = <> ∩ ❁, then SGS = (X,<,❁) is a structure. ��

For a set of generalised structures with the same domain, we define their inter-
section component-wise. We say a generalised structure GS2 is an extension of
GS1 and write GS1 ⊆ GS2 if XGS1 = XGS2 , <>GS1⊆<>GS2 and ❁GS1⊆❁GS2.

Corresponding to four classes of order structures, we also have four classes
of generalised order stuctures (GOS).

Definition 6. (a) GS is total if SGS in (b) of Definition 5 is a total order
structure (axioms T1-T3) and additionally <> = X × X − idX .

(b) GS is stratified, interval and partial if SGS in (b) of the Definition 5 is a
stratified order structure (axioms S1-S4), an interval order structure (axioms
I1-I6) or a partial order structure (axioms P1-P4), respectively. ��
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We shall use GT ,GS,GI and GP to denote respectively the classes of total,
stratified, interval and partial order GOS’s. Again note that total GOS’s are just
posets in disguise.

A GOS GS = (X,<>,❁) is said to be initially finite if X is countable and
{b|b ❁ a} is finite for all a ∈ X . If H is a class of GOS’s, then HIF will denote the
subclass of all initially finite GOS’s in H. Thus, for example, GSIF will denote
the class of initially finite stratified GOS’s.

If po = (X,<) is a total order, then (X,X×X − idX , <
∼) is a GOS which

we denote by G(po). If po = (X,<) is a partial but not total order, then (X,<
∪ <−1, <∼) is a GOS denoted by G(po).

Similarly, if S = (X,<,❁) is a total structure, then (X,X×X − idX ,❁) is
a GOS which we denote by G(S). If S = (X,<,❁) is a stratified, interval, or
partial order structure, then (X,< ∪ <−1,❁) is a stratified, interval, or partial
order GOS denoted by G(S).

A (total, stratified, interval, partial) GOS G = (X,<>,❁) is said to be satu-
rated if there is a saturated (total, stratified, interval, partial respectively) order
structure S such that G = G(S). If H is a class of GOS, we will denote by Hsat

the subclass of all the saturated ones in H.

Definition 7. A class H of (total, stratified, interval, partial) GOS’s is exten-
sion complete if for every GS ∈ H, the set Q = {GT ∈ Hsat | GS ⊆ GT } is
non-empty and GS =

⋂
GT∈Q T . ��

For a GOS GS = (X,<>,❁), let P(GS) be the partial order (X,<> ∩ ❁).

Lemma 2. For X ∈ {GT ,GS,GI,GP}, we have P(X sat) = X O, G(X O) =
X sat, P(X sat

IF ) = X OIF , and G(X OIF ) = X sat
IF .

Proof. Directly from the definitions and Lemma 1 ��

In other words, saturated GOS’s are partial orders. The main mathematical
results of this papers are the following four lemmas.

We say that a partial order po = (X,<) extends a GOS GS if GS ⊆ G(po).

Lemma 3 (Necessary and sufficient conditions for extension complete-
ness). Let GS = (X,<>,❁) be a GOS and Q be any non-empty set of partial
orders that extend GS. Then, GS =

⋂
T∈QG(T ), if and only if for all distinct

a, b ∈ X we have:

(a) ¬a <> b =⇒ ∃T ∈ Q. (b <∼
T a ∧ a <∼

T b).
(b) ¬a ❁ b =⇒ ∃T ∈ Q. b <T a.

Proof. (=⇒) Suppose G =
⋂

T∈QG(T ), that is, <>=
⋂

T (<T ∪ <−1
T ) and ❁=⋂

T∈Q <∼
T . If ¬a <> b, ∃T ∈ Q such that ¬a <T b and ¬b <T a. It follows that

b <∼
T a ∧ a <∼

T b. Similarly, if ¬a ❁ b, then ∃T ∈ Q such that ¬a <∼
T b. Thus

b <T a.
(⇐=) Suppose (a) and (b) hold. Clearly G ⊆

⋂
T∈Q G(T ). We show that

G ⊇
⋂

T∈Q G(T ), that is, <>⊇
⋂

T (<T ∪ <−1
T ) and ❁⊇

⋂
T∈Q <∼

T . We argue by
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contradiction. If ¬ <>⊇
⋂

T (<T ∪ <−1
T ), then there is a pair of distinct a, b ∈ X

such that ¬a <> b and ∀T ∈ Q, a <T b ∨ b <T a, contradicting (a). Similarly, if
¬ ❁⊇

⋂
T∈Q <∼

T , then there is a pair of distinct a, b ∈ X such that ¬a ❁ b and
∀T ∈ Q, a <∼

T b, contradicting (b). ��

A poset (Q,≺) such that for any r, s ∈ Q there is a t ∈ Q satisfying r ( t∧s ( t
where (=≺ ∪idQ is called a lattice. In particular, if ≺ is a total order in Q, then
(Q,≺) is a lattice.

Lemma 4. Let (Q,≺) be a lattice and {St = (X,<t,❁t), t ∈ Q} be a class of
(stratified or interval) order structures such that t1 ( t2 ⇒ St1 ⊆ St2 , then

S =
⋃

t∈Q

St

is also a (stratified or interval, respectively) order structure.

Proof. We show that if every St, t ∈ Q is a stratified order structure, then⋃
t∈Q St is also a stratified order structure. The proof for the other cases are the

same.
Write <S=

⋃
t∈Q(<t) and ❁S=

⋃
t∈Q(❁t).

S1: Since a �❁t a for any t ∈ Q, a �❁S a.
S2: If a <S b, then be definition there is t ∈ Q such that a <t b, hence a ❁t b.
So a ❁S b.
S3: If a ❁S b ❁S c, then by definition there exist t1 and t2 such that a ❁t1 b and
b ❁t2 c. By the hypothesis, Q is a lattice, so there is a t ∈ Q such that t1 ( T
and t2 ( t, hence St1 ⊆ St and St2 ⊆ St. It follows that a ❁St b and b ❁St c,
hence a ❁St c ∨ a = c. Therefore a ❁S c ∨ a = c.
S4: Similar to the proof of S3. ��

For later use, for any order structure S = (X,<,❁) we define the following
sets [9]:

(WS)a = {a} ∪ {c|c ❁ a} (WS)a = {a} ∪ {c|a ❁ c}
(YS)a = {a} ∪ {c|c < a} (YS)a = {a} ∪ {c|a < c}.

We also define
∑a

S = (WS)a = {a} ∪ {c|c ❁ a}.

Lemma 5. Let G = (X,<>,❁) ∈ GSIF (G ∈ GS) and let a, b ∈ X be any
two distinct elements such that ¬b ❁ a. There exists T ∈ SOIF (T ∈ SO) such
that T extends G and a <T b.

Proof. By Lemma 2, it suffices to show that there exists a T ∈ Ssat
IF that ex-

tends G and a <T b.
By definition, S = (X,<,❁), where < = <> ∩ ❁, is in SIF . Consider the

structure S0 = (X,<0,❁0) where

<0=< ∪(WS)a × (WS)b,

and
❁0=❁ ∪(WS)a × (WS)b.



Modelling Concurrent Behaviours 187

Clearly S ⊆ S0, a <0 b and <0 ∩ <>=❁0 ∩ <>. We show that S0 ∈ SIF .
S1 and S2 hold trivially. To show that S3 holds, suppose x ❁0 y ❁0 z, since

¬b ❁ a, (WS)a ∩ (WS)b = ∅, so (x, y) ∈ (WS)a × (WS)b ∧ (y, z) ∈ (WS)a × (WS)b

is impossible, thus i) x ❁ y ❁ z, or ii)x ❁ y ∧ (y, z) ∈ (WS)a × (WS)b, or iii)
(x, y) ∈ (WS)a × (WS)b ∧ y ❁ z. If i) holds, then x ❁ z ∨x = z, thus x ❁0 z
∨x = z; If ii) holds, x ❁ y ❁ a, implying x ❁ a ∨x = a, hence x ∈ (WS)a.
Then (x, z) ∈ (WS)a × (WS)b, therefore x ❁0 z; Similarly, if iii) holds, then
z ∈ (WS)b and (x, z) ∈ (WS)a × (WS)b, so x ❁0 z. So in any case, x ❁0 y ❁0 z
=⇒ x ❁0 z ∨ x = z, that is S3 holds. Similarly, S4 is satisfied by S0. Finally, it
is easy to see that for any h ∈ X ,∑h

S0
⊆

∑h
S ∪

∑a
S .

Therefore S0 is also initially finite.
Since S is initially finite, X is countable, hence we may assume that there is

a well order, ≺ say, of X such that each element in X is preceded only by finite
elements. We extend ≺ lexicographically to X × X and we denote (=≺ ∪idX .

We now show, by induction, that for each pair (c, d) ∈ X × X , there is
an Scd ∈ SIF such that for all pairs (c, d), (e, f) ∈ X × X ,

S0 ⊆ Scd, (I)

(c, d) ≺ (e, f) =⇒ Scd ⊆ Sef , (II)

c �= d =⇒ c <Scd
d ∨ d ❁Scd

c, (III)

<Scd
∩ <>=❁Scd

∩ <> . (IV )

Moreover, for all g ∈ X ,∑g
Sef

⊆
∑g

S0
∪(

⋃
h�e

∑h
S0

). (V )
Let (m,m) be the minimal pair in X × X . Set Smm = S0. Of course Smm ∈

SIF , and clearly it satisfies (I), (II), (III), (IV) and (V).
Now let (e, f) ∈ X × X be a pair such that Scd ∈ SIF are defined for all

(c, d) ≺ (e, f) and satisfy (I), (II), (III), (IV), and (V). There are only finite
such (c, d)’s, so there is a maximal pair, (cM , dM ) say. If e = f ∨ e <ScM dM

f ∨ f ❁ScM dM
e, then define Sef = ScMdM ; else set Sef = (X,<Sef

,❁Sef
) where

<Sef
=<ScM dM

∪(WScM dM
)e × (WScM dM

)f ,

and
❁Sef

=❁ScM dM
∪(WScM dM

)e × (WScM dM
)f .

As shown above, Sef ∈ SIF . It is also clear that Sef satisfies (I), (II), (III) and
(IV) above. For any g ∈ X ,∑g

Sef
⊆

∑g
ScM dM

∪
∑e

ScM dM
.

By (V), we obtain∑g
Sef

⊆ (
∑g

S0
∪(

⋃
h�cM

∑h
S0

))∪(
∑e

S0
∪(

⋃
h�cM

∑h
S0

)) ⊆
∑g

S0
∪(

⋃
h�e

∑h
S0

).
Thus Sef also satisfies (V).

Next define
T =

⋃
(c,d)∈X×X

Scd.
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By Lemma 4, T ∈ S. Clearly, a <T b. By (III) T is saturated. To show that T
is also initially finite, observe that for any g ∈ X ,∑g

T ⊆
⋃

(c,d)∈X×X

∑g
Scd

=
⋃

d∈X((
⋃

c≺g

∑g
Scd

) ∪
∑g

Sgd
∪(

⋃
g≺c

∑g
Scd

)).
By (II), it is clear that⋃

c≺g

∑
Scd

⊆
∑g

Sgd
.

Suppose x ∈
⋃

g≺c

∑g
Scd

. If x = g, then x ∈
∑g

Sgd
. Else there is a pair (c, d) with

g ≺ c such that x ❁Scd
g which implies ¬g <Scd

x. By (II), ¬g <Sgd
x, which in

turn, by (III), implies that x ❁Sgd
g. It follows that x ∈

∑g
Sgd

. Thus,⋃
g≺c

∑g
Scd

⊆
∑g

Sgd
.

Therefore ∑g
T ⊆

⋃
d∈X

∑g
Sgd

⊆
⋃

h�g

∑h
S0
. (∗)

Since there are only finitely many elements proceding g and S0 is initially finite,
we see that the last union in (∗) is a finite set. This shows that T is initially
finite.

Finally, we show that T is an extension of G. By construction of T , ❁⊆❁T .
We only need to show that <>⊆ (<T ∪(<T )−1). Suppose c <> d, then c �= d.
By (III) c <T d ∨ d ❁T c. If c <T d, we are done. Otherwise d ❁T c. By (IV),
<T ∩ <>=❁T ∩ <>, hence d <T c. So in any case, c <T d ∨ d <T c. This
completes the proof of Lemma 5 for initially finite stratfied GOS. For just a
stratified GOS we proceed identically, we only need to omit all references to
initial finitness. ��

Lemma 6. Let G = (X,<>,❁) ∈ GIF (G ∈ GS) and a, b ∈ X be any distinct
pair such that ¬b <> a. There exists T ∈ T ∈ SOIF (SO) such that T extends G
and a <∼

T b ∧ b <∼
T a.

Proof. Since <> is symmetric, we also have ¬a <> b. Let S be as in Lemma 5.
We first show that there is an S0 ∈ SIF such that S0 extends S, a ❁S0 b, b ❁S0 a
and <S0 ∩ <>=❁S0 ∩ <>.

Define S′
0 ∈ SIF as follows: If a ❁ b, then S′

0 = S; else S′
0 = (X,<S′0 ,❁S′0)

where
<S′0=< ∪(YS′)a × (YS)b − (a, b),

and
❁S′0=❁ ∪(YS′)a × (YS′)b.

Clearly S′ ⊆ S′
0 and a ❁S′0 b. And a routine check shows that S′

0 ∈ SIF .
Moreover, it is also clear that <S′0 ∩ <> = ❁S′0 ∩ <>.

Define S0 as follows: If b ❁S′0 a, then S0 = S′
0; else S0 = (X,<S0 ,❁S0) where

<0=<S′0 ∪(YS′0)b × (YS′0)a − {(b, a)},

and
❁S0=❁S′0 ∪(YS′0)b × (YS′0)a.

Again it is clear that S′ ⊆ S′
0 ⊆ S0 and a ❁S0 b and b ❁S0 a. And a routine

check shows that S′
0 ∈ SIF . Moreover, it is also clear that <S0 ∩ <>=❁S0 ∩ <>.
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Now by the same construction in the proof of Lemma 5 above, we see that
there exists a T ∈ Ssat

IF such that T extends G and a ❁T b and b ❁T a. By
Lemma 1, there is a T ∈ SOsat

IF that extends G and a <∼
T b and b <∼

T a. This
completes the proof of Lemma 6 for initially finite stratified GOS. For just a
stratified GOS we procced identically, we only need to omit all references to
initial finiteness. ��

Lemmas 5 and 6 imply that the necessary and sufficient conditions in Lemma
3 for extension completeness are satisfied by the class GSIF and GS. Therefore
the classes GSIF and GS are extension complete. The main results of this paper
can now be formulated as follows (please compare with Theorem 1):

Theorem 2. The classes of generalized ordered structures GT , GS, GT IF ,
GSIF are extension complete. ��

Below we discuss axiomatic representations of histories satisfying π1. Our main
result is that every initially finite stratified GOS corresponds in a natural way to
a history, if we restrict observations to initially finite stratified orders. Whether
or not this is also true for the more general interval GOS is currently unkown.
We believe it is also true. Many properties of GOS and concurrent history we
used to show the result for stratified GOS also hold for interval GOS. And the
first two results below are stated for both interval and stratified GOS.

Proposition 1. If observations are modelled by initially finite stratified (inter-
val) orders and ∆ is a history, then GS∆ = (X∆, <>∆,❁∆) ∈ GSIF (GS∆ ∈
GIIF ).

Proof. We prove the result for observations modelled on interval orders. The
proof of the other case is similar.

Clearly <>∆ and ❁∆ are both irreflexive, and <>∆ is symmetric. Also, <∆=
(<>∆ ∩ ❁∆). Finally, it follows from Proposition 3.3 of [9] that (X∆, <∆,❁∆) ∈
IIF . ��

Proposition 2. Let ∆ and ∆′ be two histories. ∆ = ∆′ iff GS∆ = GS∆′ .

Proof. (=⇒) Trivial.
(⇐=) Suppose GS∆ = GS∆′ , then X∆ = X∆′ , <>∆=<>∆′ and ❁∆=❁∆′ . It

follows that <∆=<>∆ ∩ ❁∆=<>∆′ ∩ ❁∆′=<∆′ and <∆=❁∆ ∩(❁∆)−1 =❁∆′

∩(❁∆′)−1 =<>∆′ . Thus ∆ = ∆(SRI) = ∆′(SRI) = ∆′. ��

For the rest of results, observations are restricted to initially finite stratified
orders. For each initially finite stratified GOS GS, we can define

obs(GS) = {(X,→) ∈ SOIF | GS ⊆ (X,< ∪(<)−1, <∼)}

Proposition 3. For every GS = (X,<>,❁) ∈ GSIF ,

(a) GS =
⋂

o∈obs(T )G(o).
(b) obs(GS) is a history.
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Proof. (a) This is a direct consequence of Theorem 2.
(b) By (a), <>=<>obs(GS) and ❁=❁obs(GS). Thus obs(GS)(SRI) ⊆ obs(GS).

It follows obs(GS)(SRI) = obs(GS), i.e. obs(GS) is a history. ��

The main result of this last part now follows readily.

Theorem 3. Let ∆ be a report set consisting of initially finite stratified orders.
Then the following are equivalent.

(a) (a) There is a GS ∈ GSIF such that ∆ = obs(GS).

(b) (b) ∆ is a history.

Proof. (a) =⇒ (b) This follows directly from (b) of Proposition 3
(b) =⇒ (a) This is a direct consequence of Propositions 1, 2 and (a) of

Proposition 3. ��

Theorem 3 says that under the provision that observations are restricted to
initially finite stratified orders (i.e. step sequences), every initially finite stratified
GOS can be interpreted as a specification of a history conforming to π1. This is
the key application result of this paper.

4 Conclusive Remarks

In this paper, we introduced the notion of Generalized Order Structure or GOS,
proved that the class of initially finite stratified GOS is extension complete. The
result is then used to give an axiomatic representation of general concurrent
behaviours or histories (histories conforming to the most general paradigm π1),
when observations are restricted to initially finite stratified orders.

A natural possible continuation of the work here is to study the general case
when observations are modelled by interval orders or just general partial orders.
Indeed our original attempt was to prove the result for the general case. However,
there were some technical problems concerning the proof analogues of Lemmas 3,
5 and 6 for interval and general GOS. We believe that the GOS approach will
work, but it may require some modification of the definition of GOS in order to
solve the problem in the interval and general case.

An immediate application of the obtained results seems to be in the Sythnesis
Problem area. We believe that the approach introduced in [15] could now, after
employing the results of this paper, handle the cases like the most left case from
Figure 1.
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Abstract. We define an algebraic framework based on non-safe Petri
nets, which allows one to express operations such as iteration, parallel
composition, and transition synchronisation. This leads to an algebra of
process expressions, whose constants and operators directly correspond
to those used in Petri nets, and so we are able to associate nets to process
expressions compositionally. The semantics of composite nets is then used
to guide the definition of a structured operational semantics of process
expressions. The main result is that an expression and the corresponding
net generate isomorphic transition systems. We finally discuss a partial
order semantics of the two algebras developed in this paper.

Keywords: Petri nets, process algebra, operational semantics.

1 Introduction

To relate process algebras, such as CCS [17] or CSP [13], and Petri nets [20],
the approaches proposed in the literature often aim at providing a Petri net
semantics to an existing process algebra as, e.g., in [5,6,10,11,12,18]. Another
way is to translate elements from Petri nets into process algebras as, e.g., in [1].

A specific framework we are concerned with here is the Petri Net Algebra
(PNA [4]) and its precursor, Petri Box Calculus (PBC [3]). This framework is
composed of an algebra of process expressions (called box expressions) together
with a fully compositional translation into labelled safe Petri nets (called boxes).
(Recall that in a safe Petri net no place ever holds more than one token.)

The variant of the safe box algebra relevant to this paper comprises: sequence
E;F (the execution of E is followed by that of F ); choice E�F (either E
or F can be executed); parallel composition E‖F (E and F can be executed
concurrently); iteration E�F (E can be executed an arbitrary number of times,
and then be followed by F ); and scoping E sca (all handshake synchronisations
involving pairs of a- and â-labelled transitions are enforced). Consider, as an
example, three processes modelling a critical section and two user processes:

H. Kirchner and C. Ringeissen (Eds.): AMAST 2002, LNCS 2422, pp. 192–207, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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Fig. 1. Boxes and corresponding box expressions

CritSect
df= ((a1; r1)� (a2; r2))� f , User1

df= â1; r̂1 and User2
df= â2; r̂2. The

atomic actions a1 and a2 (together with the matching â1 and â2) model getting
the access to a shared resource, r1 and r2 (together with r̂1 and r̂2) model
its release, and f models a final action. The box expression where these three
processes operate in parallel is Mutex

df= CritSect‖User1‖User2 (operators
like parallel composition associate to the right), and the corresponding box is
shown on the left of figure 1. In a box, places are labelled by their status (e for
entry, x for exit and i for internal) while transitions are labelled by CCS-like
communication actions; such as a1, â1 and τ (as in CCS, τ is an internal action).

Though the box of Mutex specifies the three constituent processes, it does
not allow for interprocess communication. This can be achieved by applying the
scoping w.r.t. the synchronisation actions ai and ri, which results in Mutex′ df=
Mutex sc a1 sca2 sc r1 sc r2 , with the corresponding box shown in figure 1.

The operational semantics of box expressions is given through SOS rules in
Plotkin’s style [19]. However, instead of rules like a.E a−→ E in CCS, the current
state of an evolution is represented using overbars and underbars, marking re-
spectively the initial and final states of (sub)expressions. E.g., in figure 1, the box
on the right represents Mutex after the two user processes have terminated, and
the critical section is still in its initial state. There are two kinds of SOS rules:
structural rules specify when distinct expressions denote the same state, e.g.,
one can deduce that CritSect‖User1‖User2 ≡ CritSect ‖ User1‖User2 ≡
CritSect ‖ User1 ‖ User2, while evolution rules specify when we may have
a state change due to the execution of some of the actions, e.g., one can de-

duce that ((a1; r1)� (a2; r2))� f
{f}−→ ((a1; r1)� (a2; r2))� f . The two algebras

of PNA are fully compatible, in the sense that a box expression and the corre-
sponding box generate isomorphic transition systems. It will be our goal here to
retain this property in a more expressive framework based on non-safe boxes.

Recently, [7,15] introduced a novel feature into the above model, aimed at the
modelling of asynchronous communication (used, e.g., to model time-dependent
or preemptive concurrent systems [15,16]). Consider the following process expres-
sions modelling a producer and consumer processes (each can perform exactly
one action, after which it terminates): ProdOne

df= pb+ and ConsOne
df= cb−.

The pb+ is an atomic action whose role is to ‘produce’ a token (resource) in a



194 Raymond Devillers et al.

ProdOne

e

b

x

p

ConsOne

e

b

x

c

Syst

e

b

x

e

x

p c

Syst tie b

e
[

x

e

x

p c

Fig. 2. Asynchronous communication

buffer identified by b; in doing so, it generates the visible label p. The cb− is an
atomic action which ‘consumes’ a resource from buffer b, generating the visible
label c. The boxes of these processes are shown in figure 2, where the buffer
places are identified by the b labels.

An intuitive meaning of a b-labelled place is that some transitions can insert
tokens into it, while other transitions can later remove them. This gives rise to
asynchronous communication as, e.g., in the parallel composition of the producer
and consumer processes, Syst

df= ProdOne‖ConsOne, and the corresponding
box in figure 2, where the two b-labelled buffer places are merged into a sin-
gle b-labelled place (this place can later be merged with other b-labelled buffer
places). An abstraction mechanism for asynchronous communication comes in
the form of the buffer restriction operator, tie b, which changes the b-labelled
buffer place into a �-labelled one. Such a place can no longer be merged with
other buffer places, and so �-labelled places may be viewed as internal places.
This is illustrated in figure 2 for Syst tie b. The resulting model is no longer
based on safe Petri nets since the buffer places are in general non-safe.

In this paper, we develop further the above approach, introducing the Asyn-
chronous Box Calculus (or ABC) model. In particular, we no longer enforce the
safeness of the non-buffer places, which may be undesirable for practical applica-
tions since this leads to the imposition of awkward syntactic constraints (see [4]).
Safeness was needed in the original PNA to support a simple concurrency se-
mantics of boxes and expressions based on causal partial orders. In this paper, it
is replaced by auto-concurrency freeness which is a property guaranteeing con-
currency semantics in terms of event structures as shown in [14], and so is highly
relevant from a theoretical point of view. Moreover, we argue that in the case
of ABC without buffer places (but still with non-safe places), one can retain the
simple causal partial order semantics.

In short, ABC will comprise an algebra of non-safe boxes, and an algebra
of box expressions. The two algebras will be related through a mapping which,
for a box expression, returns a corresponding box with an isomorphic transition
system. All the proofs can be found in the technical report [8].

Two examples. Consider three process expressions: Prod
df= ProdOne� f ,

ProdPar
df= (ProdOne‖ProdOne)� f and Cons

df= ConsOne� f . When
operating in parallel, Prod can repeatedly send a token to a b-labelled buffer
place, which can then be repeatedly removed by the Cons process.
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Fig. 3. Boxes for the two execution scenarios (double-headed arrows are self-
loops)

The first example, Systi
df= s; (Prod‖Prod‖Cons) on the left of figure 3,

models a system composed of two producers and one consumer operating in
parallel and preceded by a ‘startup’ action s. The example Systii

df= (ProdPar‖
ConsOne) tie b, shown on the right of figure 3, illustrates the encapsulating
feature of buffer restriction which makes the buffer place �-labelled, and so no
longer available for future merging. This example also shows that even if we
disregard the buffer place, the resulting box is still non-safe as executing either
of the p-labelled transitions adds a second token to one of the e-labelled places.
Hence Systii cannot be handled by the preliminary version of ABC presented
in [7].

The operational semantics is illustrated using the following two execution
scenarios (in each case the system starts from its implicit initial state, e.g., we
consider Systi rather than Systi). In the first scenario, we consider the net ΣI

shown in figure 3 and the following evolution:

– the system is started up by executing the s-labelled transition;
– the two producers send a token each to the b-labelled (buffer) place;
– the consumer takes one of the two tokens from the buffer place and, at the
same time, the first producer sends there another;

– the two producers and the consumer finish their operation by simultaneously
executing the three f -labelled transitions.

This corresponds to ΣI [{t1}{t2, t3}{t2, t4}{t5, t6, t7}〉Σ′
I , which is a step se-

quence such that Σ′
I is ΣI with two tokens in the buffer place, one token in

each of the x-labelled places, and no token elsewhere. Since each x-labelled place
has exactly one token, we consider Σ′

I to be in a final marking (or state). In
terms of labelled step sequences, we have ΣI [{s}{p, p}{p, c}{f, f, f}〉Σ′

I .
In the second scenario, we only consider labelled steps, for the net ΣII in

figure 3, and the following evolution:

– the system begins by executing the left p-labelled transition, which puts a
token in the buffer place, and another one in the third e-labelled place;
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– the consumer takes the token from the buffer place and the right p-labelled
transition puts another token in the buffer place;

– the system finishes by executing the two f -labelled transitions.

Such a scenario corresponds to ΣII [{p}{p, c}{f, f}〉Σ′
II , which is a labelled step

sequence such that Σ′
II is ΣII with one token in the buffer place and each of the

x-labelled places, and no token elsewhere. Notice that Σ′
II is also in a final state.

Basic notations and definitions. Throughout the paper, we use the standard
Petri net notions (see, e.g., [20]) and (multi)set notation. In particular, + and
· denote multiset addition and multiplication by a natural number, mult(X)
comprises all finite multisets over a set X , and ≤ is used to compare multisets.
A subset of a setX may be treated as a multiset overX , through its characteristic
function, and a singleton set can be identified with its sole element. The specific
Petri net framework is sketched below.

We assume that there is a set Aτ of (atomic) actions representing syn-
chronous interface activities used, in particular, to model handshake commu-
nication. Similarly as in CCS, Aτ

df= A 
 {τ} and, for every a ∈ A, â is an
action in A such that ̂̂a = a. There is also a finite set B of buffer symbols for
asynchronous communication.

A (marked) labelled net is here a tuple Σ df= (S, T,W, λ,M) such that: S
and T are finite disjoint sets of respectively places and transitions ;W is a weight
function from the set (S×T ) ∪ (T×S) to N; λ is a labelling for places and
transitions such that for every place s ∈ S, λ(s) is a symbol in {e, i, x, �} 
 B,
and for every transition t ∈ T , λ(t) is an action in Aτ ; and M is a marking, i.e.,
a multiset over S.

If the labelling of a place s is e, i or x, then s is an entry, internal or exit place,
respectively. If the labelling is � then s is a closed buffer place, and if it is b ∈ B,
then s is an open buffer place. Collectively, the e-, i- and x–labelled places are
called control (flow) places. Moreover, the set of all entry (resp. exit) places will
be denoted by ◦Σ (resp. Σ◦). To avoid ambiguity, we will sometimes decorate
the various components of Σ with the index Σ and, to simplify diagrams, omit
isolated unmarked buffer places.

For every place (transition) x, we use •x to denote its pre-set, i.e., the set of all
transitions (places) y such that there is an arc from y to x, that is, W (y, x) > 0.
The post-set x• is defined in a similar way.

For a marking M of a labelled net Σ, we use Mctr to denote M restricted
to the control places. Then we say that M is clean if ◦Σ ≤Mctr ⇒Mctr = ◦Σ
and Σ◦ ≤Mctr ⇒Mctr = Σ◦. Moreover, M is ac-free if, for every t ∈ T , there
is a control place s ∈ •t such that M(s) < 2 ·WΣ(s, t), i.e., the marking of s
does not allow auto-concurrency of t.

2 An Algebra of Boxes

To model concurrent systems, we use a class of labelled nets called asynchronous
boxes. To model operations on such nets, we use operator boxes (a particular
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kind of labelled nets where all transitions are intended to be substituted by
asynchronous boxes) and the net substitution meta-operator (called also refine-
ment [4]), which allows one to realise this substitution.

An (asynchronous) box is a labelled net Σ such that each transition is labelled
by an action in Aτ , and the net is:

– ex-restricted : there is at least one entry place and at least one exit place;
– B-restricted : for every b ∈ B, there is exactly one b-labelled place;
– control-restricted : for every transition t there is at least one control place in

•t, and at least one control place in t•.

The execution semantics ofΣ is based on finite steps, which capture the potential
concurrency in its behaviour. A step is a finite multiset of transitions U and,
when enabled, it can be executed leading to a new net Θ; we denote this by
Σ[U〉Θ or Θ ∈ [Σ〉. Transition labelling may be extended to steps, leading to
labelled steps of the form Σ [Γ 〉λΣ′ which means that there is a step U such
that Σ [U〉Σ′ and Γ = λ(U). Although we will use the same term ‘step’ to refer
both to a finite multiset of transitions and to a finite multiset of labels, it will
always be clear from the context which one is meant.

A box Σ is static (resp. dynamic) if Mctr
Σ = ∅ (resp. Mctr

Σ �= ∅) and all the
markings reachable from Mctr

Σ , ◦Σ or Σ◦ in the box Σctr are both clean and
ac-free, where Σctr is Σ with all its buffer places and adjacent arcs removed.
The asynchronous boxes, static boxes and dynamic boxes will respectively be
denoted by abox, aboxstc and aboxdyn . Static boxes do not admit non-empty
steps, and if Σ is a dynamic box, then U is a set of transitions (but if Σ [Γ 〉λΣ′,
then the labelled step Γ may be a true multiset of actions, as illustrated in the
execution scenarios in the introduction) and Σ′ is a dynamic box.

The upper row in figure 4 shows four kinds of static boxes Σα used in ABC,
where α ∈ A df= {a , ab+ , ab− , ab± | a ∈ Aτ ∧ b ∈ B}. They are the basic
building blocks, from which other static and dynamic boxes are constructed.

The complete behaviour of a static or dynamic box can be represented by a
transition system. And, since we have two kinds of possible steps, we introduce
two kinds of transition systems. The full transition system of a dynamic box Σ
is ftsΣ

df= (V, L,A, init) where V df= [Σ〉 are the states; L df= 2TΣ are arc labels;
A

df=
{
(Σ′, U,Σ′′) ∈ V × L × V ∣∣ Σ′ [U〉Σ′′} is the set of arcs; and init df= Σ is

the initial state. For a static box Σ, ftsΣ
df= ftsΣ. The labelled transition system

of a static or dynamic box Σ, denoted by ltsΣ , is defined as ftsΣ with each arc
label U changed to λΣ(U) (note that different arcs between two states in ftsΣ

may give rise to a single arc in ltsΣ).
The presentation of the operators of ABC starts with marking operators,

which modify the marking of a box Σ (below b ∈ B and B ∈ mult(B)):

– Σ.B adds B(b) tokens to the b-labelled open buffer place of Σ, for each
b ∈ B; moreover, Σ.b df= Σ.{b} (this operation is called buffer stuffing);

– Σ (resp. Σ) is Σ with one additional token in each entry (resp. exit) place,
i.e., MΣ

df=MΣ + ◦Σ (resp. MΣ
df=MΣ +Σ◦);

– ��Σ�� is Σ with the empty marking.
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Fig. 4. Asynchronous and operator boxes of ABC, where a ∈ Aτ and b ∈ B

For the remaining operators, the identities of transitions will play a key role,
especially when defining the SOS semantics of process expressions. More pre-
cisely, transition identities will come in the form of finite labelled trees retracing
the operators used to construct a box.

We assume that there is a set η of basic transition identities and a corre-
sponding set of basic labelled trees with a single node labelled with an element
of η. All the transitions in figure 4 are assumed to be of that kind. To express
more complex (unordered) finite trees, or sets of trees, used as transition iden-
tities in nets obtained through net substitution, we will use the following linear
notations (see figure 5 page 200 for an illustration):

– v� T, where v ∈ η is a basic transition identity and T is a finite set of finite
labelled trees, denotes a tree where the trees of the set T are appended to
a v-labelled root;

– v� t denotes v� {t} and v�T denotes the set of trees {v� t | t ∈ T}.
A similar naming discipline could be used for the places of the constructed nets
following the scheme used in [4]. However, since place trees were essentially
needed for the definition of recursion which is not considered in the present
paper, we will not use them. Instead, when applying net substitution, we will
assume that the place sets of the operands are renamed to make them disjoint.
We then construct new places by aggregating the existing ones; e.g., if s1 and s2
are places from some boxes, (s1, s2) may be the identity of a newly constructed
place. We start with the two unary operations (we define them directly, rather
than through net substitution).

Scoping Σ sca. Parameterised by a communication action a ∈ A and with the
domain of application dom sc a

df= aboxstc ∪ aboxdyn , Σ sc a is a labelled net which
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is like Σ with the only difference that the set of transitions comprises all trees
w

df= vsc a�{t, u} with t, u ∈ T such that {λ(t), λ(u)} = {a, â}, as well as all trees
z

df= vsc a� r with r ∈ T such that λ(r) �∈ {a, â}. The label of w is τ , and that
of z is λ(r); the weight function is given by WΣ sc a(p, w)

df= W (p, t) +W (p, u)
and WΣ sc a(p, z)

df=W (p, r), and similarly for WΣ sc a(w, p) and WΣ sc a(z, p).

Buffer restriction Σ tie b. Parameterised by a buffer b ∈ B and with the domain of
application dom tie b

df= aboxstc ∪ aboxdyn , Σ tie b is like Σ with the only difference
that the identity of each transition t is changed to vtie b� t, the label of the only
b-labelled place is changed to �, and a new unmarked unconnected b-labelled
place is added.

Choice Σ1 �Σ2, iteration Σ1 � Σ2, sequence Σ1 ; Σ2, and parallel composition
Σ1‖Σ2. We consider here a binary operator box Ωbin ∈ {Ω�, Ω�, Ω ; , Ω‖}, as
shown in figure 4 (the labels of the transitions will be irrelevant here), and its
application Σ1 binΣ2. The first three binary operator boxes specify different
ways to sequentially compose behaviours and have the domain of application
dombin

df= (aboxstc)2 ∪ (aboxdyn × aboxstc)∪ (aboxstc × aboxdyn). The last one has
the domain of application dom‖

df= (aboxstc)2 ∪ (aboxdyn)2, i.e., its components
may evolve concurrently. The net Φ = Σ1 binΣ2 is defined as follows.
The transitions of Φ are the set of all trees vbin

i � t (with t ∈ TΣi and i =
1, 2). The label of each vbin

i � t is that of t. Each i-labelled or �-labelled place
p ∈ SΣj belongs to SΦ. Its label and marking are unchanged and, for every
transition vbin

i � t, the weight function is given by WΦ(p, vbin
i � t) df= WΣi(p, t) if

j = i and WΦ(p, vbin
i � t) df= 0 otherwise, and similarly for WΦ(vbin

i � t, p).
For every place s ∈ SΩbin

with •s = {vbin
l1
, . . . , vbin

lk
} and s• = {vbin

j1
, . . . , vbin

jm
}

(k,m ∈ {0, 1, 2}), we construct in SΦ all the places of the form p
df= (x1, . . . , xk,

e1, . . . , em), where each xr (if any) is an exit place of Σlr , and each eq (if any) is
an entry place of Σjq . The label of p is that of s, its marking is the sum of the
markings of x1, . . . , xk, e1, . . . , em, and for every transition vbin

i � t, the weight
function is given by:

WΦ(p, vbin
i � t) df=



WΣi(xr , t) +WΣi(eq, t) if vbin

i ∈ •s ∩ s• and i = lr = jq
WΣi(xr , t) if vbin

i ∈ •s \ s• and i = lr
WΣi(eq, t) if vbin

i ∈ s• \ •s and i = jq
0 otherwise,

and similarly for WΦ(vbin
i � t, p).

For every b ∈ B, there is a unique b-labelled place pb df= (pb
1, p

b
2) ∈ SΦ which

merges the two b-labelled places, pb
1 and pb

2, of the two operands. The marking
of pb is the sum of the markings of pb

1 and pb
2, and for each transition vbin

i �
t, the weight function is given by WΦ(pb, vbin

i � t) df= WΣi(pb
i , t), and similarly

for WΦ(w� t, pb).

Properties. The net operations of ABC (other than Σ and Σ) always return a
syntactically valid object, i.e., a box with a clean and ac-free marking. If one
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makes no use of buffer stuffing nor buffer restriction nor basic nets other than
Σa, one gets net operations similar to those defined in the standard box algebra
(see [3,4]), except for the additional b-labelled places which are all isolated and
unmarked.

The net operations are illustrated in figure 5, where explicit transition iden-
tities are shown for various stages of the construction, from the basic net and
transition identities shown in figure 4.

Relating structure and behaviour. We now investigate how the behaviour of
composite boxes depends on the behaviours of the boxes being composed. We
provide full details for sequential composition (other operators are treated in [8]).

First, we capture situations where different application of sequential com-
position lead to the same result. For two pairs of boxes, Σ

df= (Σ1, Σ2) and
Θ

df= (Θ1, Θ2), we define:

– Σ ≡′ Θ if there are boxes Ψ1 and Ψ2 such that {Σ,Θ} = {(Ψ1, Ψ2), (Ψ1, Ψ2)}.
In other words, if the first operand has reached a final state, then this is
equivalent to the second operand being in an initial state;

– Σ ≡′′ Θ if there are boxes Ψ1 and Ψ2 and B1, B2, B
′
1, B

′
2 ∈ mult(B) such

that B1 + B2 = B′
1 + B′

2, Σ = (Ψ1.B1, Ψ2.B2) and Θ = (Ψ1.B
′
1, Ψ2.B

′
2).

In other words, Σ and Θ are the same except perhaps the distribution of
tokens in open buffer places corresponding to the same b but coming from
different components (buffer stuffing never changes the marking of closed
buffer places). The sequence operator will glue the corresponding open buffer
places thus merging their markings.

We then define ≡Ω; to be (≡′ ∪ id abox) ◦ ≡′′, where id abox is the identity on abox.
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Relations ≡Ωbin
like that above are defined for all binary operators of ABC.

It may be shown that, if Σ ≡Ωbin
Θ, then Σ ∈ dombin ⇒ Θ ∈ dombin and ��Σi�� =

��Θi�� (i = 1, 2); and if ��Σi�� = ��Θi�� (i = 1, 2), then Σ1 binΣ2 = Θ1 binΘ2 iff
Σ ≡Ωbin

Θ. Hence, when restricted to dombin, ≡Ωbin
is an equivalence relation

which identifies the tuples of boxes which give rise to the same composite nets.
The next result captures the behavioural compositionality of our model, i.e.,

the way the behaviours of composite nets (in terms of enabled steps) are related
to the behaviours of the composed nets. Basically, we want to establish what
steps are enabled by Σ1 binΣ2 knowing the steps enabled by Σ1 and Σ2.

Theorem 1. Let Σ1 binΣ2 be a valid application of a binary ABC operator bin.

– If Σi [Ui〉Ψi (i = 1, 2), then Σ1 binΣ2 [V 〉Ψ1 binΨ2, where V = (vbin
1 �U1) 


(vbin
2 �U2).

– If Σ1 binΣ2 [V 〉∆ then there are Θ, Ψ, U1 and U2, such that: Θ ≡Ωbin
Σ,

Θi [Ui〉Ψi (i = 1, 2), Ψ1 binΨ2 = ∆ and V is as above.

Various important consequences may be derived from the result presented
above and a similar result which holds for the unary operators; e.g., the way
static and dynamic boxes are composed guarantees that the result is a static or
dynamic box when the domain of application of the operators is respected, i.e.,
every composite net of ABC is a static or dynamic box.

3 An Algebra of Asynchronous Box Expressions

We consider an algebra of process expressions over the signature:

A ∪ { (·) , (·) } ∪ { ‖ , ; , � , � } ∪ { sca | a ∈ A} ∪ { tie b, .b | b ∈ B} ,
where A is the set of constants. The binary operators ‖ , ; , � and � will be
used in the infix mode; the unary operators sca , tie b and .b will be used in the
postfix mode; and (·) and (·) are two positional unary operators (the position
of the argument being given by the dot).

There are two classes of process expressions corresponding respectively to
the static and dynamic boxes: the static E and dynamic D expressions, denoted
respectively by aexprstc and aexprdyn . Collectively, we will refer to them as the
(asynchronous) box expressions, aexpr. Their syntax is given by:

E ::= α | E sc a | E tie b | E.b | E‖E | E binE
D ::= E | E | D sc a | D tie b | D.b | D‖D | D binE | E binD

where α ∈ A, a ∈ A, b ∈ B, and bin is a binary operator other than ‖. In the
following, we will use E or F to denote any static expression, J orK any dynamic
expression, and G or H any static or dynamic expression. For an expression G,
��G�� is G with all occurrences of (·), (·) and .b removed.

Essentially, a box expression encodes the structure of a box, together with
the current marking of the control places (with the bars) and the buffer places
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Table 1. Structural similarity, and two operational semantics for ABC, where
a ∈ Aτ , c ∈ A, b �= b′ ∈ B and bin ∈ {‖, ; ,�,�}

G ≡ H

Guna ≡ H una

G ≡ H,G′ ≡ H ′

G bin G′ ≡ H binH ′
E ≡ F

E ≡ F , E ≡ F

E�F ≡ E�F E�F ≡ E� F E�F ≡ E�F

E�F ≡ E�F E‖F ≡ E‖F E‖F ≡ E‖F
E~F ≡ E~F E~F ≡ E~F E~F ≡ E~ F

E~F ≡ E~F E;F ≡ E;F E;F ≡ E; F

E;F ≡ E;F (G.b) bin H ≡ (G binH).b G bin(H.b) ≡ (G binH).b

E una ≡ E una (G.b) una′ ≡ (G una′).b E una ≡ E una

una ∈ {sc c, tie b, .b} una′ ∈ {sc c, tie b′, .b′}

ab±.b
{vab±}
−−−−−→ ab±.b ab+

{vab+}
−−−−−→ ab+.b ab−.b

{vab−}
−−−−−→ ab−

a
{va}
−−−−−→ a a

{a}−→ a (∗)

ab−.b
{a}
−−−−−→ ab− (∗) ab±.b

{a}
−−−−−→ ab±.b (∗) ab+

{a}
−−−−−→ ab+.b (∗)

G
U−→ H, G′ U′−→ H ′

G bin G′ V−→ H binH ′

G
U−→ H

G tie b
vtie bJU−−−−−−−−→ H tie b

D
{t1,u1...tk,uk,z1...zl}−−−−−−−−−−−−−−−−−−−−−−→D′

D sc c
{y1,...yk,x1...xl}−−−−−−−−−−−−−−→ D′ sc c

V = (vbin
1 JU) 	 (vbin

2 JU ′)
{λ(ti), λ(ui)} = {c,bc} yi = vsc c

C {ti, ui}
λ(zj) 
∈ {c,bc} xj = vsc c

C zj

G
?−→ G (†) G ≡ G′ U−→ H ′ ≡ H

G
U−→ H

(†) G
U−→ H

G.b
U−→ H.b

(†)

G
Γ−→ H

G tie b
Γ−→ H tie b

(∗) G
Γ−→ H, G′ Γ ′−→ H ′

G bin G′ Γ+Γ ′
−−−−−→ H bin H ′

(∗) D
Γ+k·{c,bc}
−−−−−−−−→ D′

D sc c
Γ+k·{τ}
−−−−−−−−→ D′ sc c

(∗)

(with the .b’s). Thus, a box expression E represents E in its initial state (in
terms of nets, this corresponds to the initially marked box of E). Similarly, E
represents E in final state. Note that the .b notation is needed for static as well
as for dynamic box expressions because a static part of a dynamic box expression
may have .b’s which can be used by the active part.
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The denotational semantics of box expressions, box : aexpr → abox, is given
compositionally. Assuming that α ∈ A, b ∈ B, una stands for an unary and bin for
a binary operator of ABC, we have: box(α) df= Σα, box(E) df= box(E), box(E) df=
box(E), box(G una) df= box(G) una and box(G binH) df= box(G) bin box(H). One
can show that the semantical mapping always returns a static or dynamic box,
and that box(G) is static iff G is static. We now set out to define an operational
semantics of box expressions.

A structural similarity relation on box expressions, denoted by ≡, is defined
as the least equivalence relation on box expressions such that all the equations in
the upper part of table 1 are satisfied. The rules either directly follow those of the
original PNA or capture the fact that an asynchronous message, produced by a
ab+ expression and represented by .b, can freely move within a box expression in
order to be received by some action of the form ab−. However, the .b may never
cross the boundary imposed by the tie b operator (notice that moving outside a
buffer restriction context is only allowed if b �= b′). It may be observed that the
equivalence relation so defined is in fact a congruence for all the operators of the
algebra. It is easy to see that the structural similarity relation is closed in the
domain of expressions, in the sense that if a box expression matches one of the
sides of any rule then the other side defines a legal box expression. Moreover,
it captures the fact that box expressions have the same net translation, i.e.,
box(G) = box(H) iff G ≡ H , provided that ��G�� = ��H��.
SOS semantics. In developing the operational semantics of ABC, we first in-
troduce operational rules based on transitions of boxes which provide the de-
notational semantics of box expressions. Based on these, we formulate our key
consistency result. Then we introduce the label based rules, together with the
derived consistency results.

Consider the set T of all transition trees in the boxes derived through the box

mapping. The first operational semantics has moves of the form G
U−→ H such

that G and H are box expressions and U ∈ U, where U is the set of all finite
subsets of T. The idea here is that U is a valid step for the boxes associated
with G and H , i.e., that box(G) [U〉 box(H) holds. Note that each t ∈ T has
always the same label in the boxes derived through the box mapping; such a
label will be denoted by λ(t).

Formally, we define a ternary relation −→ which is the least relation com-
prising all (G,U,H) ∈ aexpr×U×aexpr such that the relations in table 1 (middle
and bottom parts) other than those marked by (∗) hold, where G U−→ H denotes
(G,U,H) ∈ −→. In the rule for binary operators, we make no restriction on U
and U ′ but the domain of application of bin ensures that this rule will always be
used with the correct static/dynamic combination of boxes. E.g., in the case of
the choice operator, U or U ′ will always be empty.

Let D be a dynamic box expression. We will use [D〉 to denote all the box
expressions derivable from D, i.e., the least set of expressions containing D such
that if J ∈ [D〉 and J U−→ K, for some U ∈ U, then K ∈ [D〉. Moreover, [J ]≡ will
denote the equivalence class of ≡ containing J . The full transition system of D
is ftsD

df= (V, L,A, init), where V df= {[J ]≡ | J ∈ [D〉} are the states; L df= U are
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arc labels; A df=
{
([J ]≡, U, [K]≡) ∈ V × U × V ∣∣ J U−→ K

}
is the set of arcs; and

init df= [D]≡ is the initial state. For a static box expression E, ftsE
df= ftsE . Note

that we base transition systems of box expressions on the equivalence classes
of ≡, rather than on box expressions themselves, since we may have D ∅−→ J
for two different expressions D and J , whereas in the domain of boxes, Σ [∅〉Θ
always implies Σ = Θ.

We now state a fundamental result which demonstrates that the operational
and denotational semantics of a box expression capture the same step based
operational behaviour, in arguably the strongest sense.

Theorem 2. For every G, isoG
df=

{
([H ]≡, box(H))

∣∣ [H ]≡ is a node of ftsG

}
is

an isomorphism between the full transition systems ftsG and ftsbox(G).

To define a label based operational semantics of box expressions, we first
retain the structural similarity relation≡ on box expressions without any change.
Next, we define moves of the form G

Γ−→ H , where G and H are box expressions
as before, and Γ is a finite multiset of labels in Aτ . Referring to table 1, we
keep the rules marked with (†) with ∅ now denoting the empty multiset of
labels, and U being changed to Γ , and add those marked with (∗) (instead of
the corresponding rules based on transitions).

The two types of operational semantics are clearly related; essentially, each
label based move is a transition based move with only transitions labels being
recorded. As a result, the properties concerning transition based operational
semantics directly extend to the label based one. For a box expression G, the
label based operational semantics is captured by its labelled transition system,
denoted by ltsG, and defined as ftsG with each arc label U changed to λ(U). We
then obtain the following result.

Theorem 3. For every G, isoG
df=

{
([G]≡, box(H))

∣∣ [H ]≡ is a node of ltsG
}
is

an isomorphism between the labelled transition systems ltsG and ltsbox(G).

Hence ABC supports two consistent (in a very strong sense since the cor-
responding transition systems are isomorphic and not only bisimilar, as in [7])
concurrent semantics for a class of process expressions with both synchronous
and asynchronous communication.

The rules of the label based operational semantics are put into work below,
where we use the second scenario presented in the introduction:

(((pb+‖pb+)� f)‖(cb− � f)) tie b ≡ (((pb+‖pb+)� f)‖(cb− � f)) tie b
{p}−−−−−→ (((pb+.b‖pb+)� f)‖(cb− � f)) tie b ≡ (((pb+‖pb+)� f)‖(cb−.b� f)) tie b
{p,c}−−−−−→ (((pb+‖pb+.b)� f)‖(cb− � f)) tie b ≡ (((pb+‖pb+.b)� f)‖(cb− � f)) tie b
{f,f}−−−−−→ (((pb+‖pb+.b)� f)‖(cb− � f)) tie b ≡ (((pb+‖pb+)� f)‖(cb− � f)) tie b
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Fig. 6. A box and two of its processes

4 Causality in Boxes and Box Expressions

We now discuss causality in the fragment of the ABC model without buffer-
specific construct. This still leads to the possibility of deriving boxes which
are non-safe, unlike in PNA (and PBC). Consider, for example, the expression
D

df= (a‖c)� f and the box Σ df= box(D) in figure 6, focussing on the behaviours
involving a single execution of each of the transitions of Σ.

As we have seen, the step sequences are exactly the same for D and Σ (see
theorems 2 and 3). Let us investigate whether the same will hold for causality
semantics. For Σ, we have three possible process nets in this case (see, e.g.,
[2] for the definition of process nets of Petri nets), two of which are shown in
figure 6: π1 specifies that the occurrences of t2 and t3 are concurrent and both
precede the occurrence of t1, while π2 specifies that the occurrences are causally
ordered as t2t3t1 (the third possibility is π3 with the occurrences ordered t3t2t1).

Whereas the causality expressed by π1 is something to be expected and can
easily be matched using a suitable execution of the expression D, the case of
π2 is less clear. For instance, consider the only possible (up to the structural
equivalence of expressions) execution corresponding to the scenario captured
by π2:

(a‖c)� f ≡ (a‖c)� f {t2}−→ (a‖c)� f {t3}−→ (a‖c)� f ≡ (a‖c)� f {t1}−→ (a‖c)� f
It is not difficult to see that in the above the occurrences of t2 and t3 are totally
unrelated. Indeed, if we replace the a with any expression (even one which is
deadlocked), we still can derive:

(· · · ‖c)� f ≡ (· · · ‖c)� f {t3}−−−−−→ (· · · ‖c)� f,
indicating that the overbar responsible for the occurrence of t3 does not depend
on executing anything else. Thus, on the level of box expressions, the partial
order semantics does not seem to be suffering from the token swapping phe-
nomenon discussed in [2] and which is illustrated by π1 and π2. As a result, the
causality relationship is as in the case of safe nets, despite the fact that we are
now working with non-safe nets. This is highly relevant both from the theoreti-
cal and practical point of view (e.g., the unfolding technique based on branching
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processes is more efficient if token swapping is absent, see [9]). Briefly, to imple-
ment such a semantics one can annotate the overbars and underbars with the
positions of the atomic actions responsible for their creation. For our example,
this would yield:

(a‖c)� f∅ ≡ (a∅‖c∅)� f
{t2}−−−−−→ (aξ1

‖c∅)� f
{t3}−−−−−→ (aξ1

‖cξ2
)� f ≡ (a‖c)� f ξ1,ξ2

{t1}−−−−−→ (a‖c)� f
ξ2

where ξ1 = v�
1 v

‖
1v

a, ξ2 = v�
1 v

‖
2v

c and ξ3 = v�
2 v

f . Then we generate a causal
precedence relation between occurrences of ti and tj provided that there is a path
ξl from the root to a leaf of ti labelling an overbar used to generate the occurrence
of tj . Since, in our case, t1 = v�

2 � vf , t2 = v�
1 � v

‖
1 � va and t3 = v�

1 � v‖2 � vc,
the causality relation generated is exactly as in π1, and not as in π2.

To transfer the above way of generating causal partial orders for box expres-
sions into the domain of boxes amounts to requiring that whenever there is a
choice between two occurrences of the same place (like s3 in figure 6 needed to
generate an instance of t3), then the one which leads to lesser causal orderings
is chosen (and so neither π2 nor π3 would be generated).

5 Concluding Remarks

In this paper, we proposed a framework which supports two consistent (in a
very strong sense, since the corresponding transition systems are isomorphic
and not only bisimilar) concurrent semantics for a class of process expressions
with both synchronous and asynchronous communication. We eliminated the
need to maintain the safeness of the non-buffer places (required in the original
PNA), which might be awkward for practical applications. It was replaced by
auto-concurrency freeness which is a property still guaranteeing suitable concur-
rency semantics. We then discussed how a partial order semantics of boxes in
a fragment of PNA could be obtained using additional annotations in process
expressions.
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Abstract. We present refusal simulation relation as a candidate for the
finest branching time relation that is solely based on all locally observ-
able and testable properties of processes, and no other properties. Apart
from several known characterisations, we introduce a new one in terms
of interactive games. Two general formats of transition rules, based on
the new Ordered Structural Operational Semantics approach [20], are
given such that refusal simulation and its rooted version are preserved
in arbitrary process languages definable within the respective formats.

1 Introduction

Process Languages (PLs) such as CCS [9], CSP [7,14] and ACP [3] are alge-
braic languages that comprise a small number of well chosen basic operators.
There are operators for representing sequences of computations, nondetermin-
istic choice between computations and a parallel composition of computations.
We can write expressions in PLs, called processes, that represent specifications
of concurrent systems such as communication protocols, and we can construct
processes that describe possible designs or implementations of such systems.
There are several methods in concurrency for establishing that a design or an
implementation meets its specification, for example model checking, equational
reasoning and term rewriting. In this paper, we shall concentrate on behavioural
equivalences and preorders on processes. Using this method a design meets a
specification if the pair of processes describing them is a member of a suitable
relation on processes. It is common practice to define such relations in terms of
the observable behaviour of processes, and as the notion of what is and what
is not observable varies there are many interesting process relations in the con-
currency literature. van Glabbeek compiled the branching time – linear time
spectrum of process relations according to the type of observable behaviour that
is used to distinguish processes [23]. In this paper we present refusal simulation
relation which is a member of the branching time relations.

The development of refusal simulation and its properties have been driven by
and are a result of three important requirements. The first concerns the style of
definition of the relation: the choice of the basic observable properties and how
they are used in the relation definition. Secondly, we require that our relation
has alternative characterisations independent of its definition. Finally, we insist
that the relation is well-behaved (namely, is a congruence) in an expressive class
of process languages. Below, we further elaborate these three requirements.

H. Kirchner and C. Ringeissen (Eds.): AMAST 2002, LNCS 2422, pp. 208–223, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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Basic Observations and Style of Definition We distinguish between exter-
nal behaviour of processes and their internal, unobservable and independent of
the environment behaviour as represented by actions τ . We also take into ac-
count divergence of processes, which is the ability to perform an infinite sequence
of silent actions. Hence, we are interested in weak relations on processes, for ex-
ample weak bisimulation [9], as opposed to strong relations such as strong bisim-
ulation [11,9]. We assume that the basic observations of process behaviour are
the occurrences of actions, represented by the notation α→, and the refusals of ac-
tions in stable states, represented by τ

�
α
�. The second type of observation plays

the crucial role in testing semantics [10,12,1,17] and in the failures/divergences
model [7,14].

With these assumptions we define our relation in terms of the agreed basic
observations on processes. We postulate that a process p is related to a process q
if the observations of the behaviour of p can be matched by the corresponding
observations about q. In other words, p is related to q if q can simulate actions
and refusals of actions of p in step by step fashion. Moreover, we shall employ two
forms of simulation, themay and themust simulations as in the testing scenarios,
giving rise to lower and upper refusal simulation relations respectively.

Alternative Characterisations Refusal simulation has several natural and
intuitive characterisations, and in this paper we present a new characterisa-
tion in terms of interactive games. The foremost characterisation is in terms of
copy+refusal tests [17,18], which comprise tests that can make copies of pro-
cesses and their derivatives, and tests them for the occurrences or refusals of
actions. Another characterisation is in terms of a fragment of Hennessy Milner
Logic [9]. Lower refusal simulation can be expressed as satisfaction of formulae
φ ::= tt | 〈µ〉φ | φ∧ φ and upper refusal simulation can be expressed as satisfac-
tion of formulae φ ::= ff | [µ]φ | φ∨φ, where µ can be either an action or a refusal
of action (in a stable state where no τ is possible) [18]. The third characterisation
is in terms of a partial trace congruence generated by the ISOS format [17,18].
Finally, axiomatic characterisations are available in process languages from the
ISOS and De Simone formats [18,19].

Congruence Property Structural Operational Semantics (SOS) [13] is a pow-
erful and widely used method for assigning operational meaning to language
operators (combinators) of process languages (algebras). In the SOS approach
the meaning of process operators is defined by sets of transition rules , which
are proof rules with possibly several premises and a conclusion. For each oper-
ator transition rules describe how the behaviour of a process term constructed
with the operator as the outer-most operator depends on the behaviour of its
subterms, or on the behaviour of other process terms constructed with these
subterms. In general, the syntactic structure of rules, called format , determines
the kind of behavioural information that can be used to define operators. An
operator is in a format if all its transition rules are in the format. A process
language is in a format if all its operators are in the format.
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The simplest of formats is the De Simone format [15]. All CCS and CSP
operators are defined by rules in the De Simone format. De Simone rules with
negative premises (expressions like X

a
�) and copying (multiple use of identical

process variables) make up the GSOS format [5]. In [20] an extension of SOS
method with orderings on transition rules, called Ordered SOS (OSOS), is de-
veloped to give an alternative and equally expressive formulation of the GSOS
format. Instead of GSOS rules, which may contain negative premises, OSOS uses
only positive GSOS rules but compensates for the lack of negative premises with
the orderings on rules, the new feature that specifies the order of application
of rules when deriving transitions of process terms. There are other formats,
for example GSOS rules with composite terms in the premises are called ntyft
rules [6], and additionally with predicates are called panth rules [24].

The important property that a good process relation should have is con-
gruence: it should be preserved by all operators in a given format. Informally,
an n-ary operator is said to preserve a process relation, if it produces two re-
lated processes from any two sets of n pairwise related subprocesses. It is well
known that strong bisimulation is a congruence for any process language in all
above listed formats. However, finding valid and elegant formats for weak pro-
cess relations has proved more tricky due to the difficulty of guaranteeing the
unobservable and uncontrollable character of silent actions in SOS rules.

In this paper we present a format for refusal simulation based on the OSOS
approach. We impose several simple conditions on the structure of rules and on
the orderings on rules. These conditions specify the usage of silent actions in
rules, and restrict the orderings between rules with and without silent actions.
For example, the uncontrollable and independent of the environment character
of silent actions is represented via τ -rules, due to Bloom [4], by insisting that
the set of rules for operator f contains a τ -rule τi of the form

Xi
τ→ X ′

i

f(X1, . . . , Xi, . . . , Xn)
τ→ f(X1, . . . , X

′
i, . . . , Xn)

for each active argument Xi. Informally, argument Xi of f is active if there is a
rule for f with premises referring to the behaviour ofXi. One of the consequences
of requiring τ -rules for active arguments is that some standard process operators,
for example the CCS ‘+’, cannot be defined by this method. We will show how
to solve this problem in Sect. 4.4.

A notion closely related to the uncontrollable character of silent actions is
divergence. Results in [17,18,4] show that, in a setting with τ -rules, if one treats
divergence as a form of deadlock, then rules with negative premises, as in the
GSOS format, are unacceptable—we can construct operators defined by rules
with negative premises that do not preserve (divergence insensitive) weak equiv-
alences. On the other hand, treating divergence as different from deadlock allows
one to use rules with negative premises or rules with orderings safely. We dis-
tinguish between divergence and deadlock and, consequently, we work with a
version of refusal simulation that is sensitive to divergence.
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2 Refusal Simulation

Definition 1. A labelled transition system (or LTS, for short) is a structure
(P , A,→), where P is the set of states, A is the set of actions and →⊆ P×A×P
is a transition relation.

We model concurrent systems by process terms (processes) which are the
states in an LTS. Transitions between the states, defined by a transition relation,
model the behaviour of systems.

P , the set of processes, is ranged over by p, q. Vis is a finite set of visible
actions and it is ranged over by a, b, c. Action τ is the silent action and τ /∈ Vis.
Act = Vis ∪ {τ} is ranged over by α, β. We will use the following abbreviations.
We write p

α→ q for (p, α, q) ∈→ and call it a transition, and p
α→ when there

is q such that p
α→ q, and p

α
� otherwise. Sometimes we write p

α
� p′ to mean

p
α
� and p ≡ p′. Expressions p τ⇒ q and p

α⇒ q, where α �= τ , denote p( τ→)∗q and
p( τ→)∗ α→ q respectively. Note, p α⇒ q does not stand for p( τ→)∗ α→ ( τ→)∗q as in [9].
Given a sequence of actions s = α1 . . . αn, for 1 ≤ i ≤ n, we say that q is a s-
derivative of p if p α1⇒ · · · αn⇒ q. The expression p⇑, read as p is divergent, means
p( τ→)ω. We say p is convergent, written as p⇓, if p is not divergent. A process is
strongly convergent if all its derivatives are convergent. We assume that, if α = τ

then p
bα→ p′ means p τ→ p′ or p ≡ p′, else it is simply p

α→ p′.
Refusal simulation [17,18] in a generalisation of ready simulation [5] and

2
3 bisimulation [8] that treats τ actions as unobservable and is sensitive to diver-
gence.

Definition 2. Let (P , Λ,→) be an LTS. A relation R ⊆ P×P is a lower refusal
simulation if, for all (p, q) in R , the following property holds for every α.

∀p′.[ p α→ p′ implies ∃q′, q′′.( q τ⇒ q′ bα→ q′′ and p′Rq′′)] and

p
τ
�

α
� implies ∃q′.( q τ⇒ q′ τ

�
α
� and pRq′)

A relation S ⊆ P ×P is an upper refusal simulation relation if, for all (p, q) in S
the following property holds for every α.

p⇓ implies [q⇓ and

∀q′.[ q α→ q′ implies ∃p′, p′′.( p τ⇒ p′ bα→ p′′ and p′′Sq′)] and

q
τ
�

α
� implies ∃p′.( p τ⇒ p′ τ

�
α
� and p′Sq)]

Definition 3. �∼L
, �∼U

and refusal simulation relation, �∼RS, are as follows:

p �∼L
q ≡ ∃R. R is a lower refusal simulation and pRq,

p �∼U
q ≡ ∃S. S is an upper refusal simulation and pSq,

p �∼RS q ≡ p �∼L
q ∧ p �∼U

q.

Relations �∼L,
�∼U and �∼RS are clearly preorders. The equivalence associated with

�∼RS, defined as p≈
RS

q if p �∼RS q and q �∼RS p, is refusal simulation equivalence.
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Example 1. Consider processes r, s and t below.

r

�
��✠

❅
❅❅❘

❄

❄

❄

❄

aa

b b

c d

s

❄
�

��✠

❄

❅
❅❅❘

❄

a

b b

c d

t

❄
�

��✠
❅

❅❅❘

❅
❅❅❘

❅
❅❅❘

❄ ❄ ❄

a a

b b b

c d d

Process r, s and t exhibit the difference between decorated trace relations, for
example testing equivalence [10] or refusal equivalence [12], refusal simulation
and bisimulation relations. It is easily checked that r and s are both testing
equivalent and refusal equivalent as well as equivalent under all linear time pro-
cess relations listed in [23]. But they are not refusal similar. For s can perform a
after which both bc and bd are possible, and r after a must fail to perform either
bc or bd. Refusal simulation is coarser than any of the bisimulation relations.
Processes s and t are refusal similar but not bisimilar.

Example 2. Lower and upper refusal simulations are sensitive to divergence.
Consider an LTS with Λ = {a, b} and processes p and q defined as follows:
p

a→ 0, q a→ 0 and q
τ→ q. Process p can perform action a and evolve to the

deadlocked process 0. Process q can perform a after any number of silent ac-
tions, but it can also compute internally by performing silent actions forever.
We easily check that q �∼RS p: p is the same as q and it is ‘less’ divergent. On the
other hand, p ��∼RS q since p ��∼L q (p τ

�
b

� but q cannot match this) and p ��∼U q.
The last holds because p⇓ and q⇑.
Example 3. A faulty buffer is a buffer which may lose or duplicate its messages.
We shall abstract from the content of messages. A faulty buffer with capacity one
holds no messages in its initial state; the only activity it can perform now is to
input a message, represented by action in. Then, it can output this message by
action out , duplicate the message and output both copies, or lose the message.
Since the loss of a message may not be prevented or observed by the environment
we represent it by action τ . After any of these three activities the buffer evolves
to its initial state. Our buffer can be specified as follows:

B ≡ in .(out .B + out .out .B + τ.B)

Informally, this specification says that each of the courses of actions after in,
namely the output, the duplication and the loss, are ‘equally likely’ to happen.
If, on the other hand, the duplication of messages was ‘relatively rare’ by virtue
of not being possible in some runs of the buffer, we could specify this as follows:

B′ ≡ in .(out .B′ + out .out .B′ + τ.B′) + in.(out .B′ + τ.B′)

Both specifications of a faulty buffer are equally descriptive from the user’s
point of view. They cannot be distinguished by finitary and local testing [18]:
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they are copy+refusal testing equivalent. They are refusal simulation equivalent.
This is one of four relations needed to prove the equivalence: {(B,B′), (out .B+
out .out .B+ τ.B, out .B′+out.out .B′+ τ.B′), (out .B+out .out .B+ τ.B, out .B′+
τ.B′), (out .B, out .B′)}. It proves B �∼U B′. However, B and B′ are not weak
bisimulation equivalent.

2.1 Rooted Refusal Simulation

It is well known that several important process operators, for example CCS
‘+’, do not preserve refusal simulation for to the same reason why they do
not preserve weak bisimulation [9,3]. The standard solution is to use the rooted
version of refusal simulation instead of the relation itself. The rooted versions
of lower and upper refusal simulation are defined in the corresponding way as
observation congruence is defined in terms of weak bisimulation [9]. Namely,
α⇒ takes place of bα⇒ for the first actions of the related processes. Rooted lower
refusal simulation and rooted upper refusal simulation are denoted by �∼

r
L
and

�∼
r
U respectively. Rooted refusal simulation is written as �∼

r
RS.

3 Interactive Games and Refusal Simulation

Refusal simulation is on a simple and intuitive concept that an observer interacts
with processes and tries to simulate observations that she makes about of one
of the processes by the corresponding observations about the other process.
We have fixed our two atomic observations: they are the ability to perform an
action, represented by α→, and the ability to refuse an action, represented by
τ
�

α
�. Note, p τ

�
α
� p′ means p

τ
�

α
� and p ≡ p′. An alternative presentation of

refusal simulation is with interaction games. We shall give two games, one for
determining lower refusal simulation and the other for upper refusal simulation.
In both types of games the moves that the players make are the same, and only
the conditions for determining the winner are different. Our presentation builds
upon game characterisations of bisimulation relations in [22,16].

An interactive game on a pair of processes (p0, q0) is played by two par-
ticipants, player I and player II. Player I attempts to show that there is an
observable difference in the behaviour of the initial processes, whereas player
II tries to prevent this. Lower refusal simulation and upper refusal simulation
games from a pair (p0, q0) are denoted by GL(p0, q0) and GU (p0, q0) respectively.
A play of either of the games is a finite or an infinite sequence of the form
(p0, q0), . . . , (pi, qi), . . .. For each i the pair (pi+1, qi+1) depends solely on the
previous pair (pi, qi) and is decided by one of the following two moves.

– Player I makes an observation pi
α→ pi+1, and then player II matches it with

a corresponding observation from the other process: qi
τ⇒ bα→ qi+1.

– Player I makes an observation pi
τ
�

α
� pi+1, and then player II matches is

with a corresponding observation qi
τ⇒ τ

�
α
� qi+1.



214 Irek Ulidowski

Player I wins
1. The play is (p0, q0), . . . , (pn, qn) and there is α such that either pn

α→ pn+1 but

not (∃qn+1. qn
τ⇒ bα→ qn+1), or pi

τ
9

α
9 pi+1 but not (∃qn+1. qn

τ⇒ τ
9

α
9 qn+1).

Player II wins
1’. The play is (p0, q0), . . . , (pn, qn) and there is i < n such that pi = pn and qi =

qn.
2’. The play has an infinite length.

Fig. 1. Winning conditions in lower refusal simulation games

Player I wins
1. The play is (p0, q0), . . . , (pn, qn), qn⇓, and there is α such that either pn

α→ pn+1

but not (∃qn+1. qn
τ⇒ bα→ qn+1), or pi

τ
9

α
9 pi+1 but not (∃qn+1. qn

τ⇒ τ
9

α
9

qn+1).
2. The play is (p0, q0), . . . , (pn, qn), qn⇓ but pn⇑.

Player II wins
1’. The play is (p0, q0), . . . , (pn, qn), pn⇓ and qn⇓, and there is some i < n such

that pi = pn and qi = qn.
2’. The play is (p0, q0), . . . , (pn, qn) and qn⇑.
3’. The play has an infinite length.

Fig. 2. Winning conditions in upper refusal simulation games

The first type of move is called an action move or an a move, and the second
type is called an action refusal move or a refuse a move. If α is τ in the first
move, then player II has an option of not evolving her process since qi

τ⇒ bτ→ qi.
If α is τ in the second move, then the observation is that of stability. Note, that
player I can always make a move since for every process there is an action that
the process can either perform or refuse. Some plays may be infinite. This is not
only when the process of player I is infinite. Consider the process 0. Player I can
make the infinite sequence of observations 0 τ

�
a
�

τ
�

a
� · · ·.

The game is played until one of the players wins. The sets of conditions for
winning lower and upper refusal simulation games are given in Fig. 1 and Fig. 2
respectively. In bisimulation games [16] if a player is unable to make a move,
then her opponent wins. This is the case for our player I. If Player II cannot
match observations of player I, as in condition 1 in Figs. 1 and 2, then a difference
in the behaviour of the initial processes has been exhibited. On the other hand,
since player I can always make a move as argued above, the winning conditions
for player II are not solely based on the inability of player I to make a move
but depend on her exhausting all her options and repeating a configuration in
the play. When this happens, condition 1’ in Figs. 1 and 2, player I has failed to
show an observable difference between the initial processes before finally making
a move that has led to the repeat configuration. Player II also wins a play of
either of the refusal simulation games when the play is infinite: condition 2’
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in Fig. 1 and 3’ in Fig. 2. As with bisimulation games [16] condition 1’ is not
necessary since it is subsumed by 2’ in Fig. 1. However, we include it to stop
plays of infinite length on finite state processes.

The last two conditions that we discuss are for upper refusal simulation
game and determine the winner depending on the divergence/convergence of
the involved processes. Player II wins when her process diverges: condition 2’
in Fig. 2. Player I wins when she manages to lead player II to a configuration
where her process diverges but her opponent’s process converges: condition 2 in
Fig. 2.

Remark 1. If both initial processes p and q are strongly convergent, then condi-
tions 2 and 2’ in Fig. 2 are obsolete, and the remaining conditions in Fig. 2 reduce
to those in Fig. 1, thus making the two games the same: GL(p, q) = GU (p, q).

A strategy for a player is a collection of rules which determine the player’s
next moves depending on play so far. A player uses a strategy in a play if every
her move is according to the rules of the strategy. A strategy is a winning strategy
if the player wins every play in which she uses the strategy.

Example 4. Consider processes p and q from Example 2. Any play in GL(p, q)
has the form (p, q) or (p, q), (0,0), (0,0). The first play is a result of player I
making a refusal of action move, for example p

τ
�

c
� p. Player II cannot match

this move since her agent q has no τ -derivative that is stable. The second play
follows from the amove by player I which player II is able to match, thus reaching
the configuration (0,0). Now, player II always wins because player I can only
perform action refusal moves, and they lead to a repeat configuration. Overall,
although player II is able to win a play of GL(p, q) player I has a winning strategy:
make a refuse α move as the first move for α �= a. Note, p ��∼L q. Every play of
GL(q, p) has the form (q, p), (q, p) or (q, p), (0,0), (0,0). In both cases player II
is able to match the moves by player I, and player II always wins because there
are repeat pairs. Note, q �∼L p. Player II always wins in GU (p, q) by condition 2’
in Fig. 2 since q⇑. Note, q �∼U

p. Player I wins every play of GU (q, p) because q⇑
and p⇓: condition 2 in Fig. 2. Note, p ��∼U

q.

Example 5. Consider processes r, s and t in Example 1. In GL(r, s) it is clear that
player II can match every move of player I before player I repeats a configuration.
Hence, player II has a winning strategy. Since r and s are strongly convergent,
player II has also a winning strategy in GU (r, s). The situation is different in
GL(s, r). Here, player I has an advantage. Her a move must be matched by
player II making one of the a moves from r. Any of such moves commits player
II to either bc or bd branch, whereas player I still has a choice of both bc and
bd branches. Next, player I chooses the branch that is not available to player II.
Hence, player I is guaranteed to win if she makes correct moves. Similarly, she
has a winning strategy in GU (s, r). Note, s ��∼L

r and r ��∼U
s.

When player II has a winning strategy in GL(p, q), we say that p is lower
refusal simulation game related to q, which is abbreviated as p �L q. This means
that player II is able to
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– match any p
α→ p′ move by an appropriate q

τ⇒ bα→ q′ move with p′ and q′

lower refusal simulation game related, and
– match any p

τ
�

α
� move with q

τ⇒ τ
�

α
� q′ with p′ and q′ lower refusal simu-

lation game related.

These are the first two conditions of lower refusal simulation. Hence:

Proposition 1. For processes p and q we have p �L q if and only if p �∼L q.

Correspondingly, p �U q is a shorthand for player II having a winning strategy
in GU (q, p). Notice, that p and q are swapped to match the reading of the corre-
spondence between p �U q and p �∼U q. Starting with the pair (q, p), player II

– wins immediately because p⇑: condition 2’ in Fig. 2, or
– q⇓ and p⇓, and she is able to

• match any move q α→ q′ by an appropriate p τ⇒ bα→ p′ move, with q′ and p′

upper refusal simulation game related, and
• match any move q

τ
�

α
� with p

τ⇒ τ
�

α
� p′, with q′ and p′ upper refusal

simulation game related.

We easily check that the above conditions are logically equivalent to the condi-
tions in Definition 2 for an upper refusal simulation relation. Hence,

Proposition 2. For processes p and q we have p �U q if and only if p �∼U q.

We say that p is refusal simulation game related to q, written as p �RS q, if
p �L q and p �U q.

Theorem 1. For processes p and q we have p �RS q if and only if p �∼RS q.

3.1 Games for Rooted Refusal Simulation

In order to obtain games for rooted lower and rooted upper refusal simulations
we only need to change the first move that player I and player II can make. The
moves are as before except that when player I makes an observation p0

τ→ p1,
player II must match it with q0

τ⇒ τ→ q1, i.e. by performing at least one τ action.
After the first move, all plays in both games proceed as before. With this change
we define rooted lower and rooted upper refusal simulation game relations in a
corresponding way, and denote them by �r

L and �r
U respectively.

We say that p is rooted refusal simulation game related to q, written as
p �r

RS q, if p �r
L q and p �r

U q.

Theorem 2. For processes p and q we have p �r
RS

q if and only if p �∼
r
RS

q.

4 Formats for Refusal Simulations

In this section we present the Ordered SOS method for defining process oper-
ators [20] and illustrate its usefulness. We establish several intuitive conditions
on OSOS rules and their orderings such that OSOS operators that satisfy these
conditions preserve �∼RS and �∼

r
RS

. The OSOS has the same expressive power
as the GSOS approach [20], but we find OSOS more convenient for expressing
restrictions that are required for the preservation of weak process relations.
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4.1 SOS Rules with Orderings

Var is a countable set of variables ranged over by X,Xi, Y, Yi, . . .. Σn is a set
of operators with arity n. A signature Σ is a collection of all Σn and it is
ranged over by f, g, . . .. The members of Σ0 are called constants ; 0 ∈ Σ0 is the
deadlocked process operator. The set of open terms over Σ with variables in
V ⊆ Var, denoted by T(Σ, V ), is ranged over by t, t′, . . .. Var(t) ⊆ Var is the set
of variables in a term t.

The set of closed terms , written as T(Σ), is ranged over by p, q, u, v, . . .. In the
setting of process languages these terms are called process terms. A Σ context
with n holes C[X1, . . . , Xn] is a member of T(Σ, {X1, . . . , Xn}). If t1, . . . , tn are
Σ terms, then C[t1, . . . , tn] is the term obtained by substituting ti for Xi for
1 ≤ i ≤ n. We will use bold italic font to abbreviate the notation for sequences.
For example, a sequence of process terms p1, . . . , pn, for any n ∈ N, will often
be written as p when the length is understood from the context. Given any
binary relation R on closed terms and p and q of length n, we will write pRq
to mean piRqi for all 1 ≤ i ≤ n. Moreover, instead of f(X1, . . . , Xn) we will
often write f(X) when the arity of f is understood. A preorder � on T(Σ) is a
precongruence if p � q implies C[p] � C[q] for all p and q of length n and all Σ
contexts C[X] with n holes. Similarly, an operator f ∈ Σn preserves � if, for p
and q as above, p � q implies f(p) � f(q). A PL preserves � if all its operators
preserve �.

A substitution is a mapping Var → T(Σ). Substitutions are ranged over by ρ
and ρ′ and they extend to T(Σ,Var) → T(Σ) mappings in a standard way. For t
with Var(t) ⊆ {X1, . . . , Xn} we write t[p1/X1, . . . , pn/Xn] or t[p/X] to mean t
with each Xi replaced by pi, where 1 ≤ i ≤ n.

The notion of transition is extended to expressions t α→ t′.

Definition 4. A (transition) rule is an expression of the form

{ Xi
αij→ Yij }i∈I,j∈Ji

f(X) α→ C[X,Y ]
,

where X is the sequence X1, . . . , Xn and Y is the sequence of all Yij , and all
process variables in X and Y are distinct. Variables in X are the arguments
of f . Moreover, I ⊆ {1, . . . , n} and all Ji are finite subsets of N, and C[X ,Y ] is a
context. Let r be the above rule. Then, f is the operator of r and rules(f) is the
set of all rules with the operator f . The set of transitions above the horizontal
bar in r is called the premises , written as pre(r). The transition below the bar
in r is the conclusion, written as con(r). α in the conclusion of r is the action
of r, written as act(r), and C[X,Y ] is the target of r. Given i ∈ I, the set of
all actions αij in the premises of r is denoted by actions(r, i). The set of all
actions in the premises of r is denoted by actions(r). A rule is an action rule if
τ /∈ actions(r).

Next, we define orderings on rules [20]. Let <f be a binary relation on
rules(f). Expression r <f r′ is interpreted as r′ having higher priority than r
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when deriving transitions of terms with f as the outermost operator. Given a
signature Σ, the relation <Σ, or simply < if Σ is understood from the context,
is defined as

⋃
f∈Σ <f . Note, that orderings do not need to be transitive. We

will write higher (r) for {r′ | r < r′}.
Example 6. Ordered rules have the same effect as rules with negative premises.
We give an alternative definition of the sequential composition operator ‘;’ from
[5]. The rules are given below, and the ordering < is defined by r∗c < ra∗, r∗c <
τ1 and τ2 < ra∗, τ2 < τ1 for all a and c.

X
a→ X ′

ra∗
X ;Y a→ X ′;Y

X
τ→ X ′

τ1
X ;Y τ→ X ′;Y

Y
c→ Y ′

r∗c
X ;Y c→ Y ′

Y
τ→ Y ′

τ2

X ;Y τ→ Y ′

Definition 5. An Ordered SOS (or OSOS, for short) PL is a tuple (Σ,A,R,<),
where Σ is a finite set of operators,A ⊆ Act, R is a finite set of rules for operators
in Σ such that all actions mentioned in the rules belong to A, and < is the
ordering on the rules for the operators in Σ.

Given an OSOS PL G = (Σ,A,R,<), we associate a unique transition relation
→ with G as in [20].

Definition 6. Let r ∈ rules(f) and pre(r) = {Xi
αij→ Yij | i ∈ I, j ∈ Ji}. Rule r

applies to f(u) if ui
αij→ for all relevant i and j. Rule r is enabled at term f(u)

if r applies to f(u) and all rules in higher (r) do not apply.

Now, we return to Example 6. Process p; q can perform an initial action of q
(inferred by τ2 or r∗c) if neither ra∗ nor τ1 is applicable. That is if p τ

� and p
a
�

for all a. When p is a purely divergent, for example defined by p
τ→ p with p

being a constant, then q will never start in p; q since τ1 is always applicable.
Having defined → for a given OSOS PL (Σ,A,R,<), we easily construct

(T(Σ), A,→) as the LTS for the PL. Lower and upper refusal simulation rela-
tions, refusal simulation and their rooted versions are defined over the LTS as
in Sect. 2.

4.2 Conditions on OSOS Rules and Orderings

Arbitrary OSOS operators do not preserve weak process relations. Consider op-
erator see-τ , defined by a single rule, that makes silent actions visible.

X
τ→ X ′

see-τ (X) a→ see-τ(X ′)

Although CCS-like processes τ.0 and τ.τ.0 are equivalent according to most weak
process relations, they are not equivalent when placed in the see-τ context: we
have see-τ (τ.τ.0) a→ a→ but see-τ(τ.0) a→ a

�.
We introduce several conditions on OSOS rules and their orderings which

guarantee that OSOS operators satisfying these conditions do indeed preserve
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refusal simulation. For this purpose we introduce the notions of active arguments ,
action rules , silent rules and copies. The ith argument Xi is active in rule r,
written as i ∈ active(r), if it appears in a premise of r [4]. Overloading the
notation we write active(f) instead of {i | i ∈ active(r) and r ∈ rules(f)}.
The ith argument of f(X) is active if it is active in a rule for f . Action rules
are transition rules as in Definition 4 except that only visible actions actions are
allowed in the premises. Hence, they have the following form.

{ Xi
aij→ Yij }i∈I,j∈Ji

f(X) α→ C[X,Y ]

Other types of transition rules describe the unobservable behaviour of pro-
cesses in terms of the unobservable behaviour of their components. We shall call
such rules the silent rules and define them as rules r such that act(r) = τ and
actions(r) = {τ}. The most widely used rules among the silent rules are the
τ -rules, also called patience rules [4], as defined in the Introduction. The τ -rule
for the ith argument of f is denoted by τi when f is clear from the context. The
second form of silent rules is the silent choice rule (first rule below).

Xi
τ→ X ′

i

f(X1, . . . , Xi, . . . , Xn)
τ→ X ′

i

Xi
α→ X ′

i

f(X1, . . . , Xi, . . . , Xn)
α→ X ′

i

Such rules give us the ability to define operators like the CCS ‘+’, the prefix
iteration operator [2], the interrupt operator [9] and many timed operators. The
silent choice rule for the ith argument of f is denoted by τ i when f is clear from
the context. Given f , we write tau(i) to denote either τi or τ i for f . The silent
choice rules are instances of choice rules . Given n-ary operator f , a rule is a
choice rule for f and its ith argument if it has the form of the second rule above.

Multiple occurrences of process variables in rules are called copies. They
can be divided into explicit and implicit copies [17,18]. Given a rule r as in
Definition 4, explicit copies are the multiple occurrences of variables Yij and Xi,
for i /∈ I, in the target t. The implicit copies are the multiple occurrences of Xi

in the premises of r and the occurrences, not necessarily multiple, of variables Xi

in t when i ∈ I. The set of all implicit copies of process variables in a rule r for f
is denoted by implicit-copies(r) when f is clear from the context.

We now define general formats for refusal simulation and for rooted refusal
simulation. Consider the conditions in Fig. 3, where f is an operator of an OSOS
PL, < is the ordering on the rules for f , r and r′ range over rules(f), and τi and
τ i are the τ -rule and the silent choice rule for the ith argument of f respectively.
Conditions in Fig. 3 are implicitly quantified over all r and r′ in rules(f), and
are also quantified over all appropriate i. Conditions (1)–(4) restrict the ordering
on rules. The intuition for (1) is that before we apply r′ we must check that no
rules with higher priority, and thus their associated silent rules, are applicable.
(2) requires that if a rule disables a silent rule for argument i, then it also disables
all rules with active i (call this set R), and all other rules with active i that are
below the rules in R. (3) insists that silent rules are always enabled, and (4)
allows only implicit copies of stable arguments.
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if r′ < r and i ∈ active(r) then r′ < tau(i) (1)

if tau(i) < r and i ∈ active(r′) ∪ active(higher(r′)) then r′ < r (2)

not (tau(i) < tau(i)) (3)

if i ∈ implicit-copies(r) then r < tau(i) (4)

Fig. 3. Conditions on the orderings of OSOS rules

4.3 Refusal Simulation Format

Definition 7. Assume operator f is defined by a set R of action rules and silent
rules. If ith argument of f is active, then tau(i) ∈ R. The silent rules for all active
arguments of f is called the silent rules associated with f . Similarly, given any
rule r for f , all silent rules tau(i) for f such that i ∈ active(r) shall be called
the silent rules associated with r.

Definition 8. An operator f is τ-preserving if the set of its defining rules con-
sists of OSOS actions rules, the associated with f τ -rules and no other rules,
and the ordering on the rules satisfies the conditions in Fig. 3. A set of rules is
in the refusal simulation format, or rso for short, if it is the set of the defining
rules for a set of τ -preserving operators. An operator is in the rso format, if its
defining rules are in the format. A PL is in the rso format, if all its operators
are rso.

Clearly, an operator is in the refusal simulation format precisely when it is τ -
preserving. Most of the popular process language operators, for example parallel
composition, restriction and hiding operators [9,7], are rso operators as the silent
rules that are associated with them are all τ -rules.

The reader is referred to [20] for examples of τ -preserving operators that show
that (1)–(4) are necessary. Similar examples will work for τ -sensitive operators
that we introduce in the next subsection.

Our format is more general than the ISOS format [17,18] as it permits implicit
copies of arguments provided they can be shown to be stable. Of course, the rso
format does not use negative premises but it achieves their effect by ordering
the rules: see Example 6. The main result of this subsection is the following.

Theorem 3. All rso PLs preserve refusal simulation preorder �∼RS.

4.4 Rooted Refusal Simulation Format

The CCS ‘+’ is not rso operator as it uses silent choice rules for its two ac-
tive arguments instead of τ -rules as required by Definition 8. But ‘+’ preserves
rooted refusal simulation, so we seek a format that contains rso and also permits
operators like ‘+’. This format is a reformulation of the rebo format in [21].
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Definition 9. An operator f is τ-sensitive if the set R of rules for f consists
of OSOS actions rules, the associated with f silent rules (either τ -rules or silent
choice rules) and no other rules, and if R contains the silent choice rule for
argument i, then all rules with active i are choice rules, and the ordering on
the rules satisfies the conditions in Fig. 3. A set of rules is in the rooted refusal
simulation format, or rrso for short, if it is the set of the defining rules for a set
of operators that can be partitioned into τ -preserving and τ -sensitive operators
and the targets of all rules, except for the τ -rules of τ -sensitive operators, contain
only τ -preserving operators. An operator is in the rrso format, if its defining rules
are in the format. A PL is in the rrso format, if all its operators are rrso.

The CCS ‘+’, ‘;’ from Example 6, the prefix iteration operator [2] and Milner’s
interrupt operator ‘∧’ [9] are τ -sensitive rrso operators. The last two are defined
below. Notice that the first and the last rule are choice rules. When α is τ the
second last rule is the τ -rule for the first argument of ‘∧’, and the last rule is the
silent choice rule for the second argument of ‘∧’.

X
α→ X ′

a∗X α→ X ′
a∗X a→ a∗X

X
α→ X ′

X ∧Y α→ X ′ ∧Y

Y
α→ Y ′

X ∧Y α→ Y ′

Theorem 4. [21] All rrso PLs preserve rooted refusal simulation preorder �∼
r
RS.

The OSOS approach, and the proposed formats for refusal simulation, are
very convenient for defining process languages with time where certain timed
properties, such as time determinacy, time persistence and maximal progress,
are required to hold. The reader is referred to [21] for details of such formulations
of process languages that satisfy a variety of timed properties.

5 Conclusion

We have presented refusal simulation preorder as a candidate for the finest
branching time relation on processes that captures precisely all locally observ-
able and testable properties of processes, and no other properties. In [18] it was
shown that refusal simulation coincides with copy+refusal testing equivalence
for image-finite processes. We have developed a new characterisation of refusal
simulation in terms of interactive games. Process p is refusal similar to process q
if and only if player II has winning strategies in two types of interactive games,
namely lower and upper refusal simulation games.

Two general formats of transition rules, based on the new Ordered Structural
Operational Semantics approach [20], have been presented. We have argued that
refusal simulation and its rooted version are preserved in arbitrary PLs definable
within the respective formats. Several process operators have been defined within
the formats to demonstrate their usefulness.
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Abstract. We present a theory of may testing for asynchronous calculi
with locality and no name matching. Locality is a non-interference prop-
erty that is common in systems based on object-paradigm. Concurrent
languages such as Join and Pict disallow name matching, which is akin to
pointer comparison in imperative languages, to provide for an abstract se-
mantics that would allow useful program transformations. May testing is
widely acknowledged to be an effective notion for reasoning about safety
properties. We provide a trace-based characterization of may testing for
versions of asynchronous π-calculus with locality and no name matching,
which greatly simplifies establishing equivalences between processes. We
also exploit the characterization to provide a complete axiomatization
for the finitary fragment of the calculi.

1 Introduction

Experience with applying the π-calculus [10] to distributed systems has shown
that it is necessary to make additional ontological commitments. Specifically,
variants of π-calculus with asynchrony, locality, and absence of name matching
have received wide attention recently [2, 4, 7, 9]. Asynchronous message passing
is more common in distributed systems than synchronous communication that
is assumed primitive in the π-calculus. The discipline of locality, which disallows
a process from receiving messages targeted to a name previously received by the
process, is typical in systems based on an object paradigm [1]. Name matching is
analogous to pointer comparison in imperative languages; disallowing it enables
certain performance optimizations. In fact, name comparisons are disallowed by
concurrent languages such as Pict [12]. In any case, comparing names is rarely
useful in programming; the behavior observed while communicating at a name
is all that matters and not the specific name used for communication. A variant
of the π-calculus that embodies these three features is Lπ [9].

We develop a theory of may testing for two subcalculi of asynchronous π-
calculus [3]: one with only locality, called Lπ=, and the other with both locality
and no name matching, called Lπ. May testing [11] is a specific instance of
the general notion of behavioral equivalence where two processes are said to be
equivalent if they have the same success properties in all contexts. A context in
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may testing consists of an observing process that runs in parallel and interacts
with the process being tested, and success is defined as the observer signaling a
special event. The non-determinism in execution may give rise to different runs.
A process is said to pass a test proposed by an observer, if there exists a run
that leads to a success. By viewing a success as something bad happening, may
testing can be used for reasoning about safety properties.

Because the definition of may testing involves a universal quantification over
contexts, it is very difficult to prove equivalences directly from the definition. A
typical approach to circumvent the problem, is to find an alternate characteri-
zation of the equivalence, which involves only the processes being compared. We
provide an alternate characterization of may testing in Lπ= and Lπ. The char-
acterizations are trace based, and directly build on the known characterization
for asynchronous π-calculus [3]. In fact, we generalize the usual definition of may
testing to a parameterized version, where the parameter determines the set of
observers that is used to decide the order.

Our second result is to provide complete axiomatizations of finitary Lπ= and
Lπ (for processes with no replication). The axiomatizations highlight the differ-
ences that arise due to locality and lack of name matching. In addition to laws
that are true for asynchronous π-calculus, we obtain laws that are true only in
the presence of locality and the absence of name matching. Further, the infer-
ence rules for parameterized may testing generalize the ones for the usual may
testing. Complete proofs of lemmas and theorems can be found in [13].

2 The Calculus Lπ=

We assume an infinite set of names N , and let u, v, w, x, y, z, . . . range over N .
The set of processes, ranged over by P,Q,R, is defined by the following restricted
π-calculus grammar.

P := 0 | xy | x(y).P | P |P | (νx)P | [x = y]P | !x(y).P

The name x is said to be the subject of the output xy and the input x(y).P .
The locality property is enforced by requiring that for every subterm of the form
x(y).P , the bound name y does not occur as the subject of an input in P .

For a tuple x̃, we denote the set of names occurring in x̃ by {x̃}. We write x̃, ỹ
for the result of appending ỹ to x̃. We let ẑ range over {∅, {z}}. The term (νẑ)P
is (νz)P if ẑ = {z}, and P otherwise. The functions for free names, bound names
and names, fn(.), bn(.) and n(.), of a process, and alpha equivalence on processes
are defined as usual. We use the usual definition and notational convention for
name substitutions, and let σ range over them. Name substitution on processes
is defined modulo alpha equivalence with the usual renaming of bound names
to avoid captures. We write Pσ and xσ to denote the result of applying σ to P
and x respectively.

We use an early style labeled transition system for the operational seman-
tics (see table 1). The transition system is defined modulo alpha-equivalence
on processes in that alpha-equivalent processes have the same transitions. The
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Table 1. An early style labeled transition system for Lπ=

INP: x(y).P
xz−→ P{z/y} OUT: xy

xy−→ 0

PAR:
P1

α−→ P ′
1

P1|P2
α−→ P ′

1|P2

bn(α)∩fn(P2) = ∅ COM:
P1

xy−→ P ′
1 P2

xy−→ P ′
2

P1|P2
τ−→ P ′

1|P ′
2

RES:
P

α−→ P ′

(νy)P
α−→ (νy)P ′ y /∈ n(α) OPEN:

P
xy−→ P ′

(νy)P
x(y)−→ P ′ x 	= y

CLOSE: P1
x(y)−→ P ′

1 P2
xy−→ P ′

2

P1|P2
τ−→ (νy)(P ′

1|P ′
2)

y /∈ fn(P2)

REP:
P |!P α−→ P ′

!P
α−→ P ′ MATCH:

P
α−→ P ′

[x = x]P
α−→ P ′

symmetric versions of COM, CLOSE, and PAR are not shown. Transition labels,
which are also called actions, can be of five forms: τ (a silent action), xy (free
output of a message with target x and content y), x(y) (bound output), xy (free

input of a message) and x(y) (bound input). The relation
x(y)−→ is defined by the

additional rule P
x(y)−→ Q if P

xy−→ Q and y /∈ fn(P ). We denote the set of all
visible (non-τ) actions by L, let α range over L, and let β range over all the
actions. The functions fn(.), bn(.) and n(.) are defined on L the usual way. As a
uniform notation for free and bound actions we adopt the following convention
from [3]: (∅)xy = xy, ({y})xy = x(y), and similarly for input actions. We define
a complementation function on L as (ŷ)xy = (ŷ)xy, (ŷ)xy = (ŷ)xy.

We let s, r, t range over L∗. The functions fn(.), bn(.) and n(.) are extended to
L∗ the obvious way. Complementation on L is extended to L∗ the obvious way.
Alpha equivalence over traces is defined as expected, and alpha-equivalent traces
are not distinguished. From now on, only normal traces s ∈ L∗ that satisfy the
following hygiene condition are considered: if s = s1.α.s2, then (n(s1)∪ fn(α))∩
bn(α.s2) = ∅. For an action α and a set of traces S we define α.S = {α.s|s ∈ S}.

We use =⇒ to denote the reflexive transitive closure of τ−→, and
β

=⇒ to denote

=⇒ β−→=⇒. For s = l.s′ we use P s−→ Q to denote P l−→ s′−→ Q, and similarly

P
s=⇒ Q to denote P l=⇒ s′=⇒ Q. We write P s=⇒ if P s=⇒ Q for some Q, and

similarly for P s−→ and P τ−→. We say P exhibits the trace s if P s=⇒.
We now instantiate the testing framework [5] on Lπ=. In fact, by extending

the notion of locality, we consider a generalized version of may testing that
supports encapsulation. We define a parameterized may preorder ❁∼ρ, where only
observers that do not listen on names in ρ are used to decide the order. The set of
names ρ can be interpreted as being “owned” by the process being tested, in that
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Table 2. A preorder relation on traces

(L1) s1.(ŷ)s2 ≺ s1.(ŷ)xy.s2 if (ŷ)s2 	= ⊥
(L2) s1.(ŷ)(α.xy.s2) ≺ s1.(ŷ)xy.α.s2 if (ŷ)(α.xy.s2) 	= ⊥
(L3) s1.(ŷ)s2 ≺ s1.(ŷ)xy.xy.s2 if (ŷ)s2 	= ⊥
(L4) s1.xw.(s2{w/y}) ≺ s1.x(y).s2

any testing context is assumed to have only the capability of sending messages
to these names. The reader may note that ❁∼∅ is the usual may preorder.

Definition 1 (may testing). Observers are processes that can emit a special
message µµ. We let O range over the set of observers. We say O accepts a trace s
if O

s.µµ
=⇒. For P,O, we say P may O if P |O µµ

=⇒. Let rcp(P ) be the set of all free
names in P that occur as the subject of an input in P . For any given ρ we say
P

❁∼ρ Q if for every O such that rcp(O)∩ρ = ∅, P may O implies Q may O. We

say P �ρ Q if P ❁∼ρ Q and Q ❁∼ρ P . Note that
❁∼ρ is reflexive and transitive,

and �ρ is an equivalence relation. ��
The larger the parameter of a preorder, the smaller the observer set that is

used to decide the order. Hence if ρ1 ⊂ ρ2, we have P ❁∼ρ1 Q implies P ❁∼ρ2 Q.
However, P ❁∼ρ2 Q need not imply P ❁∼ρ1 Q. For instance, 0 �{x} xx, but only
0 ❁∼∅ xx and xx /❁∼∅ 0. Similarly, xx �{x,y} yy, but xx /

❁∼∅ yy and yy /❁∼∅ xx.

However, P ❁∼ρ2 Q implies P ❁∼ρ1 Q if fn(P ) ∪ fn(Q) ⊂ ρ1.

Theorem 1. Let ρ1 ⊂ ρ2. Then P ❁∼ρ1 Q implies P ❁∼ρ2 Q. Further, if fn(P )∪
fn(Q) ⊂ ρ1 then P ❁∼ρ2 Q implies P ❁∼ρ1 Q. ��

We now build on the trace-based characterization of may testing for asyn-
chronous π-calculus presented in [3] to obtain a characterization of may testing
in Lπ=. We note that Lπ= is a proper subcalculus of the calculus in [3], i.e.
every Lπ= term is also an asynchronous π-calculus term, and the transition sys-
tems of the two calculi match on the common terms. Following is a summary
of the alternate characterization of may testing in asynchronous π-calculus. To
avoid infinitary branching, a transition system with synchronous inputs instead
of asynchronous inputs is used. To account for asynchrony, the trace semantics
is modified using a trace preorder � that is defined as the reflexive transitive
closure of the laws shown in table 2. The notation (ŷ)· is extended to traces as
follows.

(ŷ)s =




s if ŷ = ∅ or y �∈ fn(s)
s1.x(y).s2 if ŷ = {y} and there are s1, s2, x s.t.

s = s1.xy.s2 and y �∈ fn(s1) ∪ {x}
⊥ otherwise
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The may preorder ❁∼∅ in asynchronous π-calculus is then characterized as: P ❁∼∅
Q if and only if P s=⇒ implies Q r=⇒ for some r � s.

The intuition behind the preorder is that if an observer accepts a trace s, then
it also accepts any trace r � s. Laws L1-L3 capture asynchrony, and L4 captures
the inability to mismatch names. Laws L1 and L2 state that an observer cannot
force inputs on the process being tested. Since outputs are asynchronous, the
actions following an output in a trace exhibited by an observer need not be
causally dependent on the output. Hence the observer’s outputs can be delayed
until a causally dependent action (L2 ), or dropped if there are no such actions
(L1 ). Law L3 states that an observer can consume its own outputs unless there
are subsequent actions that depend on the output. Law L4 states that without
mismatch an observer cannot discriminate bound names from free names, and
hence can receive any name in place of a bound name. The intuition behind the
trace preorder is formalized in the following lemma. We note that, since Lπ= is
a subcalculus of asynchronous π-calculus, the lemma also holds for Lπ=.

Lemma 1. If P s=⇒, then r � s implies P r=⇒. ��
May testing in Lπ= is weaker than in asynchronous π-calculus. This is be-

cause the locality property reduces the number of observers that can be used to
test processes. For example, the following two processes are distinguishable in
asynchronous π-calculus but equivalent in Lπ=.

P = (νx)(!x(z).0|xx|yx) Q = (νx)(!x(z).0|yx)
The observer O = y(z).z(w).µµ can distinguish P and Q in asynchronous π-
calculus, but is not a valid Lπ= term as it violates locality. In fact, no Lπ= term
can distinguish P and Q, because the message xx is not observable.

To account for locality we need to consider only the traces that correspond
to interaction between Lπ= processes. Note that the transition system does not
by itself account for locality. For instance, in case of the example above, we have
P

yx−→ xx−→ although the message xx is not observable. To counter this deficiency,
we define the notion of well-formed traces.

Definition 2. For a set of names ρ and trace s we define rcp(ρ, s) inductively
as

rcp(ρ, ε) = ρ rcp(ρ, s.(ŷ)xy) = rcp(ρ, s) rcp(ρ, s.(ŷ)xy) = rcp(ρ, s) ∪ ŷ
We say s is ρ-well-formed if s = s1.(ŷ)xy.s2 implies x /∈ rcp(ρ, s1). We say s is
well-formed if it is ∅-well-formed. ��

Only ρ-well-formed traces correspond to an interaction between a process
and an Lπ= observer O such that rcp(O) ∩ ρ = ∅. We are now ready to give the
alternate characterization of ❁∼ρ in Lπ=.

Definition 3. We say P �ρ Q, if for every ρ-well-formed trace s, P
s=⇒ im-

plies there is r � s such that Q r=⇒. ��
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To prove the characterization, we define an observer O(s) for a well-formed
trace s, such that P may O(s) implies P r=⇒ for some r � s. This construction
is the same as the one used for asynchronous π-calculus [3].

Definition 4 (canonical observer). For a trace s, we define O(s) as follows:

O(ε)
def
= µµ O((ŷ)xy.t)

def
= (νŷ)(xy|O(t))

O(x(y).t)
def
= x(y).O(t) O(xy.s)

def
= x(u).[u = y]O(s) u fresh ��

Note that well-formedness of s guarantees that O(s) is an Lπ= term. Further-
more, it is easy to show that if s is ρ-well-formed, then rcp(O(s)) ∩ ρ = ∅. Since
the canonical observer constructions match and Lπ= is a subcalculus of asyn-
chronous π-calculus, the following lemma proved for asynchronous π-calculus [3],
also holds in Lπ=.

Lemma 2. For a well-formed trace s, O(s)
r.µµ
=⇒ implies r � s. ��

Theorem 2 proves the equivalence of ❁∼ρ and �ρ in Lπ=. The proof is similar
to that of Theorem 3 in Section 3.

Lemma 3. Let ρ be a set of names where rcp(O) ∩ ρ = ∅. Then P |O µµ
=⇒ can

be unzipped into P s=⇒ and O
s.µµ
=⇒ for some s that is ρ-well-formed. ��

Theorem 2. P ❁∼ρ Q if and only if P �ρ Q. ��

3 The Calculus Lπ

We now investigate the effect of lack of name matching capability. The rules in
table 1 except the MATCH rule, constitute the transition system for Lπ.

The lack of name matching capability further weakens may testing equiva-
lence. For example, the processes (νu)(xu|xu) and (νu, v)(xu|xv) are equivalent
in Lπ, but not in Lπ=. For the alternate characterization of P ❁∼ρ Q, it is too
stringent to require that for any trace s that P exhibits, Q exhibits a single
trace r such that any observer accepting s also accepts r. In fact, there exist
Lπ processes P and Q such that P ❁∼ρ Q, and if P exhibits s, then Q exhibits
different traces to satisfy different observers that accept s. For instance, let
P = xu1|yu1|u1(w).ww which can exhibit s = xu1.yu1.u1(w).ww. The following
Lπ observers accept s.

O1 = (νw)(x(u).y(v).uw|w(v).µµ)
O2 = (νw)(x(u).y(v).vw|w(v).µµ)
O3 = (νw)(x(u).y(v).u1w|w(v).µµ)
O4 = (νw)(x(u).y(v).(vv|uu) | u1(z).u1(z).u1w | w(v).µµ)
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Now, the process Q = (νv)(v(z).v(z′).(xz|yz′)|vu1|vu2| !u2(z).u1z | u1(w).ww)
can satisfy

O1 with r1 = xu1.yu2.u1(w).ww O2 with r2 = xu2.yu1.u1(w).ww
O3 with r1 or r2, and O4 with r4 = xu1.yu2.u2u2.u1u2.u1(w).ww

but cannot exhibit a single trace that can satisfy all four observers. In fact, it
is the case that P ❁∼∅ Q. Intuitively, although unlike P , Q always exports two
different names at x and y, for each possible dataflow pattern of the received
names inside an observer that P satisfies, Q exhibits a corresponding trace that
can lead the observer to a success.

For the alternate characterization, we define templates which are a special
kind of traces that can be used to represent dataflows in an observer. A template
is a trace in which all outputs are bound. The binding relation between argu-
ments of outputs and their subsequent free occurrences, represents the relevant
dependencies between the output argument that is received by an observer and
its subsequent use in the observer’s computation. For a trace s and set of names
ρ, we define a set T (s, ρ) that has a template for each possible dataflow in a

computation O
s.µµ
=⇒ with rcp(O) ∩ ρ = ∅. Further, if t represents the dataflow in

a computation O
s.µµ
=⇒, then it will be the case that O

t.µµ
=⇒. Thus, if an observer

accepts a trace s, then it also accepts a template in T (s, ρ). This template con-
struction essentially captures the effect of lack of match operator. We will show
that P ❁∼ρ Q if and only if for every ρ-well-formed trace s that P exhibits and
for each t ∈ T (s, ρ), Q exhibits some r � t.

Following is an informal description of how the set T (s, ρ) can be obtained.
Due to the lack of name matching capability, an observer cannot fully discrim-
inate between free inputs. Therefore, a process can satisfy an observer O that
exhibits O

s.µµ
=⇒, by replacing free input arguments in s with any name as long as

it is able to account for changes to the subsequent computation steps that de-
pend on the replaced name. Specifically, suppose O

s.µµ
=⇒ abbreviates the following

computation:

O
s1=⇒ O0

xy−→ O1
β1−→ O2

β2−→ · · ·On
βn−→ µµ−→

Because of the locality property, the name y received in the input may be used
only in output terms of O1. We call such occurrences of y as dependent on the
input. During subsequent computation, these output terms may appear either
as an output action or are consumed internally. In the latter case, y may be
the target of the internal communication, or the argument which in turn may
generate further output terms with dependent occurrences of y. Therefore, O can
do the following computation when y in the input is replaced with an arbitrary
name w:

O
s1=⇒ O0

(ŵ)xw−→ O1
γ1−→ O2

γ2−→ · · ·On
γn−→ µµ−→

where γi is obtained from βi as follows. If βi is an output action, then γi is
obtained from βi by substituting dependent occurrences of y with w. If βi is an
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internal delivery of a message yz with target y being a dependent occurrence,
there are two possibilities. If z is a private name, then γi = w(z).yz and the
subsequent bound output βj (j > i) that exports z for the first time (if any), is
changed to a free output. If z is not a private name, then γi = wz′.yz′, where z′

is w when z is a dependent occurrence of y and z otherwise. For all other cases,
γi = βi. Note that, if w is fresh, the input of w could be a bound input.

Clearly, any computation obtained by repeated application of the above con-
struction can be performed by O. In particular, if we always replace free inputs
with bound inputs, we will eventually obtain a computation in which all inputs

are bound and the construction can not be applied any further. Let O
t.µµ
=⇒ ab-

breviate a computation thus obtained. The trace t is a template that explicitly
represents all dependencies between received names (bound input arguments)
and subsequent computation steps (subsequent free occurrences of the argu-
ment). The set T (s, ρ) consists of all the templates that can be obtained by

this construction starting from arbitrary computations of the form O
s.µµ
=⇒ with

rcp(O) ∩ ρ = ∅.
We now formalize the ideas presented above, leading to a direct inductive

definition of T (s, ρ). Let O s1=⇒ xy−→ O1
s2=⇒ µµ−→ We first consider the simple case

where y /∈ rcp(O1). Due to locality, in the computation following input xy, there
cannot be an internal message delivery with y as the target. Therefore, the fol-

lowing computation is possible. O s1=⇒(ŵ)xw−→ O′
1

s′2=⇒ µµ−→ where s′2 is obtained from
s2 by renaming dependent occurrences of y in output actions to w. Specifically,
it does not involve exposing internal actions that use dependent occurrences of y.
When the computation steps above are not known, all we can say about s′2 is
that it is obtained from s2 by renaming some occurrences of y. Similarly, O′

1 is
obtained from O1 by renaming some occurrences of y in output terms. These
relations are formalized in Definition 5 and Lemma 4.

Definition 5 (random output substitution). For σ = {ũ/ṽ} we define ran-
dom output substitution (from now on just random substitution) on process P ,
denoted by P [σ], modulo alpha equivalence as follows. We assume bn(P )∩{ṽ} =
fn(P )σ ∩ bn(P ) = ∅. For a name x we define x[σ] = {x, xσ}.
0[σ] = {0} (x(y).P )[σ] = {x(y).P ′ | P ′ ∈ P [σ]}
(xy)[σ] = {x′y′ | x′ ∈ x[σ], y′ ∈ y[σ]} (P |Q)[σ] = {P ′|Q′ | P ′ ∈ P [σ], Q′ ∈ Q[σ]}
((νx)P )[σ] = {(νx)P ′ | P ′ ∈ P [σ]} (!x(y).P )[σ] = {!x(y).P ′ | P ′ ∈ P [σ]}
Random substitution on traces is defined modulo equivalence as follows. We as-
sume bn(s) ∩ {ṽ} = fn(s)σ ∩ bn(s) = ∅.
ε[σ] = {ε} ((ŷ)xy.s)[σ] = {(ŷ)xy.s′|s′ ∈ s[σ]}
(x(y).s)[σ] = {x′(y).s′|x′ ∈ x[σ], s′ ∈ s[σ]}
(xy.s)[σ] = {x′y′.s′|x′ ∈ x[σ], y′ ∈ y[σ], s′ ∈ s[σ]}
We will use [ũ/ṽ] as a short form for [{ũ/ṽ}]. ��
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Lemma 4. If P s=⇒, P ′ ∈ P [w/y], and y /∈ rcp(P ), then P ′ s′=⇒ for some
s′ ∈ s[w/y]. ��

Now, suppose y ∈ rcp(O1). Then, in the computation O s1=⇒ xy−→ O1
s2=⇒ µµ−→

certain internal transitions may involve a message with a dependent occurrence
of y as the target. Then, the following computation which exposes such transi-

tions is also possible O s1=⇒(ŵ)xw−→ O′
1

s′2=⇒ µµ−→ where s′2 is obtained from s2 by not
only renaming all dependent occurrences of y in output transitions to w, but
also exposing each internal message delivery with a dependent occurrence of y
as the message target. If the computation steps are not known, we can only say
s′2 is obtained from some r ∈ s2[w/y] by exposing arbitrary number of internal
transitions at any point in r. The relation between s2 and s′2 is formalized in
Definition 6 and Lemma 5. To account for the situation where an exposed pair
of actions (ẑ)wz.yz export a private name z, we need the following function on
traces.

[ŷ]s =




s if ŷ = ∅ or y �∈ n(s)
s1.xy.s2 if ŷ = {y} and there are s1, s2, x s.t.

s = s1.x(y).s2 and y �∈ n(s1) ∪ {x}
⊥ otherwise

Definition 6. For a trace s and a pair of names w, y, the set F (s, w, y) is the
smallest set closed under the following rules:

1. ε ∈ F (ε, w, y)
2. (v̂)uv.s′ ∈ F ((v̂)uv.s, w, y) if s′ ∈ F (s, w, y)
3. (v̂)uv.s′ ∈ F ((v̂)uv.s, w, y) if s′ ∈ F (s, w, y)
4. (ẑ)wz.yz.[ẑ]s′ ∈ F (s, w, y) if s′ ∈ F (s, w, y) and [ẑ]s′ �= ⊥
Note that s ∈ F (s, w, y). For a set of traces S, we define F (S,w, y) = ∪s∈S

F (s, w, y). ��

Lemma 5. If P s=⇒ and P ′∈P [w/y], then P ′ s′=⇒ for some s′∈F (s[w/y], w, y).
��

For a trace s and a set of names ρ, we say s is ρ-normal, if s is normal and
ρ ∩ bn(s) = ∅. Now, let O be an arbitrary observer such that rcp(O) ∩ ρ = ∅.
Suppose

O
s1=⇒ xy−→ O1

s2=⇒ µµ−→
where s1.xy.s2 is ρ-normal. If y ∈ ρ or y is the argument of a bound input in s1,
then by locality y /∈ rcp(O1). Otherwise, since O is arbitrary, it is possible that
y ∈ rcp(O1). From this observation, we have that for an arbitrary observer O
such that rcp(O) ∩ ρ = ∅, if O accepts the ρ-normal trace s1.xy.s2, then O
also accepts s1.(ŵ)xw.s′2 where w is an arbitrary name and s′2 ∈ s2[w/y] if
y ∈ ρ or y is the argument of a bound output in s1, and s′2 ∈ F (s2[w/y], w, y)
otherwise. T (s, ρ) is precisely the set of all traces with no free outputs, that can
be obtained by repeated application of this reasoning. T (s, ρ) is formally defined
in Definition 7.
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Definition 7. For a trace s and a set of names ρ, the set of templates T (s, ρ)
is defined modulo alpha equivalence as follows. We assume that s is ρ-normal.

1. ε ∈ T (ε, ρ).
2. (ŷ)xy.s′ ∈ T ((ŷ)xy.s, ρ) if s′ ∈ T (s, ρ)
3. x(y).s′ ∈ T (x(y).s, ρ) if s′ ∈ T (s, ρ ∪ {y})
4. x(w).s′ ∈ T (xy.s, ρ) if w fresh, s′ ∈ T (s′′, ρ ∪ {w}), and

s′′ ∈
{
s[w/y] if y ∈ ρ
F (s[w/y], w, y) if y /∈ ρ

The reader may check that if t ∈ T (s, ρ), then s � t using only L3 and L4. ��

Lemma 6. If P s=⇒ and ρ ∩ rcp(P ) = ∅, then there is t ∈ T (s, ρ) such that
P

t=⇒. ��
Lemma 7 states that template construction in Definition 7 preserves ρ-well-

formedness.

Lemma 7. If s is ρ-well-formed then every t ∈ T (s, ρ) is ρ-well-formed. ��

We are now ready to give the alternate characterization of ❁∼ρ in Lπ.

Definition 8. We say P �ρ Q if for every ρ-well-formed trace s, P s=⇒ implies
for each t ∈ T (s, ρ) there is r � t such that Q r=⇒. ��

For t ∈ T (s, ρ), where s is a ρ-well-formed trace, let O(t) be the canonical
observer as defined in Definition 4. By Lemma 7, since s is ρ-well-formed t is
also ρ-well-formed. Hence O(t) satisfies the locality property, and rcp(O(t)) ∩
ρ = ∅. Further, since t is a template, the case t = xy.t′ does not arise in the
construction of the observer. Hence O(t) is an Lπ term. Since Lπ is a subcalculus
of asynchronous π-calculus, Lemma 1 holds for Lπ. Further, since the canonical
observer construction is unchanged, the following lemma (which is a weaker
version of Lemma 2) holds for Lπ.

Lemma 8. For t ∈ T (s, ρ), where s is a ρ-well-formed trace, O(t) r.µµ
=⇒ implies

r � t. ��
Lemma 3 holds for Lπ with formally the same proof. Now, we are ready to

prove that �ρ is an alternate characterization of ❁∼ρ.

Theorem 3. P ❁∼ρ Q if and only if P �ρ Q.

Proof. (if) Let P �ρ Q and P may O for an observer O such that rcp(O)∩ρ =
∅. From P may O we have P |O µµ

=⇒. By Lemma 3, this computation can be

unzipped into P s=⇒ and O
s.µµ
=⇒ for some ρ-well-formed trace s. From Lemma 1

and 6 we deduce there is a t′ ∈ T (s.µµ, ρ) such that r′ � t′ implies O r′=⇒.
It is easy to show that t′ ∈ T (s.µµ, ρ) implies t′ = t.µµ for some t ∈ T (s, ρ).
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From P �ρ Q, there is a trace r � t such that Q r=⇒. Moreover, r � t implies

r.µµ � t.µµ = t′. Therefore, O
r.µµ
=⇒. We can zip this with Q r=⇒ to obtain

Q|O µµ
=⇒, which means Q may O.

(only if): Let P ❁∼ρ Q and P s=⇒ where s is ρ-well-formed. We have to
show for every t ∈ T (s, ρ) there is a trace r � t such that Q r=⇒. It is easy

to show that if t ∈ T (s, ρ), then O(t) s.µµ
=⇒. This can be zipped with P s=⇒ to

get P |O(t) µµ
=⇒, that is P may O(t). From P

❁∼ρ Q, we have Q may O(t) and

therefore Q|O(t) µµ
=⇒. This can be unzipped into Q r=⇒ and O(t)

r.µµ
=⇒. From

Lemma 8, it follows that r � t. ��
For finitary processes we can obtain a simpler characterization based on a

modified version of Definition 7 as given below.

Definition 9. For a trace s and a set of names ρ, the set Tf(s, ρ) is defined
inductively using the first three rules of Definition 7 and the following two.

4 x(w).s′ ∈ Tf(xy.s, ρ) if y ∈ ρ, w fresh, s′ ∈ Tf (s′′, ρ∪{w}), and s′′ ∈ s[w/y]
5 xy.s′ ∈ Tf (xy.s, ρ) if y /∈ ρ, and, s′ ∈ Tf (s, ρ) ��
The main difference from Definition 7 is that output arguments y that are not

in ρ are not converted to bound arguments. According to rule 4 of Definition 7,
such conversions introduce arbitrary number of pairs of input/output actions.
But, since the length of traces that a finite process can exhibit is bounded,
the only way the process can exhibit a trace r � t for each of the resulting
templates, is by emitting the same name y, so that L4 and L3 can be applied to
annihilate some of these input/output pairs. The following lemma helps formalize
this observation.

Lemma 9. For a trace s, a set of names ρ, and a prefixed closed set R of traces
with bounded length, if for every t ∈ T (s, ρ) there exists r ∈ R such that r � t,
then for every tf ∈ Tf (s, ρ) there exists r ∈ R such that r � tf . ��

Using this lemma, we can show that for finitary processes we can use Tf (s, ρ)
in Definition 8 instead of T (s, ρ). The resulting characterization is equivalent
to the earlier one for the following reason. Suppose P s=⇒ implies, for every
t ∈ T (s, ρ), there exists r � t such that Q r=⇒. Then, let R be the set of all
traces that Q exhibits. Note that R is prefix closed. Further, since Q is finite,
there is a bound on the length of traces in R. By Lemma 9, for every tf ∈ Tf (s, ρ),
there exists r � tf such that Q r=⇒. Conversely, suppose P s=⇒ implies that for
every t ∈ Tf(s, ρ) there exists r � t such that Q r=⇒. It is easy to verify that
for every t ∈ T (s, ρ) there exists a tf ∈ Tf(s, ρ) such that tf � t, where the
relation can be derived using only L3 and L4. From transitivity of �, it follows
that P s=⇒ implies for every t ∈ T (s, ρ) there exists r � t such that Q r=⇒.
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4 An Axiomatization of Finitary Lπ= and Lπ

We first give a sound and complete proof system for ❁∼ρ for the finitary fragment
of Lπ, i.e. for Lπ processes that do not use replication. A simple adaptation of
the proof system gives us one for finitary Lπ=. The proof system consists of the
laws given in table 3 and the rules for reflexivity and transitivity. For a finite
index set I, we use the macro

∑
i∈I Pi to denote, (νu)((|i∈Iu(u).Pi)|uu) for u

fresh if I �= ∅, and 0 otherwise. For an index set that is a singleton, we omit I and
simply write

∑
P instead of

∑
i∈I P . We let the variable G range over processes

of form
∑

i∈I Pi. We write
∑

i∈I Pi +
∑

j∈J Pj to denote
∑

k∈I�J Pk. We write
� as a shorthand for �∅, and = for =∅. Random input substitution on processes
P [w/y]i is defined similar to random output substitution (Definition 5), except
that only the occurrences of y at the subject of input prefixes in P are randomly
substituted with w.

While axioms A1 to A19 all hold in asynchronous π-calculus [3], axioms A20
and A21 are unique to Lπ. A20 captures the fact that a message targeted to a
name that an environment is prohibited from listening to, cannot escape to the
environment. The axiom states that there are only two ways such a message can
be handled in the next transition step: it can be consumed internally or delayed
for later. The axiom also accounts for delaying the message forever by including
dropping of the message as one of the possibilities. As an application of this
axiom, if x ∈ ρ, we can prove xy �ρ 0 as follows. For w fresh,

xy �ρ xy|(νw)(w(w).0) (A3 ,A11 , I1 )
�ρ (νw)(xy|w(w).0) (A8 )
�ρ (νw)(

∑
w(w).0 +

∑
w(w).xy +

∑
0) (A20 , I1 )

�ρ

∑
(νw)(w(w).0) +

∑
(νw)w(w).xy +

∑
(νw)0 (A7 )

�ρ 0 (A1 ,A11 ,A14 , I3 )

Axiom A21 captures the effect of lack of match operator. It is directly moti-
vated from rule 4 of Definition 9 for template construction.

The inference rules extend the rules for asynchronous π-calculus to handle
parameterization of the may preorder. In fact, the rules for asynchronous π-
calculus presented in [3] can be obtained by setting ρ = ∅ in I1, I2 and I3. I4 is a
new rule that is motivated by Theorem 1. We make a few remarks about I1 which
is significantly different from its analogue for asynchronous π-calculus. First,
using xy �{x} 0 (proved above) and I1, we get (νx)xy � (νx)0, and by axiom
A19 we have (νx)0 � 0. Therefore, (νx)xy � 0. Note the use of the ability to
contract the parameter ρ of the may preorder after applying a restriction. Second,
the following example illustrates the necessity of the side condition rcp(R)∩ρ = ∅
for composition: xy ❁∼{x} 0 but not xy|x(y).yy ❁∼{x} x(y).yy, for the LHS can
satisfy the observer y(u).µµ and the RHS can not.

The soundness of rules I1-I4 can be easily proved directly from Definition 1.
We only show the argument for I1, which is given in Lemma 10. Soundness of
axioms A1-A21 is easy to check. For A1-A19, whenever P � Q, we have P s=⇒,
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Table 3. Inference rules and axioms for Lπ

I1 if P �ρ Q and rcp(R) ∩ ρ = ∅, then (νx)P �ρ−{x} (νx)Q, P |R �ρ Q|R.
I2 if for each z ∈ fn(P, Q) P{z/y} �ρ Q{z/y} then x(y).P �ρ x(y).Q
I3 if for each i ∈ I Pi �ρ

P
j∈J Qij then

P
i∈I Pi �ρ

P
i∈I,j∈J Qij

I4 if ρ1 ⊂ ρ2 and P �ρ1 Q then P �ρ2 Q.

A1 G + G = G A3 P |0 = P A5 (P |Q)|R = P |(Q|R)
A2 G � G + G′ A4 P |Q = Q|P

A6 Let G =
P

i∈I αi.Pi and G′ =
P

j∈J α′
j .P

′
j where each

αi (resp. α′
j) does not bind free names of G′ (resp. G). Then

G|G′ =
P

i∈I αi.(Pi|G′) +
P

j∈J α′
j .(G|P ′

j)

A7 (νx)(
P

i∈I Pi) =
P

i∈I(νx)Pi

A8 (νx)(P |Q) = P |(νx)Q x /∈ n(P )
A9 (νx)(xy|α.P ) = α.(νx)(xy|P ) x /∈ n(α)
A10 (νx)(xy|x(z).P ) = (νx)(P{y/z})

A11 (νx)(y(z).P ) =

�
y(z).(νx)P if x 	= y, x 	= z
0 if x = y

A12 xy|Pi∈I Pi =
P

i∈I(xy|Pi) I 	= ∅
A13 α.

P
i∈I Pi =

P
i∈I α.Pi I 	= ∅

A14 P =
P

P
A15 x(y).(uv|P ) � uv|x(y).P y 	= u, y 	= v
A16 P{y/z} � xy|x(z).P
A17 x(u).y(v).P � y(v).x(u).P u 	= y, u 	= v
A18 x(y).(xy|P ) � P y /∈ n(P )
A19 (νx)P � P{y/x}
A20 If x ∈ ρ, w 	= x and w 	= y, then

xy|z(w).P �ρ

P
z(w).(xy|P ) +

P
z(w).P +

P
Q, where

Q =

�
P{y/w} if x = z
0 otherwise

A21 xy|P �ρ (νw)(xw|PP ′∈P [w/y]i
P ′) w fresh, y ∈ ρ.

implies Q r=⇒ such that r � s. For A20, both LHS and RHS exhibit the same
ρ-well-formed traces. Proof of soundness of axiom A21 is more involved, and is
established in Lemma 10. The reader can verify that A20 and A21 would also be
sound as equalities. For instance, the converse of A21 can be shown using A19,
A1, and I1.

Lemma 10.

1. If P ❁∼ρ Q and rcp(R) ∩ ρ = ∅, then (νx)P ❁∼ρ−{x} (νx)Q, P |R ❁∼ρ Q|R.
2. For y ∈ ρ and w fresh, xy|P ❁∼ρ (νw)(xw|∑P ′∈P [w/y]i

P ′). ��
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We prove that the laws presented constitute a complete proof system for
finite processes, i.e. for finite processes P,Q, P �ρ Q if P ❁∼ρ Q. Inspired by the
alternate characterization, the proof relies on existence of canonical forms for
processes.

Definition 10. If s is a template, then we call s a cotemplate. Thus, a cotem-
plate is a trace with no free inputs. If s is well-formed, we say s is cowell-formed.

1. For a cowell-formed cotemplate s, the process e(s) is defined inductively as
follows.

e(ε)
def
= 0 e(xy.s′)

def
= xy|e(s′)

e(x(y).s′)
def
= (νy)(xy|e(s′)) e(x(y).s′)

def
= x(y).e(s′)

Note that cowell-formedness of s implies that e(s) is an Lπ term. From now
on we follow the convention that whenever we write e(s) it is implicit that s
is a cowell-formed cotemplate.

2. The process
∑

s∈S e(s), for a set of traces S, is said to be in canonical form.
��

The proof of completeness relies on the following four lemmas. The first
lemma states that every process has an equivalent canonical form.

Lemma 11. For a process P there is a canonical form C such that P = C. ��
Lemma 12. (1) If e(s) r=⇒, then e(r) � e(s). (2) If s � r then e(r) � e(s). ��

The proofs of the two lemmas above are formally the same as the proofs
of the corresponding lemmas for asynchronous π-calculus [3]. This is because,
the proofs of P = C and e(r) � e(s) constructed using the proof system of [3],
can be transformed into proofs in our proof system. This claim is justified by
the following three observations. First, every Lπ term is also an asynchronous
π-calculus term. Second, starting from Lπ terms, every term that appears in the
proofs of [3] is also an Lπ term. (Note that any summation that appears is finite
and can be interpreted as our macro.) Finally, every axiom and inference rule
used in their proof is derivable in our proof system.

Lemma 13. Let R contain all the cowell-formed cotemplates r such that e(s)
r=⇒ and r is ρ-well-formed. Then e(s) �ρ

∑
r∈R e(r). ��

Lemma 14. e(s) �ρ

∑
t∈Tf (s,ρ) e(t). ��

Note that the summations in the two lemmas above are finite because R
and Tf (s, ρ) are finite modulo alpha equivalence. For instance, finiteness of R is
a direct consequence of the following two observations. For every r ∈ R, we have
fn(r) ⊂ fn(e(s)), and since e(s) is a finite process, the length of traces in R is
bounded. We are now ready to establish the completeness of the proof system.
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Theorem 4. For finite Lπ processes P,Q and a set of names ρ, P �ρ Q if and
only if P ❁∼ρ Q.

Proof. The only-if part follows from the soundness of laws in table 3. We prove
the if part. By Lemma 11 and soundness of the proof system, without loss of
generality, we can assume that both P and Q are in canonical form, i.e. P is
of form

∑
s∈S1

e(s) and Q is of form
∑

s∈S2
e(s). Using Lemma 13, and laws

I3, A1, we get P �ρ

∑
r∈R e(r), where R is the set of ρ-well-formed cowell-

formed cotemplates that P exhibits. Using Lemma 14 and laws I3, A1, we have∑
r∈R e(r) �ρ

∑
t∈T e(t), where T = ∪r∈RTf(r, ρ). Note that since every r ∈ R

is a cotemplate, so is every t ∈ T . Let t ∈ T . Then t ∈ Tf(r, ρ) for some ρ-
well-formed r that P exhibits. Using the characterization of may preorder based

on Tf (r, ρ), we have P ❁∼ρ Q implies there is s′ � t such that Q s′=⇒. It follows

that for some s ∈ S2, e(s)
s′=⇒. Since Q s′=⇒, by locality, s′ is cowell-formed. From

the facts that s′ � t and t is a cotemplate, it follows that s′ is a cotemplate.
Then by Lemma 12.2 and law I4, e(t) �ρ e(s′). Further, by Lemma 12.1 and law
I4, e(s′) �ρ e(s). Hence by transitivity of �ρ, we have e(t) �ρ e(s). Since t ∈ T
is arbitrary, using laws I3, A1, and A2, we deduce

∑
t∈T e(t) �ρ

∑
s∈S2

e(s).
The result follows from transitivity of �ρ. ��

We obtain a complete proof system for Lπ= by dropping axiom A21 and
adding the following two for the match operator: [x = x]P = P , and [x = y]P = 0
if x �= y. Completeness of the resulting proof system can be established by simple
modifications to the proofs above.

5 Related Work

We have provided an alternate characterization of a parameterized version of
may testing for asynchronous variants of π-calculus with locality and no name
matching. We have exploited the characterizations to obtain complete axioma-
tizations of the may preorder for finitary fragments of the calculi. Our results
extend the ones obtained by Boreale, De Nicola, and Pugliese for asynchronous
π-calculus [3]. We now compare our work with other related research.

Hennessy and Rathke [6] study typed versions of three behavioral equiva-
lences, namely may and must equivalences, and barbed congruence in a typed
π-calculus where the type system allows names to be tagged with input/output
capabilities. In the typed calculus, one can express processes that selectively dis-
tribute different capabilities on names. The locality property is a special case in
which only the output capability on names can be passed. A novel labeled transi-
tion system is defined over configurations which are process terms with two typed
environments, one that constrains the process and the other the environment.
It is shown that the standard definitions of trace and acceptance sets [5] defined
over the new transition system characterize may and must preorders respectively.
In comparison to our work, the typed calculus of Hennessy and Rathke is syn-
chronous and is equipped with name matching, whereas Lπ= is asynchronous,
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and Lπ is asynchronous with no name matching. Further, Lπ= has no capability
types and hence we obtain a simpler characterization of may testing for it, which
is based on the usual early style labeled transition system. Finally, we have also
a given an axiomatization of may testing, which is not pursued by Hennessy and
Rathke.

There have been extensive investigations of bisimulation-based behavioral
equivalences on Lπ and related variants of π-calculus, which are properly con-
tained in may testing which is trace based. Merro and Sangiorgi [9] investi-
gate barbed congruence in Lπ, and show that a variant of asynchronous early
bisimulation provides an alternate characterization for the congruence. Boreale
and Sangiorgi [4] study typed barbed equivalence for typed (synchronous) π-
calculus with capability types and no name matching, and show that the equiva-
lence is characterized by a typed variant of bisimulation. Merro [8] characterizes
barbed congruence in the more restricted setting of asynchronous π-calculus with
no name matching (no capability types, and no locality in particular). He defines
synonymous bisimulation and shows that it characterizes barbed congruence in
this setting.

References

[1] G. Agha. Actors: A Model of Concurrent Computation in Distributed Systems.
MIT Press, 1986. 223

[2] R. Amadio, I.Castellani, and D. Sangiorgi. On Bisimulations for Asynchronous
π-Calculus. In Proceedings of CONCUR ’96. Springer-Verlag, 1996. LNCS 1119.
223

[3] M. Boreale, R. De Nicola, and R. Pugliese. Trace and testing equivalence on
asynchronous processes, 2002. 223, 224, 225, 226, 228, 234, 236, 237

[4] Michele Boreale and D. Sangiorgi. Bisimulation in Name Passing Calculi without
Matching. Proceedings of LICS, 1998. 223, 238

[5] M. Hennessy. Algebraic Theory of Processes. MIT Press, 1988. 225, 237
[6] Matthew Hennessy and Julian Rathke. Typed behavioral equivalences for pro-

cesses in the presence of subtyping. Technical report, University of Sussex, Com-
puter Science, March 2001. 237

[7] K. Honda and M. Tokoro. An Object Calculus for Asynchronous Communication.
In Fifth European Conference on Object-Oriented Programming, July 1991. LNCS
512, 1991. 223

[8] M. Merro. On equators in asynchronous name-passing calculi without matching.
Electronic Notes in Theoretical Computer Science, 27, 1999. 238

[9] M. Merro and D. Sangiorgi. On Asynchrony in Name-Passing Calculi. In Pro-
ceeding of ICALP ’98. Springer-Verlag, 1998. LNCS 1443. 223, 238

[10] R. Milner, J. Parrow, and D. Walker. A calculus of mobile processes (Parts I and
II). Information and Computation, 100:1–77, 1992. 223

[11] R. De Nicola and M. Hennesy. Testing equivalence for processes. In Theoretical
Computer Science, volume 34, pages 83–133, 1984. 223

[12] B. C. Pierce and D. N. Turner. Pict: A programming Language Based on the
π-Calculus. Technical Report CSCI-476, Indiana University, March 1997. 223



A Theory of May Testing for Asynchronous Calculi 239

[13] Prasanna Thati, Reza Ziaei, and Gul Agha. A theory of may testing for
asynchronous calculi with locality and no name matching. Technical Report
UIUCDCS-R-2002-2277, University of Illinois at Urbana Champaign, May 2002.
224



Equational Axioms for Probabilistic Bisimilarity
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Abstract. This paper gives an equational axiomatization of probabilis-
tic bisimulation equivalence for a class of finite-state agents previously
studied by Stark and Smolka ((2000) Proof, Language, and Interaction:
Essays in Honour of Robin Milner, pp. 571–595). The axiomatization is
obtained by extending the general axioms of iteration theories (or itera-
tion algebras), which characterize, among others, the equational proper-
ties of the fixed point operator on (ω-)continuous or monotonic functions,
with three axiom schemas that express laws that are specific to prob-
abilistic bisimilarity. Hence probabilistic bisimilarity (over finite-state
agents) has an equational axiomatization relative to iteration algebras.

1 Introduction

Probabilistic variations on process algebras have been extensively studied in
the literature, and concepts from concurrency theory have been extended to
these languages and their underlying probabilistic models—see, e.g., [15] for a
survey and many references to the original literature. As part of this research
effort to lift process algebraic results to the probabilistic setting, several no-
tions of probabilistic behavioural equivalences and preorders have been pro-
posed in the literature over various models of probabilistic processes, and have
been axiomatized over fragments of probabilistic process algebras. Works pre-
senting complete axiomatizations of probabilistic semantic theories for processes
are, e.g., [2,4,14,16,17,21,24]. Amongst the aforementioned references, the stud-
ies [14,16,17,24] consider languages with finite-state recursive definitions, and
offer implicational proof systems for probabilistic bisimulation equivalence. (In-
deed, the language TPCCS studied by Hansson in [14] involves a combination
of time and probabilities.)
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In this paper, we contribute to the quest for complete axiomatizations of be-
havioural equivalences for probabilistic processes by offering a purely equational
axiomatization of probabilistic bisimulation equivalence for a class of finite-state
agents previously studied by, e.g., Stark and Smolka in [24]. The axiomatization
is obtained by extending the general axioms of iteration theories (or iteration
algebras) [6,12], which characterize, among others, the equational properties of
the fixed point operator on (ω-)continuous or monotonic functions, with three
axiom schemas that express laws that are specific to probabilistic bisimilarity.
Hence probabilistic bisimilarity (over finite-state agents) has an equational ax-
iomatization relative to iteration algebras; this axiomatization is finite relative
to iteration algebras if we allow for the use of equation schemas.

Historically, an implicational axiom system for probabilistic bisimilarity over
finite-state processes was first proposed in [17], where its soundness and com-
pleteness were announced for a class of finite-state probabilistic agents with
rational probabilities. The unpublished dissertation [16] offered a proof of the
soundness and completeness result announced in [17], showing that the assump-
tion of rational probabilities could be dropped. However, according to Stark
and Smolka [24], some of the soundness proofs in [16] were flawed, and [24] is
apparently the first study which gave a full proof of the soundness and com-
pleteness of the axiom system from [17] for a CCS-like language with (possibly
unguarded) finite-state recursive definitions. In the meantime, Hansson [14] of-
fered an implicational proof system for bisimilarity over the fragment of his
language TPCCS with guarded finite-state recursion. Amongst all these original
references, our technical developments in this paper have mostly been influenced
by those in [24].

We believe that the results presented in this paper improve upon those pre-
vious axiomatizations of probabilistic bisimilarity for the language we consider.
First of all, in light of the simplicity and foundational role played by equational
logic, it is natural to look for purely equational axiomatizations of algebras of
processes—as done, for instance, in the ACP family of process algebras (see, e.g.,
[13] for a textbook presentation). Moreover, whenever finite-state processes are
concerned, implicational axiom systems based on variants on the unique fixed
point induction rule for guarded terms, like those presented in the classic pa-
per [22] and the aforementioned references, are somewhat unsatisfactory as they
afford very few models. A classic example of this phenomenon is present in the
long history of the quest for equational axiomatizations of the algebra of regular
languages. Salomaa gave two complete axiomatizations of the algebra of regular
languages in [23]. However, one of them contains an infinitary rule, and, as ar-
gued by Kozen in [18], the other is not sound in most common interpretations
of regular expressions (such as binary relations) because it uses a version of the
unique fixed point rule. Implicational axiomatizations for the equational theory
of regular languages that are sound over a wealth of important nonstandard in-
terpretations that arise in computer science have been given by Krob in [19] and
Kozen in [18]. A purely equational axiomatization of regular languages has been
offered by Krob in [19].
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Giving a relative axiomatization of probabilistic bisimilarity with respect to
iteration algebras has also the benefit of separating the general (embodied by
the equations of iteration theories) from the specific (expressed by the equations
that describe properties of probabilistic bisimilarity proper). This separation of
concerns has at least two benefits. First of all, as a relative axiomatization of
probabilistic bisimilarity can be given by adding three axiom schemas to those
of iteration algebras, it follows that the non-finite axiomatizability of the equa-
tional theory of probabilistic bisimilarity is due to that of iteration algebras (see,
e.g., [10]). Secondly, any advance in the equational axiomatization of iteration
algebras would yield an improved equational axiomatization for probabilistic
bisimilarity.

That standard bisimulation equivalence is finitely axiomatizable relative to
iteration algebras was shown in [6, Chapter 13].

2 Preliminaries

In order to make the paper self-contained, we now briefly review the basic notions
from [24] and of iteration algebras that will be needed in this study. Moreover, we
extend the operational semantics from op. cit. and the definition of probabilistic
bisimilarity so that they apply to the whole language of probabilistic terms
directly.

2.1 Probabilistic Finite-State Terms and Probabilistic Bisimilarity

We begin by presenting the syntax and the operational semantics of the language
of finite-state probabilistic terms that will be studied in the remainder of the
paper. Our presentation is based on that in [24], to which the reader is referred
for more details and background information.

We use Var to stand for a countably infinite set of agent variables, ranged
over by x, y, w, z possibly subscripted and/or superscripted, and Act to denote
a nonempty collection of atomic actions, ranged over by a. The meta-variable α
stands for an element of the set Act ∪ Var.

The syntax of probabilistic terms (over Var and Act) is defined as follows:

t ::= x | at | t p+ t | µx.t ,

where x ∈ Var, a ∈ Act and p is a real number in the open interval (0, 1). The
notions of free and bound variables are defined in the standard way—with µx.
as a binding construct—, and a variable x is guarded in term t if every free
occurrence of x in t occurs within a subterm of the form at′. If x = (x1, . . . , xn)
is a vector of distinct variables, we shall sometimes write t(x) to denote the fact
that every free variable of t is in x. (As usual, the free variables of t need not
contain all of the variables in x.) A term is closed if it does not contain any free
variable. Throughout the paper, we consider two terms as syntactically identical
if they are equal up to renaming of their bound variables. If x = (x1, . . . , xn) is
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Table 1. Transition rules for terms (α ∈ Act ∪ Var)

t
α→ t′

t p+ u
α→ t′

u
α→ u′

t p+ u
α→ u′

at
a→ t x

x→ ⊥ t[µx.t/x] α→ t′

µx.t
α→ t′

a vector of distinct variables, t = (t1, . . . , tn) is a a vector of terms, and t is a
term, then t[t/x] denotes the term that results by substituting each occurrence
of xi in t with ti. The definition of substitution in the presence of binders like µ
is standard, and is therefore omitted. When writing terms, we assume that the
scope of a µx. extends to the right as far as possible. In the remainder of the
paper, we use ⊥ as an abbreviation for the closed term µx.x.

Following the approach adopted by Stark and Smolka in [24], we define the
operational semantics for probabilistic terms in two steps. First, we give the
transitions of terms using standard structural operational semantics. (Cf. Ta-
ble 2.1 for the rules. Note that, in our formulation of the operational semantics
for terms, the statement t x→ ⊥ means that the variable x occurs unguarded
in the term t.) Next, we incorporate information about the probability of oc-
currence of transitions into the operational semantics by associating, with each
triple (t, α, u) consisting of terms t, u and α ∈ Act∪Var, a transition probability
prob(t, α, u) ∈ [0, 1]. Following Stark and Smolka, we shall use the more sugges-
tive notation prob(t α→ u) in lieu of prob(t, α, u). For the sake of completeness,
we recall that the function prob is defined as the least solution (over the com-
plete partial order of the set of all functions mapping triples (t, α, u) to the real
numbers in the interval [0, 1], ordered pointwise) of the recursive equation

prob = P(prob) ,

where P is given by:

P(prob)(at α→ u) =
{

1 if a = α and t = u
0 otherwise

P(prob)(x α→ u) =
{

1 if x = α and ⊥ = u
0 otherwise

P(prob)(t1 p+ t2
α→ u) = p · prob(t1

α→ u) + (1− p) · prob(t2
α→ u)

P(prob)(µx.t α→ u) = prob(t[µx.t/x] α→ u) .

For example, we have that, for every p ∈ (0, 1),

prob(µx.a⊥ p+ x
a→ ⊥) = 1 = prob(µx.x p+ y

y→ ⊥) .

We refer the interested reader to [24] for more information on the definition of the
probability assigning function prob, and on its connections with the structural
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operational semantics in Table 2.1. Here we limit ourselves to recalling that
prob(t α→ u) is positive if, and only if, t α→ u can be inferred from the rules in
Table 2.1 (cf. [24, Lem. 2.1]), and that, for every term t, set S of terms and
α ∈ Act ∪ Var, the summation

∑
u∈S

prob(t α→ u)

converges to a value between 0 and 1 (cf. [24, Propn. 2.2]). Following Stark and
Smolka, we use prob(t α→ S) to denote this value.

Remark 1. Unlike Stark and Smolka in the developments in [24], we have pre-
sented the operational semantics for terms, possibly containing free variables, in
the language we study. In our operational semantics, prob(t x→ ⊥) measures the
“probability of unguardedness” of variable x in term t. Note that prob(t x→ ⊥)
does not coincide with unguardt(x), a measure of the total probability assigned
to unguarded occurrences of variable x in term t defined by Stark and Smolka
in [24, Page 587]. For example, if t is the term µx.x p+ y, with p ∈ (0, 1), then

unguardt(y) = (1 − p) 	= 1 = prob(t
y→ ⊥) .

The reason for using the definition given here instead of the one by Stark and
Smolka is that, unlike the one given in op. cit., the probability of unguardedness
of variables it gives is stable under behavioural equivalence.

In what follows, when we refer to the probabilistic labelled transition system
determined by a term, we mean the fragment of the transition system generated
by the aforementioned operational semantics that can be reached from it.

Notation 1 In what follows, we shall sometimes use the suggestive notation
t

p,α→ u to denote the fact that prob(t α→ u) = p and p > 0, i.e., that t can
perform α with positive probability p, and become u in doing so.

The notion of behavioural equivalence we shall consider in this paper is proba-
bilistic bisimilarity. This we now proceed to present, extended to the whole set
of terms.

Definition 1. A probabilistic bisimulation is an equivalence relation R over
terms that satisfies the following condition:

Whenever tRu, then for all α ∈ Act ∪ Var and all equivalence classes S
of R we have that

prob(t α→ S) = prob(u α→ S) .

Two terms t and u are probabilistically bisimilar, written t
pr∼ u, iff there is a

probabilistic bisimulation that relates them.

The relation
pr∼ will henceforth be referred to as probabilistic bisimilarity.
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Example 1. It is not hard to see that the least equivalence relation containing
all the pairs of the form (µx.x p+ y, y), with p ∈ (0, 1), is a probabilistic bisim-
ulation. Thus, for every p ∈ (0, 1), it holds that µx.x p+ y

pr∼ y.
Remark 2. The definition of probabilistic bisimilarity given above is an extension
to the whole set of terms of the original one by Larsen and Skou in [20]. The
definitions of this relation given in, e.g., [4,15] are based on an extension of
equivalence relations to probability distributions. The two definitions coincide.

The import of the following theorem is that the explicit definition of probabilistic
bisimilarity for the whole language of probabilistic terms we have presented
coincides with the one given by Stark and Smolka in [24].

Theorem 1. Let t(x) and u(x) be terms. Then t(x)
pr∼ u(x) iff for all vectors of

closed terms t, it holds that t[t/x]
pr∼ u[t/x].

A proof of the following result, due to Stark and Smolka, may be found in [24,
Sect. 4].

Proposition 1. The relation of probabilistic bisimilarity is a congruence over
the language of finite-state probabilistic terms. Thus, whenever t and u are prob-
abilistically bisimilar, so are the terms

– at and au, for every action a;
– t p+ t′ and u p+ t′, for every term t′;
– t′ p+ t and t′ p+ u, for every term t′; and
– µx.t and µx.u, for every variable x.

2.2 Axioms of Iteration Algebras

The axioms of iteration algebras (or iteration theories) [6] capture the equational
properties of the fixed point operation (be it least, unique, initial, etc.). Several
(conditional) equational bases of identities for iteration algebras have been stud-
ied in the literature (cf., e.g., op. cit. and the references [7,11]). In this study, we
shall specifically consider an equational axiomatization of iteration algebras ob-
tained by the second author in [12]. This equational basis for iteration algebras
consists of the so-called Conway equations [6,7]

µx.t[t′/x] = t[µx.t′[t/x]/x] (1)
µx.t[x/y] = µx.µy.t , (2)

and of a set of equations containing one equation for each finite (simple) group.
(Group equations for the language of µ-terms were introduced in [12] as a gen-
eralization of Conway’s group equations for regular languages, cf. [8]. The com-
pleteness of the Conway equations and the group equations for iteration algebras
extends Krob’s result in [19], where he confirmed a long standing conjecture of
Conway’s [8] about the axiomatization of the equational theory of regular sets.)
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In the setting of monotonic and continuous functions, equations (1)–(2) above
were established by de Bakker, Bekič, Scott and others (see, e.g., [3,5]), and are
sometimes referred to as the composition identity (also known as the rolling
identity) and the diagonal identity (also known as the double-dagger identity),
respectively. Note that the classic fixed point equation, viz.

µx.t = t[µx.t/x] , (3)

is the instance of the composition identity obtained by taking t′ to be the vari-
able x.

To define the group equations, we need to extend the µ-notation to term
vectors t = (t1, . . . , tn). (Henceforth, we shall consider term vectors as ordinary
terms.) Let x = (x1, . . . , xn) be a vector of distinct variables. When n = 1, we
use µx.t to denote the term vector of dimension one whose unique component
is µx1.t1. (We identify any term vector of dimension one with its component.)
If n > 1, let x′ = (x1, . . . , xn−1), t′ = (t1, . . . , tn−1) and s = t

′[µxn.tn/xn].
(Substitution into a term vector is defined componentwise.) We define

µx.t
def= (µx′.s, (µxn.tn)[µx′.s/x′]) .

The definition is motivated by the Bekič-de Bakker-Scott rule [3,5].
Suppose now that (G, ·) is a finite group of order n, whose elements are the

integers in the set [n] = {1, . . . , n}. Given a vector x = (x1, . . . , xn) of distinct
variables and an integer i ∈ [n], define i·x = (xi·1, . . . , xi·n). Thus, i·x is obtained
by permuting the components of x according to the ith row of the multiplication
table of G. The group equation associated with G is

(µx.(t[1 · x/x], . . . , t[n · x/x]))1 = µy.t[y/x1, . . . , y/xn] , (4)

where t is any µ-term, y is a variable, and where

(µx.(t[1 · x/x], . . . , t[n · x/x]))1

is the first component of the term vector µx.(t[1 · x/x], . . . , t[n · x/x]).

3 An Equational Axiomatization of Probabilistic
Bisimilarity

The main result of [24] is a complete implicational axiomatization for probabilis-
tic bisimilarity over probabilistic finite-state terms. The axiomatization offered
by Stark and Smolka in op. cit. consists of the fixed point equation (3) (axiom R1
in op. cit.), the unique fixed point rule for guarded terms and of the equations in
Table 3. In equation S2, the condition C(p, q, r, s) holds true whenever p = rs,
(1− p)q = (1− r)s and (1− s) = (1− p)(1− q). We recall that the unique fixed
point rule for guarded terms, axiom R3 in [24], states that:

From t = u[t/x], where all occurrences of x in u are guarded, infer that
t = µx.u.
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Table 2. Stark and Smolka’s equational axioms for probabilistic bisimilarity

S1 x p+ y = y 1−p+ x
S2 x p+ (y q+ z) = (x r+ y) s+ z if C(p, q, r, s) holds
S3 x p+ x = x
R2 µx.t p+ x = µx.t

The main aim of this study is to show that the equational laws of probabilistic
bisimilarity over finite-state probabilistic terms have a natural axiomatization
over the equations of iteration algebras. To this end, we shall consider the purely
equational axiom system Ax obtained by extending the equational basis of iter-
ation algebras consisting of (1), (2) and the group equations (4) with axioms S1
and S2 from Table 3, and the following equation

µx.(x p+ y) = y . (5)

The above equation expresses a strengthened form of idempotence of the p+
operation. In fact, equation S3 in Table 3 follows from it and the fixed point
equation (3) thus:

y = µx.x p+ y = (µx.x p+ y) p+ y = y p+ y .

Moreover, in the presence of axiom S1 and of the diagonal equation, (5) proves
equation R2 in Table 3. Indeed:

µx.t p+ x = µx.µz.t p+ z (z fresh)
= µx.((µz.y p+ z)[t/y]) (y fresh)
= µx.(y[t/y])
= µx.t .

The remainder of this paper will be devoted to a proof of the following soundness
and completeness theorem:

Theorem 2. The axiom system Ax completely axiomatizes probabilistic bisimi-
larity over the language of finite-state probabilistic terms, i.e., for all terms t, u,
the equivalence t

pr∼ u holds iff the equality t = u is provable using the equations
in Ax.

4 Soundness

Our first step towards a proof of Theorem 2 will be to show the following theorem,
to the effect that the axiom system Ax is sound with respect to probabilistic
bisimilarity.



Equational Axioms for Probabilistic Bisimilarity 247

Theorem 3 (Soundness). For all terms t and u, if Ax proves that t = u then
t

pr∼ u.
Since Stark and Smolka have proven in [24, Sect. 4] that their axiom system is
sound with respect to

pr∼, the above theorem follows from the following result to
the effect that the implicational axiom system due to Stark and Smolka entails
Ax:

Theorem 4. Every equation in Ax can be proven from the axiom system for
probabilistic bisimilarity due to Stark and Smolka.

Remark 3. Another, possibly more standard, approach to showing the sound-
ness of Ax with respect to probabilistic bisimilarity is to identify the probabilis-
tic transition systems associated with the left- and right-hand sides of all of the
equations in Ax, and to exhibit appropriate probabilistic bisimulations between
them—as we did for axiom (5) in Example 1. We have, however, plumped for
an equational approach to such a proof because it can be better formalized for
complex equations like the Conway and group equations. Moreover, Theorem 4
gives more information than the mere soundness of Ax with respect to proba-
bilistic bisimilarity. For example, it entails that the models of the axiom system
by Stark and Smolka are also models of Ax.

It is clear that axiom (5) is derivable from the axiom system by Stark and Smolka
by using axioms S1 and R2 in Table 3, and the fixed point equation. It is much
less clear that so are the Conway and group equations. The interested reader
may find the details of the non-trivial equational arguments used in the proofs
of these equations from the axiom system by Stark and Smolka in [1].

5 Normal Forms

The next step in the proof of our main result is the isolation of a suitable notion
of normal form for finite-state probabilistic terms. Normal forms have a direct
interpretation as finite-state probabilistic transition systems, and this will be
crucial in establishing the completeness of our axiom system. We prove that,
modulo Ax, every term is provably equal to one in normal form (Theorem 5).

We begin by introducing a useful notation that will help clarify the connection
between terms in normal form, and the probabilistic transition systems they
denote. In this notation, we use the notion of stochastic vector, which is a vector
of real numbers in the interval [0, 1] that sum up to 1.

Notation 2 Let {(pi, ti) | i ∈ [k]} be a nonempty set of pairs, where each ti is
a term, and (p1, . . . , pk) is a stochastic vector. The notation

∑
i∈[k]

pi · ti
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is defined recursively as follows:

∑
i∈[k]

pi · ti def
=



tk if pk = 1∑

i∈[k−1] pi · ti if pk = 0
(
∑

i∈[k−1](pi/(1− pk)) · ti) 1−pk
+ tk if pk ∈ (0, 1) .

In what follows, we shall often write p1 · t1 + · · ·+ pk · tk in lieu of
∑

i∈[k] pi · ti,
and t instead of 1 · t.
For example, we write

1
4
· a⊥+

1
2
· x+

1
4
· ⊥

for the term
(a⊥ 1/3+ x) 3/4+ ⊥ .

Definition 2. A simple term in the variables x = (x1, . . . , xn) and parameters
y = (y1, . . . , ym) is a term of the form

p1 · t1 + · · ·+ pk · tk + q1 · y1 + · · ·+ qm · ym + q · ⊥ , (6)

where:

– k,m ≥ 0,
– (p1, . . . , pk, q1, . . . , qm, q) is a stochastic vector,
– for every i ∈ [k], the term ti is of the form ax� for some action a and
variable x� ∈ {x1, . . . , xn}, and

– for every i1, i2 ∈ [k], if i1 	= i2 then ti1 	= ti2 .

(If k or m are 0, then the corresponding part of a simple term is missing.)
A summand of a simple term of the form (6) is a subterm of the form p · t,

where p is positive.

Note that, in light of the last condition above on simple terms, modulo S1 and
S2, axiom S3 in Table 3 cannot be applied to a simple term when used as a
rewrite rule from left to right. For example, the term

2
3
· ax+

1
3
· ax

is not simple, but using S3 from left to right it can be proven equal to the simple
term 1 · ax, that is to ax.

Definition 3 (Normal Form Terms). A normal form term in the parameters
y = (y1, . . . , ym) is a term

µx.t = µ(x1, . . . , xn).(t1, . . . , tn) ,

where each ti (i ∈ [n]) is a simple term in the variables x = (x1, . . . , xn) and
parameters y = (y1, . . . , ym).
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Intuitively, the ith component of a term vector µ(x1, . . . , xn).(t1, . . . , tn) is the
ith component of a distinguished solution of the list of equations

x1 = t1
...

xn = tn .

We shall sometimes identify a normal form term with its corresponding list of
equations. The main reason for doing so is that the list of equations associated
with a normal form term can be naturally viewed as a kind of probabilistic
transition system. Indeed, the set of states of such a probabilistic transition
system may be taken to be the integers in the set [n]—here, integer i stands
for the ith component of the term vector determined by the list of equations—
plus a distinguished ⊥ state. If the simple term ti has the form (6), the set of
transitions out of state i ∈ [n] is defined as follows:

– for every j ∈ [n], there is a transition i
p,a→ j if, and only if, p · axj is a

summand of the simple term ti—that is, when ti
p,a→ xj holds; and

– for every variable x, there is a transition i
p,x→ ⊥ if, and only if, p · x is a

summand of the simple term ti—that is, when ti
p,x→ ⊥ holds.

We use ts(t(x, y)) to denote this probabilistic transition system, and say that a
normal form µx.t(x, y) is accessible if every state of ts(t(x, y)) is reachable from
state 1.

Proposition 2. The transition system ts(t(x, y)) is probabilistically bisimilar to
µx.t(x, y), for every normal form µx.t(x, y).

Remark 4. Actually, the transition systems ts(t(x, y)) and µx.t(x, y) are not just
probabilistically bisimilar, but also strongly equivalent—in the sense that the two
transition systems “unfold to the same tree” (cf. [9]).

The following normal form theorem is a version of Milner’s equational char-
acterization of regular CCS process, cf. [22]. A version of Milner’s equational
characterization theorem for the finite-state probabilistic terms we consider has
been given by Stark and Smolka in [24, Thm. 2].

Theorem 5. For every term t(y), there is an accessible normal form term
µx.t(x, y) such that the equality t(y) = (µx.t(x, y))1 is provable from the ax-
ioms in Ax.

From now on, we shall assume that terms in normal form are accessible. More-
over, we equip the transition system ts(t(x, y)) with the initial state 1. Proba-
bilistic bisimulations between two such transition systems will relate their initial
states.
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6 Completeness

In Sect. 4, we established the soundness of our axiom system Ax with respect to
probabilistic bisimilarity by showing that the axiom system proposed by Stark
and Smolka in [24] entails it. We now aim at proving that, like the one by
Stark and Smolka, our axiom system is complete with respect to probabilistic
bisimilarity. This is the import of the following theorem:

Theorem 6 (Completeness). For all terms t and u, if t
pr∼ u then Ax proves

that t = u.

The remainder of this section will be devoted to a proof of the above result.
Apart from the normal form theorem (Theorem 5), our proof of the completeness
theorem consists of two main ingredients.

– First we shall show that, in a suitable technical sense, two probabilistically
bisimilar normal forms are structurally related.

– Next, we use the structural relationship between probabilistically bisimilar
normal forms to show that two equivalent normal forms are provably equal
using Ax. It is this final step of the proof that relies upon the group equations
and the full power of the axioms of iteration theories.

We now proceed to study the structural relation that exists between probabilis-
tically bisimilar normal forms. In the remainder of this section, equality of terms
is modulo the axioms S1–S3 in Table 3.

Definition 4. Let x = (x1, . . . , xn) and z = (z1, . . . , zk) be two vectors, each
consisting of distinct variables. Let, furthermore, ρ be a function mapping [n] to
[k]. For every term t(x, y), we define the term t ◦ ρ thus:

t ◦ ρ
def
= t[zρ(1)/x1, . . . , zρ(n)/xn] .

If t = (t1, . . . , tn) is a vector of terms over variables x = (x1, . . . , xn), then we
write t ◦ ρ for the vector of terms (t1 ◦ ρ, . . . , tn ◦ ρ).
If u = (u1, . . . , uk) is a vector of terms, then we write ρ ◦ u for the vector of

terms (uρ(1), . . . , uρ(n)).

Note that when the components of t are simple, then, modulo S1–S3, so are the
components of t ◦ ρ.

Example 2. Consider the vectors of simple terms t = (t1, t2, t3) and u = (u1, u2)
over variables x = (x1, x2, x3), where

t1 =
1
3
· ax2 +

2
3
· ax3

t2 = ax2

t3 =
1
2
· ax2 +

1
2
· ax3

u1 = ax1 and
u2 = an arbitrary simple term .
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Let ρ map each i ∈ [3] to 1. Then, modulo the axioms S1–S3 in Table 3,

t ◦ ρ = (ax1, ax1, ax1) = ρ ◦ u .

Whenever µx.t(x, y) and µz.u(z, y) are two terms in normal form over variables
x = (x1, . . . , xn) and z = (z1, . . . , zk), respectively, we say that a function ρ :
[n]→ [k] determines a probabilistic bisimulation from the probabilistic transition
system ts(t(x, y)) to ts(u(z, y)) if, and only if, the least equivalence relation over
the disjoint union of [n] and [k] containing the graph of ρ is a probabilistic
bisimulation.

Proposition 3. Let µx.t(x, y) and µz.u(z, y) be two terms in normal form over
variables x = (x1, . . . , xn) and z = (z1, . . . , zk), respectively. A function ρ : [n]→
[k] determines a probabilistic bisimulation from ts(t(x, y)) to ts(u(z, y)) if, and
only if, the following two conditions hold:

1. ρ(1) = 1, and
2. t ◦ ρ = ρ ◦ u modulo axioms S1–S3 in Table 3.

Notation 3 In what follows, we shall write t(x, y)→
ρ
u(z, y) when ρ determines

a probabilistic bisimulation from ts(t(x, y)) to ts(u(z, y)).

Proposition 4. Let µx.t(x, y) and µz.u(z, y) be two terms in normal form over
variables x = (x1, . . . , xn) and z = (z1, . . . , zk) respectively. Then the probabilis-
tic transition system ts(t(x, y)) is probabilistically bisimilar to ts(u(x, y)) if, and
only if, there are a normal form µw.r(w, y) (over variables w = (w1, . . . , w�)),
and functions ρ : [�]→ [n] and τ : [�]→ [k] such that

t(x, y)←
ρ
r(w, y)→

τ
u(z, y) .

In light of Propositions 2–4, in order to prove the completeness of our axiom
system with respect to probabilistic bisimilarity it would be sufficient to show
that:

Proposition 5. Whenever µx.t(x, y) and µz.u(z, y) are two terms in normal
form over variables x = (x1, . . . , xn) and z = (z1, . . . , zk), respectively, and ρ :
[n]→ [k] is a function meeting the constraints in the statement of Proposition 3,
then the axiom system Ax proves that (µx.t)1 = (µz.u)1.

Indeed, using the above statement, we can prove Theorem 6 thus:

Proof of Theorem 6: Let t and u be two probabilistically bisimilar terms.
By Theorem 5, there are normal forms µx.t(x, y) and µz.u(z, y) such that Ax
proves that t = (µx.t(x, y))1 and u = (µz.u(z, y))1. By Proposition 2 and the
soundness of the axiom system Ax with respect to probabilistic bisimilarity,
we have that the probabilistic transition system ts(t(x, y)) is probabilistically
bisimilar to ts(u(z, y)). By Proposition 4, it follows that there are a normal form
µw.r(w, y), and functions ρ and τ such that

t(x, y)←
ρ
r(w, y)→

τ
u(z, y) .
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By Proposition 5, Ax proves that

(µx.t(x, y))1 = (µw.r(w, y))1 = (µz.u)1 .

By transitivity, we thus obtain t = u, which was to be shown. �
Our order of business is now to prove Proposition 5. In fact, we establish the
following strengthening of that statement:

Proposition 6. Let µx.t(x, y) and µz.u(z, y) be two terms in normal form over
variables x = (x1, . . . , xn) and z = (z1, . . . , zk), respectively. Assume that ρ :
[n]→ [k] is a function meeting the constraints in the statement of Proposition 3.
Then Ax proves that

µx.t = ρ ◦ (µz.u) . (7)

To prove the above result, we rely on the fact that (7) is implied by the iden-
tities of iteration algebras if the term vectors t(x, y) and u(z, y) satisfy the fol-
lowing condition: There exist a vector w = (w1, . . . , w�) of variables, term vec-
tors rj(w, y), j ∈ ρ([n]), and functions ρi : [�] → [n], i ∈ [n], such that for all
i ∈ [n] and j ∈ [k] with ρ(i) = j it holds that

rj ◦ ρi = ti

modulo axioms S1–S3 in Table 3, where rj and ti denote the jth component of
r and the ith component of t, respectively. (See the generalized commutative
identity on p. 138 in [6].) We establish this condition by using:

Lemma 1. Let c be a positive real number. Suppose furthermore that ci =
(ci1, . . . , ciki) (i ∈ [n]) are nonempty sequences of positive real numbers all sum-
ming up to c. Then there is a sequence (d1, . . . , d�) of positive real numbers such
that, for every i ∈ [n], there are positive integers �1 < �2 < · · · < �ki−1 < � with

ci1 = d1 + · · ·+ d�1

ci2 = d�1+1 + · · ·+ d�2

...
ciki = d(�ki−1+1) + · · ·+ d� .
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Abstract. We propose a methodology for the analysis of open systems
based on process calculi and bisimilarity. Open systems are seen as coor-
dinators (i.e. terms with place-holders), that evolve when suitable com-
ponents (i.e. closed terms) fill in their place-holders. The distinguishing
feature of our approach is the definition of a symbolic operational se-
mantics for coordinators that exploits spatial/modal formulae as labels
of transitions and avoids the universal closure of coordinators w.r.t. all
components. Two kinds of bisimilarities are then defined, called strict
and large, which differ in the way formulae are compared. Strict bisimi-
larity implies large bisimilarity which, in turn, implies the one based on
universal closure. Moreover, for process calculi in suitable formats, we
show how the symbolic semantics can be defined constructively, using
unification. Our approach is illustrated on a toy process calculus with
ccs-like communication within ambients.

1 Introduction

The ever increasing usage and development of mobile devices raise the need of
formal models for open systems, where components can be dynamically con-
nected to interact with network services. Process calculi (pc) are often instru-
mental in focusing on certain aspects like communications, distribution and
causal dependencies. However, pc techniques are mostly devised for the study of
components (i.e. closed terms of the calculus) rather than coordinators (i.e. con-
texts with holes marked by process variables).

In particular, while the operational semantics and several equivalences have
been often defined for components (e.g., based on either bisimulation or traces
or testing), their extensions to coordinators usually require additional efforts.
Roughly, an equivalence ≈ defined on components can be lifted to coordinators
by letting C[X1, ..., Xn] ≈ D[X1, ..., Xn] when C[p1, ..., pn] ≈ D[p1, ..., pn] for all
components p1, ..., pn. In the case of bisimulation, this means that the coalge-
braic techniques applicable to components fall short for coordinators, since the
definition involves universal quantification on components. Instead, a symbolic
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technique for allowing contexts to “bisimulate without instantiation” would ease
the analysis and verification of coordinators’ properties.

This issue finds its dual formulation in the contextual closure needed when
the bisimilarity on components ∼ is not a congruence and one defines the largest
congruence � contained in ∼ (by letting p � q if for all contexts C[.], identity
included, C[p] ∼ C[q] holds). Note that in general � is not a bisimulation. The
largest congruence which is also a bisimulation is called dynamic bisimilarity
and it is defined by allowing context closure at each bisimulation step [22].

To avoid universal quantification on contexts, several authors—e.g., Sewell
in [25], Leifer and Milner in [20]—propose a symbolic transition system for com-
ponents whose labels are the “minimal” contexts needed to the component for
evolving. A transition

p
C[.,X1,···,Xn]−→ D[X1, ..., Xn]

means that C[p, p1, ..., pn] can reduce in one step to D[p1, ..., pn], and that C
is strictly necessary to perform the step. However, in their symbolic systems,
though transitions always depart from components, they may lead also to con-
texts (like D above) and therefore bisimulation must be defined on contexts via
universal quantification over all possible closed instantiations. Thus, the prob-
lem of universal quantification is shifted from contexts to components. Finding
a sound and efficient way to face this problem is the goal of our contribution.

Symbolic Bisimulation. It is nowadays commonly accepted that the opera-
tional semantics of most process calculi can be conveniently expressed by exploit-
ing two basic ingredients, according to Plotkin’s SOS recipe [23]: the structure
of the components and the behaviour of their subcomponents. Thus, a pc def-
inition usually involves a process signature Σ, a structural equivalence ≡ on
process terms, and a labelled transition system (lts) specified through a set of
inductive (structural) proof rules.1

It follows that the behaviour of a coordinator can depend: (1) on the spatial
structure of the components that are inserted/substituted/connected in/with it;
(2) on their behaviour, i.e. on the actions that can be observed.

The first attempt could be to define a transition system whose states are
coordinators and whose arcs are labelled with the components that allow coor-
dinators to evolve. But this would result in a too large transition system, making
verification difficult.

To attack this problem, reducing the size of the transition system, we propose
to borrow formulae from a suitable logic for expressing the most general class
of processes with whom each coordinator can react. This leads us to the notion
of symbolic transition system (sts), whose states are coordinators and whose
transitions have the shape

C[X1, ..., Xn]
ϕ1,..,ϕn−→ D[Y1, . . . , Ym]

1 Reduction semantics can be obviously recasted in lts’s as the special case with a
unique label.
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meaning that the step can be performed by C[p1, ..., pn] whenever pi |= ϕi, for
i ∈ [1, n].

The logic where the formulae ϕi’s live and the notion of satisfaction |= must
be of course targeted to the pc under study. In general, the logic may involve both
spatial and temporal aspects of components, i.e. it can be a spatial logic [8,11].

Fixed an sts, two kinds of bisimilarities ∼strict and ∼large, referred to, re-
spectively, as strict and large, can be defined on coordinators, differing for the
way labels (i.e. formulae) are compared, with ∼strict ⇒ ∼large, and ∼strict being
an equivalence relation. We show that, whenever the sts satisfies suitable prop-
erties of correspondence w.r.t. the operational semantics of components, called
correctness and completeness, ∼large (and thus ∼strict) implies the equivalence
induced by the universal closure.

For pc whose rules are in a quite general format, called algebraic format [16],
we provide a constructive way of defining a spatio-temporal logic and we give an
algorithm for building a correct and complete sts over such a logic. The algo-
rithm, expressed as a Prolog program, builds labels by computing recursively the
most general unifiers between coordinators and left-hand sides of the operational
rules.

Synopsis. In § 2 we fix the notation and we recall some basic definitions. In § 3, we
overview the general ideas on which our approach relies, introducing the notion
of (correct and complete) sts, defining large and strict symbolic bisimilarities
and showing that both relations imply bisimilarity via universal closure. In § 4,
first we illustrate the algorithmic construction of correct and complete sts’s for
process calculi with no structural axioms and operational rules in the algebraic
format of [16], and then we show how to deal with the common AC1 axioms
for the parallel composition operator. In § 5, we test our approach against a
simple case study consisting of a fragment of the ambient calculus with ccs-like
communication within ambients.

Related work. The aforementioned papers by Sewell, Leifer and Milner have
motivated and inspired our quest for a set of labels powerful enough to model the
maximal classes of components with whom coordinators can react. The papers
by Caires, Cardelli and Gordon on spatial logics have suggested us an elegant
mathematical tool for expressing both structural and temporal constraints in the
labels. It is worth mentioning that spatial formulae have many analogies with
the topological modalities introduced separately by Fiadeiro et al. in [15] when
proposing a verification logic for rewriting logic.

A symbolic approach to bisimulation in the case of value passing calculi,
where actions are parametrised over a possibly infinite set, has been explored
in [17].

Among other frameworks where the semantics of components and coordina-
tors is defined uniformly, let us mention tile logic (tl) [16,6], conditional transi-
tion systems (cts) [24] and context systems (cs) [19], which come also equipped
with different formats for guaranteeing that bisimilarity is a congruence. While
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P ≡ Q ∈ E, σ(P ), σ(Q) ∈ TΣ

σ(P ) ≡ σ(Q)
(subs)

p1 ≡ q1, · · · , pn ≡ qn, f ∈ Σn

f(p1, ..., pn) ≡ f(q1, ..., qn)
(context)

p ∈ TΣ

p ≡ p (refl)
p ≡ q
q ≡ p (symm)

p1 ≡ p2, p2 ≡ p3

p1 ≡ p3
(trans)

Fig. 1. Closure of structural axioms

models based on tl, cts and cs can be easily translated in our framework, the
use of spatial formulae makes our approach applicable to a wider class of calculi.

The idea of using unification for building formulae comes from Logic Pro-
gramming and more precisely by its view as an interactive system presented
in [7].

2 Notation

To ease the presentation we consider one-sorted signatures, but our results easily
extend to the many-sorted case. A signature is a set of operators Σ together with
an arity function ar : Σ → N. For n ∈ N, we let Σn = {f ∈ Σ | ar(f) = n}. We
denote by TΣ(X ) the term algebra over Σ and variables in the set X (disjoint
from Σ), with TΣ = TΣ(∅). For P ∈ TΣ(X ) we denote by var (P ) the set
of variables X ∈ X that appear in P . If var(P ) = ∅ then P is called closed,
otherwise open. When signatures are used for presenting the syntax of pc, closed
terms define the set P of components p of the calculus, while the general, possibly
open, terms form the set C of coordinators C. Often we shall write C[X1, . . . , Xn]
to mean that C is a coordinator such that var (C) ⊆ {X1, . . . , Xn}.

A structural axiom is a sentence P ≡ Q for P,Q ∈ TΣ(X ). Given a set
E = {Pi ≡ Qi | i ∈ I} of structural axioms, we say that a Σ-algebra A
satisfies E if for any assignment σ : X → A of values to the variables in X , we
have that σ(Pi) =A σ(Qi), for all i ∈ I. The initial algebra TΣ,E is the quotient
of TΣ modulo the equivalence ≡ defined in Fig. 1, where axioms in E are closed
w.r.t. substitution, contextualization, reflexivity, symmetry, and transitivity.

Process calculi come often equipped with lts operational semantics, where
states are components over the process signature Σ, labels range over a suitable
alphabet Λ, and transitions model the activities of components. Commonly such
lts is specified by a collection of inductive (transition) proof rules. In the pres-
ence of structural axioms, states are equivalence classes of components (modulo
≡), as if proof rules included:

p′ ≡ p p
a−→ q q′ ≡ q

p′ a−→ q′
(equiv)

A bisimulation is a symmetric, reflexive relation ≈ over components such
that if p ≈ q, then for any transition p

a−→ p′ there exists a component q′ and
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a transition q
a−→ q′ with p′ ≈ q′. We denote by ∼ the largest bisimulation and

call it bisimilarity. Note that the rule (equiv) makes p ∼ q hold whenever p ≡ q.
We call universal bisimilarity the usual lifting of ∼ to coordinators obtained by
closing for all possible substitutions:

C[X1, ..., Xn] ∼ D[X1, ..., Xn]
def⇐⇒ ∀p1, ..., pn ∈ P , C[p1, ..., pn] ∼ D[p1, ..., pn]

3 Formulae as Labels

The definition of bisimilarity on coordinators based on the closure with respect
to any possible substitution presents obvious drawbacks. In fact, to verify the
bisimilarity of two coordinators, one is typically led to check the bisimilarity of
infinitely many processes (all the possible closed instances of the coordinators).
Furthermore bisimilarity of coordinators is not defined in a coinductive way and
thus the coalgebraic techniques applicable to components fall short for coordina-
tors. In trying to prove the equivalence of two coordinators it is thus convenient
to perform a kind of symbolic calculation:

1. without instantiating components which do not play an active role in a step
and instantiating the active components as little as possible;

2. making assumptions not only on the structure, but (as in tl, cts, cs) also
on the behaviour of the active components.

The above strategy is formalised by introducing a symbolic transition system
whose states are coordinators and whose labels encode the structural and/or
behavioural conditions (see points 1–2 above) that components should fulfill for
enabling the move.

In the following, we assume that a process calculus PC is fixed with signature
Σ and structural axioms E, whose semantics is given by the lts L over TΣ,E

and label alphabet Λ. We also assume that a logic L over components is given,
which may have modal operators and whose atomic formulae include the process
variables in X and the components in P (with p |= X for any p ∈ P and X ∈ X ,
while p |= q iff p ≡ q for any p, q ∈ P , where |= is satisfaction).

Definition 1 (Symbolic Transition System). A symbolic transition system
( sts) S over L for the process calculus PC is a set of transitions

C[X1, . . . , Xn]
(ϕ1,...,ϕn)−→ a D[Y1, . . . , Ym]

where C[X1, . . . , Xn] and D[Y1, . . . , Ym] are coordinators, a ∈ Λ and ϕi are
formulae in L containing only variables from {Y1, . . . , Ym}.
The variable names in the states of S are not relevant: they are just indexed
placeholders, whose number can vary along the computation. The correspon-
dence between variables in the source (e.g. Xi) and their residuals (e.g. Yj) in
the target is expressed by the formulae (e.g. ϕi), in which the residuals may



Bisimulation by Unification 259

occur. For example, the modal formula ϕi = �a.Yj is satisfied by any process
performing a (and its residual replaces Yj in D).

For S to be an abstract view of PC we must of course require some additional
properties enforcing the correspondence with the concrete lts L. Consider a
transition system where coordinators have just one hole. Intuitively, whenever
C[X ]

ϕ−→a D[Y ] the idea is that the coordinator C, when instantiated with
any component satisfying ϕ, can perform action a becoming an instance of D.
The process variable Y , which typically occur in ϕ, is intended to represent the
residual of what substituted for X , after it has exhibited the capabilities required
by ϕ. More precisely, for any component q such that p |= ϕ[q/Y ] (where ϕ[q/Y ]
denotes the formula obtained from ϕ by replacing all the occurrences of Y by q)
the component C[p] can perform an action a becoming D[q]. On the other hand,
any concrete transition on components should have symbolic counterparts. These
two properties are formalised as correctness and completeness, respectively.

Definition 2 (Correctness). An sts S for the process calculus PC is correct
if for any symbolic transition

C[X1, ..., Xn]
(ϕ1,...,ϕn)−→ a D[Y1, ..., Ym]

in S, for any q1, ..., qm and for any pi |= ϕi[q1/Y1, ..., qm/Ym] for i ∈ [1, n], there
exists a transition C[p1, ..., pn]

a−→ D[q1, ..., qm] in L.

Definition 3 (Completeness). An sts S for the process calculus PC is com-
plete if for any coordinator C[X1, ..., Xn], for all components p1, ..., pn and for
any transition

C[p1, ..., pn]
a−→ q

in L there exists a transition C[X1, ..., Xn]
(ϕ1,...,ϕn)−→ a D[Y1, ..., Ym] in S and

q1, ..., qm such that pi |= ϕi[q1/Y1, ..., qm/Ym] for i ∈ [1, n], and q ≡ D[q1, ..., qm].

Over any sts we can straightforwardly define a bisimulation-like equivalence.

Definition 4 (Strict Symbolic Bisimulation). A symmetric relation ≈ over
the set of coordinators C is a strict symbolic bisimulation if for any two coordi-
nators C[X1, ..., Xn] and D[X1, ..., Xn] such that C[X1, ..., Xn] ≈ D[X1, ..., Xn],
for any transition

C[X1, ..., Xn]
(ϕ1,...,ϕn)−→ a C′[Y1, ..., Ym]

there exists a transition D[X1, ..., Xn]
(ϕ1,...,ϕn)−→ a D′[Y1, ..., Ym] such that

C′[Y1, ..., Ym] ≈ D′[Y1, ..., Ym]. The largest strict symbolic bisimulation is an
equivalence relation called strict symbolic bisimilarity and denoted by ∼strict.

Our first result states that the strict symbolic bisimilarity distinguishes as
much as universal (closure) bisimilarity ∼, as defined by the end of Section 2.
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Theorem 1 (∼strict ⇒ ∼). If S is a correct and complete sts, then

C[X1, ..., Xn] ∼strict D[X1, ..., Xn] ⇒ C[X1, ..., Xn] ∼ D[X1, ..., Xn]

Proof. Suppose C[X1, ..., Xn] ∼strict D[X1, ..., Xn]. We want to show that for
any p1, ..., pn, we have C[p1, ..., pn] ∼ D[p1, ..., pn]. Let Rstrict be the relation
defined by

C[p1, ..., pn] Rstrict D[p1, ..., pn]
def⇐⇒ C[X1, ..., Xn] ∼strict D[X1, ..., Xn].

We first show that Rstrict is a bisimulation for L.
For any transition C[p1, ..., pn]

a−→ q in L, by completeness of S, a symbolic

transition C[X1, ..., Xn]
(ϕ1,...,ϕn)−→ a C′[Y1, ..., Ym] and m components q1, ..., qm

exist such that pi |= ϕi[q1/Y1, ..., qm/Ym] and q ≡ C′[q1, ..., qm]. Since
C[X1, ..., Xn] ∼strict D[X1, ..., Xn] by hypothesis, we have that D[X1, ..., Xn]
(ϕ1,...,ϕn)−→ a D′[Y1, ..., Ym] with C′[Y1, ..., Ym] ∼strict D′[Y1, ..., Ym]. By correct-
ness of S, and by pi |= ϕi[q1/Y1, ..., qm/Ym] for all i ∈ [1, n], it holds that
D[p1, ..., pn]

a−→ D′[q1, ..., qm]. Since C′[Y1, ..., Ym] ∼strict D′[Y1, ..., Ym], we have
that C′[q1, ..., qm]
Rstrict D′[q1, ..., qm]. The relation Rstrict is obviously symmetric and hence it
is a bisimulation. Since bisimilarity ∼ is the largest bisimulation, it contains
Rstrict and therefore C[p1, ..., pm] ∼ D[q1, ..., qm], concluding the proof. ��

3.1 Large Symbolic Bisimulation

The requirement of exact matching between formulae in the definition of strict
symbolic bisimulation can be too strong, especially in the presence of spatial
formulae and structural congruences. Hence, we propose a way to relax this
condition.

To this aim, we assume that the logic L is a spatial logic whose operators
include a subset ΣL of Σ, with satisfaction defined by (for any f ∈ ΣL with
arity n):

p |= f(ϕ1, . . . , ϕn) iff ∃p1, . . . , pn. p ≡ f(p1, . . . , pn) ∧ ∀i. pi |= ϕi.

We call ϕ a spatial formula if it is built by using just variables X ∈ X and
spatial operators f ∈ ΣL. Abusing the notation, a spatial formula can be either
seen as a component/coordinator or as a logic formula, depending on the setting
where it is used.

Definition 5 (Large Symbolic Bisimulation). A symmetric relation ≈ over
the set of coordinators C is a large symbolic bisimulation if for any pair of coordi-
nators C[X1, ..., Xn] and D[X1, ..., Xn] such that C[X1, ..., Xn] ≈ D[X1, ..., Xn],
for any transition

C[X1, ..., Xn]
(ϕ1,...,ϕn)−→ a C′[Y1, ..., Ym]
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a transition D[X1, ..., Xn]
(ψ1,...,ψn)−→ a D′[Z1, ..., Zk] and k spatial formulae

ψ′
1, ..., ψ

′
k exist such that ϕi = ψi[ψ′

1/Z1, ..., ψ
′
k/Zk] and C′[Y1, ..., Ym]≈D′[ψ′

1, ...,
ψ′
k]. The greatest large bisimulation is called large symbolic bisimilarity and de-

noted ∼large.

Large symbolic bisimulation allows a transition to be simulated by another
transition where the spatial constraints on the Y ’s are relaxed, so that “more
general” components can be used for the X ’s. It follows that transitions in S
that are dominated by transitions with a less (spatially) specified label can be
abstracted away from the system.

Example 1. Let Σ = {a, f(.), g(.)} and let the logic L include all the three cor-
responding spatial operators. Let S be the sts with transitions f(X) X−→τ X ,
g(X) X−→τ X , and g(X) a−→τ a. Then it is obvious that f(X) �∼strict g(X),
because the last transition of g(X) cannot be matched by f(X). However, the
formula X is “more general” than the formula a, and therefore f(X) ∼large g(X).

��
Remark 1. While ∼strict is an equivalence relation, we only proved that, if nec-
essary, ∼large can be guaranteed to be an equivalence by suitably saturating
the STS with redundant transitions. We also point out that the obvious way of
relaxing the requirements of ∼strict by allowing a step C[X ]

ϕ−→a C′[Y ] to be

simulated by D[X ] ψ−→a D′[Y ] with ϕ ⇒ ψ, would not yield a consistent formu-
lation, as it can be seen that, contrary to spatial operators, modal operators in
ϕ cannot be safely abstracted away in ψ.

Proposition 1 (∼strict ⇒ ∼large). For any symbolic transition system S
C[X1, ..., Xn] ∼strict D[X1, ..., Xn] ⇒ C[X1, ..., Xn] ∼large D[X1, ..., Xn].

Proof. It follows directly from the definition of the two bisimulations, since the
spatial formulae ψ′

i’s used in ∼large when simulating the step can of course be
identities. ��
Theorem 2 (∼large ⇒ ∼). If S is correct and complete w.r.t. L, then

C[X1, ..., Xn] ∼large D[X1, ..., Xn] ⇒ C[X1, ..., Xn] ∼ D[X1, ..., Xn].

Proof. The proof is similar to, but slightly more involved than, that of Theo-
rem 1. Suppose C[X1, ..., Xn] ∼large D[X1, ..., Xn]. We want to show that for
any p1, ..., pn, we have C[p1, ..., pn] ∼ D[p1, ..., pn]. Let Rlarge be the relation
defined by

C[p1, ..., pn] Rlarge D[p1, ..., pn]
def⇐⇒ C[X1, ..., Xn] ∼large D[X1, ..., Xn].

We first show that Rlarge is a bisimulation for L. For any transition C[p1, ..., pn]
a−→ q in L, by completeness of S, a symbolic transition C[X1, ..., Xn]

(ϕ1,...,ϕn)−→ a
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C′[Y1, ..., Ym] and m components q1, ..., qm exist with pi |= ϕi[q1/Y1, ..., qm/Ym]
and q ≡ C′[q1, ..., qm]. Since C[X1, ..., Xn] ∼large D[X1, ..., Xn] by hypothesis, we
have

D[X1, ..., Xn]
(ψ1,...,ψn)−→ a D′[Z1, ..., Zk]

and k spatial formulae ψ′
1, ..., ψ

′
k exist such that C′[Y1, ..., Ym]∼large D′[ψ′

1, ..., ψ
′
k]

and ϕi = ψi[ψ′
1/Z1, ..., ψ

′
k/Zk] for all i ∈ [1, n]. Since pi |= ϕi[q1/Y1, ..., qm/Ym]

(for all i ∈ [1, n]), letting q′i ≡ ψ′
i[q1/Y1, ..., qm/Ym], it follows that pi |= ψi[q′1/Z1,

..., q′k/Zk]. Therefore, by correctness of S, it follows that D[p1, ..., pn]
a−→ D′[q′1,

..., q′k]. Moreover, since C′[Y1, ..., Ym] ∼large D′[ψ′
1, ..., ψ

′
k], we have that C′[q1, ...,

qm] Rlarge D′[q′1, ..., q
′
k]. The relation Rlarge is clearly symmetric and hence it

is a bisimulation for L. Since bisimilarity ∼ is the largest bisimulation, it con-
tains Rlarge and thus C[p1, ..., pm] ∼ D[q1, ..., qm]. ��

Note that Theorem 1 now follows as a corollary of Proposition 1 and Theo-
rem 2.

4 Bisimulation by Unification

In this section we outline a methodology for deriving a correct and complete
sts for algebraic pc, i.e. pc whose operational proof rules are in a quite general
format, called algebraic format [16], recalled below. More specifically, given a
pc, a logic LPC with spatial and modal operators in the style of [8,11] can be
systematically derived. Then the proof rules of the calculus are used to construct
a Prolog program (finite if the set of proof rules of the pc is finite) which rep-
resents an sts over LPC for the pc, in the sense that given any coordinator, the
program allows to compute the set of its symbolic transitions. Such sts can be
proved to be correct and complete for the given pc.

Definition 6 (Algebraic Format). A proof rule is in algebraic format if it
has the form

{Xi
ai−→ Yi}i∈I

C[X1, ..., Xn]
a−→ D[Z1, ..., Zn]

with I ⊆ [1, n], and where Zi = Yi if i ∈ I and Zi = Xi otherwise. An algebraic
process calculus is a pc whose proof rules are in algebraic format.

The algebraic format generalises De Simone format [14] by allowing a generic
context C, possibly involving more than one operator, (to appear) as left-hand
side of the conclusion of the rule. However, it is worth recalling that while De
Simone format guarantees that bisimilarity is a congruence, for algebraic pc’s
this is not necessarily the case.

4.1 A Spatio-temporal Logic for Symbolic Transition Systems

Given a process calculus PC over a signature Σ we define the logic whose for-
mulae will be used as labels in the sts. The logic must be powerful enough
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p |= X
p |= q iff p ≡ q

p |= �a. ϕ iff ∃p′. p
a−→ p′ ∧ p′ |= ϕ

p |= f(ϕ1, . . . , ϕn) iff ∃p1, . . . , pn. p ≡ f(p1, . . . , pn) ∧ pi |= ϕi

Fig. 2. Satisfaction of formulae in the sts logic LPC

to be able to express, for any coordinator, the (more general) structural and
behavioural properties which should be fulfilled by unspecified components to
allow transitions to happen.

Definition 7 (sts Logic). Let Σs be the set of operators in Σ which appear in
the left-hand side of the conclusion of a proof rule of PC (e.g. the operators in
C[X1, . . . , Xn] for the rule of Definition 6). The sts logic LPC associated to PC
has as formulae

ϕ ::= X | p | � a. ϕ | f(ϕ, . . . , ϕ)

where X ∈ X , p ∈ P, a ∈ Λ, f ∈ Σs.

A formula f(ϕ1, . . . , ϕn) is satisfied by any component of the shape f(p1, . . . , pn)
where each pi satisfies ϕi. A formula �a. ϕ is satisfied by any component which
is able to perform an a-labelled transition, evolving in a component satisfying ϕ.
Since the logic will be used to label the transitions of an sts, according to the
general assumptions in Section 3, process variables and (closed) components are
included as atomic formulae. Observe that, if Σs = Σ then all components can
be inductively constructed as formulae of the kind f(ϕ1, . . . , ϕn) with f ∈ Σ and
thus there is no need to add them explicitly (but in most pc no rule is given for
the nil component 0, which is thus not in Σs). Satisfaction is formally defined
in Fig. 2 (for any p ∈ P and for any formula ϕ in LPC).

To understand the definition of the sts logic LPC note that an instance
C[p1, . . . , pn] of a given coordinator C[X1, . . . , Xn], in order to perform a transi-
tion, must match the left-hand side of the conclusion of a rule. This might impose
the components pi’s to have a certain structure, hence the need of inserting the
spatial operators f ∈ Σs in the logic. Furthermore, the premises of the matched
rule must be satisfiable. Such premises usually require the components pi’s to be
able to exhibit some behaviour, i.e. to perform a certain transition. Hence the
logic includes also modal operators �a.( ).

4.2 Algebraic PC without Structural Axioms

We next illustrate a constructive procedure for defining a correct and complete
sts over the logic LPC for a given process calculus PC whose proof rules are
in algebraic format. Here we concentrate on process calculi without structural
axioms. In Section 4.3 will discuss the refinements needed in the presence of
structural axioms.

The sts over LPC is specified by means of a Prolog program which can be
used to compute the possible symbolic transitions of every coordinator.
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Definition 8 (Prolog Program). The Prolog program Prog(PC) associated to
the process calculus PC contains as the first clause

trs(box(A,X),A,X) :- !.

where box is a new operator, not in Σ, and A is a variable that stands for any
action. For any proof rule in PC of the shape outlined in Definition 6 also a
clause

trs(C[X1,. . .,Xn],a,D[Z1,. . .,Zn]):-trs(Xi1,ai1,Yi1),. . .,trs(Xik,aik,Yik).

is included, where {i1, ..., ik} is the set of indexes I of the corresponding rule and
Zi can be either Yi (when i ∈ I) or Xi (otherwise).

The program Prog(PC) defines the predicate trs(X,A,Y) whose intended mean-
ing is “any component satisfying X can perform a transition labelled by A and
become a component satisfying Y ”. Given a coordinator C[X1, . . . , Xn], if the
query

?- trs(C[X1,...,Xn], A, Z)

is successful, then the corresponding computed answer substitution can be seen
as a symbolic step for the coordinator C[X1, . . . , Xn]: the computed answer
substitutions for the variables X1, . . . , Xn will represent the formulae in LPC

labelling the transition, A the action label and Z the target coordinator.
The first clause in Prog(PC) can be unified only with a goal trs(X,A, )

whose first argument is a variable (since box is not an operator in PC). In
this case there is no need of imposing structural requirements on X , since the
only requirement for any component X for doing a and becoming Y is exactly
box(a,Y). Thus the goal is refuted just imposing a behavioural constraint on
the component corresponding to X, i.e. by asking that X can perform an A action.
The cut operator in the body of the clause avoids that subsequent refutations
are tried, using different rules that could be otherwise matched by the goal
trs(X,A, ). To this aim, it is important that modal rules be listed first than all
the other rules.

The second class of clauses in Prog(PC) just represents a Prolog translation
of the operational proof rules of the calculus. Each such clause imposes (by
unification) the more general structural (spatial) constraints that the unspecified
components of a coordinator should satisfy to allow the corresponding step.
The requirements on the behaviour of the subcomponents, as expressed by the
premises of the corresponding proof rule, are represented by the subgoals in the
body of the clause.

The backtracking mechanism of Prolog and the use of meta-logic operators
(like bagof) allow one to determine all the symbolic transitions for each coordi-
nator C (finitely many under the assumption that the rules of the calculus and
thus the program are finite). Hence the Prolog program Prog(PC) can be seen
as the specification of an sts for the process calculus PC over logic LPC. The
main result of this section states that such sts is correct and complete for the
considered process calculus.
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Theorem 3. The sts specified by Prog(PC) is correct and complete.

Proof (Sketch). To prove correctness observe that if C[X1, . . . , Xn]
(ϕ1,...,ϕn)−→ a

D[Y1, . . . , Ym] then there exists a refutation of the query

?- trs(C[X1, ..., Xn], a, Z)

with computed answer substitution Xi = ϕi and Z = D[Y1, ..., Yn]. An in-
ductive reasoning on the height of the refutation allows us to prove that for
any q1, . . . , qm and p1, . . . , pn such that each pi |= ϕi[q1/Y1, . . . , qm/Ym] there
exists a derivation of C[p1, . . . , pn]

a−→ D[q1, . . . , qm].
As for completeness, if C[p1, . . . , pn]

a−→ q then the corresponding deriva-
tion in the proof system of PC can be turned into a refutation witnessing

that C[X1, . . . , Xn]
(ϕ1,...,ϕn)−→ a D[Y1, . . . , Ym]. Furthermore q ≡ D[q1, . . . , qm]

and each pi |= ϕi[q1/Y1, . . . , qm/Ym]. ��

4.3 Algebraic PC with AC1 Parallel Composition Operator

To understand why the proposed approach must be extended to deal with struc-
tural axioms, we focus on a very common case, i.e., an algebraic pc with a parallel
composition operator “|”, subject to AC1 axioms (associativity, commutativity
and identity)

(X | Y ) | Z ≡ X | (Y | Z) X | Y ≡ Y | X X | 0 ≡ X

where 0 is the inactive component. Furthermore we suppose that parallel com-
position allows a single component to move autonomously, performing an action
that is reflected at topmost level, i.e., we assume that the proof rules for parallel
composition include

X
a−→ X ′

X | Y a−→ X ′ | Y
(par)

For the construction of the Prolog program Prog(PC) we first need to extend the
set of proof rules of the calculus. Due to the presence of the associativity axiom,
for any proof rule r of the calculus where “|” occurs in the left-hand side of the
conclusion as topmost operator, we have to insert a new rule r′. The new rule is
obtained from r by adding in parallel a generic idle component, i.e. for any rule
of the kind

{Xi
ai−→ Yi}i∈I

C1[X1, ..., Xn] | C2[Xn+1, ..., Xn+m] a−→ D[Z1, ..., Zn+m]

we add a new rule (analogous to the completion in rewriting systems modulo
AC1)

{Xi
ai−→ Yi}i∈I

C1[X1, ..., Xn] | C2[Xn+1, ..., Xn+m] | Xn+m+1
a−→ D[Z1, ..., Zn+m] | Xn+m+1
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trs( box(tau,X) , tau , X ) :- !.

trs( a.X|‘a , tau , X ).

trs( X|Y , tau , X|Z ) :- trs(Y, tau, Z).

Fig. 3. The Prolog program relative to the simple ccs-like calculus

Then Prog(PC) is defined exactly as before. Of course unification must be con-
sidered up to AC1 structural axioms (see algorithms and further references
in [18,4]).

Example 2. Consider a simple ccs-like calculus, with AC1 parallel composition
and only one rule for asynchronous communication

a.X | ā τ−→ X

The Prolog program induced by the original proof rule is shown in Fig. 3, where
‘a is the program representation for action ā. The following query

?- trs(a.0|a.0|X, A, Z)

would return the substitutions X = ‘a for X and Z = a.0 for Z; but X = ‘a is not
the more general substitution for X that allows the context to perform the step.
In fact, the coordinator a.0|a.0|X , instantiated with a component p satisfying
the formula ϕ = ā returned by the Prolog program (namely with p = ā), could
perform only one step, but, obviously, X could also be instantiated with the
component ā | ā, allowing the coordinator to perform two steps. Actually, X =
‘a | Y results to be the more general substitution which, thanks to the identity
axiom, “comprises” the previous one. In order to obtain such a computed answer
from the program, it is enough to extend the proof system with the rule r′

a.X | ā | Y τ−→ X | Y ��
It is easy to show that the new proof rules r′ are valid in the original proof

system, hence the extension of the proof system does not change the semantics
of the pc. Due to the presence of the identity axiom, for any r′ we can also
remove the original rule r without affecting the semantics of the calculus. The
result expressed by Theorem 3 extends also to this case, i.e., the sts specified
by Prog(PC) is correct and complete.

An analogous approach can be followed to deal with a replication operator
“!”, subject to the structural axiom !X ≡!X | X .

5 Case Study: A Basic Calculus for Mobility

We consider a basic calculus for mobility (bcm) which can be seen as an asyn-
chronous version of ccs [21], enriched with ambients, or, alternatively, as (a
restriction-free version of) the ambient calculus [12] with asynchronous ccs-like
communication.
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n[P ] | open n.Q → P |Q (open)
n[P ]|m[in n.Q|R] → n[P |m[Q|R]] (in)

n[P |m[out n.Q|R]] → n[P ]|m[Q|R] (out) n[a.P |ā|Q] → n[P |Q]
(comm)

P → Q

n[P ] → n[Q]
(amb)

P → Q

P |R → Q|R (par)

Fig. 4. Operational semantics of bcm

Definition 9 (bcm). Let A be a set of channels and let N be a set of ambient
names. The set of bcm processes P is defined by the grammar:

P ::= 0 | ā | a.P | open n.P | in n.P | out n.P | n[P ] | P |P

with a ∈ A, n ∈ N , and where the parallel operator is AC1:

P |(Q|R) ≡ (P |Q)|R P |Q ≡ Q|P P |0 ≡ P

The operational semantics of bcm is defined by the sos operational rules in
Fig. 4. The rules open, in, and out are the classical rules of ambient calculus; com-
munication (rule com) is allowed only inside the same ambient; reductions can
happen under any ambient and in any parallel process (but not under prefixes),
as stated by rules amb and par, respectively. Since the semantics is presented
as a reduction system, transitions have no label (or equivalently they can be
thought of as having all the same label τ).

The logic LBCM over the set of components is defined as explained in Sec-
tion 4.1. The set of spatial operators of the logic includes all the operators of
the signature, i.e., Σs = Σ, so as to characterise all the possible transitions of
the semantics of bcm (strictly speaking, 0 �∈ Σs, but its presence is harmless
and makes the notation simpler). All axioms in Fig. 4 introduce the need of
spatial formulae (the lefthand side of the reduction requires a specific structure
of the component). The rules amb and par, instead, calls for modal formulae,
since their premises refer to observable behaviours and not to the structure of
the components. The formulae ϕ of the logic LBCM are:

ϕ ::= X | � . ϕ | 0 | α.ϕ | n[ϕ] | ϕ1|ϕ2,

where X ∈ X , n ∈ N and α ∈ {a, ā, open n, in n, out n}. Since transitions are
not labelled, the modal operator does not refer to any action. The notion of
satisfaction for LBCM (P |= ϕ) is defined like in the general case (see Fig. 2).
Then we can consider the correct and complete sts for bcm specified by the
Prolog program Prog(bcm).

To have a grasp of the properties of the calculus, let us consider two ambi-
ents with different names n[a.0 | ā.0] and m[b.0 | b̄.0]. Both processes are able
to perform an internal communication according to rule comm, evolving to a
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(deadlocked) ambient containing the nil component 0. Straightforwardly,

n[a.0 | ā.0] ∼ m[b.0 | b̄.0],

i.e. internal actions do not distinguish ambients. It is easy to show that bisimilar-
ity is not a congruence for this calculus, since the above bisimilar processes are
distinguished when put in parallel with open n.0 (it interacts with n[a.0 | ā.0]
but not with m[b.0 | b̄.0]).

Processes n[a.0 | ā.0] and m[b.0 | b̄.0] are (bisimilar) instances of the coordi-
nators n[X ] and m[X ]. It is easy to verify n[X ] �∼strict m[X ], in fact, due to rule
out:

n[X ]
Y |m[out n. Z|W ]−→ n[Y ] | m[Z | W ],

while m[X ] has an analogous transition but with a different label and conclusion:

m[X ]
Y |n[out m. Z|W ]−→ m[Y ] | n[Z | W ].

Actually, n[X ] �∼ m[X ], since they are distinguished by X = k[out n.0],
and hence, by Theorem 2, n[X ] �∼large m[X ]. An example of coordinators re-
lated by ∼strict, and hence, using Theorems 1 and 2, also by ∼large and ∼, is:
n[m[out n.X ]] ∼strict n[0] | m[a | ā.X ]. In fact, the two coordinators have the
only symbolic transitions below, which lead to obviously bisimilar coordinators:

n[m[out n.X ]] Y−→ n[0] | m[Y ] and n[0] | m[a | ā.X ] Y−→ n[0] | m[Y ].

6 Conclusions

We have illustrated a general methodology for reasoning about open systems,
viewed as coordinators in suitable process calculi, with special interest in bisim-
ilarity. For a pc and a process logic which characterises the structural and be-
havioural properties of interest, we have introduced a notion of (correct and com-
plete) symbolic transition system, where states are coordinators and transitions
are labelled by logic formulae expressing the requirements which uninstantiated
components should satisfy for the transition to happen. Over an sts two sym-
bolic bisimilarities can be defined, the strict bisimilarity and the “coarser” large
bisimilarity, both refining the universal bisimilarity on coordinators which takes
all possible closed instantiations. For algebraic pc, whose rules are in a quite
general format, we have also provided a constructive way of deriving a spatio-
temporal logic and a (correct and complete) symbolic transition system over
such logic. The applicability of the proposed methodology has been finally illus-
trated by means of a toy process calculus with ccs-like communication within
ambients.

An interesting issue which has not been faced here is the treatment of names
and name restriction, which plays a basic role in the specification of systems
with fresh or secret resources. While the notions of (correct and complete) sts
and the results about symbolic bisimulation are parametric w.r.t. the chosen
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process logic, the constructive definition of the correct and complete sts for a
given process calculus, presented in Section 4, and especially the definition of
the underlying process logic, should be extended to deal with a logical notion of
freshness. A source of inspiration could be the work of Cardelli and Caires [9,10].

We already mentioned that symbolic transitions have been studied by several
authors, e.g. Sewell [25], and Leifer and Milner [20] in order to avoid universal
quantification over contexts. These approaches, where steps can perform contex-
tual closures, can be seen as the dual of our approach, where steps can instantiate
contexts. It would be interesting to give a formal account of this duality, and, in
particular, to see if the categorical approach of [20], based on relative pushouts,
can be dualised in our case resorting to a notion of relative pullback.

Recently, the symbolic approach to the verification of infinite state crypto-
graphic protocols has attracted a lot of interest. Some authors use logic ab-
stractions to characterise symbolic states [1,13], others exploit, in particular, the
generality of unification to devise minimal assumptions over symbolic states [5].
Pursuing further the similarities of our symbolic approach to bisimulation with
these approaches, so as to apply our methodology to the field, appears to be a
stimulating line of future research.

Regarding the automatic construction of sts, we plan to generalise it to
meta and abductive Logic Programming. The first one should allow for the pro-
grammable definition of proofs, and hence for more specific reasoning over the
structure of a pc. The second one should provide the means for hypothetical
(assumption-based) reasoning about the properties labelling sts, allowing to
answer questions like “under which circumstances (assumptions) the process
P | X can evolve so as to satisfy a given property?”, typically relevant in open
and dynamic system engineering [3,2].
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Abstract. Persistent BNDC (P BNDC for short) is an information-
flow security property for processes in dynamic contexts, i.e., contexts
that can be reconfigured at runtime. We propose a method for transform-
ing an arbitrary process into a process satisfying P BNDC and show that
the transformation preserves the “low level” observational semantics for
a large class of processes. We also study how to efficiently verify P BNDC
by exploiting a characterization of it through a suitable notion of weak
bisimulation up to high level actions. We define a second transforma-
tion over processes which allows us to reduce the problem of checking
P BNDC to the problem of testing a weak bisimulation between two pro-
cesses. This approach is particularly appealing as it allows us to perform
the P BNDC check using already existing tools at a low time complexity.

1 Introduction

Systems are becoming more and more complex, and the security community
has to face this by taking into account new threats and potentially dangerous
situations. A significant example is the introduction of process mobility among
different architectures and systems. A mobile process moving on the network
collects information about the environments it crosses, and such information
can influence it. A system or an application executing in a “secure way” inside
one environment could find itself in a “insecure state” when moving to a different
environment. In this setting, one can abstractly think that the environment is
dynamically reconfigured at run-time, changing in unpredictable ways.

A number of formal definitions of security properties (see, for instance, [1,
3, 5, 7, 13, 14, 15, 17, 20, 21, 22]) has been proposed in the literature. Persis-
tent BNDC (P BNDC, for short), proposed in [10], is a security property which
is suitable to analyze processes in completely dynamic hostile environments,
i.e., environments which can be dynamically reconfigured at run-time, changing
in unpredictable ways. The notion of P BNDC is based on the idea of Non-
Interference [11, 19, 22] (formalized as BNDC [7]) and requires that every state
which is reachable by the system still satisfies a basic Non-Interference property.
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If this holds, one is assured that even if the environment changes during the
execution no malicious attacker will be able to compromise the system, as every
possible reachable state is guaranteed to be secure. In [10] it is proved that the
P BNDC property is equivalent to an already proposed security property called
SBSNNI and studied in [7]. In particular, the property SBSNNI is compared
with different properties in the taxonomy of Non-Interference properties [11].
From the analysis presented in [7] two important problems emerge: how to ver-
ify the P BNDC property and how to construct P BNDC processes. The first
problem has been considered in [10] where it has been shown to be decidable,
and in [9] where efficiency issues have also been tackled. To the best of our
knowledge the second problem has not been analyzed yet. In [7] there are many
examples of processes which are not P BNDC but can be modified in order to
obtain a P BNDC process. However each single example is treated in a different
way by applying each time an “ad hoc” re-definition.

Our purpose here is to find a general method for rectifying non P BNDC
processes. It turns out that the method we suggest can be used both to rectify
and to efficiently verify the P BNDC property. We automatically transform a
process E into a P BNDC process Eτ and identify a large class of processes for
which the transformation preserves the low level observational semantics, i.e., for
the low level user E and Eτ are not distinguishable. This transformation can be
used to construct “secure” processes from a first possibly “insecure” definition.
Moreover, this also allows us to give an alternative characterization of P BNDC
through a suitable notion of weak bisimulation up to high level actions [10].
More precisely, we obtain that a process E is P BNDC if and only if E and Eτ

are weak bisimilar up to high level actions. The problem of verifying whether
a process is P BNDC is then reduced to the problem of checking whether E
and Eτ are weak bisimilar up to high level actions. We show that this problem
can be further simplified reducing it to the problem of checking the more usual
notion of weak bisimulation between two processes. In particular we define a
second transformation over processes such that the problem of checking whether
a process is P BNDC is reduced to the problem of testing a weak bisimulation
relation. This approach seems to be particularly appealing as it allows us to
perform the P BNDC check using already existing tools at a low time complexity.

The paper is organized as follows. In Section 2 we present some basic no-
tions on the SPA language, we introduce the P BNDC property and we recall
its characterization in terms of weak bisimulation up to high level actions. In
Section 3 we define our first transformation and prove its main properties. In
Section 4 we introduce a second transformation and show how to use both our
transformations to check P BNDC. In Section 5 we illustrate the usefulness of
our transformations on a simple example. Finally, in Section 6 we draw some
conclusions.
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2 Basic Notions

In this section we report from [7] the syntax and semantics of the Security Pro-
cess Algebra together with the definition of the Non-Interference property called
BNDC. We then report from [10] the definition of Persistent BNDC together
with the main result that we will exploit for the verification of such a property.

The SPA Language. The Security Process Algebra (SPA, for short) [7] is a
variation of Milner’s CCS [16], where the set of visible actions is partitioned
into high level actions and low level ones in order to specify multilevel systems.
SPA syntax is based on the same elements as CCS that is: a set L of visible
actions such that L = I ∪ O where I = {a, b, . . .} is a set of input actions and
O = {ā, b̄, . . .} is a set of output actions; a special action τ which models internal
computations, i.e., not visible outside the system; a complementation function
·̄ : L → L, such that ¯̄a = a, for all a ∈ L, and τ̄ = τ ; Act = L ∪ {τ} is the set
of all actions. The set of visible actions is partitioned into two sets, H and L,
of high and low actions such that H = H and L = L. The syntax of SPA terms
(or processes) is defined as follows:

E ::= 0 | a.E | E + E | E|E | E\v | E[f ] | Z

where a ∈ Act , v ⊆ L, f : Act → Act is such that f(ᾱ) = f(α) and f(τ) = τ ,
and Z is a constant that must be associated with a definition Z

def= E.
Intuitively, 0 is the empty process that does nothing; a.E is a process that

can perform an action a and then behaves as E; E1 + E2 represents the non-
deterministic choice between the two processes E1 and E2; E1|E2 is the pa-
rallel composition of E1 and E2, where executions are interleaved, possibly syn-
chronized on complementary input/output actions, producing an internal ac-
tion τ ; E \ v is a process E prevented from performing actions in v; E[f ] is
the process E whose actions are renamed via the relabelling function f . For
the definition of security properties it is also useful the hiding operator, /, of
CSP which can be defined as a relabelling as follows: for a given set v ⊆ L,
E/v

def= E[fv] where fv(x) = x if x �∈ v and fv(x) = τ if x ∈ v. In practice, E/v
turns all actions in v into internal τ ’s.

Given a fixed language L we denote by E the set of all SPA processes and by
EH the set of all high level processes, i.e., those constructed on H ∪ {τ}.

The operational semantics of SPA agents is given in terms of Labelled Tran-
sition Systems. A Labelled Transition System (LTS) is a triple (S,A,→) where S
is a set of states, A is a set of labels (actions), →⊆ S × A × S is a set of la-
belled transitions. The notation (S1, a, S2) ∈→ (or equivalently S1

a→ S2) means
that the system can move from the state S1 to the state S2 through the ac-
tion a. The operational semantics of SPA is the LTS (E ,Act ,→), where the
states are the terms of the algebra and the transition relation →⊆ E ×Act × E
is defined by structural induction as the least relation generated by the infer-
ence rules reported in Fig. 1. The operational semantics for an agent E is the
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Prefix

a.E
a→ E

E1
a→ E′1 E2

a→ E′2
Sum

E1 +E2
a→ E′1 E1 + E2

a→ E′2

E1
a→ E′1 E2

a→ E′2 E1
a→ E′1 E2

ā→ E′2
Parallel a ∈ L

E1|E2
a→ E′1|E2 E1|E2

a→ E1|E′2 E1|E2
τ→ E′1|E′2

E
a→ E′

Restriction if a �∈ v

E\v
a→ E′\v

E
a→ E′

Relabelling

E[f ]
f(a)→ E′[f ]

E
a→ E′

Constant if A
def
= E

A
a→ E′

Fig. 1. The operational rules for SPA

subpart of the SPA LTS reachable from the initial state and we refer to it as
LTS (E) = (SE ,Act ,→). A process E is said to be finite-state if SE is finite.

In [16] it is shown that a finite-state process E can always be defined through
a system S of equations of the form

Ej = a1.E1 + . . . + an.En,

such that E1, . . . , En ∈ SE and there is one equation in S for each Ej ∈ SE .
The concept of observation equivalence between two processes is based on

the idea that two systems have the same semantics if and only if they cannot be
distinguished by an external observer. This is obtained by defining an equiva-
lence relation over E . In the following, we report the definition of an observation
equivalence called weak bisimulation [16]. Intuitively, weak bisimulation equates
two processes if they are able to mutually simulate their behavior step by step.
Weak bisimulation does not care about internal τ actions. So, when F simulates
an action of E, it can also execute some τ actions before or after that action.

We will use the following auxiliary notations. If t = a1 · · · an ∈ Act∗ and
E

a1→ · · · an→ E′, then we write E
t→ E′. We also write E

t=⇒ E′ if E( τ→)∗ a1→
( τ→)∗ · · · ( τ→)∗ an→ ( τ→)∗E′ where ( τ→)∗ denotes a (possibly empty) sequence of τ
labelled transitions. If t ∈ Act∗, then t̂ ∈ L∗ is the sequence gained by deleting
all occurrences of τ from t. As a consequence, E

â=⇒ E′ stands for E
a=⇒ E′ if
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a ∈ L, and for E( τ→)∗E′ if a = τ (note that τ=⇒ requires at least one τ labelled
transition while τ̂=⇒ means zero or more τ labelled transitions).

Definition 1 (Weak Bisimulation). A binary relation R ⊆ E×E over agents
is a weak bisimulation if (E,F ) ∈ R implies, for all a ∈ Act,

• if E
a→ E′, then there exists F ′ such that F

â=⇒ F ′ and (E′, F ′) ∈ R;

• if F
a→ F ′, then there exists E′ such that E

â=⇒ E′ and (E′, F ′) ∈ R.
Two agents E,F ∈ E are weakly bisimilar, denoted by E ≈ F , if there exists a
weak bisimulation R containing the pair (E,F ).

≈ is the largest weak bisimulation and an equivalence relation (see [16]).

Security Properties. In this section, we recall from [10] the Persistent BNDC
(P BNDC, for short) security property and its characterization in terms of weak
bisimulation up to high level actions. We start by recalling the definition of
Bisimulation-based Non Deducibility on Compositions (BNDC, for short) [7].
The BNDC security property aims at guaranteeing that no information flow from
the high to the low level is possible, even in the presence of malicious processes.
The main motivation is to protect a system also from internal attacks, which
could be performed by the so called Trojan Horse programs, i.e., programs that
pretend/appear to be honest but incorporate some malicious code.

Property BNDC is based on the idea of checking the system against all
high level potential interactions, representing every possible high level malicious
program. In particular, a system E is BNDC if for every high level process Π a
low level user cannot distinguish E from (E|Π), i.e., if Π cannot interfere [11]
with the low level execution of the system E.

Definition 2 (BNDC). Let E ∈ E.
E ∈ BNDC iff ∀ Π ∈ EH , E\H ≈ (E|Π)\H.

In [10] it is shown that the BNDC property is not strong enough to analyse
systems in dynamic execution environments. To deal with these situations, in [10]
it has been introduced the security property named P BNDC. Intuitively, a
system E is P BNDC if it never reaches insecure states.

Definition 3 (Persistent BNDC). Let E ∈ E.
E ∈ P BNDC iff ∀ E′ reachable from E, E′ ∈ BNDC .

We give a simple example of a P BNDC process. A more expressive example
can be found in [10].

Example 1. Consider the process E1 = l.h.j.0+ l.(τ.j.0+τ.0) where l, j ∈ L and
h ∈ H . E1 can be proved to be BNDC . Indeed, the causality between h and j
in the first branch of the process is “hidden” by the second branch l.(τ.j.0 +
τ.0), which may simulate all the possible interactions with a high level process.
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Suppose now that E1 is moved in the middle of a computation. This might
happen when it find itself in the state h.j.0 (after the first l is executed). Now
it is clear that this process is not secure, as a direct causality between h and j
is present. In particular h.j.0 is not BNDC and this gives evidence that E1 is
not P BNDC. The process may be “repaired” as follows: E2 = l.(h.j.0+ τ.j.0+
τ.0) + l.(τ.j.0+ τ.0). It may be proved that E2 is P BNDC. Note that, from this
example it follows that P BNDC ⊂ BNDC.

In [10] it has been proven that the property P BNDC is equivalent to the
security property SBSNNI [6, 7], which is automatically checkable over finite-
state processes.

However, this property still requires a universal quantification over all the
possible states that are reachable from the initial process E. In [10] it has been
shown that this can be avoided, by including the requirement of “being secure
in every state” directly inside the bisimulation equivalence notion.

In particular, an observation equivalence, named weak bisimulation up to H ,
is defined in such a way that actions from H may be ignored, i.e., they may
be matched with zero or more τ actions. This bisimulation notion is based on
a suitable transition relation â=⇒\H which does not take care of both internal
actions and actions from H .

Definition 4. Let E,E′ ∈ E and a ∈ Act. We define the transition relation
â=⇒\H as follows:

E
â=⇒\H E′ =

{
E

â=⇒ E′ if a �∈ H

E
a=⇒ E′ or E

τ̂=⇒ E′ if a ∈ H

Note that the relation â=⇒\H is a generalization of the relation â=⇒ used in the
definition of weak bisimulation [16]. In fact, if H = ∅, then for all a ∈ Act ,
E

â=⇒\H E′ coincides with E
â=⇒ E′.

The concept of weak bisimulation up to H is defined as follows.

Definition 5 (Weak Bisimulation up to H). A binary relation R ⊆ E × E
over agents is a weak bisimulation up to H if (E,F ) ∈ R implies, for all a ∈ Act,

(1) if E
a→ E′, then there exists F ′ such that F

â=⇒\H F ′ and (E′, F ′) ∈ R;

(2) if F
a→ F ′, then there exists E′ such that E

â=⇒\H E′ and (E′, F ′) ∈ R.
Two agents E,F ∈ E are weakly bisimilar up to H, written E ≈\H F , if (E,F ) ∈
R for some weak bisimulation R up to H.

The relation ≈\H is the largest weak bisimulation up to H and it is an equivalence
relation.

In [10] it has been proved that P BNDC can be characterized in terms of
≈\H as follows.

Theorem 1. Let E ∈ E. Then, E ∈ P BNDC iff E ≈\H E\H.
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3 Defining P BNDC Processes

In this section we define a transformation on processes which maps an arbitrary
process into a P BNDC one. Moreover, we show that a process is P BNDC iff
it is weak bisimilar up to H to its transformed version. In order to prove this
second result we exploit some basic properties of weak bisimulation up to H
which are introduced in Section 3.1.

3.1 Basic Properties of ≈\H

We start by proving some properties of the relation ≈\H . Actually the relation
≈\H enjoys the majority of the properties of the standard weak bisimulation.

First of all ≈\H is coarser than ≈.

Lemma 1. If E ≈ F , then E ≈\H F .

Proof. Let S = {(E,F ) | E ≈ F}. The binary relation S is a weak bisimulation
up to H since for all processes E it holds that if E

â=⇒ E′, then E
â=⇒\H E′. ��

The relation ≈\H is compositional with respect to the restriction on high
level actions, as stated by the following lemma.

Lemma 2. If E ≈\H F , then E\H ≈\H F \H.

Proof. Let S = {(E\H,F \H) | E ≈\H F}. It is easy to prove that S is a weak
bisimulation up to H . ��

The P BNDC class of processes is closed with respect to the equivalence
relation of ≈\H .

Lemma 3. Let E,F ∈ E. If E ≈\H F and F ∈ P BNDC, then E ∈ P BNDC.

Proof. If E ≈\H F , then we obtain

E ≈\H F
≈\H F \H by Theorem 1
≈\H E\H by Lemma 2

Hence, since E ≈\H E\H , by Theorem 1 we obtain that E is P BNDC. ��
By Lemma 1 and Lemma 3 it immediately follows that if E ≈ F and F ∈

P BNDC , then E ∈ P BNDC .
Another useful property of P BNDC processes is that restriction and hiding

with respect to high level actions yield weakly bisimilar processes.

Lemma 4. If E ∈ P BNDC, then E\H ≈ E/H.

Proof. This is a consequence of the fact that P BNDC is equivalent to the
SBSNNI property [10] and SBSNNI implies that E\H ≈ E/H [6, 7]. ��
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3.2 The τ Completion of a Process

Now we are ready to define our first transformation over finite-state processes
which maps a process E into a P BNDC process Eτ .

Definition 6 (τ completion of E). Let E ∈ E be one of the processes defined
by a system of equations S. The τ completion of E is the process Eτ defined by
the system Sτ , where:

– if F = 0 is in S, then F τ = 0 is in Sτ ;
– if F =

∑
i∈I li.Fi +

∑
j∈J hj .Fj is in S, with li ∈ L ∪ {τ} and hj ∈ H,

then F τ =
∑

i∈I li.F
τ
i +

∑
j∈J hj .F

τ
j +

∑
j∈J τ.F τ

j is in Sτ .

In practice, the LTS associated to Eτ can be obtained from the LTS of E by
simply adding a τ edge whenever there is a transition with a label in H .

Example 2. Consider the process E defined by the following system S:{
E = h.F + l1.0
F = l2.E

Using the above definition we obtain the process Eτ defined by{
Eτ = h.F τ + τ.F τ + l1.0
F τ = l2.E

τ

The two LTS’s for E and Eτ are depicted in Fig. 2. Different edges between
the same nodes are represented in a compact way with a single arc labeled by a

sequence of actions separated by commas.

The following lemma formalizes the relations between E and Eτ , which are
at the basis of all the results in this section.

Lemma 5. Let E ∈ E.
1. if Eτ a→ E′ with a �= τ , then there exists E1 such that E′ = Eτ

1 and E
a→ E1;

2. if Eτ τ→ E′, then there exists E1 such that E′ = Eτ
1 and E

k→ E1 with
k ∈ H ∪ {τ};

3. if E
a→ E1 with a ∈ H ∪ L ∪ {τ}, then Eτ a→ Eτ

1 ;

21

h

ll

h, τ

21 ll

Fig. 2. The LTS’s representing E and Eτ
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4. if Eτ h→ E′ with h ∈ H, then Eτ τ→ E′.

Proof. It immediately follows by Definition 6. ��
The difference between E and Eτ is that whenever E can perform a high

action, Eτ can silently simulate the same reduction, thus hiding the high level
actions to the low level user. We prove that Eτ so defined is P BNDC .

Theorem 2. For any process E ∈ E, Eτ ∈ P BNDC.

Proof. Let S = {(Eτ , Eτ \H) | E ∈ E}. It is easy to prove that S is a weak
bisimulation up to H . The result follows by Theorem 1. ��

The following lemma shows that E and Eτ behave in the same way if we
hide the high level actions.

Lemma 6. For any process E ∈ E it holds that E/H ≈ Eτ/H.

Proof. Let S = {(E/H,Eτ/H) | E ∈ E}. By Lemma 5, it is easy to prove that
S is a weak bisimulation. ��

The previous result is not sufficient to guarantee that the transformation
preserves the semantics of the process, at least from the low level user point
of view. In fact, what the low level user can observe are the restrictions E\H
and Eτ\H . The following theorem identifies the class of processes for which the
transformation preserves the low level semantics.

Theorem 3. Let E ∈ E. E\H ≈ Eτ \H iff E\H ≈ E/H.

Proof. If E\H ≈ Eτ \H , then

E\H ≈ Eτ \H by hypothesis
≈ Eτ/H by Theorem 2 and Lemma 4
≈ E/H by Lemma 6.

If E\H ≈ E/H , then

E\H ≈ E/H by hypothesis
≈ Eτ/H by Lemma 6
≈ Eτ \H by Theorem 2 and Lemma 4.

��
The processes satisfying E\H ≈ E/H are studied in [7] and form the class

of BSNNI processes. In [7] it is also shown that the class of P BNDC processes
(there called SBSNNI ) is properly included in the class of BSNNI processes.

In a certain sense we have the feeling that Eτ is a straight completion of E
in order to obtain a P BNDC process, and that if E is P BNDC then E must
be not too far from (in strong connection with) Eτ . In the rest of this section we
study which is this connection. First, we show that P BNDC properly includes
the class of processes which are weakly bisimilar to their τ completion and it is
properly included in the class of processes whose H restriction is weak bisimilar
to the restriction of their completion.



280 Annalisa Bossi et al.

Proposition 1. Let E ∈ E. The following properties hold:

(1) if E ≈ Eτ then E ∈ P BNDC;
(2) if E ∈ P BNDC then E\H ≈ Eτ \H.

Proof. (1) By Theorem 2 we have that Eτ is P BNDC, hence by Lemma 3 we
have the thesis. (2) This is a corollary of Theorem 3 and of Lemma 4. ��
Note that E ∈ P BNDC does not imply E ≈ Eτ . As an example consider the
process E = h.0 which is P BNDC but it is not weak bisimilar to Eτ = h.0+τ.0.
Moreover, E\H ≈ Eτ\H does not imply E ∈ P BNDC . This is a consequence of
the fact that, by Theorem 3, E\H ≈ Eτ\H is equivalent to the BSNNI property
which, as already said, is weaker than P BNDC (see [7]).

The following theorem shows that if we use the relation ≈\H instead of ≈ we
obtain the desired characterization of P BNDC processes.

Theorem 4. Let E ∈ E. Then, E ∈ P BNDC iff E ≈\H Eτ .

Proof. (⇒)
E ≈\H E\H by Theorem 1

≈\H E/H by Lemma 4
≈\H Eτ/H by Lemma 6
≈\H Eτ \H by Lemma 4
≈\H Eτ by Theorem 1.

(⇐) By Theorem 2, we have that Eτ ∈ P BNDC , hence, by Lemma 3, we
obtain the thesis. ��

4 Checking P BNDC

By Theorem 4, it follows that in order to check whether a process E is P BNDC
we can equivalently check whether E ≈\H Eτ . The first question should be
whether this test is decidable or not; then it is necessary to study the complexity
of a decision algorithm. Instead of defining an ad hoc algorithm we prefer here
to prove that it is possible to reduce the test of weak bisimilarity up to H
to a test of weak bisimilarity1. Hence, we define a second transformation over
processes which maps a process E into a process EH in such a way that E ≈\H F
iff EH ≈ FH . Since the transformation can be performed in linear time we obtain
that the test of weak bisimilarity up to H is in the same complexity class of the
test of weak bisimilarity.

Definition 7. Let E ∈ E be one of the processes defined by a system of equa-
tions S. EH is the process defined by the system SH , where:

– if F = 0 is in S, then FH =
∑

h∈H h.FH is in SH ;

1 Note that weak bisimilarity is usually tested through strong bisimilation on trans-
formed processes (see [4]).
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– if F =
∑

i∈I ai.Fi+
∑

j∈J τ.Fj is in S, with ai �= τ , then FH =
∑

i∈I ai.F
H
i +∑

j∈J τ.FH
j +

∑
j∈J,h∈H h.FH

j +
∑

h∈H h.FH is in SH .

The LTS associated to EH can be obtained from the LTS of E by adding all
the possible H transitions to any τ transition and all the possible H self-loops.

Example 3. Let H = {h1, h2} and consider the process E defined by the follow-
ing system {

E = τ.F
F = h1.E

We have that EH is process defined by the following system{
EH = τ.FH + h1.F

H + h2.F
H + h1.E

H + h2.E
H

FH = h1.E
H + h1.F

H + h2.F
H

Similarly to Lemma 5 in the previous section, the following lemma formalizes
the relations between E and EH . Its proof follows by Definitions 4 and 7.

Lemma 7. Let E ∈ E.
(1) if EH a→ E′ with a �∈ H, then there exists E1 such that E′ = EH

1 and
E

a→ E1;
(2) if EH h→ E′ with h ∈ H then there exists E1 such that E′ = EH

1 and E
k→ E1

with k ∈ {h} ∪ {τ};
(3) if EH τ→ E′ then EH h→ E′ for all h ∈ H;
(4) if E

a→ E1 then EH a→ EH
1 for any action a;

(5) if E
τ→ E1 then EH h→ EH

1 for all h ∈ H;
(6) if E

â=⇒\H E1 then EH â=⇒ EH
1 for any action a;

(7) if E
τ̂=⇒\H E1 then EH ĥ=⇒ EH

1 for all h ∈ H;

(8) if EH â=⇒ EH
1 then E

â=⇒\H E1 for any action a.

We are now ready to prove the main result of this section which shows that
we can reduce the test of ≈\H to a test of ≈.

Theorem 5. Let E,F ∈ E. Then, E ≈\H F iff EH ≈ FH .

1h

τ

h 1 , h 2 h 1 , h 2

h 1 , h 2τ, 

1h

Fig. 3. The LTS’s associated to E and EH



282 Annalisa Bossi et al.

Proof. (⇒) Let S = {(EH , FH) | E ≈\H F}. By Lemma 7, it is easy to prove
that S is a weak bisimulation. (⇐) Let S = {(E,F ) |EH ≈ FH}. By Lemma 7,
it is easy to prove that S is a weak bisimulation up to H . ��

The results presented so far show that the τ completion of a process E is a
P BNDC process which can be used both to check whether E is P BNDC and
in case it is not to rectify it. Moreover, both the construction of Eτ and the
P BNDC test performed using Eτ have a low time complexity, as stated by the
following result.

Theorem 6. Let T (n1, n2,m1,m2) be the time complexity of an algorithm to
test F1 ≈ F2 where n1,2 is the number of nodes in LTS(F1,2) and m1,2 is the
number of edges in LTS(F1,2). It is possible to check if E ∈ P BNDC in time
T (n, n,mH ,mτH)+O(n+mτ ), where n is the number of nodes in LTS(E), mH

is the number of edges in LTS(EH), mτ is the number of edges in LTS(Eτ),
and mτH is the number of edges in LTS((Eτ)H).

Proof. This is an immediate consequence of the following facts:

– LTS(EH) and LTS(Eτ) have the same number of nodes of LTS(E);
– LTS(EH) can be computed through a visit of LTS(E);
– LTS(Eτ) can be computed through a visit of LTS(E);
– LTS((Eτ )H) can be computed through a visit of LTS(Eτ);
– the number of edges in LTS(Eτ) is greater than the number of edges in

LTS(E), hence O(n+m)+O(n+mτ ) = O(n+mτ ), where m is the number
of edges in LTS(E).

��
Notice that if m is the number of edges in LTS(E), then mτ ≤ m + mH ,
where mH is the number of edges in LTS(E) labelled with a high action. More-
over, mH ≤ m + H ∗ mτ , where mτ is the number of edges in LTS(E) labelled
with a τ action. Hence, mτH ≤ m + +H ∗ (mτ + mH). However, in order to
check EH ≈ (Eτ )H it is not really necessary to explicitly compute EH and
(Eτ )H , since it is sufficient to build a simple interface for the bisimulation algo-
rithm which reinterprets the labels of the transitions. More precisely, for instance,
the set of processes which can evolve into EH with a h action is equal to the
union of the set of processes which can evolve into E with a τ or a h action.

5 An Example

In this section we illustrate through an example how the τ completion can be
used to rectify a process which is neither P BNDC nor BSNNI .

Note that, as the system is not BSNNI , then it is neither BNDC , i.e., it is
insecure even with respect to non-dynamic environments. Moreover, the fact that
the system is not BSNNI implies (by Theorem 3) that the low level semantics is
not preserved by the τ completion. However, we will see that the way low level
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semantics is changed is very reasonable and only affects some deadlock states
caused by high level activity.

Consider the process C described through a value-passing extension of
SPA by

C = in(x).out(x).C

C is a channel which may accept a value x at the left-hand port, labelled in.
When it holds a value, it may deliver it at the right-hand port, labelled out. If
the domain of x is {0, 1}, then the channel C can be translated into SPA in a
standard way by following [16] as:

C = in0.out0.C + in1.out1.C

Let us assume that C is used as communication channel from low to high level.
This can be expressed as in0, in1 ∈ L and out0, out1 ∈ H .

Note that such a channel should be secure as it provides a “legal” informa-
tion flow from low to high. However, we show that this is not the case. If we
compute Cτ we obtain

Cτ = in0.(out0.C
τ + τ.Cτ ) + in1.(out1.C

τ + τ.Cτ )

Moreover, CH and (Cτ )H are respectively

CH = in0.out0.C
H + in1.out1.C

H + out0.C
H + out1.C

H

(Cτ )H = in0.(out0.(Cτ )H + τ.(Cτ )H + out1.(Cτ )H)+
in1.(out1.(Cτ )H + τ.(Cτ )H + out0.(Cτ )H)+
out0.(Cτ )H + out1.(Cτ )H

It is immediate to see that they are not weak bisimilar, since (Cτ )H can
silently reset itself after every input action, while CH must always execute the
corresponding output. Hence C is not P BNDC . Intuitively, a high level user
can indefinitely block the process C after each low level input by just refusing to
accept the corresponding output (remind that communication is synchronous).
The potential high level deadlocks could be exploited to transmit information
as shown, e.g., in [7].

Now, by Theorem 2 we can replace C by Cτ thus obtaining a P BNDC
process. Intuitively Cτ is P BNDC as the presence of “resetting” τ transitions
avoids the high level deadlocks mentioned above.

These τ ’s basically makes the channel a lossy one, as high level outputs may
be non-deterministically lost. However, note that non-determinism is used to
abstract away implementation details. For example, such τ ’s could correspond,
at implementation time, to time-outs for the high output actions, i.e., events that
empty the channel and allow a new low level input, whenever high outputs are
not accepted within a certain amount of time. In this respect, it would be quite
interesting to rephrase our theory to models enriched with time or probability
as [2, 12, 8], in order to study how the τ completion instantiate to more concrete
settings. Even if the resulting process behaves differently from the low level point
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of view (C is not BSNNI ), we think that Cτ can be reasonably proposed as a
secure rectifying of C.

Indeed, note that the only difference, from a low level perspective, is the
absence in Cτ \ H of deadlock states after the low level input actions. Such
states of C \H are exactly the cause of potential information flows in process C,
as they provide a causality between high level activity (i.e., accepting or not
high outputs) and low level one.

In general when we define Eτ from a given process E and we add a τ transi-
tion relative to a high level output, this can always be seen as the insertion of a
time-out. While in the case we add a τ transition relative to a high level input
this corresponds to generating a non-deterministic high input. This latter case
is clearly less reasonable. Hence, our transformation seems to be appropriate for
fixing flows related to high level outputs. A rectifying strategy could be to add
only the τ transitions relative to the outputs and check whether this is sufficient
to have a P BNDC process.

6 Conclusions

In the recent years, issues concerning security have received an increasing at-
tention due to the augmented possibilities of interconnections and information
exchanges. A number of formal definitions of security properties has been pro-
posed in the literature.

In this paper we consider the security property P BNDC based on the idea
of Non-Interference [11, 19, 22] which has been deeply studied in [10] and showed
to be suitable to guarantee security in a dynamically reconfigurable context. We
present a method to automatically construct a P BNDC process by a trans-
formational approach. We show that the transformation preserves the low level
observational semantics of BSNNI processes. Moreover we illustrate on an exam-
ple how the transformation produces reasonable corrections also for non BSNNI
processes where a modification of the low level semantics is necessary in order to
ensure security. We show that our transformation can be used also to efficiently
check the P BNDC property, exploiting existing tools for bisimulation.

We are presently trying to apply our techniques to more significant exam-
ples in order to establish their effectiveness in producing secure systems from
insecure ones. Moreover, it would be interesting to have a measure of what se-
curity damage would be in case P BNDC does not hold. In [18], it is proposed a
way of classifying information flow properties depending on which kind of chan-
nels from high to low level are implementable from systems that do not satisfy
such properties. For example, obtaining a “perfect” channel represents a damage
worse than, e.g., obtaining a noisy one. It could be interesting to measure the
strenghtness of P BNDC with respect to this kind of classification.
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On Bisimulations for the Spi Calculus�
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Abstract. The spi calculus is an extension of the pi calculus with cryp-
tographic primitives, designed for the verification of cryptographic proto-
cols. Due to the extension, the naive adaptation of labeled bisimulations
for the pi calculus is too strong to be useful for the purpose of verifi-
cation. Instead, as a viable alternative, several “environment-sensitive”
bisimulations have been proposed. In this paper we formally study the
differences between these bisimulations.

1 Introduction

The spi calculus, proposed by Mart́ın Abadi and Andrew Gordon in [AG99] as
an extension of the pi calculus [Mil99], is a process calculus designed for the
description and formal verification of cryptographic protocols.

According to [AG99], many correctness properties for cryptographic proto-
cols are naturally expressed through may-testing equivalences between certain
process terms, but proofs of such properties are notoriously hard due to the
requirement of infinitary quantifications (usually quantifications over infinitely
many process contexts). In contrast, the standard notion of bisimulation as an
equivalence on process terms provides a coinductive proof technique, usually
avoiding infinitary quantifications. The interest in bisimulation notions for the
spi calculus follows from the fact that bisimilarity is a sound (but not complete)
approximation to may-testing equivalence.

Bisimulation is based on the idea of an environment observing a pair of
processes to see whether it may distinguish the two processes. The observations
are derived from the operational semantics of processes giving rise to labeled
transition systems. In usual process calculi, the two points of view of an observing
environment and of an observed process are symmetric: any transition that a
process can do according to its semantics is also observable by the environment.
This symmetry is no longer valid in the case of the spi calculus.

In Figure 1, we highlight some meaningful and meaningless transitions in the
spi calculus compared to the pi calculus. The various labels represent the input
a b of a name b along channel a, the output a b of a message b along channel a,
or the bound counterpart (νb)a b for a fresh name b, and the (bound) output
(νbk)a〈Ek(b)〉 along channel a of a message Ek(b) representing the encryption of
cleartext b using key k. The displayed transitions represent the possible observa-
tions about a process from the point of view of an environment interacting with
� Supported by the Swiss National Science Foundation, grant No. 21-65180.01.
H. Kirchner and C. Ringeissen (Eds.): AMAST 2002, LNCS 2422, pp. 287–303, 2002.
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Fig. 1. Environment transitions in pi and spi calculi

the process. For example, an environment observing P might see the bound out-
put (νb)a b, which at the same time means that the environment itself performs
a respective input operation. Afterwards, note that the process has now evolved
into P ′, the fresh name b received by the environment may itself be used to in-
teract with P ′ in the various ways displayed. Essentially, once the environment
receives a name, it may freely use it in interactions. The situation is different
in the spi calculus, where exchanged messages may be encrypted, as it happens
in the transition from S to S′. Note that both the key k and the datum b are
bound, but when S passes on the encrypted message, it does not also give away
the encryption key as an accessible datum. Therefore, none of the dotted transi-
tions is possible from within S′: since the environment does not know the key k
itself, it cannot interact with S′ using the cleartext (the name b) hidden inside
the ciphertext Ek(b), neither to communicate on b nor sending back b to the
process. However, this becomes possible in S′′ after S′ has exposed the key k
explicitly to the environment as shown in the transition from S′ to S′′.

Summing up the previous examples, a proper treatment of transitions with
respect to bisimulation in the spi calculus must, in contrast to the pi calculus,
explicitly take into account the knowledge of an environment about a process.
As a means to capture this environment knowledge, the notion of environment-
sensitive bisimulation has been developed for the spi calculus, in various styles:

– Abadi and Gordon introduced framed bisimulation [AG98] by imposing on
every bisimulation pair a common frame-theory pair that represents the
knowledge of the environment about the pair. The frame is the set of names
(channels, keys) that the environment has learned so far, while the theory is
the set of pairs of non-name data items received from the pair of processes
during the bisimulation game that the environment must believe to be “the
same”, because it has no means (i.e., decryption keys) to distinguish them.

– Boreale et al. introduced another notion under the generic name of environ-
ment-sensitive bisimulation itself [BDP99]. Here, each of the processes in a
bisimulation pair is accompanied by a separate environment (roughly) listing
the messages that a process and an environment have exchanged in the past.
In this paper, we call their variant alley bisimulation, pictorially reminding
of this separation. To express the identification of non-distinguishable data
items, an explicit condition of equivalent environments is imposed.
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Fig. 2. Comparing bisimulations

– Elkjær et al. introduced fenced bisimulation, an approximation to framed
bisimulation by getting rid of one of its infinitary quantifications [EHHO99].

All of the above notions of bisimulation are, assuming that observing environ-
ments know all free names, sound approximations of may-testing equivalence.

Comparing Bisimulations The immediate question on the various competing
notions of bisimulation is (1) how they relate to each other, and (2) how each
of them relates to barbed equivalence, which is a uniformly defined contextual
notion of bisimulation that is usually considered prime among all bisimilari-
ties [MS92]. So far, these questions have only been treated in parts. Boreale et
al. proved that alley bisimilarity, for a wide range of processes, is a sound and
complete approximation of barbed equivalence [BDP99]. In contrast, Abadi and
Gordon were already aware that their notion of framed bisimulation is strictly
stronger than barbed equivalence, at least when the spi calculus contains a pair-
ing construct [AG98]; without pairing, no result has been published. Elkjær
et al. proposed that fenced bisimulation would coincide with framed bisimu-
lation [EHHO99], but their proof is flawed (see below): framed bisimilarity is
not contained in fenced bisimilarity. Finally, Frendrup et al. recently showed
that fenced bisimulation and a strengthened form of alley bisimulation (also
discussed in [BDP99]; here, we call it “trellis” bisimulation) coincide [FHJ01].

In Figure 2, we pictorially summarize the various relations, which lets us also
clearly discuss the scientific contribution of the current paper.

Contributions In this paper, we formally highlight the differences between
the above-mentioned environment-sensitive bisimulations by introducing an im-
proved form of framed bisimulation, called hedged bisimulation. In summary, all
of the question marks in Figure 2 are supported by proofs for positive results and
counterexamples for negative results. In particular, we prove that hedged bisim-
ulation coincides with alley bisimulation, and thus also with barbed equivalence.
However, being defined in the style of framed and fenced bisimulation, hedged
bisimulation allows us to formally and much more intuitively assess the differ-
ences of the former notions, as indicated in Figure 2. We also exhibit, by means of
a counterexample, that fenced bisimulation is not complete w.r.t. framed bisim-
ulation, in contrast to the results of [EHHO99]. (Moreover, we developed a
semantic framework for the comparison of environment-sensitive bisimulations
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and rephrase the results in terms of simple category theoretical notions by means
of equivalent categories, but due to space limitations, we leave the exposition to
the long version of the paper [BN02].)

Conclusions As an interpretation of the results, we may underline two different
deficiencies in the original definition of framed bisimulation. In a sense, it is at
the same time too weak and too strong with respect to barbed equivalence, for
orthogonal reasons. (1) The definition is too weak in the sense that its authors
did not impose a minimality requirement on the environment and argue that this
“results in simpler definitions, and does not compromise soundness (w.r.t. testing
equivalence)”. However, when adding the minimality requirement, as done in
fenced bisimulation, then the relation becomes strictly stronger. According to our
respective example in Section 4.1, we may even be inclined to state that framed
bisimulation allows to “cheat”. Thus, fenced bisimulation could be regarded as
the better framed bisimulation. However, fenced (like framed) bisimilarity suffers
from yet another problem: (2) The definition is too rigid, because it requires
the syntactic coincidence of names received by the environment from the two
processes under observation: whereas framed bisimulation requires identity, alley
bisimulation allows the environment to simply record that the names respectively
received from the processes in a bisimulation step correspond (c.f. Section 4.2).
The lack of this distinction captures exactly why fenced bisimulation coincides
with “trellis” bisimulation.

When proving concrete example processes equivalent, we find that hedged
bisimulation is easier to work with compared to alley bisimulation, because the
knowledge available to the environment in each reachable configuration is ar-
guably easier to understand. We are also currently developing a symbolic se-
mantics for the spi calculus as the basis of a notion of symbolic bisimulation.
To this aim, the use of hedged bisimulation seems again favorable to the use of
alley bisimulation, because the involved data structures are easier to deal with.
Furthermore, an ultimate implementation of a bisimulation-checker is likely to
profit from the minimality requirements on hedges.

Related Work All of the work on bisimulations for the spi calculus that we are
aware of has been mentioned in this Introduction.

Overview The definition of the spi calculus used in this paper is presented in
Section 2. Definitions of the environment-sensitive bisimulations can be found in
Section 3. In Section 4 we exhibit some examples showing the differences between
framed, fenced and hedged bisimulation. In Section 5 we summarize the positive
results concerning the comparison of the various bisimulation of this paper.

2 Language

The spi calculus used in this paper is the one used by Boreale et al. in [BDP02],
with some changes in notation. Furthermore, we build on the same assumptions
on the underlying system of shared-key cryptography, which we do not repeat
here. We also assume the reader to have some familiarity with the pi calculus.
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Table 1. Syntax of the spi calculus

a, b, c . . . , k, l,m, n . . . , x, y, z names N
ζ, η ::= a | Eζ(ζ) | Dζ(ζ) expressions E
δ ::= a | Eδ(δ) decryption-free expressions D
M,N ::= a | Ek(M) messages M
φ,ψ ::= tt | φ∧φ | ¬φ guards G

| let z = ζ in φ (decryption)
| is name(δ) (is a name)
| [ δ = δ ] (equality)

P,Q ::= 0 processes P
| δ(x).P (input prefix)

| δ〈δ〉.P (output prefix)
| P + P (choice)
| P |P (parallel)
| (νa)P (restriction)
| !P (replication)
| φP (boolean guard)
| let x = ζ in P (decryption)

Syntax We assume a countably infinite set N of names. Names are untyped,
meaning that the same name can be used as a channel, a key, a variable or the
clear-text of a message. The lower case letters a, b, c, k, l,m, n, x, y, z are used to
range over names. In examples, a, b, c are used for channels, k, l for keys, m,n for
messages and x, y, z for variables when their subsequent usage is not explicited.

The syntax of expressions, guards, and processes, is given in Table 1.
In contrast to the pi calculus, the spi calculus offers next to mere names

another kind of transmissible messages, namely ciphertexts, which are provided
by the addition of primitive constructs to encrypt (E·(·)) and decrypt (D·(·))
data using a shared-key cryptographic system. Encryptions can be arbitrarily
nested, but (in contrast to [AG99]) only proper names can be used as encryp-
tion keys. While expressions ζ are formed arbitrarily using the encryption and
decryption operators, messages M represent proper decryption-free ciphertexts
where the encryption keys are names. The role of decryption-free expressions δ is
to formalize that decryption constructors can only occur within let-constructs,
as indicated by the occurrences of ζ. This property will be preserved by the
operational semantics later on.

Logical formulae φ generalize the usual equality operator of the pi calculus by
conjunction and negation. Moreover, the predicate is name(δ) tests for the for-
mat of δ, i.e., whether it is a plain name or not. The formula let z = ζ in φ binds
the value of expression ζ, produced by evaluation as defined in Subsection 2, to
the name z within formula φ.

Processes are formed as in the pi calculus, except for the following aspects:
Input and output forms have to take into account that the channel and message
positions might be (decryption-free) expressions; however, only names in channel
position make sense, otherwise the process will be stuck. Guarded processes
represent the generalized matching construct. Like in formulae, we also have a
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Table 2. Evaluation (decryption) in the spi calculus

[[ a ]] = a

[[ Eζ(η) ]] =

�
Ek(M) if [[ η ]] =M ∈ M and [[ ζ ]] = k ∈ N
⊥ otherwise

[[ Dζ(η) ]] =

�
M if [[ η ]] = Ek(M) ∈ M and [[ ζ ]] = k ∈ N
⊥ otherwise

[[ tt ]] = tt
[[φ∧ψ ]] = [[ φ ]]∧ [[ψ ]]
[[¬ψ ]] = ¬[[ψ ]]

[[ let z = ζ in φ ]] =

�
[[ φ{M/z} ]] if [[ ζ ]] =M ∈ M
ff otherwise

[[ is name(ζ) ]] =

�
tt if ζ ∈ N
ff otherwise

[[ [ ζ = η ] ]] =

�
tt if ζ = η ∈ M
ff otherwise

(guard)
P

µ−−→ P ′

φP
µ−−→ P ′ if [[ φ ]] = tt (let)

P{[[ ζ ]]/z} µ−−→ P ′

let z = ζ in P
µ−−→ P ′ if [[ ζ ]] �=⊥

let-construct on processes. In this paper we leave out the treatment of tuples in
messages; see the long version for details on this extension.

As usual abbreviation, in single-letter outputs forms we sometimes omit the
brackets, as in aM.0. Free and bound names of terms are inductively defined as
expected: a is bound in “(νa) P”, x is bound in “δ(x).P”, in “let x = ζ in P”,
and in “let x = ζ in φ”. Two processes are α-equivalent if they can be made equal
by conflict-free renaming of bound names. Substitutions σ are mappings {M/x}
from names x to messages M , obeying the usual assumption that name-capture
is avoided through implicit α-conversion, if necessary. Substitutions are applied
to processes, expressions and guards in the straightforward way: for example,
P{M/x} replaces all free occurrences of x in P by M , possibly renaming bound
names in P to avoid name capture.

Semantics To define operational semantics we need to be able to evaluate
both expressions and boolean guards. The evaluation function for expressions
[[ · ]] : E → M ∪ {⊥} (where ⊥�∈ M) and guards [[ · ]] : G → {tt,ff } is defined
recursively (see Table 2).

Note that let- and guard-constructs are the only constructs that perform
evaluation of expressions, so all decryption must take place there.

The operational semantics (see Table 2) follows [BDP02]. It uses an early in-
put style semantics, which is standard from the pi calculus, except for the rules
(guard) and (let) which provide the only attempts to decrypt messages. A pro-
cess φP behaves like P provided that φ evaluates to true; otherwise, φP is stuck.
A process let z = ζ in P behaves like P{[[ ζ ]]/z} provided that the evaluation of ζ
succeeds; otherwise, let z = ζ in P is stuck. Symmetric variants of (par), (com)
and (sum) are not explicited. By (alpha) we have that α-equivalent processes



On Bisimulations for the Spi Calculus 293

have the same transitions, so all relations on processes based on transitions will
also be defined up to α-equivalence.

3 Environment-Sensitive Bisimulations

Ordinary bisimulations relate process pairs (P,Q), but in environment-sensitive
bisimulations S we relate triples (e, P,Q), also written e � P S Q, where e
is called environment. Such bisimulations relations are described intuitively as
follows: Q simulates P under e if every labeled transition P −→ P ′ that can
be detected by e can be matched by a similarly labeled transition Q −→ Q′

such that Q′ simulates P ′ under an updated environment e′. To relate two pro-
cesses P and Q, one usually wants to find a bisimulation S such that e � P S Q
and fn(P,Q) is “contained” in e, i.e., known by e.

In order to capture meaningful interactions between an attacker and the
process pair, e must accurately model the knowledge of an attacker. Usually, e is
a data structure that represents a set of messages that the attacker has been able
to accumulate, plus some information about which messages received from P
must be considered indistinguishable from messages correspondingly received
from Q. The knowledge of e is the set of all pairs of messages (related by non-
distinguishability) that the attacker can synthesize from e. Thus, the notion of
synthesis of e plays a crucial role in the definitions below for testing whether
an attacker can use a certain channel or produce a certain message. To properly
calculate the synthesis it is also necessary to check whether some of the encrypted
messages of e might be decrypted via other available messages in e. This is
captured in the notion of analysis, which essentially reduces e to the set of its
irreducibles, i.e., the messages that the attacker cannot currently decrypt further.
Finally, the notion of consistency guarantees a variety of well-formedness criteria
on the data structures representing e.

Depending on the type of the data structure e introduced further below
(frame-theory pairs, hedges, or substitution pairs) the notions of analysis, syn-
thesis, and consistency appear in different forms or only implicitly, which makes
it tricky to compare them. Irreducibility may be enforced on the data structure.
Synthesis may be expressed explicitly by means of substitution on expressions.

Whenever R ⊆ E × P × P is an environment-sensitive relation for some
kind of environments E, we define R−1:= { (e−1, Q, P ) | (e, P,Q) ∈ R} for
some suitably defined inversed environment e−1. We write that e � P R Q if
(e, P,Q) ∈ R, otherwise e �� P R Q. R is symmetric if R = R−1.

3.1 Framed and Fenced Bisimulations

Framed bisimulation, as introduced by Abadi and Gordon [AG98], is the first
environment-sensitive bisimulation that was proposed for the spi calculus. The
original definition was for a strong and late bisimulation. Here, we study a weak
and early variant in order to sharpen the comparison with the definition of
bisimulation in [BDP99, BDP02]. Abadi and Gordon also used a different cal-
culus, with a complex set of messages containing integers, pairing and general
encryption keys but without general guards, choice and general “let”.
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In framed bisimulation the environment consists of a frame and a theory.
A frame is a set of names known to the environment. A theory is a set of pairs
of messages considered equivalent by the environment.

Definition 1. A frame is a finite subset of N . A theory is a finite subset of
M × M. FT is the set of all frame-theory pairs. If B ⊂ M is finite then we
define IdB := { (b, b) | b ∈ B }. If th is a theory, we define th−1 := { (N,M) |
(M,N) ∈ th }, π1(th) := {M | (M,N) ∈ th } and π2(th) := {N | (M,N) ∈ th }.
The names of a theory is defined as n(th) := n(π1(th) ∪ π2(th)).

A frame-theory pair is consistent if the theory only contains pairs of en-
crypted messages that the environment can not decrypt. The environment can
not consider a given message equivalent to two different messages.

Definition 2. A frame-theory pair (fr, th) is consistent iff for all messages M
and N such that (M,N) ∈ th we have that

1. M,N �∈ N
2. If (M ′, N ′) ∈ th then M = M ′ ⇐⇒ N = N ′

3. If M = Ea(M ′) and N = Eb(N ′) then fr∩{a, b} = ∅.
The synthesis S (·) of a frame-theory pair is the set of message pairs con-

structed by encrypting message pairs from the theory with keys from the frame.
The environment considers equivalent any message pair in the synthesis.

Definition 3. If (fr, th) is a frame-theory pair, we let S (fr, th) be the smallest
subset of M×M containing th∪ Idfr and satisfying

(syn-enc)
(M,N) ∈ S(fr, th) (a, b) ∈ S(fr, th)

(Ea(M), Eb(N)) ∈ S(fr, th)

We write (fr, th) � M ↔ N for (M,N) ∈ S(fr, th); otherwise (fr, th) �� M ↔ N .

A framed process pair is a triple ((fr, th), P,Q) where fr is a frame, th is a
theory and P and Q are processes. A framed relation R is a set of framed process
pairs. R is consistent if (fr, th) is consistent whenever (fr, th) � P R Q.

Definition 4. A consistent framed relation R is a framed simulation if when-
ever (fr, th) � P R Q we have that

1. If P
τ−−→ P ′ then there exists Q′ such that Q =⇒ Q′ and (fr, th) � P ′ R Q′.

2. If P
aM−−−−→ P ′, a ∈ fr, B ⊂ N is finite, B ∩ (fn(P,Q) ∪ fr∪n(th)) = ∅,

N ∈ M, and (fr∪B, th) � M ↔ N , then there exists Q′

such that Q
aN====⇒ Q′ and (fr∪B, th) � P ′ R Q′

3. If P
(νc̃) aM−−−−−−−→ P ′, a ∈ fr, and {c̃} ∩ (fn(P ) ∪ fr∪n(π1(th))) = ∅, then there

exist Q′, N, d̃ with {d̃} ∩ (fn(Q) ∪ fr∪n(π2(th))) = ∅ and
(a) Q

(νd̃) aN
=======⇒ Q′, and

(b) there exist fr′, th′ with S (fr, th) ⊆ S(fr′, th′) and (fr′, th′) � M ↔ N
such that (fr′, th′) � P ′ R Q′.

R is a framed bisimulation if both R and R−1 are framed simulations.
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It is worth noting how the new environment after output transitions is charac-
terized: names and message pairs can be freely added as long as the synthesis is
extended conservatively and the new output messages are kept indistinguishable.

Fenced bisimulation was defined by Elkjær et al. in [EHHO99], where it was
proved to be a sound and complete approximation to framed bisimulation. (In
Section 4, we show that this is in fact not the case.) The difference between
the definitions is that fenced bisimulation replaces the existential quantification
over frames and theories in case 3.(b) of Definition 4 by means of a function ξ
that extends a given frame-theory pair with a new pair of messages. Since our
message grammar is simpler the definition of ξ can be simplified for our case. In
essence, the function ξ decrypts the new messages as far as possible using the
knowledge of the environment, recursively adding the previous messages if a new
key is obtained. The definition is straightforward, so we omit its presentation;
the curious reader may find it in the full version. In [EHHO99], the authors show
that ξ provides a minimal consistent extension whenever there exists one.

Definition 5. A consistent framed relation R is a fenced simulation if whenever
(fr, th) � P R Q we have that (as in Definition 4, except for the following case).

3. (b) such that ξ(fr, th,M,N) � P ′ R Q′.

R is a fenced bisimulation if both R and R−1 are fenced simulations.

3.2 Alley and Trellis Bisimulations

In [BDP99, BDP02], Boreale et al. define environment-sensitive semantics and a
corresponding weak bisimulation for the spi calculus. As mentioned earlier, their
bisimulation is called alley in this paper in order to distinguish it from the other
bisimulations, which are also environment-sensitive. The authors also prove that
alley bisimulation is a sound approximation of barbed equivalence, and that the
approximation is complete for the class of “structurally image-finite” processes.

Formally, Boreale et al. define two levels of operational semantics, one for
the behavior of processes, and another one for the corresponding behavior of
environments. As in [FHJ01], we adapt this formalization to the style where the
environment behavior is built into the definition of bisimulation.

In alley bisimulation, the environment is a pair of substitutions.

Definition 6. A substitution σ is a finite partial function N → M. We write
σ{M/x} for σ ∪ {(x,M)}, where x �∈ dom(σ). Similarly, σ{M1/x1, . . . ,

Mn/xn}
stands for σ∪{ (xi,Mi) | i = 1, 2, . . . , n } where the xi are assumed to be pairwise
different and not in dom(σ). The set of free names of a substitution is defined
as fn(σ) := n(range(σ)). We denote by SS the set of all alleys, i.e., the set of
all substitution pairs.

Any set of messages, e.g., the messages mentioned in the components of an
alley, might be reduced via decryption using the notion of analysis.
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Definition 7. The analysis A(S) and the irreducibles I (S) of a set S ⊆ M are
defined as follows: A(S) is the smallest subset of M containing S and satisfying

(set-dec)
Ea(M) ∈ A(S) a ∈ A(S)

M ∈ A(S)

and I (S) := A(S) \ {Ea(M) | a ∈ A(S) }.
We introduce a function that decrypts messages M as far as possible, i.e.,

peeling out the core of M using the knowledge of a substitution σ. We use
the shorthands I (σ) for I (range(σ)) and A(σ) for A(range(σ)). Let coreσ(M)
denote coreσ(M ′) if M = Ea(M ′) and a ∈ I (σ), otherwise it denotes M . Thus,
we can decompose any message M into Ebn(· · ·Eb2(Eb1(coreσ(M))) · · ·) for any
substitution σ with {b1 . . . , bn} ⊆ I (σ); if coreσ(M) = Ea(N), then a �∈ I (σ). As
a special case, C(σ, x) := coreσ(σ(x)). Therefore, I (σ) = {C(σ, x) | x ∈ dom(σ)}.

Two substitutions are consistent if they decrypt corresponding messages in
precisely corresponding ways. In other words, it does not suffice to just decrypt to
corresponding cores, but we also must use corresponding keys for the decryption.

Definition 8. A pair of substitutions (σ, ρ) is consistent, written σ ∼ ρ, iff σ
and ρ have the same domain {x1 . . . , xn} and the following conditions hold:
1. C(σ, xi) ∈ N ⇐⇒ C(ρ, xi) ∈ N
2. C(σ, xi) = C(σ, xj) ⇐⇒ C(ρ, xi) = C(ρ, xj)
3. For each i = 1, 2, . . . , n there is a tuple ι̃ = ι1..ιn such that

σ(xi) = EC(σ,xιm)(· · ·EC(σ,xι2)(EC(σ,xι1)(C(σ, xi))) · · ·)
ρ(xi) = EC(ρ,xιm)(· · ·EC(ρ,xι2)(EC(ρ,xι1)(C(ρ, xi))) · · ·)

An alley process pair is a triple ((σ, ρ), P,Q) with dom(σ) = dom(ρ). An alley
relation R is a set of alley process pairs. R is consistent if (σ, ρ) � P R Q implies
that σ ∼ ρ.

Definition 9. A consistent alley relation R is an alley simulation if whenever
(σ, ρ) � P R Q the following conditions hold:

1. If P
τ−−→ P ′ then there exists Q′ such that Q =⇒ Q′ and (σ, ρ) � P ′ R Q′.

2. If P
aM−−−−→ P ′ and there are η, ζ, b̃ such that [[ ησ ]] = a, [[ ζσ ]] = M with

fn(η) ⊆ dom(σ), b̃ = fn(ζ) \ dom(σ) and b̃ ∩ fn(P,Q, ρ, σ) = ∅,
then there exist c̃, Q′ with c̃ ⊂ N , |c̃| = |b̃|, c̃ ∩ dom(σ) = ∅ such that

Q
[[ηρ ]] [[ ζρ ]]

========⇒ Q′ and (σ{b̃/̃c}, ρ{b̃/̃c}) � P ′ R Q′.

3. If P
(νc̃) aM−−−−−−−→ P ′ with fn(P, σ) ∩ {c̃} = ∅

and if there is η such that fn(η) ⊆ dom(σ) and [[ ησ ]] = a
then there are Q′, N, d̃, b, x with [[ ηρ ]] = b and fn(Q, ρ) ∩ {d̃} = ∅
such that Q

(νd̃) bN
=======⇒ Q′ and (σ{M/x}, ρ{N/x}) � P ′ R Q′.

R is an alley bisimulation if both R and R−1 are alley simulations.
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Note the difference with respect to the previous bisimulations. Here, the envi-
ronment is extended by mechanically just adding the new messages (for output)
or the new names (for input) instead of also reducing the environment to contain
only irreducible messages. Using the environment as true substitutions, consis-
tency plays a vital role: e.g., it imposes the corresponding syntheses of messages
(the input value is precisely generated from ζ using σ and ρ), and by adding out-
put messages M and N bound to the same variable x, consistency also insists in
the (minimal!) extension that M and N correspond according to Definition 8.3.

Trellis bisimulation is a strengthened variant of alley bisimulation, studied
(not under this name) in [BDP99]. There, two different notions of consistency
of environments were studied. One of them was rejected since it was considered
too strong. It constitutes the basis for trellis bisimulation.

Definition 10. A consistent pair of substitutions σ ∼ ρ is strongly consistent,
written σ ∼s ρ, if C(σ, x) ∈ N implies that C(σ, x) = C(ρ, x).

This resembles the definition of consistency of frame-theory pairs in that two
different names may never be considered equal. Strong consistency has a corre-
sponding bisimulation, called trellis in this paper, that was defined and compared
to fenced bisimulation in [FHJ01]. We recapitulate and strengthen the results of
the comparison in Section 5.

Definition 11. An alley relation R is strongly consistent if (σ, ρ) � P R Q im-
plies σ ∼s ρ. We call trellis bisimulation a strongly consistent alley bisimulation.

3.3 Hedged Bisimulation

Hedged bisimulation is introduced in this paper in order to clarify the differences
between framed, fenced, and alley bisimulation. Recall that alley bisimulation,
unlike its counterparts, does not force two processes to always send the same
names; it rather remembers that the respective names correspond to each other.
The basic idea of hedges is to mimic the lack of correspondence in frame-theory
pairs by dropping the separate frame component, but to include corresponding
names as part of the theory. The resulting theory is the called a hedge.

Definition 12. A hedge is a theory, i.e., a finite subset of M2.We denote by H
the set of all hedges. The synthesis S (·) of a hedge is defined as S (h) = S (∅, h).
We write h � M ↔ N for (M,N) ∈ S(h), h �� M ↔ N otherwise.

A hedge is consistent if the hedge only contains pairs of names and pairs of
encrypted messages that can not be decrypted by the environment. We also
require that no message is considered to be equivalent to two different messages.

Definition 13. A hedge h is consistent iff whenever (M,N) ∈ h

1. M ∈ N ⇐⇒ N ∈ N
2. If (M ′, N ′) ∈ h then M = M ′ ⇐⇒ N = N ′

3. If M = Ea(M ′) and N = Eb(N ′) then a �∈ π1(h) and b �∈ π2(h).
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The difference between a consistent hedge and a consistent frame-theory pair is
that we do not require that the hedge receives the same names from both pro-
cesses, so they do not need to use the same channels and encryption keys. The
difference between a consistent hedge and a consistent substitution pair is that
the former only contains undecryptable messages (i.e., cores) and that no dupli-
cate message pairs are allowed. The third condition for consistent substitutions
(cf. Definition 8) roughly corresponds to the definition of hedge analysis.

Definition 14. The analysis A(h) and the irreducibles I (h) of a hedge h are
defined as follows: A(h) is the smallest subset of M2 containing h and satisfying

(hedge-dec)
(Ea(M), Eb(N)) ∈ A(h) (a, b) ∈ A(h)

(M,N) ∈ A(h)

and I (h) def= A(h) \ { (Ea(M), Eb(N)) | (a, b) ∈ A(h) ∧ M,N ∈ M}.
The analysis of hedges decrypts pairs of messages using pairs of names that are
considered equivalent by the environment. The resulting notion of irreducibles
in fact also corresponds to the ξ-function of fenced bisimulation.

Now that the environment and notions of consistency are defined, the defini-
tion of hedged bisimulation is straightforward. A hedged relation R is a subset of
H×P×P . We say that R is consistent if h � P R Q implies that h is consistent.

Definition 15. A consistent hedged relation R is a hedged simulation if when-
ever h � P R Q we have that

1. If P
τ−−→ P ′ then there exists Q′ such that Q =⇒ Q′ and h � P ′ R Q′.

2. If P
aM−−−−→ P ′, h � a ↔ b, B ⊂ N is finite, B ∩ (fn(P,Q) ∪ n(h)) = ∅,

N ∈ M, and h ∪ IdB � M ↔ N , then there exists Q′

such that Q
bN===⇒ Q′ and h ∪ IdB � P ′ R Q′.

3. If P
(νc̃) aM−−−−−−−→ P ′, h � a ↔ b and {c̃} ∩ (fn(P ) ∪ n(π1(h))) = ∅

there exist Q′, N, d̃ with {d̃} ∩ (fn(Q) ∪ n(π2(h))) = ∅
such that Q

(νd̃) bN
=======⇒ Q′ and I (h ∪ {(M,N)}) � P ′ R Q′.

R is a hedged bisimulation if both R and R−1 are hedged simulations.

On process output we use I (·) to construct the new hedge after the transition.
This entails applying all decryptions that the environment can do, producing—as
in fenced bisimulation—the minimal extension of the hedge h with (M,N).

3.4 Bisimilarities

As usual, the largest bisimulations are called bisimilarities; they are denoted
≈f(framed), ≈#(fenced), ≈a(alley), ≈s(trellis), and ≈h(hedged). All of them are
equivalence relations on processes (when fixing environments in compositions).
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4 Distinguishing Examples

4.1 Fenced vs Framed/Hedged

The following example distinguishes fenced bisimulation from its competitors
due to a subtle requirement concerning the data involved in the simulation of
output transitions, especially the conditions on the choice of bound names:

P := (νnkl) a〈El(Ek(n))〉.P ′ P ′ := (νm) a〈m〉.0
Q := (νnk) a〈Ek(n)〉.Q′ Q′ := (νm) a〈m〉.0

Although there is no reason for P and Q to be distinguished, fenced bisimulation
does so because it insists that single fresh names be simulated without renaming.

We write pwd(ñ) to denote that ñ is a tuple of pairw ise d ifferent names.

Proposition 1. ({a}, ∅) �� P ≈# Q.

Proof. The transitions of P are of the form P
(νnkl) a〈El(Ek(n))〉.−−−−−−−−−−−−−−−−→ P ′ where

pwd(n, k, l, a). The transitions of Q are of the form Q
(νn′k′) a〈Ek′ (n

′)〉.−−−−−−−−−−−−−−−→ Q′

where pwd(n′, k′, a). We then get the theory {(El(Ek(n)), Ek′ (n′))}. Since n, k, l
are pairwise different, there must be a name z ∈ {n, k, l} \ {n′, k′}.

Now P ′ must simulate the transition Q′ (νz) a z−−−−−−→ 0. We have P ′ (νm) am−−−−−−−−→ 0
for all m �= a. For the resulting frame-theory pair to be consistent, we must have
m = z, but since z ∈ n(π1(th)) this transition can not be used. #$

Fenced bisimulation fails since it cannot simulate an output of a particular
bound name when this name is already known by the simulating environment.
Here, both framed and hedged bisimulation succeed, but in different ways.

Proposition 2. ({a}, ∅) � P ≈f Q.

Proof. A framed bisimulation relating P and Q is given by

R = {({a}, ∅, P,Q)}
∪{({a, k}, {(El(Ek(n)), El(n))}, P ′, Q′) | pwd(a, k, l, n)}
∪{({a, k,m}, {(El(Ek(n)), El(n))},0,0) | pwd(a, k, l,m, n)}

Note the addition of k to the frame, which relieves the process P ′ from simulating
the critical bound output of z by Q′ (see the previous proof). The name created
by Q′ must be different from the names in the current frame and theory, so
by simply adding k to the frame—which is allowed in framed bisimulation, but
due to the minimality property not computed in fenced bisimulation—this name
must be chosen different from k, and thus P ′ may also create it. #$
Proposition 3. {(a, a)} � P ≈h Q.

Proof. A hedged bisimulation relating P and Q is given by

R = { ({(a, a)}, P,Q) }
∪ { ({(a, a), (El(Ek(n)), El(n))}, P ′, Q′) | pwd(a, k, l, n) }
∪ { ({(a, a), (El(Ek(n)), El(n)), (m,m)},0,0) | pwd(a, k, l, n,m) }
∪ { ({(a, a), (El(Ek(n)), El(n)), (w, k)},0,0) | pwd(a, k, l, n, w) }

Note the addition of (w, k) to the hedge. #$
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In comparison, we may conclude that ≈f equates the processes through a
non-minimal extension of the frame (which could be considered “cheating”),
while ≈h equates them (more adequately) through correspondence.

Corollary 1. ≈f is not a subset of ≈#.

4.2 Framed vs Hedged

The following example exhibits a striking deficiency of framed bisimulation that
is remedied by hedged bisimulation: a frame-theory pair can distinguish between
the plaintext of an encrypted message (n in the example) and another random
piece of data (m in the example).

P := (νk, n) a〈Ek(n)〉.P ′ P ′ := (νm) a〈m〉. 0
Q := (νk, n) a〈Ek(n)〉.Q′ Q′ := a〈n〉. 0 where n �= a.

We show that {(a, a)} � P ≈h Q and ({a}, ∅) �� P ≈f Q.

Proposition 4. {(a, a)} � P ≈h Q

Proof. The required hedged bisimulation is given by

R = {({(a, a)}, P,Q)}
∪{({(a, a), (Ek(n), Ek(n))}, P ′, Q′) | pwd(a, k, n)}
∪{({(a, a), (Ek(n), Ek(n)), (m,n)},0,0) | pwd(a, k,m, n)}

Again, note that in the above R the names m and n just correspond. They do
not give access to further distinctions by means of decryption, and there is no
way to distinguish themselves through further interaction with process pairs. #$

For framed bisimulation, we first study the processes P ′ and Q′.

Proposition 5. There is no (fr, th) such that a ∈ fr and (fr, th) � P ′ ≈f Q′.

Proof. Assume the opposite, and fix m �= n such that m ∈ N \ (fr∪n(π1(th))).

As a ∈ fr and P
(νm) am−−−−−−−−→ 0 there must exist Q′′, N, d̃, fr′, th′ such that

Q′ (νd̃) aN
=======⇒ Q′′, (fr′, th′) is consistent, and (fr′, th′) � m ↔ N . As the only

transition of Q′ is Q′ an−−−→ 0 we have that N = n. Clearly syn-enc (cf. Def. 3)
can not derive (fr′, th′) � m ↔ n. Since (fr′, th′) is consistent, which implies
that (m,n) �∈ th′, we must have that m = n ∈ fr′, which is a contradiction. #$

Now, we can use the results for P ′ and Q′ to derive results for P and Q.

Proposition 6. ({a}, ∅) �� P ≈f Q

Proof. As a is in the frame, P and Q can do a matching output step. By Propo-
sition 5, no resulting framed process pair is in ≈f . #$
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5 Comparing Bisimulations

Due to space limitations, we only cite the respective results that we have proved.
The full account is found in the long version of the paper, where we also provide
a categorical framework that offers even more substantial comparisons.

Any comparison of environment-sensitive bisimulations must be based on a
comparison of the various environments. We introduce the following mappings
between frame-theory pairs (FT), hedges (H) and substitution pairs (Σ2).

FT
ψ �� H

θf
��
Σ2ϕ��

γ
��

To move from frame-theory pairs to hedges, and to move from pairs of substitu-
tions to hedges and frame-theory pairs is done by straightforward mappings:

Definition 16. – If (fr, th) ∈ FT, then ψ(fr, th) := Idfr ∪ th.
– If (σ, ρ) ∈ Σ2, then ϕ(σ, ρ) := { (C(σ, x), C(ρ, x)) | x ∈ dom(σ) }.
– If (σ, ρ) ∈ Σ2, then γ(σ, ρ) := ( N ∩ π1(ϕ(σ, ρ)) , ϕ(σ, ρ) \ (N ×N ) ).

To move from hedges to substitutions, we need to invent the domain for the
substitutions. Note that it does not matter which particular domain we select.
Both M×M and N are countably infinite, so there is a bijection between them.

Definition 17. Fix a bijection f : M × M → N . If h ∈ H, then θf defines,
w.r.t. f , the left and right substitutions of h as follows:

θf (h) := ( {{M/f(M,N)} | (M,N) ∈ h} , {{N/f(M,N)} | (M,N) ∈ h} )

The above mappings must adequately treat the various notions of consistency:
for instance, as in the above definition of γ it suffices to consider the projection
onto the set of names of π1(σ, ρ), if we assume that (σ, ρ) is strongly consistent.
The full paper contains a large collection of relevant properties.

Assume that ≈x and ≈y are environment-sensitive bisimulations, where Ex
and Ey are the sets of environments of ≈x and ≈y , respectively. In order to
capture the relation between ≈x and ≈y , we now use the above-mentioned en-
vironment mappings λ : Ex → Ey to relate process equivalences like in

“ ex � P ≈x Q if (and only if) λ(ex) � P ≈y Q ”

with instantiations to the various notions of environment-sensitive bisimulations.
Note that the presence of environment mappings requires us to also exhibit
results that allow us to transform environments in the other direction. Only
then may we state that two notions are truly equivalent. The full paper treats
the comparison framework behind this argumentation in much more detail.

Fenced and trellis bisimulation were already compared by Frendrup, Hüttel
and Jensen [FHJ01]. We cite it here, because it has not yet been published, and
because it only treated the case of strong bisimulation.
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Theorem 1. (σ, ρ) � P ≈s Q if and only if γ(σ, ρ) � P ≈# Q.

This theorem states that fenced bisimilarity “contains” trellis bisimilarity. For
the converse, it suffices that every frame-theory pair in ≈# has a counterpart
in ≈s.

Theorem 2. If (fr, th) is consistent, then γ(θf (ψ(fr, th))) = (fr, th).

The correspondence between fenced and framed bisimulation was addressed
by Elkjær et. al. [EHHO99], although only for the strong case, but it only holds
in one direction as shown in Section 4.1.

Theorem 3. If (fr, th) � P ≈# Q then (fr, th) � P ≈f Q.

The correspondence between framed and hedged bisimulation also only holds
in one direction, according to the counterexamples in Section 4.2.

Theorem 4. If (fr, th) � P ≈f Q then ψ(fr, th) � P ≈h Q.

One problem that arose in proving this theorem was that there is no minimality
requirement on the extensions of frame-theory pairs, in contrast with hedges. An
example of this is the framed bisimulation in Proposition 2, which extends the
frame in a way not permitted to hedged bisimulation. This problem was solved
by noting that the operation of throwing away information in a hedge is sound
w.r.t. hedged bisimilarity.

By transitivity we get the relation between fenced and hedged bisimilarity,
which also can be shown directly. The direct proof is easier, since both fenced
and hedged bisimilarity perform minimal extensions on process output.

Corollary 2. If (fr, th) � P ≈# Q then ψ(fr, th) � P ≈h Q.

One of the main motivations to study hedged bisimilarity is that it is equiv-
alent to alley bisimilarity and, by transitivity, barbed equivalence.

Theorem 5. (σ, ρ) � P ≈a Q if and only if ϕ(σ, ρ) � P ≈h Q.

Theorem 6. h � P ≈h Q if and only if θf (h) � P ≈a Q.

In the light of these theorems, we may state that hedged bisimilarity is the best
possible “framed bisimilarity”, combining the removal of one infinitary quantifi-
cation of fenced bisimilarity with completeness w.r.t. barbed equivalence.
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Abstract. This article describes a case study concerning a component
of a Java Purse applet developed by the smart card manufacturer Gem-
plus. This component is a representation of decimal numbers in Java.
The decimal component is annotated with specifications consisting of in-
variants and pre- and postconditions, describing the functional behavior.
These specifications are written in the specification language JML. After
translation of the annotated source code to the theorem prover PVS, the
correctness of these annotations is proved interactively.

1 Introduction

The direct topic of this article is a case study in program specification and
verification. As such it gives an impression of the state of the art in tool-assisted
verification of realistic programs—in the world of Java smart cards. Also, it
describes some of the crucial ingredients of the actual verification process. Such
a case study may be interesting, but is in itself of limited interest. The indirect
topic, however, is the impact that such specification and verification efforts may
have on program development and (ultimately) on certification of smart card
applets. In brief, the message is that actual program verification:

– is becoming feasible for Java smart card applets, enabling higher levels of
certification and competitive advantages for the manufacturers that apply
such techniques;

– does not only lead to correct but also to optimized code—which is very
relevant on a smart card with restricted resources. Typically, when class
invariants are made explicit, they can be assumed to hold when methods
are called, so that various checks in the code can be dropped safely (and
provably so). This is not a new insight, see for instance [11, Sect. 11.6], but
one which is worth re-emphasizing with a concrete illustration.
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Smart cards receive much attention in Europe—mostly as bank cards or
as SIMs in GSM cell phones—but recently also in other parts of the world,
for instance as general identity card. The European VerifiCard project aims to
develop techniques for establishing the correctness for crucial components of the
JavaCard platform and for application programs (applets). Such techniques are
needed for the evaluation of smart cards at higher levels (within the Common
Criteria framework). Evaluation at a high level is for instance required to give a
digital signature with a smart card appropriate legal status.

JavaCard is a “superset of a subset” of Java, designed by Sun for program-
ming smart cards: it is a subset in the sense that for example threads, floats,
strings, multi-dimensional arrays are not supported. JavaCard is extended with
a transaction logging mechanism, and a firewall protection mechanism to con-
trol inter-applet communication. The JavaCard API is also a subset of Java’s
API, because packages like AWT with GUI classes are obviously not needed.
The JavaCard API does have some additional classes, because it also serves as
an interface to the operating system of the smart card. These specifics are of no
concern to us here, so we use JavaCard as just a stripped-down version of Java.

Within the VerifiCard project, example applets are provided by industrial
parties. This article, concentrates on the JavaCard Purse applet by Gemplus
(see [1]). This electronic purse is a real-life example of a banking application.
It consists of a global balance, the operations to modify this balance, a cryp-
tographic protection mechanism to authenticate and authorize, and a pincode
mechanism.

The case study we present in this article considers only a small part of the
Gemplus electronic purse, as the complete applet is 65K of source code. One
of the many classes in the purse is the Decimal class which provides the nu-
meric representation of a decimal number, e.g. the balance. The Decimal class
also contains methods to modify the balance, for example adding, subtracting
or multiplying. A balance and methods to modify this balance might not seem
an interesting verification challenge at first, but one should keep in mind that in
JavaCard there are no floating point numbers available. This means that decimal
numbers must be represented in a different fashion. Gemplus solved this prob-
lem by taking two shorts (the largest primitive type available in JavaCard) that
together make up the decimal number. The Decimal class is an essential com-
ponent of the Purse. Its (in)correctness thus affects other operations throughout
the entire applet. All this makes it a good choice on which to concentrate one’s
specification and verification efforts.

The Loop group in Nijmegen works on program specification and verifica-
tion of Java source code. Verification is done within the theorem prover PVS
(see [15]). Getting Java source code and the specifications for Java verified hap-
pens via a (shallow) embedding of the Java language and the specification lan-
guage JML (see [10]) in PVS. For this purpose a compiler called the Loop-tool
has been developed which does this translation automatically (see [3]). (A deep
embedding of Java into Isabelle has been developed in Munich [14, 13].) The
proof obligations in PVS can then be rewritten and simplified by using appro-
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priate, provably sound Hoare and Weakest Precondition rules (see [9]). A related
approach [12] uses Hoare logic at the Java syntax level to generate verification
conditions for PVS.

Proving correctness of Java methods is proving that methods act according
to their specification. The first step in establishing the correctness of methods is
thus writing specifications. The way we specify Java source code is by using the
annotation language JML (see [16]). With JML we write pre- and postconditions
for methods, invariants for classes and other clauses to model, for example,
exceptional behavior. These annotations are added to the code as a special kind
of Java comments. One of the attractive features that JML offers is the wide
range of tools, for systematic testing, static checking, or formal verification.

In a companion paper to ours [6, 7] the ESC/Java tool (see [17]) is applied to
the same Purse case study, although using different specifications1. By statically
analyzing the source code with ESC/Java, many implementation details are
made explicit, such as input checking on parameters, and invariants on the fields.
An advantage of this approach is that ESC/Java automatically checks whether
the implementation satisfies its specification by iterating the method bodies a
number of times. However, this approach is both unsound and incomplete, and,
therefore, it will not guarantee that the implementation satisfies its specification
in all cases. In other words, it is not a formal proof.

The ideal way to combine these two approaches is to first use ESC/Java to
detect the most common programming errors, and then to use the LOOP tool
and PVS to actually verify the most critical fragments of the code.

This paper is organized as follows. In the first section we familiarize the
reader with JML. In Sect. 2 we describe some members and specify the method
for adding Decimals. In Sect. 3 we shortly discuss how the translation from anno-
tated Java source code to PVS is achieved. In Sect. 4 we present the verification
of the method for addition. In Sect. 5 we discuss the method for multiplying two
Decimals.

1.1 Specifying Java Source Code

This section explains some ins and outs of JML by taking simple parts of the
Decimal class and annotating them with JML. First a short note on the Decimal
class itself. A decimal number is represented by an object of the Decimal class.
A Decimal object has two short fields that together form the actual representa-
tion of this decimal number. These shorts are named intPart and decPart. The
first one, intPart, represents the integer part. The second one, decPart represents
the decimal part. Thus, the decimal number 9.715 is represented by an object
of class Decimal where intPart = 9 and decPart = 715.

In Fig. 1 the source code and annotations for a small segment of the Decimal
class is depicted. Method oppose returns the opposite decimal number.
1 Typically for ESC/Java, all postconditions are simply True. In our case we have non-
trivial postconditions describing the functional behavior of the methods at hand.
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class Decimal {
2 short intPart, decPart;

final static short PRECISION = 1000;
4

//@ invariant PRECISION == 1000;
6

/∗@ normal behavior
8 @ requires d != null ;

@ modifiable intPart , decPart;
10 @ ensures intPart == −\old(intPart)

@ && decPart == −\old(decPart);
12 @∗/

public Decimal oppose(Decimal d) {
14 intPart = −intPart;

decPart = −decPart;
16 return this;

}
18 }

Fig. 1. Basic JML annotated example: oppose()

The code with the JML specification in Fig. 1 can be compiled by a normal
Java compiler because the annotations are within Java comments. Note that
we use a “@” to distinguish JML annotations from normal comments. The pre-
condition (requires clause) says that the argument to oppose may not be null.
After execution and normal termination of oppose it is ensured that intPart
and decPart are negated (ensures clause). We are able to refer to the values of
intPart and decPart before execution of oppose by writing \old(intPart) and
\old(decPart) respectively. The purpose of the modifiable clause is to maintain
a list of all fields that can be modified by oppose.

In JML we may also write clauses that specify behavior when exceptional or
abnormal termination occurs. The examples in this paper do not exhibit such
behavior. Therefore, these clauses are omitted.

The class invariant is expressed in JML by an invariant clause at line 5.
A class invariant should be maintained by every method in that class, which
means that after execution of oppose the invariant should hold, assuming it
holds before execution.

The predicates used in the invariant, requires and ensures clauses resemble
Java boolean expressions. This is convenient in that one’s specification is written
using basically the same syntax as the source code itself.

Now that we have enough knowledge of JML, let us take a look the Decimal
class in a broader perspective.
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public class Decimal extends Object {
2 public static final short PRECISION;

private short intPart;
4 private short decPart;

public Decimal add(Decimal) throws DecimalException;
6 public Decimal mul(Decimal) throws DecimalException;

public Decimal round();
8 private void add(short, short);

private void mul(short, short);
10 public Decimal oppose();

}

Fig. 2. Discussed fields and methods of the Decimal class

2 Decimal Class Specification

The Decimal class source code was handed to us without any formal specification.
For methods like add or mul it is luckily not very hard to guess the intended
functionality. In Fig. 2 we list the members of the Decimal class relevant to this
paper. The whole class entails 40 members.

The sparse comments in the source code tell us that the decimal part should
be between 0 and 999. The precision of decimal numbers is represented by the
value of field PRECISION which equals 1000. By examining the method bod-
ies of the Decimal class we find that the code contradicts with the informal
comments. The value of decPart can be less then 0 (think about oppose in the
previous section). We use this information to extend the invariant from Fig 1 to
the one below. Make we make no explicit statements on the bounds of intPart.

//@ invariant −PRECISION < decPart && decPart < PRECISION
&& PRECISION == 1000;

Note that because of the limited precision of the 3 digits decimal part we
have to deal with a significant rounding when multiplying, whereas method add
runs without loss of precision. Rounding highly complicates the specification for
multiplication as we shall see in Sect. 5.

In the next section we take a look at the private helper method add.

2.1 Specifying Adding Decimals: void add(short,short)

In Fig. 3 we present the specification and code for the add method. Note that
only the specification is written by us, the code is used as is, complete with
French variable names.

The arguments e and f of add are the integer and the decimal part respec-
tively. At line 9 we first add e to intPart. The following if-then-else block (lines 12
to 19) ensures that intPart and decPart are both positive or both negative. To



Specifying and Verifying a Decimal Representation in Java for Smart Cards 309

see how this works, consider for example intPart = 2 and decPart = −400. The
if-then-else block ensures that intPart = 1 and decPart = 600.

At line 22, the value of field f is added to decPart, and again we encounter a
similar if-then-else block (lines 23 to 44) that does a conversion to ensure intPart
and decPart are both positive or both negative. Lines 23 to 44 also guarantee that
the decimal part is within range specified by our invariant: between -PRECISION
and PRECISION. The method body is needlessly complicated and some pieces
are redundant. Namely, we can remove the first if-then-else block (lines 12 to 19)
and the first part of the second if-then-else block (lines 23 to 32) and still prove
the same specification to be correct. On the other hand, division and modulo
operations (at lines 39 and 40) are expensive in terms of CPU cycles. Therefore,
the implementation of add with the if-then-else blocks in place might be more
efficient in terms of speed. By explicitly using the information in our invariant,
we can even write an add without the expensive division and modulo operators,
see Sect. 4.2.

Consider the specification for add. The requires f < PRECISION && f >
−PRECISION says that the decimal part of the value we add satisfies the in-
variant. The modifiable clause (in which we state what variables may be changed
by the method) is set to intPart and decPart which makes sense, because even
though we modify other variables like retenue or signe, these variables are local
to the method, and therefore do not have to be listed in the modifiable clause.
Note that the ensures clause uses intPart∗PRECISION+decPart as a convenient
representation of the value of a Decimal object.

Now that we have established a specification that seems correct and informa-
tive enough, we try to prove it correct. Before we can plunge into the specifics
of a machine-assisted proof we first must know some more of the way Java and
JML are represented within the theorem prover PVS. We do this in the next
section.

3 Representing JML-Annotated Java in PVS

The LOOP group in Nijmegen has developed a tool that translates Java source
code and corresponding JML annotations to a higher order logic like the one
used in PVS. In PVS we can then prove the properties of this Java code by
stepping through the method using special Hoare-rules. In this section we see
the Hoare rule for composition as used in proofs. First we need to know how
Java and JML are represented in PVS.

Converting Java to a logic is a non-trivial business. Also, it is not within the
scope of this article to explain exactly how this translation takes place (see [3]),
but for short we say that a (shallow) semantics of Java is formalized in the higher
order logic of PVS. All primitive types, reference types, and constructs such as
statements and expressions have their semantic equivalent in the higher order
logic. The logic files generated by the LOOP-tool depend on a hand-written
Prelude in which these constructs are defined (see [2, 8]). We restrict ourselves
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/∗@ normal behavior
2 @ requires f < PRECISION && f > −PRECISION;

@ modifiable intPart , decPart;
4 @ ensures

@ (\old(intPart) + e)∗PRECISION + \old(decPart) + f
6 @ == intPart∗PRECISION + decPart;

@∗/
8 private void add(short e, short f){

intPart += e;
10 //@ assert intPart ∗ PRECISION + decPart

//@ == (\old(intPart) + e)∗PRECISION + \old(decPart);
12 if ( intPart > 0 && decPart < 0 ) {

intPart−−;
14 decPart = decPart + PRECISION;

}
16 else if ( intPart < 0 && decPart > 0 ){

intPart++;
18 decPart = decPart − PRECISION;

}
20 //@ assert intPart ∗ PRECISION + decPart

//@ == (\old(intPart) + e)∗PRECISION + \old(decPart);
22 decPart += f;

if ( intPart > 0 && decPart < 0 ) {
24 intPart−−;

decPart = decPart + PRECISION;
26 }

else if ( intPart < 0 && decPart > 0 ){
28 intPart++;

decPart = decPart − PRECISION;
30 }

else {
32

short retenue = 0;
34 short signe = 1;

if ( decPart < 0 ) {
36 signe = −1;

decPart = −decPart;
38 }

retenue = decPart / PRECISION;
40 decPart = decPart % PRECISION;

retenue ∗= signe;
42 decPart ∗= signe;

intPart += retenue;
44 }

}

Fig. 3. add(short,short) source code and JML specification
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StatBehavior

((#

requires := LAMBDA (pre: OM?) :

DecimalJML_invariant?(pre) AND

oppose?behavior_requires(pre),

statement := oppose?body ,

ensures := LAMBDA (post:OM?) : LAMBDA (ret?oppose: DecimalJML?Type) :

DecimalJML_invariant?(post),

oppose?behavior_ensures(ret?oppose)(post) AND

oppose?behavior_modifiable(post)

#))

Fig. 4. Behavior specification for method oppose()

to explaining the transformed combination of Java and JML that is of direct
concern to the verifier.

For every method a labeled product (i.e. a record) is generated that contains
the method body and all specification clauses for that method. We call this
labeled product a “behavior specification”. In Fig. 4 we show the (simplified)
behavior specification in PVS notation for method oppose from Fig. 1. The PVS
code (# l := 5 #) is a record where field l has value 5.

The requires predicate in Fig. 4 includes not just the precondition given in
the code, but also explicitly includes the invariant, which is implicit in all JML
preconditions. The requires clause is a lambda abstraction of type OM? where
OM? represents the memory state, so that the predicate can be evaluated in the
pre- and post-states.

The ensures clause has a lambda abstraction of type DecimalJML?Type
which is the PVS representation of the type of the object returned by oppose.
The postcondition also contains a predicate oppose?behavior modifiable. This
predicate represents the fact that the fields other than the ones mentioned in
the JML clause modifiable may not be changed during execution of oppose. The
actual method body is labeled by the statement tag, it is not yet unwrapped.

The meaning of the behavior specification is expressed by the PVS statement
StatBehavior in Fig. 4. The definition of StatBehavior (not given here) is
that for any initial state pre which satisfies the pre-condition requires, the
postcondition ensures holds in state post that results from normal execution2.

In general, proving a postcondition in the state that results from executing
a method cannot be performed in one step, because a method and therefore its
resulting state can be complex. Proving a behavior specification can thus best
be done by splitting up the method body into smaller parts. This is achieved by
making use of Hoare logic. We have implemented and proved correct Hoare rules
for all Java language constructs like composition, if-then-else-clauses, while- and
2 The labeled tuples used during the actual verification have four more labels (for
exceptional behavior, return, break and continue), but these need not concern us
here. See [9] for further details.
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composition : LEMMA

(EXISTS(P1 : [OM? -> bool]) :

StatBehavior((# requires := P,

statement := s1,

ensures := P1 #))

AND

StatBehavior((# requires := P1,

statement := s2,

ensures := Q #))

IMPLIES

StatBehavior((# requires := P,

statement := s1 ; s2,

ensures := Q #))

Fig. 5. Hoare rule for composition

for-loops and try-catch-statements (see [9]). These Hoare rules are written in
terms of behavior specifications as shown above. We discuss one such a Hoare
rule which is the rule for composition. The standard rule for composition, written
here as “;”, is given in natural deduction style below.

[P ] s1 [P1] , [P1] s2 [Q]
composition

[P ] s1; s2 [Q]
(1)

Our rule for composition is shown in PVS style in Fig. 5. Apart from the
style, rule (1) is comparable to the one in Fig. 5.

Apart from Hoare rules, we also have Weakest Precondition (WP) rules at
our disposal. Using these we can verify code fragments that contain no repetition
automatically. Details of this WP calculus will appear in a separate publication.

Now that we know some more about Java annotated with JML and its mean-
ing in the higher order logic of PVS, let us do some actual verification.

4 Decimal Class Verification

In this section we present a proof for the private add. The typical way in which
we prove the correctness of methods in PVS is that we use the composition
rule to chop up our proof obligation in several pieces. We then apply the WP-
tactic to prove these pieces automatically. As we have just seen, the LOOP-tool
converts easily understandable Java code and readable specifications to obscure
PVS code, which is unpleasant for most people. The intermediate predicate for
the composition rule needs to be entered in PVS by the verifier. We can also write
intermediate predicates in Java source code by using a yet unmentioned feature of
JML: the assert clause. The assert clause is not yet interpreted by the LOOP-
tool such that it can instantiate the intermediate predicates for composition
automatically. This will be possible in the near future, but for now we use the
asserts to indicate where we cut up the method body.
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(skosimp*)

(auto−rewrite −2)

(hide −2)

(jml−start)

(composition−replace ...)

(wp−assert) (composition−and ...)

(wp−assert) (auto−rewrite "int_remainder")

(wp−assert−normal)

Fig. 6. Proof-tree for add(short,short)

Although PVS code is not quite suited to be presented here, the PVS proof-
tree is. A proof-tree is generated during the process of proving and graphically
presents the verifier with an overview of the chosen steps (applications of Hoare
rules for example) and amount of subgoals still left to prove. The proof-tree for
method add is shown in Fig. 6. Every node in the proof-tree represents a tactic
applied by the verifier.

4.1 Verifying void add(short,short)

Because add contains no repetitions, we should be able to apply the WP-tactic to
finish the proof. Unfortunately, if do not chop up the method body into smaller
pieces, the proof obligation is too large for PVS to handle.

Therefore, the proof consists of two applications of the Hoare rule for com-
position. In Fig. 6 these applications are labeled “composition-replace” and
“composition-and”. Applying composition twice results in three chunks of code,
namely line 9, lines 12 to 19 and lines 19 to 44. These chunks are verified using
WP-tactic. In the proof-tree in Fig. 6 this is denoted by a label “wp-assert”.

The two intermediate predicates used to apply the rules for composition are
shown at lines 10 and 20 in Fig. 3 marking the position where the code is cut.
Note that these assertions are almost identical to the ensures clause.

4.2 Optimized Addition

After taking a closer look at the add code we realized that the real issue is (possi-
bly) restoring the invariant after the assignment decPart+ = f. Once this assign-
ment has occurred, we still know that −2∗PRECISION < decPart && decPart <
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2 ∗ PRECISION. Hence the invariant can be restored by adding or subtracting
PRECISION at most once. Therefore, addition can also be performed in the
following way.

private void addOpt(short e, short f){
2 intPart += e;

decPart += f;
4 if ( decPart <= −PRECISION ) {

decPart += PRECISION;
6 intPart−−;

}
8 else if ( decPart >= PRECISION ) {

decPart −= PRECISION;
10 intPart++;

}
12 }

This short implementation satisfies3 the same specification as the longer vari-
ant in Fig. 3. It avoids the costly division and remainder operations of the original
implementation, and is thus much better suited for implementation on a smart
card. This optimized implementation can only be written after the class invari-
ant has been made explicit. Hence specification can have an impact on code
development.

5 Decimal Multiplication

In this section we specify the private method mul for multiplication. It has two
arguments of type short, similar to the private add method. The mul method
is probably the most difficult one of the whole Decimal class, both in terms of
specification and of implementation.

We first consider its specification, in Fig. 7. Like in the specification of ad-
dition in Fig. 3, we use a combined formulation for intPart and decPart. The
arguments are e and f for the intPart and decPart of the multiplier. An easy
calculation shows that we can write the combined multiplication as follows.

(
\old(intPart) * PRECISION + \old(decPart)

)
*

(
e * PRECISION + f

)
PRECISION

= \old(intPart) * e * PRECISION

+ \old(intPart) * f

+ \old(decPart) * e

+ X

(2)

where

X = sgn
(
f * \old(decPart)

)
*

trunc(abs(f)) * trunc(abs(\old(decPart)))
1000

(3)

3 To our embarrassment, verification showed an implementation error in our first ver-
sion of addOpt, in which we used < and > instead of <= and >=.
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/∗@ normal behavior
2 @ requires −PRECISION < f && f < PRECISION;

@ modifiable intPart , decPart;
4 @ ensures intPart ∗ PRECISION + decPart ==

@ \old(intPart ) ∗ e ∗ PRECISION
6 @ + \old(intPart) ∗ f

@ + \old(decPart) ∗ e
8 @ + ( (( f >= 0 && \old(decPart) >= 0) ||

@ (f < 0 && \old(decPart) < 0))
10 @ ? 1

@ : −1)
12 @ ∗ (( ((−100 <= f && f <= 100)

@ ? abs(f)
14 @ : 10 ∗ ( abs(f ) / 10))

@ ∗
16 @ ( (−100 <= \old(decPart) &&

100 >= \old(decPart))
18 @ ? abs(\old(decPart))

@ : 10 ∗ ( abs(\old(decPart))/10))
20 @ ) / 1000);

@∗/
22 private void mul(short e, short f){ ... // see Fig. 4 }

Fig. 7. JML specification of the private multiplication method

The difficulty lies in part X. In the Java implementation it involves a certain
truncation, which is rather complicated to describe in JML: it covers the greater
part of Fig. 7, from line 8 onwards. We shall try to explain what is going on,
using the standard mathematical operations abs and sgn, where sgn is currently
not available in JML

abs(x) =
{

x if x ≥ 0
−x otherwise sgn(x) =

{
1 if x ≥ 0
−1 otherwise

Next we should keep in mind that division in Java (and JML) involves truncation.
For instance, 10 ∗ (347/10) = 340 and 10 ∗ (−347/10) = −340. So we can define
an auxiliary function:

trunc(x) =
{
10 ∗ (x/10) if x ≥ 100
x otherwise

The combined specification (2) and (3) can then be proved for the mul imple-
mentation in Fig. 4. We shall briefly sketch the proof, explaining some of the
more special points. The method body in Fig. 4 can be split into two parts:

(a) lines 2–24, establishing the equation (2) without X;
(b) lines 25–51, establishing the equation (2) including X;
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void mul(short e, short f){
2 short intBackup = intPart;

short decBackup = decPart;
4 short nbIter = e;

if ( nbIter < 0 )
6 nbIter = −nbIter;

intPart = 0;
8 decPart = 0;

for(short i=0;i<nbIter;i++)
10 add(intBackup, decBackup);

if ( e < 0 )
12 oppose();

short intPart = intPart;
14 short decPart = decPart;

intPart = 0;
16 decPart = 0;

nbIter = intBackup;
18 if ( nbIter < 0 )

nbIter = −nbIter;
20 for(short i=0;i<nbIter;i++)

add(0, f );
22 if (intBackup < 0 )

oppose();
24 add(intPart , decPart );

short signe = 1;
26 short arrondis1 = decBackup;

if ( arrondis1 < 0 ) {
28 arrondis1 = −arrondis1;

signe = −signe;
30 }

short arrondis2 = f;
32 if ( arrondis2 < 0 ) {

arrondis2 = −arrondis2;
34 signe = −signe;

}
36 short decal = 0;

while ( arrondis1 > 100 ) {
38 arrondis1 /= 10; decal++;

}
40 while ( arrondis2 > 100 ) {

arrondis2 /= 10; decal++;
42 }

short temp = arrondis1
44 ∗ arrondis2;

short aux = 1000;
46 while ( decal > 0 ) {

aux /= 10; decal−−;
48 }

temp /= aux;
50 temp ∗= signe;

add(0, temp);l }

Fig. 8. Implementation of the private multiplication method

Part (a) uses two for loops, firstly for abs(e)-times adding \old(intPart) and
\old(decPart) in lines 9 and 10, and secondly for \old(intPart) adding only
f in lines 20 and 21. These two steps are combined in line 24, via the inter-
mediate values intPart and decPart . Part (b) starts by setting signe =
sgn

(
f * \old(decPart)) which is the first part of (3), in two if statements. At

the same time, arrondis1 = abs(\old(decPart)) and arrondis2 = abs(f). The
two subsequent while loops handle the truncations. It follows from our invariant
and precondition that both these while loops are executed at most once. The
explicit use of the numbers 100 and 1000 is a bit clumsy here. It would be more
abstract to use PRECISION/10 and PRECISION instead4. The third while loop
determines the appropriate compensation factor after truncation. This loop is
executed zero, one or two times. Finally, temp becomes our X equation (3), which
is added to the final result.
4 We have decided to follow this clumsiness in our JML specification in Fig. 7.
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6 Conclusions

This paper describes a case study in JML specification and PVS verification for
JavaCard, in the style of [4]. It forms an incremental improvement on [4], by
tackling a Java class with complicated computational content and non-trivial
functional specifications. It demonstrates that the “LOOP” verification technol-
ogy extends to such examples. What else can be learned from this verification?
We have several points.

– It cannot be over-emphasized that formalizing class invariants is very impor-
tant, because it makes implicit assumptions explicit. In the Decimal class the
Gemplus developers have (informally) described an invariant 0 <= decPart
< PRECISION, but this one is broken by the (public) method oppose. Hence
we come to a weaker invariant -PRECISION < decPart < PRECISION.
More generally, formal specifications provide unambiguous documentation
(as long as the semantics is clear, of course).

– Functional specifications can both be compact and readable (like for the
add method in Fig. 3) and verbose and unreadable (like for mul in Fig. 7).
Still, the specification adds useful information which is not readily available
from inspecting the code. Actual verification may then be justified in critical
applications.

– Code specification and verification are iterative processes. Most often (in
our experience) one stops a particular verification at some stage to alter the
specification—and restart the verification. But also, one may wish to alter
the code itself. We have chosen not to do so in this case study; several others,
like [5], also use the Decimal class as case study, so changing the code leads
to confusion. But there were several occasions where we would have liked to
alter the code.

In the end there is always the question: how much time did this take? Unfortu-
nately, we cannot give an exact answer, because: this case study has been used
by one of the authors (CBB) to learn the verification technology. Also, it has
been used to improve our proof technology, especially be writing many dedicated
proof strategies in PVS (especially by JvdB). And finally, halfway the verifica-
tion we decided to switch to the next beta release of PVS, in order to maximize
our influence on the development of this new version. All these factors caused
considerable delays, which would not be there if this case study had been done
with all parameters optimally tuned. But probably this never happens in prac-
tice. But if we have to make an estimate: a method like mul (with a specification)
would take a day to verify.
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1 Introduction

Smartcards as tamper-proof, secure devices have a high potential in e-commerce
applications. The technology is available to have different, highly critical appli-
cations on one open multi-applicative card. However, they are not yet used in
real life because of the high risks involved, and the legitimate security concerns:
it is very difficult to design secure systems [2]. We show how formal methods
can help to improve the situation.

We propose a methodology using specific techniques to develop secure smart-
card applications: the application and the communication protocols are modelled
with UML and algebraic specifications. The security against an attacker is proved
after transformation of the UML parts into algebraic specifications using the KIV
verification system1 [14][3]. The correctness of the smartcard program – writ-
ten in JavaCard – is formally verified with KIV against the same specification,
thereby closing the gap between abstract protocol verification and JavaCard
programming.

The paper is organized as follows: Sect. 2 introduces a small, but surpris-
ingly interesting example. Section 3 presents the method in a nutshell. Section
4 describes the modelling technique, Sect. 5 the translation into algebraic spec-
ifications, and Sect. 6 deals with the smartcard programs. Section 7 presents
related work, and Sect. 8 wraps up.

2 A Small Example

As a simple example for a smartcard application we describe an open copy card
application for a library or university. We need three components:

– a smartcard that holds ‘value points’;
– a ‘filling station’, i.e. a machine that accepts money and loads value points

onto the card;
– a ‘pay station’, i.e. a card reader connected to a copier that subtracts value

points before printing a copy.
1 http://www.informatik.uni-augsburg.de/swt/fmg/

H. Kirchner and C. Ringeissen (Eds.): AMAST 2002, LNCS 2422, pp. 319–333, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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Fig. 1. Example scenario

Of course it is possible to use this application in other scenarios where ‘value
points’ are an adequate business model, and of course we usually have several
filling stations, several pay stations and many smartcards.

What is the advantage over existing copy cards? A user of the service can use
any open, multi-applicative Java smartcard (that may contain already several
different applications), and just download an additional cardlet (a program) for
this service. Thus it is not necessary to carry a dozen different cards around, but
ideally only one. On the other hand, the application provider saves money for
throw-away magnetic stripe cards and reduces problematic waste.

Usage of the card is simple and illustrated in Fig. 1: the card holder inserts
the card into the filling station, sees the number of value points left on the card,
selects the number of points to load, and inserts the necessary money into the
machine. Then the new points are loaded (added) onto the cardlet. To copy
with the card, it is simply inserted into the card reader of the copier. The reader
displays the remaining number of points, and the copier asks the cardlet to pay
(subtract) one or more points before printing a copy.

What can go wrong in this scenario?

1. The filling station should not ‘swallow’ money, i.e. the value points loaded
onto the card should equal the money inserted into the machine. On the
other hand, the station should not load too many points (=1 in Fig. 1).

2. Adding and subtracting points should work correctly even for limited re-
sources (smartcard programming languages often have no integers but only
bytes and shorts).
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3. The number of points paid by a cardlet should always be less or equal to the
number of loaded points (≥2).

4. The printed copies should equal the value of the paid points (=3).
5. From the point of view of the application provider: the overall number of

copies printed should not be worth more than the sum of money inserted
into all filling stations (=1 + ≥2 + =3).

We concentrate on those issues related to the smartcard. This means that item
5 can be reformulated as

The sum of all points issued at all filling stations should be larger or
equal to the sum of all collected points at all pay stations.

This is the main security property for this application. We ensure this property
and items 2 and 3 by applying formal methods. Item 2 is a matter of correct
programming, but item 3 and the security property require some cryptography.
The protocols for the communication between the filling and pay station (we will
use the generic term terminal in the sequel) and the cardlet must be designed
in a manner that ensures these goals.

Why is this not trivial? Because the card holder is often considered as hostile
in smartcard scenarios. A person trying to cheat (an attacker) could try to

1. load ‘forged’ points onto a proper cardlet with a home PC and a card reader;
2. pay with ‘forged’ points using another, differently programmed smartcard;
3. trick the terminal or the cardlet into revealing secret keys etc. using forged

cards, or technical equipment such as a second chip or additional circuitry
implanted in the card.

It depends mainly on the abilities of the cardlet and the terminal what attacks
can be averted. In this example we assume that the cardlet can encrypt and de-
crypt with a symmetric key, but cannot do asymmetric cryptography or generate
random numbers (challenges, nonces).

A terminal and a cardlet work in master/slave mode. The terminal sends a
command to the cardlet, the cardlet receives and processes the data, and returns
an answer. The cardlet never initiates a communication or sends data on its own.
So let us consider the following communication protocols for the example:

the load protocol: The filling station sends a nonce (a random number) to the
cardlet. The cardlet encrypts the nonce with a secret key and returns the
result. The terminal decrypts the answer (it must know the same secret key)
and checks if it is indeed the nonce. This authenticates the cardlet, i.e. the
terminal believes the cardlet to be genuine. (Only a genuine cardlet should
know the secret key, and a replay attack is not possible because the nonce
has never been used before.) In this example all cardlets and terminals use
the same secret key, so key distribution is not a problem.
Then the terminal sends the number of points to load as a simple integer
together with a secret (an arbitrary, but fixed value known to the terminal
and the cardlet). The cardlet checks the secret and increases the number of
points. All cardlets and terminals share the same secret.
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The secret is used to authenticate the terminal. However, this is a very
weak form of authentication due to the limited abilities of the cardlet. If an
attacker can eavesdrop on the communication the secret is revealed. So this
protocol is not secure against an attack with technical equipment.
But at least it should be secure against forged cardlets. We justify the above
claim informally. If the first step (sending a nonce) is omitted an attacker can
insert a card with a cardlet that simply stores the data it receives, thereby
revealing the secret. It is necessary to return the encrypted nonce (otherwise
the forged cardlet can return the nonce and receive the secret in the next
step), and encrypting the secret does not help (the forged cardlet stores the
encrypted secret which can later be sent to the genuine cardlet).

the pay protocol: The terminal sends the number of points to pay together
with a nonce. The cardlet checks that enough points are available, adjusts
the amount, and returns the encrypted nonce. The terminal checks the nonce
and accepts the payment. Without this check an attacker could use a forged
cardlet that simply answers ok. The authenticity of the terminal is not ver-
ified. The card owner is responsible for ensuring that he uses his card only
in genuine terminals.

It turns out that the two protocols are quite different although they just add
and subtract a value, and they are (perhaps) more complicated than expected.
It must be emphasized that they are designed with an attacker in mind that has
some specific capabilities (using forged cardlets), but not others (eavesdropping
on or manipulating the communication). Such attackers require other protocols,
but for our example they are sufficient.

3 The Method in a Nutshell

Our focus is on the smartcard in the complete scenario, i.e. the programs on the
card and the communication with the terminals. We propose to take the following
steps using particular techniques for developing secure smartcard applications:

1. Modelling and formalization
(a) Model the relevant parts of the scenario with UML class diagrams aug-

mented by algebraic specifications. This includes the cardlet, the termi-
nals, and their data.

(b) Formulate the security properties as class invariants and/or constraints.
(c) Define the capabilities of an attacker as an algebraic specification.
(d) Design the communication protocols with UML activity diagrams.

2. Proving security
(e) The UML model is transformed into an algebraic specification (together

with the attacker capabilities); the security properties become proof obli-
gations.

(f) Prove the security properties.
3. Refinement and verification
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(g) Refine the abstract data types used in the formal model of the scenario
to real JavaCard data types (byte arrays etc.).

(h) Implement the card program.
(i) Proof obligations are generated from the protocol axioms and the refine-

ment for the correct behaviour of the program.
(j) Prove the correctness of the refinement and the implementation.

4. Allowing multiple applications
A mandatory security policy for the smartcard allows to employ open multi-
applicative cards. The application provider must be sure that nobody – not
even the card holder – can manipulate or read the card program because
it typically contains secret keys. This problem is solved in [15], and not
considered here.

It can be seen that smartcard applications (even though small in terms of soft-
ware size) combine several different types of problems, and require therefore a
combination of different formal methods: smartcards and terminals are inher-
ently object oriented, and the complete software system is highly distributed.
There is an enormous gap between an abstract model of data types and their
implementation on the card (documents vs. byte arrays) due to the limited re-
sources of the card. Reasoning about an attacker and security requires a logical,
qualitative definition of cryptographic functions. A successful formal treatment
of these problems requires the combination of those techniques that are most
effective for every problem into a homogeneous solution that leaves no gaps be-
tween different views on the system. In this sense the steps (c), (d), (g), (i), and
4. are very specific for smartcard applications. The next three sections describe
the first three steps of our approach in more detail.

4 Specification of the Example

The objects of a smartcard scenario are modeled in a UML class diagram [17]
with algebraic annotations, the protocols are written down as UML activity
diagrams2.

4.1 Modelling Objects and Data

In the example we concentrate on the smartcard part of the application. There-
fore we only deal with the terminals, the cardlet and the communication between
them. The class diagram for the example can be seen in Fig. 2. It is divided into
three parts. First, we have the classes describing the data (region with light gray
background in Fig. 2). Secondly, the classes describing the software components
(white background) and thirdly, an infrastructure of classes needed to formalize
the attacker and the security properties (dark gray background). To simplify
the specification and because it does not affect the main characteristics of the
2 Diagrams for all protocols and the complete specification are available on our website.
(See section publications on http://www.informatik.uni-augsburg.de/swt/fmg/)
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Fig. 2. The class diagram for the example application

scenario we use only one terminal (filling and pay station in one terminal instead
of two).

The class cardlet describes the card program. It has three attributes, value,
to store the number of value points currently loaded, secret, to store the secret
used to authenticate the terminal and secretkey, to store the key for the sym-
metric encryption. The class terminal describes what attributes are necessary
to store the internal state of the terminal. The document class describes what
data can be exchanged between the terminal and the cardlet. The document
class represents an abstract model of the possible documents. The other classes
in the light gray region of the class diagram represent the basic entities of which
documents can be made up. The class actor determines what participants are
considered in the scenario. The class environment contains all active elements
of the scenario, in this case the terminal, the cardlet and the attacker. The class
attacker describes the knowledge of the attacker. Reasoning about the protocols
is done by analyzing traces – in our case finite lists – of events (see e.g. [12]). Each
event corresponds to one data exchange. The class event describes these data
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exchanges. An event consists of the environment in which the communication
took place, the sender of the data, the sent document and the receiver.

As can be seen in Fig. 2, we do not use pure UML class diagrams. Instead
we enrich the class diagrams so that we are able to express certain constructs of
structured algebraic specifications, e.g. a free datatype declaration as in Casl
[6]. If the data type has only one constructor (a record type) it is written down
as a normal class with its fields turned into attributes of the class. For example
the class cardlet is a record with the fields value, secret and secretkey. If
several different constructors are needed, we put the algebraic specification of
the data type in a note and link the note to the class. This was done for the
class document.

Other important structuring operations are the import of specifications from
a library and the usage of generic data types. To import a specification from a
library we add a class to the class diagram that is named like the library speci-
fication and given the stereotype �library�. To actualize a generic specification
we put a class in the class diagram with the stereotype �actualized�. Additional
information (mapping of symbols and the actual specification) is put into the
class description.

These additions to the class diagram allow to view the class diagram as a
graphical representation of a structured algebraic specification.

4.2 Security Properties and the Attacker

The security properties are typically added as constraints to the classes in the
class diagram. Sometimes a security property can be expressed in an easier way
if certain additional attributes (that are not necessary for an implementation),
are added to a class. Because of the simple structure of the example it is possible
to formulate the security property as a constraint of the class terminal. The
property is:

local-sec: collected ≤ issued

collected counts the number of points that were paid by cards, issued counts
how much points have been loaded onto cards. The attributes collected and
issued have been introduced to express the security property in a very simple
and intuitive manner.

The axioms describing the attacker consist of two parts and these parts are
located in different specifications. The first part deals with the knowledge of
the attacker. It describes how the attacker can decompose documents into their
parts and build up new documents from the ones he already possesses. The de-
composition of documents is done by splitting composed documents into their
parts, decrypting encrypted documents if the attacker has the key, and so on.
During this analysis of a document the attacker adds all parts of the original
document to his knowledge and can thereby acquire new keys or nonces that
were contained in the analyzed document. This is similar to [12]. The corre-
sponding axioms are located in attacker. The second part describes which data
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transfers the attacker can observe or modify. This is formalized as a condition
for admissible traces. One axiom is

admissible(tr + ev + ev0)
↔ admissible(tr + ev) ∧ stepadm(tr + ev, ev0)

∧ (ev.to = thehack → ev0.known = add known(ev.doc, ev.known))
∧ (ev.to �= thehack → ev0.known = ev.known)

It states that a trace (tr + ev + ev0) with at least two elements (traces with
less than two events are always admissible) is admissible iff the trace without
the last event (tr + ev) is admissible, if ev0 is an admissible next step for the
trace tr + ev and if the knowledge of the attacker was properly treated: if the
receiver of the data transfer in event ev was the attacker, the sent document
(ev.doc) is added to the known documents of the attacker, otherwise the knowl-
edge remains unchanged. This models an attacker that cannot eavesdrop on the
communication between a terminal and a cardlet.

In our opinion there is a limited number of typical attackers. They can be
specified once and for all and stored in a library.

4.3 Specification of the Protocols

There are two protocols in our example, the load protocol and the pay protocol
(Fig. 3).

We use UML activity diagrams for the specification. Each actor of a protocol
(mostly one terminal and one cardlet) is represented by a swim lane. A swim
lane is a partition of activity diagrams to express responsibilities. We use this
to state who executes which operations and performs which tests. The flow of a
protocol is from the start node ( 1�������� in Fig. 3) to the end node 8��������. Activity nodes
2�������� describe state changes of the cardlet or the terminal (only activities labeled
Process or Receive have a special function), objects 3�������� represent transferred
data. The structure of the data is defined in a note 4�������� attached to the object.
Branches 5�������� (or decision nodes) are used to state that a condition must be
satisfied for a path to be executable. Signal sending nodes 6�������� model exceptions.
Signal receipt nodes 7�������� model the catcher for these exceptions. Following an
activity diagram from the start to the end node presents the intended flow of
the protocol, the faultless completion of the protocol. Error handling is treated
by the send and receipt nodes. The communication steps can be identified by
looking at the border of the swim lanes. Each object flow link crossing a border
represents a data exchange.

The pay protocol (Fig. 3) is quite short. The protocol starts with an activity
of the terminal in which the attribute last inst is set to the value pay and a
new challenge is generated. The newly generated nonce is stored in the attribute
challenge. Then a command must be sent to the cardlet. The command (object
co1) consists of the card instruction pay and a compound document consisting
of the number of points that are to be paid (loadpoints) and the nonce that
has just been created (challenge). The cardlet receives this command and calls
the process method.
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Fig. 3. Activity Diagram of the Pay Protocol

If there are not enough points left to pay (value − arg.1 < 0) or if the
argument is not greater than 0 (arg.1 ≤ 0) the cardlet will not proceed with the
protocol and send the status word SW DATA INVALID to the terminal. If the test
succeeds the value in the cardlet is decremented (value = value− arg.1) and a
response is sent to the terminal. The response consists of the complete argument
sent to the cardlet encrypted with secretkey, and SW OK as status word. After
receiving the response, the terminal checks two conditions. Most important, the
terminal must verify that the decryption of the received document leads to the
data sent to the cardlet earlier. Only if the verification succeeds, the terminal
is convinced that the value in the cardlet was actually decremented and that
the cardlet is authentic (because only authentic cardlets know the secret key).
If this was successful the attribute collected in the terminal is incremented by
loadpoints and the last instruction field is set to none. The signal receipt node
leads directly to the stop node. Any status word other than SW OK terminates
the protocol.

The load protocol is a little bit longer and omitted here. Compared to the
description in Sect. 2 the full protocol is much more detailed. Especially the error
handling is fully elaborated, e.g. the error messages are fixed, and the number
of value points is limited because of the resource restriction of real smartcards.
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5 From Diagrams to Algebraic Specifications

5.1 Class Diagram

The classes are automatically transformed into specifications. For example the
class cardlet is transformed into the following free data type specification
(Casl) in the KIV system:

cardlet = mkcardlet( . .secret : secret; . .secretkey : key; . .value : int) ;

The data type is named cardlet, its only constructor is mkcardlet() and it has
3 parameters. The names of the attributes of the class are used for the names
of the selector functions (a leading dot is added to the name). For example,
the attribute secret leads to a selector function .secret : cardlet → secret. The
axioms for a free data type are generated automatically consistent and unique
up to isomorphism.

The local security property from the terminal class is automatically trans-
formed into:

sec glob: init(tr) ∧ admissible(tr)
→ ∀n. tr[n].env.term.collected ≤ tr[n].env.term.issued

The formula states that the local constraint must be true in all states of the
terminal in all admissible traces. Herein tr[n].env.term.collected selects the col-
lected attribute from the terminal in the environment of the n-th step of the
trace. The local property is thereby lifted on a global prospect. Properties that
cannot be formulated as invariants of an object can be expressed directly on the
level of traces.

5.2 Activity Diagram

The result of the transformation of an activity diagram is a set of axioms de-
scribing two functions, send() and receive(). The function send() describes what
happens when a command is sent to the cardlet, receive() deals with the terminal
receiving a response. Commands and responses have two different effects. First,
the internal state of the terminal or the cardlet is changed and second, a new
command or response is generated. Therefore they return pairs, send() a pair of
cardlet and document and receive() a pair of terminal and document:

send : cardlet × document → cardlet×document
send : terminal × document → cardlet×document

The axioms are generated by following the flow of the protocol and collecting the
required information. The informations needed are the last command or response
that was sent, the guard conditions after branches, the changes to the internal
state and the structure of the next response or command. Let us look at some
steps of the pay protocol (Fig. 3). The first activity sets last inst to pay and
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puts a newly generated nonce in challenge. These modifications to the terminal
are stored by the generation process. The next node is an object representing
a command that is to be sent to the cardlet. The attached note shows that the
instruction in the command is pay and that loadpoints and challenge are to be
sent as additional data. As we leave the terminal swim lane now, all information
for the first axiom is gathered and it can be created. The modification of the state
of the terminal is written down as a Java statement (e.g. last inst=pay). Such
assignments are translated into calls of special modification functions that take
a terminal or cardlet and modify exactly one field. The assignment stated above
is translated into term1 = set last inst(term, pay). Combining all modifications
and the next command we get the following axiom:

term1 = set last inst(term, pay)
∧ term2 = set challenge(term1, nonce)
∧ term3 = set loadpoints(term2, get int(doc))

→ receive(term, commanddoc(pay, doc)) =
term3 × commanddoc(pay, intdoc(term3 .loadpoints) +

noncedoc(term3 .challenge))

In general the receive() function will get a responsedoc as second parameter. As
this is the first step of the protocol, there is no last response from the cardlet.
The start of a protocol must be triggered by an external event, in most cases
an action of the card holder. This is modeled by sending a commanddoc to the
terminal, telling the terminal which protocol is to be executed. In this case, the
terminal executes the pay protocol and the number of points given in doc is to
be paid.

The axiom above has no preconditions originating from decisions in the pro-
tocol. The equations on the left hand side are produced by the modifications to
the terminal. Now we show another axiom for pay, this time an axiom for the
cardlet, i.e. about send(). It must be tested that the number of points to pay
is nonnegative and that there are enough points left to pay (¬ (arg.1 ≤ 0 ∨
value − arg.1) < 0)). If the condition is satisfied, the protocol demands that
value is decremented by arg.1 and that the cardlet creates a response indicat-
ing the correct completion of the pay operation. Taking the entry of the activity
and the note defining the structure of the response, we get:

pay cardlet 1: ¬ (cl .value − get int(getparam(1, doc)) < 0 ∨
get int(getparam(1, doc)) ≤ 0)

∧ cl1 = set value(cl, cl .value − get int(getparam(1, doc)))
→ send(cl, commanddoc(pay, doc)) =

cl1 × responsedoc(encdoc(cl1 .secretkey, doc), SW OK)

In the axiom cl and cl1 are variables for cardlets. The error handling in this case is
simple. If the condition is not satisfied, the cardlet has to returnSW DATA INVALID
and leave its internal state unchanged. The corresponding axiom is:
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pay cardlet 2: cl.value − get int(getparam(1, doc)) < 0 ∨
get int(getparam(1, doc)) ≤ 0

→ send(cl, commanddoc(pay, doc)) =
cl × responsedoc(⊥, SW DATA INVALID)

Aside from the nodes in the direct flow of the protocol we have a signal
receipt node. It is labeled ‘Catch’ and catches all error signals. The catcher does
not lead to any actions but instead leads to the stop node. This means that
the function receive() produces an unchanged terminal as result and ⊥ as next
command. The axiom is as follows:

is resdoc(doc) ∧ doc .status �= SW OK ∧ term .last inst = pay
→ receive(term, doc) = term × ⊥

Altogether we get 17 axioms for the pay and the load protocol: 6 for pay, 9
for load and two for error handling.

The result of the transformation is an algebraic specification for the smart-
card application. It consists of the data types, the protocol axioms and the
attacker capabilities.

SPEC = classes + protocols + attacker

The correctness of the security property (sec glob) can now be established by
proving that

SPEC |= sec glob

It may seem strange to split a complete protocol into several axioms. But the
reason is simple. It corresponds to the way the cardlet works. The cardlet receives
one command and returns a response. It is crucial to keep in mind that a protocol
is not necessarily executed completely, or in the intended order, or with the
intended data, because an attacker can rearrange instructions to his liking, and
send arbitrary commands.

6 Correctness of the Card Implementation

A correct and secure protocol only works if it is implemented correctly in the
terminal and the cardlet. However, the card implementation is more critical
because it is almost impossible to correct an error if a large number of cardlets
is already distributed. Furthermore, card programs are rather prone to errors
because the limited resources require more or less tricky programming. And,
they are more tractable to verification (no user interface, multi tasking etc.).
Therefore, we deal only with the card implementation. We use JavaCard [10], a
subset of Java that is tailored for limited resources (e.g. no garbage collection,
no threads, no strings, no floats), and we use real JavaCard, not a lightweight,
abstract, or simplified programming language. It should be noted that existing
smartcards supporting JavaCard do not provide integers (32 bits) as a data type,
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but only bytes (8 bits) and shorts (16 bits). For verification we use a dynamic
logic [8] for JavaCard implemented in KIV [16].

The real communication between a terminal and a card happens not by
sending and receiving abstract data types like documents, but by sequences of
up to 256 bytes (APDUs, application protocol data units [9]). On the card side,
a JavaCard method process receives the input as a byte array in an APDU
object.

To prove the correctness of the card program the application developer must
provide the following:

1. an encoding (a refinement) of those abstract data types that are sent to the
card into byte arrays. Additionally, the length of the data must be fixed.

2. A refinement of the abstract data types used on the card to JavaCard data
types.

3. An invariant for the data on the card.

With this information proof obligations for the consistency of the implementation
with the protocols can be generated automatically, one for each protocol axiom
plus the proof obligations for the refinement. We illustrate this with the second
axiom of the pay protocol, pay cardlet 2 (see 5.2).

The cardlet expects to receive a number (the points to load as an integer)
and a nonce. The encoding into a byte array is predefined (nonces are integers,
and integers are coded in the usual manner as two’s complement). We spec-
ify that the number will be 2 bytes long, and the nonce 6 bytes. These are
additional requirements a terminal program must fulfill. With this definition
get int(getparam(1 , doc)) becomes getint(st , 2 ).

The value on the (abstract) cardlet is stored in an integer field value. Since
we know that the number will always be between 0 and 32767 we can store
the number in a short field, i.e. the integer field value is refined to a short
field value. cl .value thus becomes st [value].intval (the short value is converted
back into an integer). The invariant inv(st) is 0 ≤ st [value].intval . It is indeed
necessary in this case because otherwise the test st [value].intval − getint(st , 2 )
could produce a short underflow – one of the pitfalls of bounded resources.

Automatically send becomes a method invocation of process, and response-
doc an ISOException. So the resulting proof obligation is

apduIns(st) = pay
∧ (st[value].intval – getint(st, 2) < 0 ∨ getint(st, 2) ≤ 0)
∧ inv(st) ∧ st = st0 ∧ ok(st)

→ 〈st/process(apdu);〉
( st[cardlet] = st0[cardlet] ∧ inv(st)
∧ ISOException(SW DATA INVALID, st))

Every protocol axiom for the card becomes one proof obligation (2 for pay, 4 for
load, 1 for an illegal instruction), plus 1 for the card initialization, plus 1 for the
invariance property gives a total of 9 proof obligations for the example. They
are verified with KIV and together ensure that the cardlet is consistent with the
protocol specification.
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7 Related Work

Formal Methods and UML. A considerable amount of work has been done
to formalize the semantic of UML, e.g. [7] defines a formal execution semantic
for activity diagrams. In contrast to us, the authors of this paper do not deal
with modelling communication protocols but with workflow modelling. [20]
presents an approach to transform class diagrams into Z specifications. In
contrary to most publications, which only cover a subset of UML, [13] de-
scribes an approach to formalize UML models as a whole. The concept is to
translate the UML diagrams into Casl-Ltl specifications. All these publica-
tions aim at providing a complete semantics for some or all UML diagrams.
This is not our intention, we use only that part of the expressiveness of
UML that is necessary to describe our limited scenarios and for these parts
we define a semantic suitable for our task.

Protocol Verification. The most seminal work for formal crypto protocol ver-
ification is, perhaps, by Burrows, Abadi, and Needham [5]. The algebraic
specification technique we use is chiefly inspired by Paulson [12], where au-
thentication protocols are analyzed. However, we distinguish between differ-
ent types of participating agents, use different capabilities for the attacker,
and introduce an internal state for the terminal and card (a very natural
approach).

Java Semantics and Calculi. The formal analysis of Java (or JavaCard) has
become an issue in the last years. A good starting point for a formal treat-
ment of Java is [1]. There exist a number of Hoare calculi for Java (e.g. [19]),
and another dynamic logic [4], but the proof support (heuristics, automation,
user interface) is not clear.

JavaCard Projects. The VerifiCard [18] and the KeY project [11] (both home
pages provide more information and references) are two projects aimed at
correct JavaCard programs, but do not include design, correctness, and secu-
rity of the protocols into an integrated formal approach. The contribution of
our approach is to support the entire development process from application
design and security to implementation correctness. To our knowledge, this
has not been done before.

8 Summary

We have presented a method for the formal development of secure smartcard
applications. The method combines and integrates different techniques (with al-
gebraic specifications at the core) to tackle the different problems: objects and
distributed systems, attackers and cryptographic protocols, JavaCard programs
and limited resources. The techniques include UML models enriched by alge-
braic specifications, and dynamic logic for JavaCard verification. The method
is tailored to take advantage of the special features of smartcard scenarios, and
to make proving security and correctness as easy as possible. The method is
illustrated with a small but surprisingly complex example, a copy card. The
approach is implemented in the KIV specification and verification system.
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Abstract. This paper proposes an extension of the Java Modeling Lan-
guage (JML) with temporal specifications. The extension is inspired by
the patterns and specification language used within the Bandera project,
and is especially tailored to specify properties of Java(Card) programs;
for example, it allows the exceptional behaviour of methods to be spec-
ified. In the tradition of JML, the extension has been designed to be
simple, easy and intuitive to use for software engineers. As an example,
we show how the JML extension can be used to specify temporal aspects
of the JavaCard API. Later, a semantics for the extension is discussed.
We show how to translate a subset of the extension back into standard
JML, thus allowing the re-use of existing verification techniques for JML.
For the ‘new’ part of the language, a trace-based semantics is given.

1 Introduction

Although the feasibility of program verification is now acknowledged, it is still
labour-intensive and complex, requiring an appropriate specification language
and an understanding of the underlying semantics. (See [10,12] for some exam-
ples of verification of Java programs using theorem proving.) Design by Contract
made a number of in-roads into the area, using assertions to incorporate specifi-
cation information into the program code itself [21]. Eiffel was the first program-
ming language based on Design by Contract, its assertions describing the code’s
implicit contracts, specifying requirements such as: pre-conditions that a client
must meet before a method is invoked, post-conditions that a method must meet
after it executes, and class invariants that must be preserved by each method.
Following this approach, several specification languages designed for Java have
since been developed; among them the Java Modeling Language, or JML [17,16].
However, verifications of Java programs using specification languages based on
Design by Contract are, as a consequence of their nature, necessarily restricted
to their functional behaviour.
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At the same time, in the field of model checking, attention is shifting towards
the verification of software and in particular to the interactions between the dif-
ferent components in a program. (See [4,8] for some examples of model checkers
applied to Java.) A drawback of these approaches is that the specifications are
often given in a complicated logic which makes them difficult to understand for
many Java programmers. These specifications are also usually given separately –
they are not part of the program – in contrast to e.g. Eiffel or JML specifications.
To get a closer integration between functional and temporal specifications, these
different specification techniques should be integrated.

Java with Assertions, or Jass, developed at the University of Oldenburg, is
a first attempt to bridge this gap. Jass allows Java classes to be annotated with
specifications in the form of assertions [3,14]. In particular, Jass features trace
assertions which are used to monitor the ordering of method invocations and
returns. Trace assertions – whose semantics are based on CSP – can be used
to specify the order in which methods can or must be invoked, and also the
conditions under which a method can be invoked. However, Jass trace assertions
cannot be integrated with other Jass specifications, hence a specification stat-
ing e.g. that after a particular method call a certain variable should always be
positive, is not allowed.

JML was designed by Gary Leavens et al. at Iowa State University. JML is
used to specify Java classes and interfaces [17,16]. Many of the standard assertion
features of JML are similar to Jass. However, JML’s ability to handle interfaces
and abstract classes, and its feature of model variables – described in more detail
in the next section – makes it much more expressive.1 We therefore propose an
extension of JML with temporal logic which is easier to understand than Jass
trace assertions, and which can be used to specify the temporal behaviour of
interactions between different objects in a Java(Card) program.

For the extension of JML we are inspired by the SanTos Specification Pattern
project, a branch of the Bandera project [2]. The overall goal of the Bandera
project is the development of a tool which automatically extracts abstract math-
ematical models based on specified properties from Java source code. The tool
can then render these models in the input language of several different model-
checking tools. Bandera employs program analysis, abstraction and transfor-
mation techniques in order to get finite-state models [4]. Specifications of Java
source code are made using the Bandera Specification Language, BSL, which im-
plements so-called specification patterns. A specification pattern is a language
independent set of commonly used specification constructs for finite-state verifi-
cation, with mappings into different temporal logics. Because of this implemen-
tation, BSL is independent from the source code it specifies [22,5]. However, BSL
does not allow properties of exceptions to be specified; this is where it differs
from JML and our work.

In order to develop a better understanding of what kind of specification con-
structs are necessary for our extension language, we looked at the JavaCard
1 In fact, the designers of Jass are currently considering switching to JML as an

assertion language.
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API [1]. As part of the LOOP project at the University of Nijmegen [19], spec-
ifications for the JavaCard API have been written in JML [7,20]. A goal is to
eventually verify these specifications with respect to the reference implementa-
tion of the API. In several specifications, temporal aspects – such as the order
of method invocations – have been specified using model variables, simulating
a state automaton. (Sect. 4 shows how similar specifications look in our JML
extension.) However, some temporal specifications have not been given at all by
the LOOP team, since standard JML is inadequate to specify these directly.

The temporal extension of JML presented in this paper has been designed
with the following goals in mind:

– the language should be intuitive and easy to understand for software engi-
neers familiar with Java(Card);

– the language should be tailored to specify properties about Java(Card) pro-
grams;

– the language should be integrated with standard JML, i.e. it should be
possible to use existing JML expressions in the temporal logic formulae;

– the language should provide all specification constructs that have been iden-
tified as important by the specification patterns project and which are rele-
vant for Java; and

– the language should have a clear semantics and appropriate verification tech-
niques.

A subset of the specifications allowed by our language extension can be trans-
lated back into standard JML specifications; they can therefore be verified us-
ing standard verification techniques for JML, as advocated in e.g. the LOOP
project [13]. This subset describes safety properties – nothing bad will happen –
meaning that if a program gets into a particular state then a certain property is
satisfied. Specifications which cannot be translated back into standard JML are
liveness properties – eventually something good will happen – meaning that cer-
tain program states will be reached. This paper describes the semantics of both
safety and liveness properties, but it does not present appropriate verification
techniques for liveness properties; this is a topic of future work.

The paper is outlined as follows: in Sect. 2 JML is described in more detail;
Sect. 3 outlines specification patterns; Sect. 4 informally introduces our specifi-
cation language and presents an example featuring the transaction mechanism
of JavaCard; Sect. 5 discusses the semantics of our specification language; and
finally, in Sect. 6, we draw conclusions and discuss future work.

2 The Java Modeling Language

JML has been designed to be easy to use for Java programmers with little
experience in logic. It allows class invariants and pre- and post-conditions for
methods and constructors to be written within the program code. Specifications
are formulated by making use of (side-effect-free) boolean Java expressions; they
are written as Java comments, following //@ or enclosed between /*@ and */.
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The additional @ notifies the JML tool that it is a JML specification rather than
an ordinary comment. The JML tool is a pre-compiler that translates specified
programs into Java programs which explicitly monitor assertions at run-time.
Specification violations that are found throw Java exceptions. A simple JML
method specification is described below:

/*@ public normal behavior
requires P;
ensures Q;

*/

Such a specification states that if a pre-condition P holds at the invocation of
a public method then the method terminates normally, i.e. does not throw an
exception, and the post-condition Q will hold at the end of the method invocation.
This is comparable to a total correctness formula in Hoare logic.2 A variation
on the normal behavior specification is a behavior specification. Here also, the
conditions under which a method may, may not, or must throw an exception can
be specified. A typical behavior specification looks as follows:

/*@ public behavior
requires P;
ensures Q;
signals (e 1) R 1;

...
signals (e n) R n;

/*

If the pre-condition P holds at the beginning of a public method’s invocation
and the method terminates normally, then the corresponding post-condition Q
is satisfied. If the method does not terminate normally and instead throws an
exception which is an instance of a subclass of one of the e i’s listed, then
the exception’s respective condition R i should hold. These specifications can
be translated into formulae of an extended Hoare logic dealing with abrupt
termination outlined in [11,13].

Within (exceptional) post-conditions, expressions of the form \old(E) can
be used, denoting the value of the expression E evaluated in the pre-state of the
method.

To get a higher level of abstraction in the specifications, JML allows the
declaration of so-called model variables (using the keyword model) which are
variables that exist only within specifications. This is an extension of Hoare’s
data abstraction technique [9]. Model variables are typically used to represent the
internal state of an object in an abstract way. For example, a typical specification
2 Notice that only partial correctness can be monitored. To establish total correctness

one needs to do formal verification.
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of an object BoundedThing3 has two model variables: size and MAX SIZE, de-
noting the size and the maximum size of the BoundedThing, respectively. Model
variables can be ‘initialised’ by specifying an initially clause, i.e. size may
be initialised to 0 via the specification //@ initially size == 0. To change
the value of model variables, a set clause specifies an ‘assignment’ to a model
variable.

Finally, there are specification constructs which describe the behaviour of a
whole class. Examples of these are invariants and constraints. An invariant
clause declares those properties that are true in all publicly visible, reachable
states of an object, i.e. for each state that is outside of a public method’s
execution. An invariant is supposed to be established by the class construc-
tors and to be preserved by each (public) method. For example, the specifica-
tion //@ invariant 0 <= size && size <= MAX_SIZE means that the value
of size is always bound between 0 and MAX_SIZE. Within a method’s execu-
tion an invariant may be broken, but before the method terminates the invari-
ant has to be re-established, even when the method terminates exceptionally.
A constraint clause relates the pre-state and the post-state of every method,
restricting how the variables may be changed by a method. For example, //@
constraint MAX_SIZE == \old(MAX_SIZE) specifies that the value of MAX_SIZE
cannot change, since the value in a method’s post-state, MAX_SIZE, must be al-
ways equal to the value in its pre-state, \old(MAX_SIZE).

3 Specification Patterns

Influenced by the notion of design patterns, the specification pattern approach to
finite-state verification was first proposed by Matthew Dwyer et al. of the Spec-
ification Pattern project at the SanTos Laboratory, Kansas State University [6].
Specification patterns describe the structure of some aspect of a program’s be-
haviour and provide expressions of this behaviour in common formalisms such
as linear temporal logic, LTL, or computational tree logic, CTL. (See e.g. [18]
for a description of these formalisms.) Patterns capture an experience base of
expert specifiers in temporal logic; users need not have an in-depth knowledge of
the underlying semantics of the specification language they are using, they just
need to look up the relevant pattern to match the requirement being specified.
As explained in Sect. 1, the specification patterns form the basis for BSL, the
input language for the model-checker front-end tool Bandera.

Patterns include: occurrence patterns such as universal, existence, absence
and bounded existence; and ordering patterns such as precedence and response.
Each pattern has a scope which gives the extent of the program execution over
which the pattern must hold. The intents of the patterns listed above are given
as follows:

– universal: a given state or event occurs throughout a scope
– existence: a given state or event must occur within a scope

3 All examples in this section are taken from the Preliminary Design of JML [16].
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– absence: a given state or event does not occur within a scope
– bounded existence: a given state or event must occur at most/at least/exactly
n times within a scope.

– precedence: a state or event must always be preceded by another state or
event within a scope

– response: a state or event must always be followed by another state or event
within a scope

There are five main scopes, describing time intervals which are closed at the left
and open at the right.

– globally: throughout the entire program’s execution
– after: the execution after a given state or event
– before: the execution up to a given state or event
– between: any part of the execution between two designated state or events
– after-until: the execution after a given state or event until another state

or event, or throughout the rest of the program if there is no subsequent
occurrence of that state or event

Notice that the scope after-until describes what is often known as a weak until; it
is not necessary that the state or event mentioned in the until actually happens.

In the tradition of design patterns, a specification pattern is given in the form
of a package comprising its name, a precise statement of its intent, mappings
into common specification formalisms, e.g. CTL and LTL, examples of known
uses, and relationships to other patterns. The Specification Pattern project’s
website [23] houses a large number of commonly occurring specification patterns.

4 Temporal Specifications in JML

Inspired by the Bandera patterns, and based on our experiences with specifying
the temporal behaviour of the JavaCard API, we propose an extension of JML
with temporal specifications. The syntax for our proposed temporal specifica-
tions is given in Fig. 1. The specifications are easy to understand and are able to
hide much of the technicalities of temporal logic. The intention is that they can
be written anywhere a class invariant can occur. In this section we present the
informal intuition behind the different specification constructs and we discuss
an example. In the next section we discuss the semantics underlying our JML
extension more formally.

The basis of our logic are trace properties which describe a property that
is true for (a part of) a program’s execution. Every temporal formula describes
that part of the program’s execution trace over which the property should hold,
e.g. after or before a certain event has happened, or between two partic-
ular events. We make a distinction between until or unless: until is what is
often known as a strong until, in every execution the event has to happen; while
unless can describe infinite behaviour in which the event may never happen.
Notice also the asymmetry of after and before compared with until and un-
less: the first two can contain temporal formulae as subexpressions, whereas



340 Kerry Trentelman and Marieke Huisman

〈TempForm〉 = after 〈Events〉 〈TempForm〉
| before 〈Events〉 〈TraceProp〉
| 〈TraceProp〉 until 〈Events〉
| 〈TraceProp〉 unless 〈Events〉
| between 〈Events〉 〈Events〉 〈TraceProp〉
| at most 〈nat〉 〈Events〉
| 〈TraceProp〉

〈TraceProp〉 = always 〈StateProp〉
| eventually 〈StateProp〉
| never 〈StateProp〉
| 〈TraceProp〉 & 〈TraceProp〉
| 〈TraceProp〉 | 〈TraceProp〉

〈Events〉 = 〈Event〉
| 〈Event〉, 〈Events〉

〈Event〉 = 〈method〉 called
| 〈method〉 normal
| 〈method〉 exceptional
| 〈method〉 terminates

〈StateProp〉 = 〈JMLProp〉
| 〈method〉 enabled
| 〈method〉 not enabled
| 〈StateProp〉 & 〈StateProp〉
| 〈StateProp〉 | 〈StateProp〉
| !〈StateProp〉

Fig. 1. Temporal specification syntax

the latter only can contain trace properties. We choose to do this in order
to keep the intuitive meaning of expressions clear and to disallow expressions
such as (before e1 φ) unless e2, whose semantics is unclear in the case e2 hap-
pens before e1. A formula between e1 e2 φ describes the same behaviour as
after e1 (φ until e2). If no ‘trace delimiter’ is specified, the property should
hold over the complete trace. With every trace delimiter a set of events can be
given as arguments; this means that one of these events has to happen. A spe-
cial temporal formula is at most n e which can be seen as syntactic sugar for
aftere. . . (after e always false) (where the ellipsis stands for n−1 occurrences
of after e) meaning that no state is reachable after an event e occurs more than
n times.

For a method m, the events that we distinguish are: m called, m normal,
m exceptional and m terminates. Note that the occurrence of an event
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m terminates means that either an event m normal or m exceptional has
occurred. Every event describes a state change, and the trace properties describe
those properties that have to hold in a sequence of states. Essentially, we have
always and eventually properties which describe that a property has to be
true in every state of the sequence, or in at least one state of the sequence,
respectively. In the syntax a keyword never is introduced: never ψ being an
abbreviation for always !ψ, where ! is the Java (and JML) negation.

The properties that have to hold for a particular state are ordinary JML
properties – i.e. JML expressions with type boolean – with two extensions:
m enabled and m not enabled. For a method m, a property m enabled is
true in a particular state whenever: if m is called in that state and it terminates,
it terminates normally. The property m not enabled expresses the contrary: if
m is called and it terminates, it will throw an exception; hence if m is known to
terminate, this expresses the same as !m enabled. As in JML, we use the Java
logical connectives & and | to combine trace and state properties.

4.1 An Example: Temporal Aspects of the JCSystem Class

The extension of JML, as discussed above, is based on our experiences with
writing specifications for the temporal aspects of the JavaCard API [1]. As an
example, the proposed temporal specifications for the JavaCard JCSystem class
will be presented. This class includes methods which control applet execution,
resource and atomic transaction management, and inter-applet object sharing
on a Java smart card [15]. Temporal aspects of the API for this class relate
solely to transaction management which is of crucial importance to the card.
The transaction mechanism works as follows: when an application creates or up-
dates data on a Java smart card, the integrity of the data needs to be preserved
throughout the communication. Either all the data is updated during the com-
munication, or in the case of an interruption, it reverts back to its initial state.
A call to the method JCSystem.beginTransaction initiates the beginning of
a set of updates. Each object update after this point is only conditionally up-
dated; the field may appear to be updated, but the update is not yet committed.
Conditionally updated fields are stored in the commit buffer. Data is committed
to persistent storage – and cleared from the buffer – once the applet has called
JCSystem.commitTransaction. In the case of power loss or some other system
failure before this method is called, conditionally updated fields revert back to
their original values. The method JCSystem.abortTransaction is called if the
applet encounters any internal problems, i.e. an exception is thrown, or if it
decides to cancel the transaction.

Quoted directly from the API documentation [1], the following specifications
describe temporal aspects of the JCSystem class:

– beginTransaction throws TransactionException.IN PROGRESS if a trans-
action is already in progress;

– abortTransaction throws TransactionException.NOT IN PROGRESS if a
transaction is not in progress; and
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– commitTransaction throws TransactionException.NOT IN PROGRESS if a
transaction is not in progress.

Firstly, beginTransaction throws an exception if a transaction is already in
progress. A transaction in progress describes that state in which beginTransac-
tion has been successfully called and neither abortTransaction nor commit-
Transaction has yet been invoked. Hence, after beginTransaction is called, if
it is called again before abortTransaction or commitTransaction, it will throw
an exception. We can write this in our proposed specification language as:

after beginTransaction called
(always beginTransaction not enabled

unless abortTransaction called, commitTransaction called)

The above API specifications also suggest complementary behaviour: if begin-
Transaction is called when a transaction is not in progress, the method will
have normal behaviour. A transaction not in progress describes the state in
which either abortTransaction or commitTransaction has been successfully
called and beginTransaction not yet invoked.4 In our proposed specification
language we can write this complement as:

after abortTransaction called, commitTransaction called
(always beginTransaction enabled

unless beginTransaction called)

In a similar way, based on the documentation above, specifications can be given
which describe when commitTransaction and abortTransaction will, or will
not be enabled. Combining these specifications with the specification for begin-
Transaction results in the following two class specifications:

after beginTransaction called
(always (beginTransaction not enabled &

abortTransaction enabled &
commitTransaction enabled)

unless abortTransaction called, commitTransaction called)

after abortTransaction called, commitTransaction called
(always (beginTransaction enabled &

abortTransaction not enabled &
commitTransaction not enabled)

unless beginTransaction called)

Members of the LOOP group, Hans Meijer and Erik Poll have already given
a JML specification of the transaction methods of the JCSystem class, outlined
in [7]. This specification relies on the model variable transactionDepth which
is assigned the values 0 and 1. When transactionDepth is 0, a transaction is
4 Of course, only beginTransaction will be enabled initially.
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said to be not in progress; when it is 1, a transaction is in progress. For example,
specifications for the abortTransaction and commitTransactionmethods both
contain the clause //@ ensures transactionDepth == 0, whereas the speci-
fication for beginTransaction includes //@ requires transactionDepth ==
0. If there were more than two transaction depths, it could make for a very long
and complicated specification. We believe that by hiding this beneath our tem-
poral extension of JML makes specifications such as those for the transaction
mechanism much simpler and more intuitive.

5 Semantics

After presenting the informal meaning of our proposed language extension it
is necessary to describe the formal semantics. As mentioned before, a subset
of the temporal formulae in our language extension can be translated back into
standard JML. Below, in Sect. 5.2 we discuss how this can be done, and we show
the resulting proof obligations for the specification of the transaction mechanism
as presented in the previous section. But first we define the semantics.

5.1 Trace-Based Semantics

To give a semantics to our temporal extension we define for each possible ex-
ecution trace whether it satisfies the formula. As mentioned above in Sect. 4,
the keywords between and at most can be expressed using after, always and
until; therefore we need not consider these cases. Similarly, we do not explicitly
give a semantics for never, as this can be expressed in terms of always.

Based on Emerson’s terminology in [18], we assume that we have a linear
time structure M = (S,E, x,→) where S is a set of states, E a set of events, x
an infinite sequence of states x(0), x(1), x(2), . . . describing an execution of the
underlying program, and →⊆ S×E×S is a transition relation denoting whether
a state can be reached from another state by a particular event. We assume that
every state transition is labelled by a unique event.

We define M,x |= φ, meaning that temporal formula φ is true of execution
trace (or path) x. When M is understood, we simply write x |= φ.

We first introduce some notation. We use si to denote x(i). The notation
xj denotes the suffix path sj , sj+1, sj+2, . . . and xj

i denotes the segment path
si, si+1, si+2, . . . , sj−1, sj , sj , sj, . . . The segment path is infinite in length when
the last state of the segment is repeated infinitely often.

We say that a set of events E ‘holds’ on a state si (written si |= E) if and
only if i > 0 and there exists an e such that si−1

e−→ si and e ∈ E, i.e. the state
si is reached by an E-transition. The set E does not hold on a state si (written
si �|= E) if and only if si−1 and si are related by an event not in E, or if i = 0.
That is, no event can hold at s0. Moreover, E does not hold on an execution
trace x (written x�|= E) if and only if for all j, sj �|= E.

We overload |= for defining temporal formulae, trace properties and state
properties. We now define x |= φ on the structure of a temporal formula.
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Definition 1 (Semantics of temporal formulae). Given an execution path
x, a set of events E, a temporal formula φ, and a trace property ψ, we define:

x |= after E φ iff ∀j. sj |= E ⇒ xj |= φ

x |= beforeE φ iff ∀j. sj |= E ⇒ xj−1
0 |= φ

x |= ψ until E iff ∃j. sj |= E ∧ xj−1
0 |= ψ

x |= ψ unlessE iff (x |= ψ ∧ x�|= E) ∨ (∃j. sj |= E ∧ xj−1
0 |= ψ)

A temporal formula afterE φ holds exactly in those execution traces for which,
if an E-transition occurs, in the suffix path after this transition, the temporal
formula φ holds. A temporal formula beforeEφ holds exactly in those execution
traces for which, if an E-transition occurs, in the segment path prior to this
transition, the temporal formula φ holds. A formula ψ until E is true for all
execution traces in which an E-transition occurs, and the trace property ψ is
satisfied on the segment path to this E-transition. In addition, ψ unless E is
also true if no event in E occurs and the trace property ψ holds throughout.

Definition 2 (Semantics of trace properties). Given an execution path x
and a state property χ, we define:

x |= always χ iff ∀j. xj |= χ
x |= eventually χ iff ∃j. xj |= χ

The semantics for conjunction and disjunction of trace properties is standard.

This means that a state property χ is always true if it holds for all suffix paths,
and it is eventually true if there exists a suffix path for which it is true.

Lastly, we define when a state property is satisfied on a path. We assume we
have a semantics for JML (and Java) expressions and statements, described as
a function [[−]]

JML
, which defines how to evaluate an expression or statement in

a particular state. In particular, [[m]]
JML

defines the meaning of a method call.
Further, we assume that we have predicates term?, a method terminates; norm?,
a method terminates normally; and excp?, a method terminates exceptionally.
See [10] for an example of a semantics which allows this.

Definition 3 (Semantics of state properties). Given an execution path x,
a method name m, and a JML property ξ, we define:

x |= ξ iff [[ξ]]
JML

(s0)
x |= m enabled iff term? [[m]]

JML
(s0) ⇒ norm? [[m]]

JML
(s0)

x |= m not enabled iff term? [[m]]
JML

(s0) ⇒ excp? [[m]]
JML

(s0)

The semantics for conjunction, disjunction and negation of state properties is
standard.

Thus, state predicates are evaluated in the first state of x.
Hence, for the specification,

after beginTransaction called
(always beginTransaction not enabled

unless abortTransaction called, commitTransaction called),
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the execution traces for which this is true are characterised as follows:5

∀j. sj |= bT ⇒(
(∀l. term? [[bT ]]

JML
(sj+l) ⇒ excp? [[bT ]]

JML
(sj+l)) ∧ (∀m. sj+m �|= cT, aT )

)

∨ (∃k. sj+k |= cT, aT ∧
∀l. term? [[bT ]]

JML
(xj+k−1

j+1 (0)) ⇒ excp? [[bT ]]
JML

(xj+k−1
j+1 (0))

)

5.2 Translating Temporal Formulae Back to JML

As discussed above, a subset of our language extension can be translated back
into standard JML expressions. This subset expresses safety properties: if a pro-
gram reaches a certain state then a property is satisfied, but it is not guaranteed
that the program will actually reach this state. In this section we consider only
safety properties formed using after, unless and always. The specification of
the transaction mechanism is an example of a safety property. We use this ex-
ample to illustrate the translation back to JML. This translation might seem
verbose, but as it can be performed by a tool, this is of no importance.

In order to translate the specifications of the transaction mechanism back into
JML, a number of model variables such as m called, m normal and m excep-
tional are declared for each relevant method m. These model variables are given
a boolean value, initially false, and are used to trace the behaviour of the
program. In the first line of every method m, a JML set-statement is added
setting m called.

//@ set m_called = true;

Moreover, the specification of method m contains the following normal and ex-
ceptional post-conditions:

//@ ensures m_normal & !m_exceptional;
//@ signals (Exception) m_exceptional & !m_normal;

These state that if the method terminates either normally or abruptly then the
model variables are appropriately set.

The top-level expression in the specification of the transaction mechanism
is after e1 φ, where φ is some temporal formula. Provided that φ is a safety
property, this means that if an event e1 has happened, the property φ is satisfied.
In general, the safety property φ expresses one of the following:

– some trace property ψ holds forever, i.e. always ψ;
– if an event e2 happens, a safety property φ2 holds, i.e. after e2 φ2;
– ψ holds unless some event e2 happens, i.e. always ψ unless e2.

In the last case, if such an event e2 happens, it will ensure that e1 is no longer
true. Therefore, we would like to add an invariant stating that ψ holds when e1
is true.
5 For readability, we use bT , cT and aT to denote both the method and the event

method called.
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class JCSystem {

/*@ public behavior

ensures \old(beginTransaction_called) => false;

signals (Exception) \old(abortTransaction_called)|

\old(commitTransaction_called) => false;

*/

beginTransaction(){

//@ set beginTransaction_called = true;

//@ set abortTransaction_called = false;

//@ set commitTransaction_called = false;

..

}

/*@ public behavior

ensures \old(abortTransaction_called)|

\old(commitTransaction_called) => false;

signals (Exception) \old(beginTransaction_called) => false;

*/

abortTransaction() {

//@ set abortTransaction_called = true;

//@ set beginTransaction_called = false;

..

}

// commitTransaction specification similar to abortTransaction

}

Fig. 2. JML specification for transaction mechanism

//@ invariant e_1 ==> psi;

To ensure that at the moment e2 occurs e1 is set to false again, we add an
additional set assertion at the moment that e2 happens. For example, in the
specification after m called (ψ unless n called), the following additional set-
statement needs to be added in the beginning of method n:

//@ set m_called = false;

In the case of the transaction mechanism, the state properties that are spec-
ified declare that methods have normal or exceptional behaviour. This cannot
be expressed by a class invariant, but it can be expressed by specifying that in
such a case a particular post-condition cannot be established. For example, to
express that after m called (always n not enabled), the method n requires an
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additional specification stating that after m has been called, the method cannot
terminate normally.

//@ ensures m_called => false;

Fig. 2 shows the relevant parts of the JML specification that are constructed
in this way. The specification for commitTransaction is not included as it is
similar to that for abortTransaction.

It is interesting to compare this specification with the specification given by
the LOOP project at [7]. For example, in the JML version of the specification,
the method beginTransaction is specified by: //@ requires transaction-
Depth == 0 and //@ ensures transactionDepth == 1 within a normal be-
havior specification, and //@ requires transactionDepth == 1 within an
exceptional behavior specification. We can see that in the LOOP specifica-
tion transactionDepth == 0 if and only if !beginTransaction called in our
specification. (Similar results can be given for abortTransaction called and
commitTransaction called.) Thus these specifications are equivalent.

6 Conclusions and Future Work

We have presented an extension of JML with temporal logic. The extension is
based on the specification patterns proposed within the Bandera project and
is tailored especially to Java. Although not all specifications in our language
extension can be translated back into standard JML, we believe that by using our
syntax, specifications are more readable and intuitive. Our language extension
also allows the specification of liveness properties – eventually something good
will happen – which currently cannot be specified in standard JML.

We have described a semantics for the language and we have discussed how
temporal properties can be verified if they can be translated back into standard
JML. It is future work to integrate the language extension into the grammar for
standard JML and to develop an appropriate verification technique for liveness
properties. More future work is to extend the language, allowing trace properties
to state that events eventually or never happen and to integrate (a subset of)
our language extension with a run-time assertion generator, as is done for trace
assertions in the Jass project [14] and in the Java PathExplorer project [8].
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Abstract. Dynamic programming is a classic programming technique,
applicable in a wide variety of domains, like stochastic systems analy-
sis, operations research, combinatorics of discrete structures, flow prob-
lems, parsing with ambiguous grammars, or biosequence analysis. Yet, no
methodology is available for designing such algorithms. The matrix re-
currences that typically describe a dynamic programming algorithm are
difficult to construct, error-prone to implement, and almost impossible
to debug.
This article introduces an algebraic style of dynamic programming over
sequence data. We define the formal framework including a formalization
of Bellman’s principle, specify an executable specification language, and
show how algorithm design decisions and tuning for efficiency can be
described on a convenient level of abstraction.

AMAST Categories: programming methodology, specification languages, pro-
gram transformation, functional programming

1 Introduction

The development of successful dynamic programming
recurrences is a matter of experience, talent, and luck.

An anonymous referee

1.1 Motivation

Dynamic programming (DP) is one of the classic programming paradigms, in-
troduced even before the term Computer Science was firmly established. Bell-
man’s “Principle of Optimality” [2] belongs to the core knowledge we expect
from every computer science graduate. Significant work has gone into formally
characterizing this principle [22,20], formulating DP in different programming
paradigms [21,7] and studying its relation to other general programming meth-
ods such as greedy algorithms [3].

The analysis of molecular sequence data has fostered increased interest in DP.
Protein homology search, RNA structure prediction, gene finding, and discovery
of regulatory signals in RNA pose string processing problems in unprecedenced
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variety and data volume. A recent textbook in biosequence analysis [8] lists 11
applications of DP in its introductory chapter, and many more in the sequel.

Textbook examples are typically restricted to simple problems that can be
solved without methodical guidance. Developing a DP algorithm for an opti-
mization problem over a nontrivial domain has intrinsic difficulties. The choice
of objective function and search space are interdependent, and closely tied up
with questions of efficiency. Once completed, all DP algorithms are expressed
via recurrence relations between tables holding intermediate results. These re-
currences provide a very low level of abstraction, and subscript errors are a ma-
jor nuisance even in published articles. The recurrences are difficult to explain,
painful to implement, and almost impossible to debug: A subtle error gives rise
to a suboptimal solution every now and then, which can hardly be detected by
human inspection. In this situation it is remarkable that neither the literature
cited above, nor computer science textbooks [6,16,18,5,1,24] provide guidance in
the development of DP algorithms.

1.2 Overview of Our Approach

The Algebraic Dynamic Programming approach (ADP) introduces a conceptual
splitting of a DP algorithm into a recognition and an evaluation phase. The
evaluation phase is specified by an evaluation algebra, the recognition phase by
a yield grammar. Each grammar can be combined with a variety of algebras to
solve different but related problems, for which heretofore DP recurrences had
to be developed independently. Grammar and algebra together describe a DP
algorithm on a high level of abstraction, supporting the development of ideas
and the comparison of algorithms. A notation for yield grammars is provided
that serves as a domain-specific language. Expressed in this language, the ADP
algorithm can run as an executable prototype in a functional language, and
can be translated into traditional DP recurrences implemented in an imperative
language. Such implementation issues are treated in [14]. Here we concentrate
on ADP as a programming method, and show how clever “tricks” found in the
DP literature can be expressed transparently in this framework.

1.3 Related Work

The ADP method has been developed recently in the application context of
biosequence analysis. An informal presentation to the bioinformatics community
has appeared in [10]. An old bioinformatics challenge, the folding of saturated
RNA secondary structures [26], has been solved via ADP recently, but was pub-
lished without reference to this method [9]. The aspect of ambiguity in dynamic
programming (not covered here) is studied in [11].
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2 Dynamic Programming, Traditional Style

2.1 Palindromic Patterns in Strings

We consider strings over some alphabet. For x = x1 . . . xm let |x| = m and x(i, j)
denote the subword xi+1 . . . xj . Note that |x(i, j)| = j − i. When x is clear from
the context, we write (i, j) for x(i, j). A string x is a palindrome, if x = x−1.
A separated palindrome [16] has the form x = uvu−1, where we call v the “loop”
of the palindrome, and u its “stem”.

The string panamacanal is a separated palindrome with an empty stem,
containing several non-trivial separated palindromes (e. g. anamacana, acana).
Being a separated palindrome is not just a Yes-No question: The string abccba
can be considered a separated palindrome in four different ways. Intuitively, u =
abc, v = ε is more palindromic than (say) u = a, v = bccb. Let us introduce a
scoring function palScore(x), by means of which some palindromes score higher
than others. Many scores are conceivable; for simplicity, we choose the length of
the stem.

The two combinatorial optimization problems defined next will serve as run-
ning examples in this article.

Best separated palindrome (BSP):
Given x, find palScore(x) = max{|u| | uvu−1 = x}.

Local best separated palindrome (LBSP):
Given x, find localpalScore(x) = max{palScore(v)|uvw = x}.

palScore(x) can be defined recursively, the basic fact being that awa is a
palindrome of score l + 1 iff w is a palindrome of score l. In order to calculate
localpalScore(x), we must distinguish subwords that constitute a palindrome
of certain score, and subwords that somewhere contain such a palindrome. We
obtain recursive definitions for palScore and localpalScore, using auxiliary func-
tions px and qx:

palScore(x) = px(0,m)
localpalScore(x) = qx(0,m)

qx(i, i) = 0 for i ∈ 0 . . .m
qx(i, j) = max{px(i, j), qx(i+ 1, j), qx(i, j − 1)} for i < j

px(i, i) = 0 for i ∈ 0 . . .m
px(i, i+ 1) = 0 for i ∈ 0 . . .m− 1
px(i, j) = if xi+1 = xj then 1 + px(i+ 1, j − 1) else 0

for 0 ≤ i, j ≤ m and i+ 2 ≤ j

Implemented as recursive functions, px and qx are inefficient, since most calls
to px(i, j) or qx(i, j) will be (re-)evaluated many times, leading to a runtime ex-
ponential in m. Dynamic programming is recursion plus tabulation. By a change
of data type we achieve runtime O(m2). We re-interprete functions qx and px as
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two m+1 by m+1 matrices, whose entries are calculated (and re-used) via the
above recurrences.

To judge the difficulty of developing this style of recurrences, the reader is
invited to modify the recurrences as follows:
Exercise 1: Restrict analysis to palindromes with non-empty stem.
Exercise 2: Generalize the scoring scheme by introducing negative scores

for non-stem parts of the palindrome.

2.2 Related Problems

For reason of space, the simple problems1 BSP and LBSP must suffice here for
the exposition of our method. Further generalizations (allowed mismatches in
the stem, recursively nested palindromes, and minimal free energy scoring [27])
leads to the problem of predicting RNA secondary structures.

Everything we develop in this paper pertains as well to the problem of pair-
wise string comparison, also called string edit distance or string alignment, where
DP often is the method of choice. Although some definitions change in detail, the
overall analogy is described by the following observation: An optimal alignment
of x and y is equivalent to finding an optimal approximate separated palindrome
with loop $ for the string x$y−1, where $ is a separator symbol not occuring
elsewhere. We have not seen this observation exploited in the literature, maybe
because the partial reversal of subscript ranges in forming x$y−1 makes the
recurrences look quite different. In the ADP approach – where there are no sub-
scripts – the correspondence is obvious. Pairwise sequence alignment is used for
the exposition in [10].

3 Algebraic Dynamic Programming

3.1 Basic Terminology

Alphabets. An alphabet A is a finite set of symbols. Sequences of symbols are
called strings. ε denotes the empty string, A1 = A, An+1 = {ax|a ∈ A, x ∈ An},
A+ =

⋃
n≥1An, A∗ = A+ ∪ {ε}.

Signatures and algebras. A (single-sorted) signature Σ over some alphabet
A consists of a sort symbol S together with a family of operators. Each oper-
ator o has a fixed arity o : s1...sko → S, where each si is either S or A. A
Σ-algebra I over A, also called an interpretation, is a set SI of values together
with a function oI for each operator o. Each oI has type oI : (s1)I ...(sko)I → SI

where AI = A.
A term algebra TΣ arises by interpreting the operators in Σ as constructors,

building bigger terms from smaller ones. When variables from a set V can take
the place of arguments to constructors, we speak of a term algebra with vari-
ables, TΣ(V ), with V ⊂ TΣ(V ). By convention, operator names are capitalized
in the term algebra.
1 In fact, for the given simplistic score function, BSP and LBSP can be solved more
efficiently using suffix trees than via dynamic programming.
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string

palindrome

string

skipcontext palindrome match

palindrome

char1 char2 char1 = char2
with

Grammar LBSP, Axiom context

loop

string

Fig. 1. The tree grammar LBSP for local separated palindromes (see Section 2.1)

Tree grammars. Terms will be viewed as rooted, ordered, node-labeled trees
in the obvious way. According to the special role of A, only leaf nodes can carry
symbols from A. A term/tree with variables is called a tree pattern. A tree
containing a designated occurrence of a subtree t is denoted C[...t...].

A tree language over Σ is a subset of TΣ. Tree languages are described by
tree grammars, which can be defined in analogy to the Chomsky hierarchy of
string grammars. Here we use regular tree grammars originally studied in [4].
In [13] they were redefined to specify term languages over some signature. Our
further specialization so far lies solely in the distinguished role of A.

Definition 1 (Tree grammar over Σ and A.)
A (regular) tree grammar G over Σ and A is given by

– a set V of nonterminal symbols
– a designated nonterminal symbol Ax called the axiom
– a set P of productions of the form v → t, where v ∈ V and t ∈ TΣ(V ).

The derivation relation for tree grammars is →∗, with C[...v...] → C[...t...] if
v → t ∈ P . The language of v ∈ V is L(v) = {t ∈ TΣ|v →∗ t}, the language of
G is L(G) = L(Ax).✷

For brevity, we add a lexical level to the grammar concept, allowing strings
from A∗ in place of single symbols. By convention, char denotes an arbitrary
character, string an arbitrary string. Also for brevity, we allow syntactic con-
ditions associated with righthand sides. See Figure 1.

The yield of a tree is normally defined as its sequence of leaf symbols. Here
we are only interested in the symbols from A∗; nullary constructors are not
considered part of the yield. Hence the yield function y on TΣ(V ) is defined by
y(t) = w, where w ∈ (A∪ V )∗ is the string of leaf symbols in left to right order.

3.2 Representing the Search Space by a Term Algebra

Any dynamic programming algorithm implicitly constructs a search space from
its input. The elements of this search space have been given different names:
policy in [2], solution in [22], subject under evaluation in [10]. Since the former
two terms have been used ambiguously, and the latter is rather technical, we
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shall use the term candidate for elements of the search space. Each candidate
will be evaluated, yielding a final state, a cost, or a score, depending whether you
follow [2], [22] or [8]. We shall use the term answer for the result of evaluating
a candidate.

Typically, there is an ordering defined on the answer data type. The DP
algorithm returns a maximal or minimal answer, and if so desired, it also reports
one or all the candidates that evaluate(s) to this answer. Often, the optimal
answer is determined first, and a candidate that led to it is reconstructed by
backtracking. The candidates themselves do not have an explicit representation
during the DP computation. This is the point that we will change.

Imagine that during computing the answer, we did not actually call those
functions that perform the evaluation. Instead, we would apply them symbol-
ically, building up a formula that – once evaluated – would yield this answer
value. We shall make this formula an explicit representation of the candidate.
For LBSP this is done in Figure 2.

These are the key ideas of algebraic dynamic programming:

Phase separation: We conceptually distinguish a recognition and an evalua-
tion phase.

Term representation: Individual candidates are represented as elements of a
term algebra TΣ; the set of all candidates is described by a tree grammar.

Recognition: The recognition phase constructs the set of candidates arising
from a given input string, using a device called tabulating yield parser.

Evaluation: The evaluation phase interprets these candidates in a concrete
Σ-algebra, and applies the objective function to the resulting answers.

Phase amalgamation: To retain efficiency, both phases are amalgamated in
a fashion transparent to the programmer.

The virtue of this approach is that the conglomeration of issues bemoaned
above – the recurrences deal with search space construction, evaluation and
efficiency concerns in a non-separable way – is resolved by algorithm development
on the more abstract level of grammars and algebras. In Section 5 we explain
the benefits from the viewpoint of programming methodology, while [14] shows
how an ADP algorithm, in spite of its abstractness, can be implemented without
loss of efficiency.

3.3 Evaluation Algebras

Definition 2 (Evaluation algebra.) Let Σ be a signature over A with sort sym-
bol Ans. A Σ-evaluation algebra is a Σ-algebra augmented with an objective
function h : [Ans]→ [Ans], where [Ans] denotes lists over Ans. ✷

In most DP applications, the objective function minimizes or maximizes over
all answers. We take a slightly more general view here. The objective may be
to calculate a sample of answers, or all answers within a certain threshold of
optimality. It could even be a complete enumeration of answers. We may compute
the size of the search space or evaluate it in some statistical fashion, say by
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skip("p",match(‘a’,match(‘n’,match(‘a’,loop("mac"),‘a’),‘n’),‘a’),"l")

skipg match match match loop g

’a’

’n’ ’a’’a’

"mac"

’a’’n’"l"

"p"

Fig. 2. The term representation of a LBSP candidate c for the input sequence
panamacanal, and the tree representation of this term (lying on its side)

AnsUNIT = IN AnsWEIGHT = IN

match(a,s,b) = s + 1 match(a,s,b) = s + w(a,b)

loop(s) = 0 loop(s) = lscore(length(s))

skip(xs,s,ys) = s skip(xs,s,ys) = s + α * lenght(xs)

β * length(ys)

h([]) = [] h([]) = []

h (l) = [maximum(l)] h (l) = [maximum(l)]

Fig. 3. Algebras UNIT (left) and WEIGHT (right)

averaging over all answers. This is why in general, the objective function will
return a list of answers. If maximization was the objective, this list would hold
the maximum as its only element.

We formulate a signature Π for the palindrome example2:

match: A × Pal × A -> Pal skipleft: A∗ × Pal -> Pal
loop: A∗ -> Pal skipright: Pal × A∗ -> Pal
skip: A∗ × Pal × A∗ -> Pal skipl: A × Pal -> Pal

skipr: Pal × A -> Pal

We specify two Π-algebras (see Figure 3). The evaluation algebra UNIT
uses unit score whereas the algebra WEIGHT uses a weight function (w(a, b))
to score a match depending on the corresponding characters. While UNIT ig-
nores the length of the separating loop and the skipped characters, WEIGHT
scores skipped prefix and suffix according to their length and some (negative)
parameters α and β, and the loop length with a specific function lscore. UNIT
corresponds to the recurrences in Section 2.1, while WEIGHT solves Exercise 2.
For candidate c in Figure 2, we obtain

cUNIT = 3
cWEIGHT = 2w(‘a‘, ‘a‘) + w(‘n‘, ‘n‘) + lscore(3) + α+ β.

2 The four operators on the right side are not used until later.
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3.4 Yield Grammars

We obtain an explicit and transparent definition of the search space of a given
DP problem by a change of view on tree grammars and parsing:

Definition 3 (Yield grammars and yield languages.) Let G be a tree grammar
over Σ and A, and y the yield function. The pair (G, y) is called a yield grammar.
It defines the yield language L(G, y) = y(L(G)). ✷

Definition 4 (Yield parsing.) Given a yield grammar (G, y) over A and w ∈A∗,
the yield parsing problem is to find PG(w) := {t ∈ L(G)|y(t) = w}. ✷

The search space spawned by input w is PG(w). Yield parsing is the compu-
tational engine underlying ADP. Its efficient implementation is explained in [14].
For the present development, we assume the availability of a correct and efficient
yield parser.

3.5 Algebraic Dynamic Programming and Bellman’s Principle

Given that yield parsing traverses the search space, all that is left to do is
evaluate candidates in some algebra and apply the objective function.

Definition 5 (Algebraic dynamic programming.)

– An ADP problem is specified by a signature Σ over A, a yield grammar
(G, y) over Σ, and a Σ-evaluation algebra I with objective function hI .

– An ADP problem instance is posed by a string w ∈ A∗. The search space it
spawns is the set of all its parses, PG(w).

– Solving an ADP problem is computing

hI{tI | t ∈ PG(w)}
in polynomial time and space.

✷

There is one essential ingredient missing: efficiency. Since the size of the search
space may be exponential in terms of input size, an ADP problem can be solved in
polynomial time and space only under a condition known as Bellman’s principle
of optimality. In his own words:

“An optimal policy has the property that whatever the initial state and
initial decision are, the remaining decisions must constitute an optimal
policy with regard to the state resulting from the first decision.” [2]

We formalize this principle:



Algebraic Dynamic Programming 357

Definition 6 (Algebraic version of Bellman’s principle.) For each k-ary op-
erator f in Σ, and all answer lists z1, . . . , zk, the objective function h satisfies

h( [ f(x1, . . . , xk) | x1 ← z1, . . . , xk ← zk ] )
= h( [ f(x1, . . . , xk) | x1 ← h(z1), . . . , xk ← h(zk) ] )

Furthermore, the same property holds for the concatenation of answer lists:

h( z1 ++ z2 ) = h( h(z1) ++ h(z2) )

✷

The practical meaning of the optimality principle is that we may push the
application of the objective function inside the computation of subproblems,
thus preventing combinatorial explosion. Phase amalgamation is achieved by a
yield parser that uses I in place of Σ (computing answers instead of trees),
and applies hI to intermediate answer lists. For the sake of efficiency, we shall
annotate the tree grammar to indicate the cases where h is to be applied.

Summarizing, we state that an ADP algorithm is completely specified by the
annotated yield grammar and the concrete evaluation algebra. Compared to the
classic description of DP algorithms via matrix recurrences we have achieved the
following:

– An ADP specification is more abstract than the traditional recurrences. Sepa-
ration between search space construction and evaluation is perfect. Tree
grammars and evaluation algebras can be combined in a modular way, and
the relationships between problem variants can be explained clearly.

– The ADP specification is also more complete: DP algorithms in the literature
often claim to be parametric with respect to the scoring function, while the
initialisation equations are considered part of the search algorithm [8]. In
ADP, it becomes clear that initialisation semantically is the evaluation of
empty candidates, and it is specified within the algebra.

– Our formalization of Bellman’s principle is more general than commonly
seen. Objectives like complete enumeration or statistical evaluation of the
search space now fall under the framework. If maximization is the objective,
our criterion implies Morin’s formalization (strict monotonicity) [22] as a
special case.

– The ADP specification is more reliable. The absence of subscripts excludes
a large class of errors that are traditionally hard to find.

4 The ADP Programming System

We have implemented the ADP approach as a practical program development
system. Here, we only sketch a part of the ADP language. Its implementation,
described in [14], provides an executable prototype in Haskell, and a translation
to efficient C-code. We also plan to provide the translation of an ADP specifica-
tion into the traditional recurrences3, formatted in LATEX.
3 A concession to traditionalistic attitudes in the bioinformatics community.
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4.1 An ASCII Notation for Annotated Yield Grammars

Alike EBNF, productions in yield grammars are written as equations. The oper-
ator <<< is used to denote the application of a tree constructor to its arguments,
which are chained via the ~~~-operator. Operator ||| separates multiple right-
hand sides of a nonterminal symbol. The operator ... indicates application of
the objective function. Operator priority in decreasing order is {~~~ , <<<, |||
, ...}4. Parentheses are used as required for larger trees. The axiom symbol is
indicated by the keyword axiom, and conditions are attached to productions via
the keyword with. Using this notation, we write grammar LBSP0:

grammarLBSP0 = axiom context

context = skip <<< string~~~ palindrome~~~ string ... h

palindrome = match <<< char~~~ palindrome~~~ char with equal |||

loop <<< string ... h

The annotation "... h" declares that the objective function is to be applied
to answer lists resulting from the annotated productions. Some further annota-
tion, not shown here, indicates which intermediate results are to be tabulated.

grammarLBSP0 can be combined with both evaluation algebras of Section 3.3
to solve LBSP under either scoring scheme. But the grammar grammarLBSP0
allows for multiple representations of the trivial palindrome with empty stem.
Such ambiguity is avoided by the following refined grammar LBSP1:

grammarLBSP1 = axiom start

start = loop <<< string ||| context ... h

context = skip <<< string~~~ palindrome~~~ string ... h

palindrome = match <<< char~~~ pal_inner~~~ char with equal

pal_inner = match <<< char~~~ pal_inner~~~ char with equal |||

loop <<< string ... h

4.2 Efficiency of ADP Programs

From the viewpoint of programming methodology, it is important that asymp-
totic efficiency can be analyzed and controlled on the abstract level. This prop-
erty is a major virtue of ADP – it allows to formulate efficiency tuning as gram-
mar and algebra transformations.

If not reduced by the objective function h, the number of answers is expo-
nential in terms of input size, and dominates efficiency. Typically however, the
objective function is applied to reduce the number of answers wherever necessary.
In this case, efficiency is determined by the yield grammar:

Definition 7 (Width of productions and grammar.) Let t be a tree pattern,
and let k be the number of nonterminal or lexical symbols in t whose yield
size is not bounded by a constant. We define width(t) = k − 1. Let π be a
production v → t1| . . . |tr. width(π) = max{width(t1, . . . , tr)}, and width(G) =
max{width(π) | π production in G}. ✷

4 The implementation takes a different view that need not concern us here.
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AnsENUM = IN AnsCOUNT = IN AnsEXP = IR

match = Match match(a,s,b) = s match(a,s,b) = s * p(a,b)

loop = Loop loop(s) = 1 loop(s) = 1
skip = Skip skip(xs,s,ys) = s skip(xs,s,ys) = s

h = id h([]) = [] h([]) = []

h([x1,...,xr]) = h([x1,...,xr]) =

[x1+...+xr] [x1+...+xr]

Fig. 4. Enumeration algebra (left), counting (middle) and expectation algebra
(right)

Theorem 8 Assuming the number of answers is bounded by a constant, the
execution time of an ADP algorithm described by tree grammar G on input w
of length n is O(n2+width(G)).
Proof: See [14] ✷

5 Programming Methodology

We demonstrate the benefits of the algebraic approach to dynamic programming
by discussing issues of algorithm design, tuning and testing. Several “tricks”
known from the DP literature can now be formulated as general techniques, i.e.,
in a problem independent fashion.

5.1 Problem Variation, Systematic Testing and Re-use: Multiple
Algebras

The fact that a given grammar can be combined with different evaluation alge-
bras has a variety of uses. Beside the two scoring algebras presented in Section 3.3
we formulate an algebra for the enumeration of all answers, an algebra to count
the total number of answers, and an algebra to compute the expected number of
answers Em(n, c) in a string of given length n and character composition c (see
Figure 4). The function p gives the probability of two characters in the input
string to be the same; it is given by a background distribution, or calculated
using the character composition of the input string.

Techniques:
Testing: The enumeration algebra allows to inspect the search space of our
algorithm, as a means to review design decisions.
Search space combinatorics: The counting algebra is a flexible approach to the
combinatorics of structures, supporting mathematical search space analysis.
Significance: The expectation algebra is an elegant way to obtain significance
values in string pattern matching.

A deeper study of expectation algebras and their use for significance analysis
is found in [19].
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5.2 Connecting Related Problems: From Global to Local Pattern
Matching

Grammar LBSP describes (local) separated palindromes embedded somewhere
in a string. Dropping the first production and making palindrome the axiom, we
obtain a grammar BSP describing strings that themselves are separated palin-
dromes. This observation allows to formulate a general way to move from global
to local pattern matching (or vice versa):

Technique: Global-local transformation
Let G be a grammar with axiom Ax, describing a pattern language. Adding
a new axiom A′

x and the production
A′

x = skip <<< string ~~~ Ax ~~~ string
yields a grammar for the corresponding local patterns.

For readers familiar with the algorithms used in biosequence analysis: This is,
in general terms and for arbitrary sequence analysis problems, the transition from
the Needleman-Wunsch [23] to the Smith-Waterman algorithm [25]; however, for
an input of form x$y−1 it must be applied at both ends of x and y.

5.3 Controlling Efficiency: Width Reduction

The asymptotic efficiency of an ADP algorithm is O(n2+width(G)). Two tech-
niques are available to improve asymptotic efficiency. Both can be described as
grammar transformations; they require that a complementary transformation of
the evaluation algebra is possible.

Splitting Productions Note that width(LBSP ) = 2 and hence the runtime is
O(n4) due to the first production. We modify the LBSP grammar such that the
recognition of non-matched characters is split in one part for the non-matched
prefix (left context) and another for the suffix (right context). In UNIT, we
add the definitions skipleft(xs,s) = s and skipright(s,ys) = s.

This leads to a grammar with width 1 and execution time O(n3).

grammarLBSP2 = axiom start

start = loop <<< string ||| left_context ... h

left_context = skipleft <<< string~~~ right_context ... h

right_context = skipright <<< palindrome~~~ string ... h

palindrome = match <<< char~~~ pal_inner~~~ char with equal

pal_inner = match <<< char~~~ pal_inner~~~ char with equal |||

loop <<< string ... h
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Technique: Production splitting
The transformation of
u = f <<< a ~~~ b ~~~ c ... h to u = f1 <<< a ~~~ u1 ... h

u1 = f2 <<< b ~~~ c ... h
is correct iff:
(i) fI(a, b, c) = f1

I(a, f
2
I(b, c))

(ii) f1
I and f2

I satisfy Bellman’s principle (Def. 6) with respect to hI .

Splitting Words Production splitting reduces the grammar to productions
containing at most two symbols with unbounded yield. Further improvement can
be achieved by replacing terminal symbols with unbounded yield size by termi-
nal symbols with bounded yield size and an extra recursion. In the palindrome
example, we modify the tree productions that deal with the skipped prefix and
suffix, such that each production contains just one nonterminal of unbounded
yield size. Extending UNIT, the operators skipl and skipr included in the
signature Π (Section 3.3) are defined as skipl(a,s) = s and skipr(s,a) = s.

This gives us an ADP algorithm with width(G) = 0 and hence quadratic
execution time.

grammarLBSP3 = axiom start

start = loop <<< string ||| context ... h

context = skipl <<< char~~~ context |||

skipr <<< context~~~ char ||| palindrome ... h

palindrome = match <<< char~~~ pal_inner~~~ char with equal

pal_inner = match <<< char~~~ pal_inner~~~ char with equal |||

loop <<< string ... h

Combining grammar LBSP3 with scoring algebra UNIT, this ADP algorithm
is equivalent to the recurrences given for localpalScore in Section 2.1. Making
pal inner the axiom of grammar LBSP3, it is equivalent to the recurrences
given for palScore.

Technique: Word splitting
The transformation of
u = f <<< a1...ar ~~~ v ... h a1...ar ∈ A∗
into
u = f1 <<< a ~~~ u ||| f2 <<< v ... h a ∈ A
is applicable iff
(i) fI(a1...ar, v) = f1

I (a1, ..., f
1
I (ar, f

2
I (v))...)

(ii) f1
I and f2

I satisfy Bellman’s principle (Def. 6) with respect to hI .

A famous application of this technique is the use of affine gap scores in [15].
The scoring function f(a1...ar, u) = r×α+β+u is decomposed into separate
functions for gap opening f2(u) = β+u and extension f1(α, u) = α+u.
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5.4 The Taming of the Near-Optimal Solution Space

In many applications, one is interested not only in an optimal answer, but also
in near-optimal answers. The difficulty is that their number grows exponentially
even in the vicinity of the optimum. We discuss two techniques to deal with this
situation. Without loss of generality we assume in this section that the objective
function is minimization.

k-Best Answers An obvious way to compute the k best answers is to use
an objective function mink, which keeps the k best answers for each subprob-
lem. This only affects the evaluation algebra: replace the definition h = min by
h = mink .

Sorted Lazy Enumeration A much more elegant approach is the following:
Assume answers can be computed in the form of sorted lazy lists (streams). Then,
we can enumerate a stream of answers in order of optimality, with negligible over-
head for the best answers. This solution has been hinted at occasionally [7,17].
Since we have not seen it implemented, we sketch here how this can be achieved.

The key idea is to compute separate lists, i.e.[[f x y | y <-ys] | x <-xs]
instead of [f x y | y <- ys , x <- xs]. The resulting lists are sorted be-
cause Bellman’s principle implies strict monotonicity of all functions in the eval-
uation algebra. The sorted lists are combined using the lazy merge function.

For shortness we give the exact definition in Haskell notation. Let p and q be
yield parsers, returning sorted lists of answers when applied to a subword (i, j)
of the input. Answers may be not just scalar values, but also curried functions.
We define their combination as follows:

(p ||| q) (i,j) = merge (p(i,j)) (q(i,j))

(p ~~~ q) (i,j) = foldr merge [] [foldr merge [] [[x y | y <- q (k,j)]

| x <- p (i,k)]

| k <-[i..j]]

Techniques:
k-best enumeration: In the evaluation algebra, use h = mink.
sorted lazy enumeration: In the evaluation algebra, use h = id and use lazy
merge yield parsing implementation.

6 Conclusion

What have we achieved in terms of putting dynamic programming over sequence
data on a firm mathematical basis? The algebraic nature of our approach is es-
sential, even where there is no deep algebraic reasoning behind it. (However,
counting and statistical evaluation algebras become more intricate when the
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modelled search space is not isomorphically embedded in TΣ .) Casting the can-
didates of the search space into a representation as an algebraic data type opens
the path to separate the description of the search space from its evaluation. This
idea is quite general, and it appears that ADP is applicable to all DP problems
over strings, including pairwise comparison, and possibly other domains. (We
are developing DP algorithms for tree comparison, but this work has not yet
been reformulated in ADP style [12].) Correctness arguments can now be given
on a convenient level of abstraction – yield languages and evaluation algebras
satisfying our new formulation of Bellman’s principle. By virtue of Theorem 8,
abstractness does not come at the price of loosing efficiency control.

We can give a clear methodical guidance for the development of successful
DP recurrences. (Note that Steps 4 – 7 are actually independent.)

1. Design the signature Σ, representing explicitly all cases that might influence
evaluation.

2. Design evaluation algebras, at least the enumeration, counting and one scor-
ing algebra, describing the objective of the application.

3. Design the grammar defining the search space.
4. Improve efficiency by grammar and algebra transformation techniques.
5. Experiment with algorithmic ideas using the functional prototype.
6. Test the design via search space enumeration, and plausibility checking via

counting algebra.
7. Generate C implementation and validate against the functional prototype.

Returning to our initial quotation of an anonymous referee from the bioin-
formatics community, we feel that we no longer need luck to find and implement
correct DP recurrences. We can express and communicate our experience (and
that of others) on an adequate level of abstraction, and devote our talent to
tackling ever more ambitious DP problems.

References

1. A. V. Aho, J. E. Hopcroft, and J. D. Ullman. Data Structures and Algorithms.
Addison-Wesley, Reading, MA, USA, 1983. 350

2. R. Bellman. Dynamic Programming. Princeton University Press, 1957. 349, 353,
354, 356

3. R. S. Bird and O. de Moor. From dynamic programming to greedy algorithms.
In B. Moeller, editor, State-of-the-Art Seminar on Formal Program Development.
Springer LNCS 755, 1993. 349

4. W. S. Brainerd. Tree generating regular systems. Information and Control, 14:217–
231, 1969. 353

5. G. Brassard and P. Bratley. Algorithmics: Theory and Practice. Prentice-Hall,
1988. 350

6. T. H. Cormen, C. E. Leiserson, and R. L. Rivest. Introduction to Algorithms. MIT
Press, Cambridge, MA, 1990. 350

7. S. Curtis. Dynamic programming: A different perspective. In R. Bird and
L. Meertens, editors, Algorithmic Languages and Calculi, pages 1–23. Chapman
& Hall, London, U. K., 1997. 349, 362



364 Robert Giegerich and Carsten Meyer

8. R. Durbin, S. Eddy, A. Krogh, and G. Mitchison. Biological Sequence Analysis.
Cambridge University Press, 1998. 350, 354, 357

9. D. Evers and R. Giegerich. Reducing the conformation space in RNA structure
prediction. In German Conference on Bioinformatics, 2001. 350

10. R. Giegerich. A Systematic Approach to Dynamic Programming in Bioinformatics.
Bioinformatics, 16:665–677, 2000. 350, 352, 353

11. R. Giegerich. Explaining and controlling ambiguity in dynamic programming. In
Proc. Combinatorial Pattern Matching, pages 46–59. Springer Verlag, 2000. 350
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Abstract. A buffer overrun occurs in a C program when input is read
into a buffer whose length exceeds that of the buffer. Overruns often lead
to crashes and are a widespread form of security vulnerability. This paper
describes an analysis for detecting overruns before deployment which is
conservative in the sense that it locates every possible buffer overrun.
The paper details the subtle relationship between overrun analysis and
pointer analysis and explains how buffers can be modeled with a linear
number of variables. As far as we know, the paper gives the first formal
account of how this software and security problem can be tackled with
abstract interpretation, setting it on a firm, mathematical basis.

1 Introduction

Although C programs are ubiquitous, occurring in many security-critical, safety-
critical and enterprise-critical applications, they are particularly prone to inex-
plicable crashes. Many crashes can be traced to buffer overruns [14]. A buffer
overrun occurs when input is read into a buffer and the length of the input ex-
ceeds the length of the buffer. Buffer overruns typically arise from unbounded
string copies using sprintf(), strcpy() and strcat(), as well as loops that manip-
ulate strings without an explicit length check in the loop invariant [15].

Unchecked input which overflows a buffer can overwrite portions of the stack
frame. Hackers have exploited this effect to redirect the instruction pointer in
the stack frame to malicious code within the string and thereby gain partial or
total control of a host [17]. Buffer overruns are a particularly widespread class of
security vulnerability [5] and the National Security Agency predicts that overrun
attacks will continue to be a problem for at least the next decade [20]. Finding
security faults, such as string handling that may overrun, has been likened to the
problem of finding a needle in a hay-stack [11]. This paper describes an abstract
interpretation scheme that does not attempt to find the needle, but rather aims
to prune the hay-stack down so that it can be searched manually.

1.1 Design Space for Overrun Analysis

One (surprising) tradeoff that is applied in program analysis is that of sacrificing
soundness for tractability [24]. In the context of detecting overruns, one poten-
tial tradeoff in the design-space is that of achieving simplicity by, say ignoring
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aliasing, at the cost of possibly missing real errors and possibly reporting spu-
rious errors. Whether this is acceptable depends on whether the analysis aims
to detect most errors [12,13,23] (debugging) or detect every error [8] (verifica-
tion). One point in this design-space is represented by LCLint. LCLint is an
annotation-assisted static checking tool founded on the philosophy that it is fine
to “accept a solution that is both unsound and incomplete” [12]. This enables, for
example, loops to be analyzed straightforwardly using heuristics. Its annotation
mechanism achieves both compositionality and scalability. However, as [12,13]
point out, it seems optimistic to believe that a programmer will add annotations
to their programs to detect overrun vulnerabilities. Another point in the design
space is the constraint based analysis of [23] which can detect potential over-
runs in unannotated (legacy) C code. This analysis ignores pointer arithmetic
and is therefore unsound, but it is fast enough to reason about medium-sized
applications without assistance. For speed and simplicity, the analysis is flow
insensitive which means that it cannot reason about (non-idempotent) library
functions such as strcat() which are a frequent source of overruns [15].

The work of Dor, Rodeh and Sagiv [8] is unique in that it attempts to formu-
late an analysis that is conservative in the sense that it never misses a potential
overrun. This is a particularly laudable goal in the context of security where
there is a history of elite hackers levering inconspicuous and innocuous features
into major security holes. Our work builds on the foundation of Dor et al [8] and
is a systematic examination of the abstractions and analyses necessary to reason
about overruns in a truly conservatively way.

1.2 Conservative Overrun Analysis

The buffer abstraction of Dor et al [8] is essentially that of Wagner [23] but spec-
ified as a program transformation. Each buffer is abstracted by its size, alloc,
and the position of the null character, len. This two-variable model, however,
is not rich enough to accurately track the null position. Suppose, for example,
if two pointers p and q point to different positions within the same buffer, then
altering the len attribute of p (by writing a null character to the buffer) might
alter the len attribute of q. Dor et al [8] therefore introduce special p overlaps q
variables to quantify the pointer offset and thereby model string length inter-
action. This tactic potentially increases the number of variables quadratically
which is unfortunate since relational numeric abstractions such as polyhedra [4]
become less tractable as the number of variables increase. This is an efficiency
issue. More subtle is the correctness issue that relates to pointers that definitely
or possibly point to the same buffer. This is illustrated in the following code:

1 char *p, *q, s[32], t[32];
2 strcpy(s,"Boat "); /* s[5] */
3 strcpy(t,"Aero"); /* s[5] t[4] */
4 p = t+4; /* p[0] s[5] t[4] */
5 strcat(p, "plane "); /* p[6] s[5] t[10] */
6 if (rand()) q=s; else q=t;/* p[6] q[5,10] s[5] t[10] */
7 strcat(q,"to LaRéunion"); /* p[6,18] q[17,22] s[5,17] t[10,22]*/
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The comments indicate the possible null positions at the various lines. The
strcat in line 7 either updates the s buffer or the t buffer (but not both)
depending on the random value. The transformation described by Dor et al [8]
does not have a mechanism for dealing with possible changes to a buffer – only
definite changes are tracked. In particular the transformation does not correctly
reflect that the null is either at position 5 or 17 in the s buffer. Our remedy to
this is to infer that q possibly shares with s and t so that both 5 and 17 are
possible null positions for s and symmetrically both 10 and 22 are potential null
positions for t. Thus possible sharing information is used as an aid to correctness.
Conversely, definite sharing information is used to increase precision. It enables
a write to a buffer through one pointer to destructively update the null positions
for those pointers that definitely share the same buffer. For example, the strcat
at line 5 changes the null position of the t buffer from 4 to 10. The information
that t and p definitely share is needed to infer that the null position in t is
no longer 4. Moreover, possible sharing is also required to deduce that no other
buffers are affected. To summarize, our work makes the following contributions:

– It gives the first formal account of buffer overrun analysis. A buffer abstrac-
tion map is proposed that specifies how to model a buffer. This abstraction
is then used to formalize the correctness of the analysis. This means that a
programmer can be confident that every possible overrun is detected.

– It shows that any string buffer overrun analysis that is both accurate and
correct needs to reason about pointer aliasing. Inter-procedural points-to
analysis [1,21] is required to ascertain which pointers possibly point to the
same buffer. The paper also shows how to improve precision by employing a
definite sharing analysis [9].

– It explains how buffers can be modeled with three variables per pointer and
shows how the need for p overlaps q is finessed by sharing analysis, thereby
avoiding quadratic blowup. The paper thus describes a practical foundation
for analyzing string buffers.

Section 2 introduces the language String C to formalize operations on string
buffers. Section 3 explains how polyhedra and sharing domains can be used to
describe buffer properties, and then Section 4 explains how these properties can
be tracked by analysis. Sections 5 and 6 and present the related and future work
and Section 7 concludes. Proofs are omitted because of lack of space.

2 The String C Language and Its Semantics

The analysis is formulated in terms of a C-like mini language called String C that
expresses the essential operations on buffers.

2.1 Abstract Syntax

Let (n ∈) N denote the set of non-negative integers and (l ∈) Lab denote a set
of labels which mark program points. Let (x, y ∈) X and (f ∈) F denote the
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[skip] ρ � 〈skip, σ〉→σ

[num] ρ � 〈x = n, σ〉→σ.[ρ(x) �→ n] if n ∈ N

[str]
ρ � 〈x = ”n1 . . . nm”, σ1〉→

σ2.[ρ(x) �→ 〈a, a, a + m + 1〉]

if n1, . . . , nm ∈ N

∧ [a, a + m + 1] ∩ dom(σ1)=∅
∧ σ2 = σ1.[a + i �→ ni+1]

m−1
i=0 .

[a + m �→ 0]

[var] ρ � 〈x = y, σ〉→σ.[ρ(x) �→ σ.ρ(y)]

[add] ρ � 〈x = y1 + y2, σ〉→σ.[ρ(x) �→ v] if σ.ρ(yi) = vi ∧ v1 � v2 = v

[sub] ρ � 〈x = y1 − y2, σ〉→σ.[ρ(x) �→ v] if σ.ρ(yi) = vi ∧ v1 � v2 = v

[arr1] ρ � 〈x = y1[y2], σ1〉→
�

σ2 if ab ≤ a < ae

err otherwise

if σ1.ρ(yi) = vi

∧ v1 � v2 = 〈ab, a, ae〉
∧ σ2 = σ1.[ρ(x) �→ σ1(a)]

[arr2] ρ � 〈y1[y2] = x, σ1〉→
�

σ2 if ab ≤ a < ae

err otherwise

if σ1.ρ(yi) = vi ∧ σ1.ρ(x) ∈ N

∧ v1 � v2 = 〈ab, a, ae〉
∧ σ2 = σ1.[a �→ σ1.ρ(x)]

[malloc] ρ � 〈x = malloc(y), σ1〉→σ1.σ2.σ3

if σ.ρ(y) = v
∧ [b, b + v] ∩ dom(σ) = ∅
∧ σ2 = [b + i �→ rand()]vi=0

∧ σ3 = [σ.ρ(x) �→ 〈b, b, b + v〉]

Fig. 1. Concrete semantics for simple statements. The function rand() returns
random values and models malloc’s behavior to allocate uninitialized memory

(finite) sets of variables and function names occurring in a program. F includes
the symbol main to indicate the program entry point and each function f ∈ F
has an associated variable fr ∈ X to return values from functions in Pascal-style.

C ::=f(x1, . . . , xn)L; C | ε
L ::=[skip]l | [x = n]l | [x = ”n1 . . . nm”]l | [x = y]l | [x = y1 + y2]l

|[x = y1 − y2]l | [x = y1[y2]]l | [y1[y2] = x]l | [x = malloc(y)]l

|[if x then L1 else L2]l | [while x L]l | [L1;L2]l | [return]l | [x=f(y1, . . . yn)]l

The language L(C) defines the set of valid String C programs. Given a fixed
program, the map c : F → (∪i∈NX

i) × L(L) retrieves the formal arguments
〈x1, . . . , xn〉 and body L for a function f . String C does not distinguish between
integers and unsigned chars because reasoning about buffers of different sized
objects increases the number of cases in the abstract semantics and obscures the
underlying ideas. String C can be enriched following the ideas detailed in [1,18].

2.2 Instrumented Operational Semantics

The semantics of String C instruments each pointer with details of its underlying
buffer. Specifically, the set of pointer values is defined as Pnt = {〈ab, a, ae〉 ∈
N

3 | ab < ae}. The interpretation of a triple 〈ab, a, ae〉 is that the ab and ae
record the first location within the buffer and the first location past the end of
the buffer. The address a records the current position of the pointer within the
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[if1] ρ � 〈if x thenL1 elseL2, σ〉→〈L1, σ〉 if σ.ρ(x) �= 0

[if2] ρ � 〈if x thenL1 elseL2, σ〉→〈L2, σ〉 if σ.ρ(x) = 0

[while1] ρ � 〈while x L, σ〉→〈L; while x L, σ〉 if σ.ρ(x) �= 0

[while2] ρ � 〈while x L, σ〉→σ if σ.ρ(x) = 0

[seq1]
ρ � 〈L1, σ1〉→〈L2, σ2〉

ρ � 〈L1; L3, σ1〉→〈L2; L3, σ2〉
[seq2]

ρ � 〈L1, σ1〉→σ2

ρ � 〈L1; L2, σ1〉→〈L2, σ2〉
[env1]

ρ2 � 〈L1, σ1〉→ 〈L2, σ2〉
ρ1 � 〈env ρ2 in L1, σ1〉→〈env ρ2 in L2, σ1〉

[env2]
ρ2 � 〈L, σ1〉→σ2

ρ1 � 〈env ρ2 in L, σ1〉→σ2

[ret] ρ � 〈return; L, σ〉→σ

[call]
ρ1 � 〈x = f(y1, . . . , yn), σ1〉→

〈env ρ1.ρ2.[fr �→ ρ(x)] in L, σ2.σ1〉

if c(f) = 〈z1, . . . , zn, L〉
∧ ρ2 = [zi �→ ai]

n
i=1

∧ dom(σ1) ∩ rng(ρ2) = ∅
∧ σ2 = [ai �→ σ1.ρ1(yi)]

n
i=1

Fig. 2. Concrete semantics for control statements

buffer. For a valid buffer access ab ≤ a < ae must hold. The set of values is then
defined as Val = N ∪ Pnt whereas the set of environment and store maps are
defined Env = X → N and Str = N → Val respectively. The following (partial)
maps formalize address arithmetic.

Definition 1. The functions �,� : Val2 → Val are defined as follows:

i � j = i + j
i � 〈bb, b, be〉= 〈bb, b + i, be〉

〈ab, a, ae〉� j = 〈ab, a + j, ae〉
〈ab, a, ae〉� 〈bb, b, be〉= ⊥

i � j = i− j
i � 〈bb, b, be〉= ⊥

〈ab, a, ae〉� j = 〈ab, a− j, ae〉
〈ab, a, ae〉� 〈bb, b, be〉= a− b

Figures 1 and 2 detail the operational semantics for simple statements and the
control statements. In Figure 2, dom(f) and rng(f) denote the domain and
range of a mapping f and . denotes function composition defined such that
g.f(x) = g(f(x)). The env statement introduced in Figure 2 models scoping.

3 Abstract Domains

3.1 Linear Inequality (Polyhedral) Domain

Let Y denote the variables {y1, . . . , yn}, let LinY denote the set of (possibly
rearranged) linear equalities

∑n
i=1 miyi = m and (possibly rearranged) non-

strict inequalities
∑n

i=1 miyi ≤ m and
∑n

i=1 miyi ≥ m where m,mi ∈ Z. Let
EqnY denote all finite subsets of LinY . Note that although each set E ∈ EqnY
is finite, EqnY is not finite. Define [[e]] = {〈x1, . . . , xn〉 ∈ R

n | ∑n
i=1 mixi � m}
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where � ∈ {≤,=,≥}. Then define [[E]] to be the polyhedron [[E]] = ∩{[[e]] | e ∈
E} if E ∈ EqnY . EqnY is ordered by entailment, that is, E1 |= E2 iff [[E1]] ⊆
[[E2]]. Equivalence on EqnY is defined E1 ≡ E2 iff E1 |= E2 and E2 |= E1. Let
PolyY = EqnY /≡. PolyY inherits entailment |= from EqnY . In fact 〈PolyY , |=
,�,�〉 is a lattice (rather that a complete lattice) with [E1]≡�[E2]≡ = [E1∪E2]≡
and [E1]≡ � [E2]≡ = [E]≡ where [[E]] = cl(conv([[E1]] ∪ [[E2]])) and cl(S) and
conv(S) denote the closure and convex hull of a set S ∈ R

n respectively [19].
Note that in general conv([[E1]] ∪ [[E2]]) is not closed and therefore cannot be
described by a system of non-strict linear inequalities as is illustrated below.

Example 1. Let Y = {x, y}, E1 = {x = 0, y = 1} and E2 = {0 ≤ x, x − y = 0}
so that [[E1]] = {〈0, 1〉} and [[E2]] = {〈x, y〉 | 0 ≤ x ∧ x = y}. These polyhedra
are illustrated in the left-hand graph. Then conv([[E1]]∪ [[E2]]) includes the point
〈0, 1〉 but not the ray {〈x, y〉 | 0 ≤ x ∧ x + 1 = y} and hence is not closed. This
convex space is depicted in the right-hand graph.
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It is useful to augment � and � with three operations: projection, minimization
and maximization. The minimization and maximization operations are respec-
tively defined min(〈m1, . . . ,mn〉, [E]≡) = min{∑n

i=1 mixi | 〈x1, . . . , xn〉 ∈ [[E]]}
and max(〈m1, . . . ,mn〉, [E]≡) is defined analogously. The vector 〈m1, . . . ,mn〉 is
written as

∑n
i=1 miyi for brevity. Note that min(

∑n
i=1 miyi, [E]≡) ∈ R ∪ {−∞}

whereas max(
∑n

i=1 miyi, [E]≡) ∈ R ∪ {+∞}. Projection is defined ∃xi([E]≡) =
[E′]≡ where [[E′]] = {〈x1, . . . , xi−1, x, xi+1, . . . , xn〉 | x ∈ R∧〈x1, . . . , xn〉 ∈ [[E]]}.
For brevity, let ∃yi1 ,...,yim

([E]≡) = ∃yim
(. . . ∃yi1

([E]≡) . . .). The variable set for
[E]≡ is defined var([E]≡) = ∩{var(E′) | E ≡ E′} where var(E′) is the set of vari-
ables (syntactically) occurring in E′. Let false = [{0 = 1}]≡ so that [[false]] = ∅.

Projection can be computed using the Fourier algorithm [3], min and max
using Simplex [3], � is straightforward to compute whereas � can either be
calculated using the point, ray and line representation [4] or by using constraint
relaxation techniques [7]. Let s =

∑n
i=1 miyi. Then entailment can be tested by:

P |= {s < m} iff max(s, P ) < m (even though {s < m} is strict); P |= {s ≤ m}
iff max(s, P ) ≤ m; P |= {s = m} iff P |= {s ≤ m} and P |= {s ≥ m}. Moreover,
P |= {e1, . . . , ek} iff P |= {e1} . . .P |= {ek}. Henceforth, whenever unambiguous,
[E]≡ will be written as E for brevity. Finally note that PolyY does not satisfy
the ascending chain condition, that is, chains P1 |= P2 |= . . . exist for which
�i>0Pi does not exist.

Example 2. Let P1 be an equilateral triangle, P2 a hexagon, P3 a dodecagon
and so forth such that the vertices of Pi are contained within those of Pi+1.
Then P1 |= P2 |= P3 . . . is an ascending chain which converges onto a circle which
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itself is not a polyhedron. Thus widening is required to enforce termination in
polyhedral fix-point calculations [4].

3.2 Polyhedral Buffer Domain

Let Xn, Xo and Xs denote sets of variables such that x ∈ X iff xn ∈ Xn, xo ∈
Xo and xs ∈ Xs and suppose that X , Xn, Xo and Xs are pair-wise disjoint.
Let PBX = PolyX∪Xn∪Xo∪Xs

. The lattice 〈PBX , |=,�,�〉 is used to describe
numeric buffer properties salient to overrun analysis. In particular, suppose an
environment ρ maps the variable x ∈ X to the address ρ(x) = b and a store
σ maps b to a pointer triple σ(b) = 〈ab, a, ae〉. Then the variable xs ∈ Xs

describes the number of locations between ab and ae (the size of the underlying
buffer); xo ∈ Xo represents the offset of a relative to ab (the position of x within
the buffer); and xn ∈ Xn captures the first location between ab and ae whose
contents is zero (the position of the null when the buffer is interpreted as a
string). If P ∈ PBX describes the pair 〈ρ, σ〉, then P captures the numeric
relationships between xs, xo and xn. This idea is formalized below.

Definition 2. The polyhedral concretization map γPB
X : PBX → ℘(Env×Str)

is defined γPB
X (P ) = {〈ρ, σ〉 | αsc

X(〈ρ, σ〉) � αbf
X (〈ρ, σ〉) |= P} where

αsc
X(〈ρ, σ〉) = {x = σ.ρ(x) |x ∈ X ∧ σ.ρ(x) ∈ N}

αbf
X (〈ρ, σ〉) =



xo= a− ab,
xs= ae − ab,
xn= b− ab

∣∣∣∣∣∣
x ∈ X ∧ σ.ρ(x) = 〈ab, a, ae〉 ∧
b = min({ae} ∪ {n ∈ [ab, ae − 1] | σ(n) = 0})




If zero does not occur within the buffer then {n ∈ N | ab ≤ n < ae ∧ σ(n) =
0} = ∅ so the {ae} element is used to ensure the map is well-defined. It also
records the definite absence of a zero (and thereby enables certain definite errors
to be found). An abstraction map αPB

X : ℘(Env × Str) → PBX cannot be
synthesized from γPB

X since PBX is not complete. In particular, �{αsc
X(〈ρ, σ〉) �

αbf
X (〈ρ, σ〉)|〈ρ, σ〉 ∈ M} is not well defined for arbitrary M ∈ ℘(Env × Str). To

put it another way, M does not necessarily have a best polyhedral abstraction.
Tracking the first zero (rather than, say, every zero) keeps the number of

variables in the model low which aids simplicity and computational efficiency.
However, there are unusual combinations of string operations where just tracing
the first null can lead to a loss of precision and hence false warnings.

Example 3. Consider the following (synthetic) C program that zeros the buffer
located by s, then and writes the buffer character by character.

char *s = malloc(10), t[4];
memset(s,0,10);
s[0]=’O’; s[1]=’k’;
strcpy(t, s);
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The call to memset will set sn = 0, i.e. the first null position is 0. After the
first write the analysis can only deduce sn ≥ 1 since the first null (if it exists)
must occur to the right of the ’O’. Likewise after the second write the analysis
infers sn ≥ 2. The write to the 4 character buffer t is safe if sn ≤ 3. However sn ≥
2 does not imply sn ≤ 3 and therefore the call to strcpy generates a spurious
warning. Inserting s[2]=’a’; s[3]=’y’; in front of the call to strcpy will yield
a definite error since sn ≥ 4 implies that sn ≤ 3 cannot be satisfied. On the other
hand, writing the same four characters to the same positions in reverse order
only leads to a warning: sn = 0 holds valid until s[0] is written which then
updates the null position to sn ≥ 1.

3.3 Possible and Definite Buffer Sharing Domains

Let PSX = ℘(X2) and DSX = ℘(X2). The complete lattices 〈PSX ,⊆,∩,∪〉
and 〈DSX ,⊇,∪,∩〉 are used to express (pair-wise) possible buffer sharing and
definite buffer sharing respectively.

Definition 3. The abstraction maps αPS
X : ℘(Env × Str) → PSX and αDS

X :
℘(Env × Str) → DSX and concretization maps γPS

X : PSX → ℘(Env × Str)
and γDS

X : DSX → ℘(Env × Str) are defined as follows:

αPS
X (M) = ∪{αshX (〈ρ, σ〉) | 〈ρ, σ〉 ∈ M} αDS

X (M) = ∩{αshX (〈ρ, σ〉) | 〈ρ, σ〉 ∈ M}
γPS
X (S) = {〈ρ, σ〉 | αshX (〈ρ, σ〉) ⊆ S} γDS

X (D) = {〈ρ, σ〉 | D ⊆ αshX (〈ρ, σ〉)}
where αshX (〈ρ, σ〉)={〈x, y〉 ∈ X2 | σ(ρ(x)) = 〈ab, ax, ae〉∧σ(ρ(y)) = 〈ab, ay, ae〉}.

The intuition is that each D ∈ DSX captures the certain presence of sharing in
that if 〈x, y〉 ∈ D then 〈x, y〉 ∈ αshX (〈ρ, σ〉) for all 〈σ, ρ〉 ∈ γDS

X (D). Conversely,
each S ∈ PSX describes the certain lack of sharing, that is, if 〈x, y〉 �∈ S then
〈x, y〉 �∈ αshX (〈ρ, σ〉) for all 〈σ, ρ〉 ∈ γPS

X (S). This is the negative interpretation
of S. The positive interpretation of S is that S describes the possible present
of sharing, that is, if 〈x, y〉 ∈ S then there exists 〈σ, ρ〉 ∈ γPS

X (S) such that
〈x, y〉 ∈ αshX (〈ρ, σ〉).
Proposition 1. αPSX and γPSX are monotonic; αPSX (γPS

X (S)) ⊆ S for all
S ∈ PSX ; and M ⊆ γPSX (αPSX (M)) for all M ∈ ℘(Env × Str).

Since ℘(Env×Str) and PSX are complete lattices, it follows that the quadruple
〈℘(Env × Str), γPSX ,PSX , αPSX 〉 is a Galois connection between ℘(Env × Str)
and PSX . Likewise 〈℘(Env×Str), γDSX ,DSX , αDSX 〉 is also a Galois connection.

The overrun analysis presented in this paper pre-supposes possible and def-
inite buffer sharing information. The inter-procedural flow-insensitive points-to
analysis of [21] can be adapted to derive the former whereas intra-procedural
analysis is likely to be sufficient for the latter. The sharing abstractions Sl and Dl

are introduced to abstract away from a particular sharing analysis.

Definition 4. Sl and Dl are defined so that 〈ρ, σ2〉 ∈ γPS
X (Sl) ∩ γDS

X (Dl) if
ρ � 〈x = main(), σ1〉 →∗ 〈Ll, σ2〉 where ρ = [x �→ 0], σ1 = [0 �→ n] and n ∈ N.
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3.4 Domain Interaction

A polyhedral abstraction can be used to refine a possible sharing abstraction
whereas a definite sharing abstraction can improve a polyhedral abstraction.

Definition 5. The operators (D : PBX → PBX and (P : PSX → PSX are
defined (D(P ) = P � {xn = yn, xs = ys | 〈x, y〉 ∈ D} and

(P (S) = S \
{
〈x, y〉 ∈ S

∣∣∣∣P |= xn < yn ∨ P |= yn < xn ∨
P |= xs < ys ∨ P |= ys < xs

}

Proposition 2. (D(P ) |= P , γDS
X (D) ∩ γPB

X (P ) = γDS
X (D) ∩ γPB

X ((D(P )),
(P (S) ⊆ S and γPS

X (S) ∩ γPB
X (P ) = γPS

X ((P (S)) ∩ γPB
X (P ).

4 Abstract Semantics for String C

This section presents an analysis for detecting string buffer overruns; it is not
intended to verify that a program conforms to the ANSI C standard – it is simply
designed to alert the programmer to potential overruns.

4.1 Assignment

The starting point for the construction is a polyhedral operator for assignment.

Definition 6. Let � ∈ {≤,=,≥}, s =
∑n

j=1 mjyj and t �∈ var(P � {x � s}).
Then destructive update, ✄, and additive update, �, are respectively defined:

P ✄ x� s = ∃t(∃x(P � {t� s}) � {x = t}) P � x� s = P � (P ✄ x� s)

If x does not occur in s, that is x �∈ var({t � s}), then ∃x(P � {t � s}) =
∃x(P ) � {t� s} and hence P ✄ x� s = ∃x(P ) � {x� s}. This version of update
requires few operations, is more efficient, and also suggests that P ✄ x � s can
be used to simulate destructive update. In fact this is precisely the rôle of the
✄ operator. The � operator, additive update, is used to model a destructive
update that may or may not have been applied. Safety follows because in the
former case P ✄ x� s |= P � x� s whereas in the latter case P |= P � x� s.

Example 4. Let P = {x = z, x ≤ y + 1} and consider P ✄ {x = x+ 1}. Observe
that t �∈ {x, y, z} = var(P�{x = x+1}). Since ∃x({x = z, x ≤ y+1, t = x+1}) =
{t = z + 1, t ≤ y + 2} and ∃t({t = z + 1, t ≤ y + 2, x = t}) = {x = z + 1, x ≤
y + 2}) it follows that P ✄ {x = x + 1} = {x = z + 1, x ≤ y + 2}). Moreover,
P � {x = x + 1} = P � {x = z + 1, x ≤ y + 2} = {z ≤ x ≤ z + 1, x ≤ y + 2}.

It is not unusual for a concrete operation to modify several attributes of a poly-
hedra together and thus it is useful to introduce a concept of parallel update. In
particular, let i ∈ {1, . . . , k} and consider ei = {xi �i si} where �i ∈ {≤,=,≥}
and si = mi + Σni

j=1mi,jyi,j . Define P ✄ 〈e1, . . . , ek〉 = ((P ✄ e1) . . . ✄ ek) and
likewise P � 〈e1, . . . , ek〉 = ((P �e1) . . .�ek). The following proposition explains
how P✄〈e1, . . . , ek〉 and P�〈e1, . . . , ek〉 are independent of the evaluation order.
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[skip′] 〈skip, P 〉→′P
[num′] 〈x = n, P 〉→′∃xn,xo,xs(P ) ✄ {x = n} if n ∈ N

[str′] 〈x = ”n1 . . . nm”, P 〉→′∃x(P ) ✄ {xo = 0, xs = m + 1, xn = m} if ni ∈ N

[var′] 〈x = y,P 〉→′

8<
:
∃xn,xo,xs(P ) ✄ {x = y} if y ∈ sc(P )
∃x(P ) ✄ {xn = yn, xo = yo, xs = ys} else if y ∈ bf(P )
∃x,xn,xo,xs(P ) otherwise

[add′]

〈x = y + z, P 〉→′8>><
>>:

∃xn,xo,xs(P ) ✄ {x = y + z} if y, z ∈ sc(P )
∃x(P ) ✄ {xn = zn, xo = y + zo, xs = zs} else if y ∈ sc(P ) ∧ z ∈ bf(P )
∃x(P ) ✄ {xn = yn, xo = yo + z, xs = ys} else if y ∈ bf(P ) ∧ z ∈ sc(P )
∃x,xn,xo,xs(P ) otherwise

[sub′]

〈x = y − z, P 〉→′8>><
>>:

∃xn,xo,xs(P ) ✄ {x = y − z} if y, z ∈ sc(P )
∃x(P ) ✄ {xn = yn, xo = yo − z, xs = ys} else if y ∈ bf(P ) ∧ z ∈ sc(P )
∃xn,xo,xs(P ) ✄ {x = yo − zo} else if y, z ∈ bf(P )
∃x,xn,xo,xs(P ) otherwise

[arr′1] 〈x = y[z], P 〉→′

8>>>>>><
>>>>>>:

err if P |= {yo + z < 0}
err else if P |= {yo + z ≥ ys}
warn else if P �|= {0 ≤ yo + z < ys}
∃xn,xo,xs(P ) ✄ {x = 0} else if P |= {yo + z = yn}
∃xn,xo,xs(P ) ✄ {x ≥ 1} else if P |= {yo + z < yn}
∃x,xn,xo,xs(P ) otherwise

[arr′2] 〈[y[z] = x]l, P 〉→′

8>><
>>:

err if P |= {yo + z < 0}
err else if P |= {yo + z ≥ ys}
warn else if P �|= {0 ≤ yo + z < ys}
P ′′ � {vi = yn | vi ∈ V } otherwise

[malloc′] 〈x = malloc(y), P 〉→′∃x(P ) ✄ {xn ≥ 0, xo = 0, xs = y}

Fig. 3. Abstract semantics for simple statements where W = {wn |
〈w, y〉 ∈ Dl}, P ′ = (Dl(P ), V = {vn | 〈v, y〉 ∈ (P ′(Sl)} \ W and P ′′ =
(Dl(updatex,y,z(∃W\{yn}(P ′))

Proposition 3. Let π : {1, . . . , k}→ {1, . . . , k} be a permutation, ei = {xi �i

si}, si = mi +Σni

j=1mi,jyi,j and xi �∈ var(ej) for all i �= j. Then P ✄ 〈e1, . . . , ek〉
= P ✄ 〈eπ(1), . . . , eπ(k)〉 and P � 〈e1, . . . , ek〉 = P � 〈eπ(1), . . . , eπ(k)〉.
For brevity, define P ✄{e1, . . . , ek} = P ✄〈e1, . . . , ek〉 if xi �∈ var(ej) for all i �= j.
Proposition 3 ensures that P ✄{e1, . . . , ek} is well-defined whereas Proposition 4
explains how � can be used to approximate ✄ when a polyhedra can be updated
with different combinations of equations (and possibly not at all).

Proposition 4. P ✄ E′ |= P � E for all E′ ⊆ E.

4.2 Non-array Statements

To construct abstract versions of the non-array statements, the sc and bf maps
are introduced to detect whether an object is a scalar or a pointer. The following
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proposition states an invariant of any correct analysis: a polyhedra cannot si-
multaneously record scalar and buffer attributes for a given variable. The lemma
then asserts correctness for the abstract semantics of the non-array statements.

Definition 7. The maps sc : PBX → ℘(X) and bf : PBX → ℘(X) are defined
sc(P ) = X ∩ var(P ) and bf(P ) = {x ∈ X | {xn, xo, xs} ∩ var(P ) �= ∅}.

Proposition 5. If sc(P ) ∩ bf(P ) �= ∅ then γPB
X (P ) = ∅.

Lemma 1. Suppose L = [skip]l | . . . | [x = y − z]l. Then if ρ � 〈L, σ1〉 → σ2,
〈ρ, σ1〉 ∈ γPB

X (P ) and 〈L,P1〉→′P2 it follows that 〈ρ, σ2〉 ∈ γPB
X (P2).

4.3 Array Statements

To reason about array statements that can error, the store is extended to EStr =
Str ∪ {err} where err denotes an error state. Likewise, the polyhedral domain is
extended to EPBX = PBX ∪ {⊥, err,warn}. 〈EPBX ,�,�,�〉 is a lattice where
the ordering � is defined by ⊥ � P and P � warn for all P ∈ EPBX whereas
for all Pi ∈ PBX , P1 � P2 iff P1 |= P2. Moreover, � and � are given by:

P1 � P2 =




P1 � P2 if P1, P2 ∈ PBX

err else if P1 = P2 = err
P1 else if P2 = warn
P2 else if P1 = warn
⊥ otherwise

P1 � P2 =




P1 � P2 if P1, P2 ∈ PBX

err else if P1 = P2 = err
P1 else if P2 = ⊥
P2 else if P1 = ⊥

warn otherwise

The following (extended) concretization map explains how the abstract objects
err and warn represent definite errors and possible errors in the concrete setting.

Definition 8. The concretization map γEPB
X : EPBX → ℘(Env × EStr) is

defined: γEPB
X (⊥) = ∅, γEPB

X (err) = Env × {err}, γEPB
X (warn) = Env × EStr

and γEPB
X (P ) = γPB

X (P ) if P ∈ PBX .

The abstract semantics for array read generates an error (warning) if the read
is definitely (possibly) outside the buffer. Array write is more subtle since a
write action through one pointer can effect the null position attribute of all the
pointers directed at the same buffer. The following operator details the way in
which the null attribute is effected by the write.

Definition 9. The operator updatex,y,z : PBX → PBX is defined:

updatex,y,z(P ) =


PA if P |= {yo + z > yn}
PA else if P |= {x > 0, yo + z < yn}
PB else if P |= {x = 0, yo + z < yn}
PC else if P |= {yo + z < yn}
PD else if P |= {x > 0} ∧ wu = nl = wl
PB else if P |= {x = 0} ∧ wu = nl = wl
PE else if P |= {x > 0}
PA else if P |= {x = 0} ∧ nl≤ wl≤ nu< wu
PF else if P |= {x = 0}
PG otherwise

PA=P
PB=P ✄ (yn = yo + z)
PC=P � (yn = yo + z)
PD=P ✄ (yn ≥ yo + z + 1)
PE=P � (yn ≥ yn)
PF =PC � {yn ≤ min{nu, wu}}
PG=P � (yn ≥ yo + z)
wl =  min(yo + z, P )!
wu= "max(yo + z, P )#
nl =  min(yn, P )!
nu = "max(yn, P )#
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P |= x = 0 B A B F F A F

P |= x > 0 A A D E E E E

otherwise C A G G G G G

Fig. 4. Graphical representation of the update function

The operator reduces to a case analysis of the write position relative to the null
position. The various cases are depicted in Figure 4 in which the striped bars

(hollow bars ) represent a range that includes the write (first
null) position. In case A the null position is not altered. In B, the null position
is refined to coincide with the write position. In C, the write possibly resets the
null, hence the additive update. In D, the first element in the range of possible
null positions is overwritten with non-zero. This may overwrite the actual null,
hence the range is extended without bound at the end and shortened by one at
the beginning. In E, the additive update P � (yn ≥ yn) extends the null position
to the right to capture a possibly overwritten null. In F , case B is refined so
that the null exceeds neither upper bound. Finally G provides a conservative
approximation when the update value is not known.

The abstract semantics for array write first inspects Dl – the definite sharing
abstraction for program point l – to collect together those program variables W
that definitely share with y. The polyhedra P is refined using Dl to obtain P ′. V
is constructed from (P ′(Sl) – the possible sharing abstraction for program point l
refined by P ′ – to obtain those variables which possibly share with y, but do
not definitely share with y. Information on null positions of those variables of W
(except y) is then removed from P ′. The update is applied to revise the null
attribute for y, and then this change is reflected to other variables of W . Additive
update is used to propagate the update to the variables in V since they may
or may not have been affected by the write. This step-wise construction enables
correctness to be established, and given correct sharing abstractions Dl and Sl

for point l (see Section 3.3), the following correctness result is obtained.

Theorem 1. Suppose L = [skip]l | . . . | [x = malloc(y)]l. Then if ρ � 〈L, σ1〉 →
σ2, 〈ρ, σ1〉 ∈ γPB

X (P ) and 〈L,P1〉→′P2 it follows that 〈ρ, σ2〉 ∈ γEPB
X (P2).

Note that if P2 = err, then a definite overrun is detected (if l is ever reached);
if P2 = warn, then a possible overrun may occur at l; whereas if P ∈ PBX then
no overrun can occur at l.

Example 5. The consecutive updates of Example 3 correspond to case D in the
table. The reverse writing of the first three characters corresponds to fourth
column and second row and thus to case E. The last write is again a D update.
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[if′1] 〈if x thenL1 elseL2, P 〉→′〈L1, P � {1 ≤ x}〉
[if′2] 〈if x thenL1 elseL2, P 〉→′〈L1, P � {x ≤ −1}〉
[if′3] 〈if x thenL1 elseL2, P 〉→′〈L2, P � {x = 0}〉

[while′1] 〈while x L, P 〉→′〈L; while x L, P � {1 ≤ x}〉
[while′2] 〈while x L, P 〉→′〈L; while x L, P � {x ≤ −1}〉
[while′3] 〈while x L, P 〉→′P � {x = 0}

[seq′
1]

〈L1, P1〉→′〈L2, P2〉
〈L1; L3, P1〉→′〈L2; L3, P2〉

[seq′
2]

〈L1, P1〉→′P2

〈L1; L2, P1〉→′〈L2, P2〉
[ret′] 〈return; L, P 〉→′ P

[call′]
〈θ(z1) = y1; . . . ; θ(zn) = yn; θ(L), P1〉→′∗P2

〈x = f(y1, . . . yn), P1〉→′〈x = θ(fr), P2〉
if c(f) = 〈z1, . . . , zn, L〉 ∧ var(θ(c(f))) ∩ var(P1) = ∅

Fig. 5. Abstract semantics for control statements where θ denotes a renaming
(bi-jective) substitution

4.4 Control Statements

Figure 5 details the abstract semantics for the control statements. Note how
the if and while branches restrict the polyhedron, possibly collapsing it to false .
The main safety result, Theorem 1, can be lifted to full String C by induction on
the number of steps from main in a sequence of abstract reductions. Of course,
an analysis will have to address finiteness issues, by applying widening [4], and
efficiency issues, by combining function call and exit with projection so as to
minimize the number of variables considered in the analysis of each function.

5 Related Work

Apart from those static analyses already discussed [8,12,13,23], most of propos-
als for detecting overruns are either based on lexical analysis [22], testing [11]
or stack protection mechanisms [2,10]. ITS4 [22] is a lexical analysis tool that
searches for security problems using a database of potentially dangerous con-
structs. Lexical analysis is fast and calls to problematic library functions can be
flagged. Such a limited approach, however, will fail to find problematic string
buffer manipulation that is hand coded.

FIST [11] finds possible overruns by automatically perturbing the program
states, for example, appending or truncating strings, or by mangling the stack.
The developer or analyst selects buffers to check, and then FIST injects a state
perturbation to generate a possible overrun. Manual analysis is required to de-
termine whether the overrun buffer can actually occur.

StackGuard protects from stack smashing by aborting the program if the
return address is over-written [10]. The StackGuard compiler, however, does
not bar overruns and any overrun has the potential of side-effecting a variable



378 Axel Simon and Andy King

and thereby altering access and privileges. Baratloo, Singh and Tsai [2] also
describe a mechanism for checking the return address before the jump. Any
run-time approach, however, will always incur an overhead (of 40% in the case
of StackGuard [10]). Moreover, as pointed out in [12], these run-time systems
effectively just turn a buffer overflow attack into a denial-of-service attack.

Finally, the AST ToolKit [6] has been used to detect errors in string manip-
ulation, though details on this work are sparse [8].

6 Future Work

One direction for future work will be to investigate the extent to which poly-
hedral sub-domains [16] impact on the precision of buffer overrun analysis; a
programmer might be willing to trade extra warning messages for an analysis
that scales smoothly to large applications. For brevity, the analysis omits how
to recover from an error or warning state. Future work will thus investigate how
to safely reshape the polyhedron to satisfy the requirements of an operation so
as to avoid an unhelpful error cascade. Future work will also address how to
extend the analysis to Unicode buffers and other problematic buffer operations.
For example, pointer difference i = s − t is well defined iff s and t point to the
same buffer. Moreover, the analysis can be enriched to flag an error if s and t
do not possibly share and raise a warning if s and t do not definitely share.

7 Conclusions

This paper has formalized the buffer overrun problem by following the method-
ology of abstract interpretation. First, an instrumented semantics for a C subset
was presented that captures those properties relevant to overrun detection. Sec-
ond, polyhedral and buffer sharing domains were proposed and then connected
with the concrete semantics via concretization maps. Third, the instrumented
semantics was abstracted to synthesize an analysis for detecting both definite
and possible overruns. Fourth, correctness results were reported. The paper pro-
vides an excellent practical foundation for overrun analysis since it explains how
buffer sharing and buffer overrun interact and how sharing analysis can be used
to trim down the number of variables in a polyhedral buffer abstraction.
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Abstract. Escape analysis of object-oriented languages allows us to
stack allocate dynamically created objects and to reduce the overhead
of synchronisation in Java-like languages. We formalise the escape prop-
erty E , computed by an escape analysis, as an abstract interpretation
of concrete states. We define the optimal abstract operations induced
by E for a framework of analysis known as watchpoint semantics. The
implementation of E inside that framework is a formally correct abstract
semantics (analyser) for escape analysis. We claim that E is the basis for
more refined and precise domains for escape analysis.

1 Introduction

Escape analysis has been studied for functional and for object-oriented lan-
guages. It allows us to stack allocate dynamically created data structures which
would normally be heap allocated. This is possible if the data structures do not
escape from the method which created them. It is well known that stack alloca-
tion reduces garbage collection overhead at run-time w.r.t. heap allocation. In
the case of Java, escape analysis allows us to remove unnecessary synchronisa-
tions when an object is accessed. This is possible if the object does not escape the
methods of its creating thread. This makes object accesses faster at run-time.

In this paper, we lay the foundations for the development of practical escape
analysers for object-oriented languages. To do this, we first formalise the escape
property E as a property (an abstract interpretation) of concrete states showing
how it may interact with both the static type information and the late-binding
mechanism. We show how, given a set of concrete operations, such as those
given in [9,13] for executing a simple object-oriented language, optimal abstract
operations induced by E may be constructed.

Note that, in this paper, we are concerned with providing a foundation for
escape analysis and, as a consequence, the domain E , which represents just the
property of interest, does not include any other related information that could
improve the precision of the analyser. Notwithstanding this, we show that, in
� This work has been funded by EPSRC grant GR/R53401.
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some cases, E with its abstract operations can be more precise than other pro-
posed escape analyses. Moreover, our escape analyser can form a basis for more
refined analysers, such as the one described in [8], with improved precision.

After a brief summary of our notation and terminology, in Section 3 we re-
call the watchpoint framework of [13] on which the analysis is based. Then,
in Section 4, we formalise the escape property of interest and provide suitable
abstract operations for its analysis while, in Section 5, we discuss our proto-
type implementation and experimental results. Section 6 concludes the paper by
highlighting the differences between previous proposals and our own approach.

2 Preliminaries

A total (partial) function f is denoted by �→ (→). The domain (codomain)
of f is dom(f) (rng(f)). We denote by [v1 �→ t1, . . . , vn �→ tn] the function f
where dom(f) = {v1, . . . , vn} and f(vi) = ti for i = 1, . . . , n. Its update is
f [w1 �→ d1, . . . , wm �→ dm], where the domain may be enlarged. By f |s (f |−s)
we denote the restriction of f to s ⊆ dom(f) (to dom(f) \ s). If f(x) = x then x
is a fixpoint of f . The set of fixpoints of f is denoted by fp(f).

The two components of a pair are separated by ·. A definition of S such as
S = a · b, with a and b meta-variables, silently defines the pair selectors s.a and
s.b for s ∈ S. An element x will often stand for the singleton set {x}, like l in
✁l in the definition of put field (Figure 4).

A complete lattice is a poset C ·≤ where least upper bounds (lub) and greatest
lower bounds (glb) always exist. If C · ≤ and A · � are posets, then f : C �→ A
is (co-)additive if it preserves lub’s (glb’s). A map f : A �→ A is a lower closure
operator (lco) if it is monotonic, reductive and idempotent.

We recall now the basics of abstract interpretation (AI) [5]. Let C · ≤ and
A ·� be two posets (the concrete and the abstract domain). A Galois connection
is a pair of monotonic maps α : C �→ A and γ : A �→ C such that γα is extensive
and αγ is reductive. It is a Galois insertion when αγ is the identity map i.e.,
when the abstract domain does not contain useless elements. This is equivalent
to α being onto, or γ one-to-one. If C and A are complete lattices and α is
additive, it is the abstraction map of a Galois connection. An abstract operator
f̂ : An → A is correct w.r.t. f : Cn → C if αfγ � f̂ . For each operator f , there
exists an optimal (most precise) correct abstract operator f̂ defined as f̂ = αfγ.
The semantics of a program is the fixpoint of a map f : C �→ C , where C
is the computational domain. Its collecting version [5] works over properties of
C i.e., over ℘(C ) and is the fixpoint of the powerset extension of f . If f is
defined through suboperations, their powerset extensions and ∪ (which merges
the semantics of the branches of a conditional) induce the extension of f .

3 The Framework of Analysis

We build on the watchpoint semantics [13] which allows us to derive a compo-
sitional and focused analyser from a specification of a domain of abstract states
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class angle : class circle extends figure :
field degree : int fields radius, xcenter, ycenter : int
method acute() : int is method def() : void is
out := this.degree < 90 this.radius := 1; {w1}

this.xcenter, this.ycenter := 0;
method draw() : void is

class figure : % put something here...
method def() : void is skip

method rot(a : angle) : void is skip class main :
method draw() : void is skip method main() : void is

f : figure;
f := new square; {π2}

class square extends figure : f.def();
fields side, xcenter, ycenter : int rotate(f); {w2}
field rotation : angle f := new circle; {π3}
method def() : void is f.def();
this.side := 1; rotate(f); {w3}
this.xcenter := 0; method rotate(f : figure) : void is
this.ycenter := 0; a : angle;
this.rotation := new angle; {π1} a := new angle; {π4}
this.rotation.degree = 0; f.rot(a);

method rot(a : angle) : void is a.degree := 0;
this.rotation := a; while (a.degree < 360)

method draw() : void is f.draw();
% something using this.rotation here... a.degree := a.degree + 1;

Fig. 1. An example of program

and operations which work over them. Then problems such as scoping, recursion
and name clash can be ignored, since these are already solved by the watchpoint
semantics. Moreover, this framework relates the precision of the analysis to that
of its abstract domain so that traditional techniques for comparing the precision
of abstract domains can be applied [4,5,8].

The analyser presented here is for a simple typed object-oriented language
where the concrete states and operations are based on [9]. However, here we
require a more concrete notion of object. This is because, for escape analysis,
every object has to be associated with its creation point.

Definition 1. Let Id be a set of identifiers, K a finite set of classes ordered by
a subclass relation ≤ such that K · ≤ is a poset and main ∈ K. Let Type be the
set {int} + K. We extend ≤ to Type by defining int ≤ int. Let Vars ⊆ Id be a
set of variables such that {out, this} ⊆ Vars. We define

TypEnv={τ :Vars→Type|dom(τ) is finite, if this∈dom(τ) then τ(this)∈K}.
Types and type environments are initialised as init(int) = 0, init(κ) = nil for
κ ∈ K and init(τ)(v) = init(τ(v)) for τ ∈ TypEnv and v ∈ dom(τ).

A class contains local variables (fields) and functions (methods). A method
has a set of input/output variables called parameters, including out, which holds
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K =

8>>>><
>>>>:

angle,
figure,
square,
circle,
main

9>>>>=
>>>>;

M =

8>>>><
>>>>:

angle acute,
figure def, figure rot, figure draw,
square def, square rot, square draw,
circle def, circle draw,
main main, main rotate

9>>>>=
>>>>;

square ≤ figure, circle ≤ figure and reflexive cases

F (angle) = [degree �→ int ] F (figure) = F (main) = []

F (square) = [side �→ int , xcenter �→ int , ycenter �→ int , rotation �→ angle]

F (circle) = [radius �→ int , xcenter �→ int , ycenter �→ int ]

M(angle) = [acute �→ angle acute]

M(figure) = [def �→ figure def, rot �→ figure rot, draw �→ figure draw]

M(square) = [def �→ square def, rot �→ square rot, draw �→ square draw]

M(circle) = [def �→ circle def, rot �→ figure rot, draw �→ circle draw]

M(main) = [main �→ main main, rotate �→ main rotate]

P (angle acute) = [out �→ int , this �→ angle]

P (figure rot) = [a �→ angle, out �→ int , this �→ figure]

P (main rotate) = [f �→ figure, out �→ int , this �→ main]

P (figure def) = [out �→ int , this �→ figure] (the other cases of P are like this)

Fig. 2. The static information of the program in Figure 1

the result of the method, and this, which is the object over which the method has
been called. Fields is a set of maps which bind each class to the type environment
of its fields. The variable this cannot be a field. Methods is a set of maps which
bind each class to a map from identifiers to methods. Pars is a set of maps which
bind each method to the type environment of its parameters (its signature).

Definition 2. Let M be a finite set of methods. We define

Fields = {F : K �→ TypEnv | this �∈ dom(F (κ)) for every κ ∈ K}
Methods = K �→ (Id → M)

Pars = {P :M �→ TypEnv | {out, this} ⊆ dom(P (ν)) for every ν ∈ M} .
The static information of a program is used by the escape analyser.

Definition 3. The static information of a program consists of a poset K· ≤, a
set of methods M and maps F ∈ Fields, M ∈ Methods and P ∈ Pars.

An example program is given in Figure 1. Note that void methods are an
abbreviation for methods which always return the integer 0, implicitly discarded
by the caller. The static information of that program is shown in Figure 2.

Definition 4. Let Π be a finite set of labels called creation points. A map k :
Π �→ K relates every creation point with the class of the objects it creates. A
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hidden creation point π ∈ Π, internal to the operating system, creates objects of
class main. Then we define k(π) = main. Every other π ∈ Π decorates a new κ
statement in the program. Then we define k(π) = κ. Let π ∈ Π, F ∈ Fields and
M ∈ Methods. We define F (π) = F (k(π)) and M(π) =M(k(π)).
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Fig. 3. Frame φ1 and memory µ1 for type
environment τw2 = [f �→ figure, out �→
int , this �→ main]

We define a frame as a map that
assigns values to variables. These
values can be integers, locations or
nil where a location is a memory
cell. The value assigned to a variable
must be consistent with its type. For
instance, a class variable should be
assigned to a location or to nil . A
memory is a map from locations to
objects where an object is character-
ized by its creation point and the
frame of its fields. Figure 3 illus-
trates these different concepts. An
update of a memory allows its frames
to assign new (type consistent) val-
ues to the variables.

Definition 5. Let Loc be an infinite set of locations, Value = Z+ Loc + {nil}
and τ ∈ TypEnv. We define frames, objects and memories as

Frameτ =


φ ∈ dom(τ) �→ Value

∣∣∣∣∣∣
for every v ∈ dom(τ)
if τ(v) = int then φ(v) ∈ Z

if τ(v) ∈ K then φ(v) ∈ {nil} ∪ Loc




Obj = {π · φ | π ∈ Π, φ ∈ FrameF (π)}
Memory = {µ ∈ Loc → Obj | dom(µ) is finite} .

Let µ1, µ2 ∈ Memory and L ⊆ dom(µ1). We say that µ2 is an L-update of µ1,
written µ1 ✁L µ2, if L ⊆ dom(µ2) and for every l ∈ L we have µ1(l).π = µ2(l).π.

Example 1. Let τw2 = [f �→ figure, out �→ int , this �→ main] be the type envi-
ronment at program point w2 in Figure 1. Letting l1, l2 ∈ Loc, the set Frameτw2

contains φ1 (see Figure 3) and φ2 but it does not contain φ3 and φ4, where

φ1 = [f �→ l1, out �→ 3, this �→ l2] φ2 = [f �→ nil , out �→ −2, this �→ nil ]
φ3 = [f �→ 2, out �→ −2, this �→ l1] φ4 = [f �→ l1, out �→ 3, this �→ 3] .

This is because f is bound to 2 in φ3 (while it has class figure in τw2) and this
is bound to 3 in φ4 (while it has class main in τw2).

Example 2. Consider the program and its static information given in Figures 1
and 2. Since F (π) = F (main) = [], the only object created at π is o1 = π · [].
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Objects created at π2 have class k(π2) = square. Examples of such objects
(where l3 ∈ Loc), that are consistent with the definition of F (square), are

o2 = π2 · [side �→ 4, xcenter �→ 3, ycenter �→ −5, rotation �→ nil ] ,
o3 = π2 · [side �→ 2, xcenter �→ 3, ycenter �→ −4, rotation �→ l3] .

Finally, examples of objects created in π1 and π4, respectively, are

o4 = π1 · [degree �→ 45] o5 = π4 · [degree �→ 13] .

(o1, o3, o4 and o5 are illustrated in Figure 3.)

Example 3. Consider locations l1, l2, l3, l4 ∈ Loc and the objects o1, o2, o3, o4, o5
from Example 2. Then Memory contains µ1 = [l1 �→ o3, l2 �→ o1, l3 �→ o5, l4 �→
o4] (Figure 3), µ2 = [l1 �→ o1, l2 �→ o1] and µ3 = [l1 �→ o2, l2 �→ o3, l3 �→ o1].

We define a notion of type correctness which guarantees that variables are
bound to locations which contain objects allowed by a given type environment.

Definition 6. Let τ ∈ TypEnv, φ ∈ Frameτ and µ ∈ Memory. We say that φ
is weakly τ -correct w.r.t. µ if for every v ∈ dom(φ) such that φ(v) ∈ Loc we
have φ(v) ∈ dom(µ) and k((µφ(v)).π) ≤ τ(v).

We strengthen the correctness notion of Definition 6 by requiring that it holds
for the fields of the objects in memory also.

Definition 7. Let τ ∈ TypEnv, φ ∈ Frameτ and µ ∈ Memory. We say that φ
is τ -correct w.r.t. µ, and we write φ · µ : τ , if

1. φ is weakly τ-correct w.r.t. µ (Definition 6),
2. for every o ∈ rng(µ) we have that o.φ is weakly F (o.κ)-correct w.r.t. µ.

Example 4. Let τw2 , φ1 and φ2 from Example 1, µ1, µ2 and µ3 from Example 3.
Let τ = τw2 . We have
– φ1·µ1 : τ (Figure 3). Condition 1 of Definition 7 holds because {v ∈ dom(φ1) |
φ1(v) ∈ Loc} = {this, f}, {l1, l2} ⊆ dom(µ1), k(µ1(l1).π) = k(π2) =
square ≤ figure = τ(f) and k(µ1(l2).π) = k(π) = main = τ(this). Con-
dition 2 holds because the only o ∈ rng(µ1) such that rng(o.φ) ∩ Loc �= ∅

is o3, since {l3} = rng(o3.φ)∩Loc. Moreover, k(µ1(l3).π) = k(π4) = angle =
F (o3.π)(rotation).

– φ2 · µ2 : τ . Condition 1 of Definition 7 holds since there is no v ∈ dom(φ2)
such that φ2(v) ∈ Loc. Condition 2 holds since rng(µ2) = {o1} and o1.φ = [].

– φ1 · µ2 : τ is false since condition 1 of Definition 7 does not hold. Namely,
τ(f) = figure, k((µ2φ1(f)).π) = k(o1.π) = k(π) = main and main �≤
figure.

– φ2 · µ3 : τ is false since condition 2 of Definition 7 does not hold. Namely,
o3 ∈ rng(µ3) is such that o3.φ is not weakly F (o3.π)-correct w.r.t. µ3,
since o3.φ(rotation) = l3, main �≤ angle but k(µ3(l3).π) = k(o1.π) =
k(π) = main and we have F (o3.π)(rotation) = F (square)(rotation) =
angle.
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nopτ (φ · µ) = φ · µ get intiτ (φ · µ) = φ[res �→ i] · µ, i ∈ Z

get nilκτ (φ · µ) = φ[res �→ nil ] · µ, κ ∈ K get varvτ (φ · µ) = φ[res �→ φ(v)] · µ, v ∈ dom(τ)

restrictvsτ (φ · µ) = φ|−vs · µ, vs ⊆ dom(τ) expandv:t
τ (φ · µ) = φ[v �→ init(t)] · µ, t ∈ Type

put varvτ (φ · µ) = φ[v �→ φ(res)]|−res · µ, v ∈ dom(τ)

get fieldf
τ (φ

′ · µ) =

(
φ′[res �→ ((µφ′(res)).φ)(f)] · µ if φ′(res) 
= nil

undefined otherwise

put fieldf

τ,τ′ (φ1 · µ1)(φ2 · µ2) =

8><
>:

φ2|−res · µ2[l �→ µ2(l).π · µ2(l).φ[f �→ φ2(res)]]

if (l = φ1(res)) 
= nil and µ1 ✁l µ2

undefined otherwise

=τ (φ1 · µ1)(φ2 · µ2) =

(
φ2[res �→ 1] · µ2 if φ1(res) = φ2(res)

φ2[res �→ −1] · µ2 if φ1(res) 
= φ2(res)

+τ (φ1 · µ1)(φ2 · µ2) = φ2[res �→ φ1(res) + φ2(res)] · µ2

is nilτ (φ · µ) =

(
φ[res �→ 1] · µ if φ(res) = nil

φ[res �→ −1] · µ otherwise

callν,v1,...,vn
τ (φ · µ) = [ι1 �→ φ(v1), . . . , ιn �→ φ(vn), this �→ φ(res)] · µ

where {ι1, . . . , ιn} = P (ν) \ {out, this} (alphabetically ordered) and ν ∈ M

returnν
τ (φ1 · µ1)(φ2 · µ2) =

(
φ1[res �→ φ2(out)] · µ2 if µ1 ✁rng(φ1)|−res∩Loc µ2

undefined otherwise

newπ
τ (φ · µ) = φ[res �→ l] · µ[l �→ π · init(F (π))], π ∈ Π, l ∈ Loc \ dom(µ)

lookupm,ν
τ (φ · µ) iff φ(res) 
= nil and M((µφ(res)).π)(m) = ν

is trueτ (φ · µ) iff φ(res) ≥ 0 is falseτ (φ · µ) iff φ(res) < 0 .

Fig. 4. The operations over concrete states

The state of the computation is a pair consisting of a frame and a memory.
The variable this in the domain of the frame must be bound to an object.

Definition 8. Let τ ∈ TypEnv. We define the states

Στ =
{
φ · µ

∣∣∣∣φ ∈ Frameτ , µ ∈ Memory , φ · µ : τ,
if this ∈ dom(τ) then φ(this) �= nil

}

and the operations over states in Figure 4 (for their signature, see [13]).
Example 5. In the hypotheses of Example 4, we have φ1 ·µ1 ∈ Στ (Figure 3), φ2 ·
µ2 �∈ Στ although φ2 · µ2 : τ (Example 4), since this ∈ dom(τ) and φ2(this) =
nil . We have φ1 · µ2 �∈ Στ and φ2 · µ3 �∈ Στ (Example 4).

In Figure 4, the subscript τ constrains the signature of the operations (see
[13]). The variable res holds the intermediate results, like the top element of
the operand stack of the Java virtual machine. The nop operation does nothing.
The get operations load a constant, the value of another variable or of the field of
an object in res . In the last case, that object is assumed to be stored in res before
the get operation. The put operations store in v the value of res or of a field of
an object pointed to by res . In this second case (put field) the object whose field
is modified must exist in the memory of the state holding the new value of the
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field. This is expressed by the update relation (Definition 5). For every binary
operation over values like = and +, there is an operation on states. Note (in the
case of =) that Booleans are implemented through integers (every non-negative
integer means true). The operation is nil checks whether res points to nil . The
operation call (return) is used before (after) a call to a method ν. While callν

creates a new state in which ν can execute, the operation returnν restores the
state σ which was current before the call to ν, and stores in res the result of the
call. The update relation (Definition 5) requires that the variables of σ have not
been changed during the execution of the method. The operation expand (restrict)
adds (removes) variables. The operation newπ creates a new object of creation
point π. The predicate lookupm,ν checks if by calling the method identified by m
of the object pointed to by res , the method ν is run. The predicate is true
(is false) checks if res contains true (false).

Example 6. Let τw2 and φ1 as in Example 1 and µ1 as in Example 3 (see also
Figure 3). The state σ1 = φ1 · µ1 (Example 5) could be the current state at
program point w2 in Figure 1. The computation continues as follows [13]. Let
τ = τw2 and τ ′ = τ [res �→ figure]. The sequence of operations which are
executed is

σ2 = newπ3
τ (σ1) create an object of class circle

σ3 = put varfτ [res�→circle](σ2) assign it to f

σ4 = get varfτ (σ3) read f
lookupdef,figure def

τ ′ (σ4) if it is true, let ν = figure def
lookupdef,square def

τ ′ (σ4) if it is true, let ν = square def
lookupdef,circle def

τ ′ (σ4) if it is true, let ν = circle def
σ5 = callντ [res�→P (ν)(this)](σ4) initialise the selected method ν.

(1)

Let o6 = π3·[radius �→ 0, xcenter �→ 0, ycenter �→ 0] and l ∈ Loc\{l1, l2, l3, l4}.
We have

σ2 = [f�→ l1, out�→3, res�→ l, this�→ l2] · [l1�→o3, l2�→o1, l3�→o5, l4�→o4, l�→o6]
σ3 = [f �→ l, out �→ 3, this �→ l2] · [l1 �→ o3, l2 �→ o1, l3 �→ o5, l4 �→ o4, l �→ o6]
σ4 = [f�→ l, out�→3, res�→ l, this�→ l2] · [l1�→o3, l2�→o1, l3�→o5, l4�→o4, l�→o6] .

Consider the lookup checks. They determine which is the target of the virtual
call f.def() in Figure 1. We have (σ4.φ)(res) = l �= nil and (σ4.µ)(l) = o6.
Then the method of o6 identified by def is called. We have o6.π = π3 and
k(π3) = circle. MoreoverM(circle)(def) = circle def (Figure 2). Then the
only lookup check which succeeds is the last one, ν = circle def is called and

σ5 = [this �→ l] · [l1 �→ o3, l2 �→ o1, l3 �→ o5, l4 �→ o4, l �→ o6] .

Note that the object o6 created by the new statement is now the this object of
this instantiation of the method circle def.

In [13] it is shown that every abstraction of ℘(Στ ) and of the powerset ex-
tension of the operations in Figure 4 and of ∪ induces an abstraction of the
watchpoint semantics. We will use this result in the next section.
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4 The Property E
“Escape analysis determines whether the lifetime of data exceeds its static
scope” [2]. “An object o is said to escape a method m if the lifetime of o may
exceed the lifetime of m” [3]. “Escape analysis computes bounds of where ref-
erences to newly created objects may occur” [7]. These definitions of escape
analysis for object-oriented languages are all unsatisfactory for a number of rea-
sons. First of all, it is not clear which is the actor of the analysis (data, objects,
references?). Furthermore, they use informal concepts (lifetime, bound, newly
created). Finally, it is not clear whether escape analysis is a definite or possible
analysis (do we want a subset or a superset of the “data whose lifetime exceeds
their static scope”?). Thus a comparison of the precision of different analyses
is possible only by an experimental evaluation where the number and degree of
optimisations they achieve are compared. However, even this would be difficult
as a standard and representative set of benchmarks is needed. In addition to this,
the definitions refer to properties of programs rather than properties of states.
For instance, lifetime refers implicitly to different moments in the execution of
a program. So that, although the above definitions are useful for understanding
the problem, they cannot be used to define abstract interpretations of states.

We now want to define more formally the escape property E as a property of
states, independently of the optimisations it allows. This is important because:

– It makes clear that escape analysis is a possible analysis of creation points,
– E is the simplest abstract domain for escape analysis which is a concretisation
of the escape property itself,

– As a property of states, it can be defined without any consideration about
name clashes or multiple instances of the same variable during recursion,

– It allows a formal comparison of different domains w.r.t. their precision. It
is indeed enough to compute and compare their quotients w.r.t. E [4,8].
Here is our definition of escape analysis, which we will further formalise later.

Escape analysis overapproximates, for every program point p, the set of
creation points of objects reachable in p from some variable or field in scope.

The choice of an overapproximation follows from the typical use of the infor-
mation provided by escape analysis. For instance, an object can be stack allo-
cated [2,3,7] if it does not escape the method which creates it i.e., if it does not
belong to a superset of the objects reachable at its end. For the same reason, we
are interested in the creation points of the objects and not in their identity.

Example 7. Consider the program in Figure 1. Are there any objects created in
π4 and reachable in program point w2? We have τw2 = [f �→ figure, out �→
int , this �→ main] (Example 1). We cannot reach any object from out, because
it can only contain integers. The variable this has class main which has no
fields. Since in π4 we create objects of class angle, they cannot be reached from
this. The variable f has class figure, which has no fields. Reasoning as for
this, we could conclude that no object created in π4 can be reached from f.
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That conclusion is wrong. Indeed, since f contains a square, the call rotate(f)
results in a call f.rot(a) which stores a, created in π4, in the field rotation,
and that field can later be accessed (for instance, by f.draw()).

The considerations in Example 7 lead to the definition of reachability, where
we use the actual fields of the objects instead of those of its declared class. We
use the following result to guarantee that α (Definition 9) is well-defined.

Lemma 1. Let τ ∈ TypEnv, φ · µ ∈ Στ and o ∈ rng(µ). Then o.φ · µ ∈ ΣF (o.π).

Definition 9. Let τ ∈ TypEnv and σ = φ · µ ∈ Στ . The set of the creation
points of the objects reachable in σ is ατ (σ) = ∪{αi

τ (σ) | i ≥ 0} ⊆ Π, where

α0τ (σ) = ∅

αi+1
τ (σ) = ∪{{o.π} ∪ αi

F (o.π)(o.φ · µ) | v ∈ dom(φ), φ(v) ∈ Loc, o = µφ(v)}.

The maps ατ and αi
τ are pointwise extended to ℘(Στ ).

Variables and fields of type int do not contribute to ατ . Moreover, since Π is
finite and αi

τ ⊆ αi+1
τ (by induction over i), for every S ⊆ Π there is k ∈ N such

that ατ (S) = αk
τ (S).

Example 8. In the hypotheses of Figure 3, we have ατ (φ1 · µ1) = {π, π2, π4}.
Note that o4 is not reachable.

In general, it can be rng(ατ ) �= ℘(Π), since ατ is not necessarily onto.

Example 9. In the hypotheses of Figure 2, let τ = [a �→ circle, this �→ main]
and σ = φ · µ ∈ Στ . Then π4 �∈ ατ (σ), since for every i ∈ N we have

αi+1
τ (σ) = ∪{{o.π}∪αi

F (o.π)(o.φ ·µ) | v∈{a, this}, φ(v)∈Loc, o=µφ(v)}. (2)
Since k(o.π) ∈ {circle, main} has no class fields, (2) is equal to

{o.π | v ∈ {a, this}, φ(v) ∈ Loc, o = µφ(v)} . (3)

Since π1, π2 and π4 create objects incompatible with circle and main, (3) is
contained in {π, π3}. Since i is arbitrary, we have the thesis.
Example 9 shows that static type information provides escape information, by
indicating some creation points which create objects that cannot be reached.

Let S ∈ ℘(Π). We define δτ (S) as the largest subset of S which contains
only those creation points deemed useful by the type environment τ . Note that
if there are no possible creation points for this, all creation points are useless.

Definition 10. Let τ ∈ TypEnv and S ⊆ Π. We define δτ (S) = ∪{δi
τ (S) | i ≥

0} with

δ0τ (S) = ∅

δi+1
τ (S) =

{
∅ if this ∈ dom(τ) and there is no π ∈ S s.t. k(π) ≤ τ(this)
∪{{π} ∪ δi

F (π)(S) | κ ∈ rng(τ) ∩ K, π ∈ S, k(π) ≤ κ} otherwise.
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In Definition 10 we consider all subclasses of κ (Example 7). We have δτ = δ#Π
τ .

Proposition 1. Let τ ∈ TypEnv and i ∈ N. The maps δi
τ and δτ are lco’s.

Example 10. Program point w1 in Figure 1 has type environment τw1 = [out �→
int, this �→ circle]. Let S = {π, π1, π2, π3, π4}. For every i ∈ N we have

δi+1
τw1
(S) = ∪{{π} ∪ δi

F (π)(S) | κ ∈ rng(τw1) ∩K, π ∈ S, k(π) ≤ κ}
= ∪{{π} ∪ δi

F (π)(S) | π ∈ S, k(π) ≤ circle} = {π3} ∪ δi
F (circle)(S) .

Since rng(F (circle)) = {int}, we conclude that δτw1
(S) = {π3}.

Example 11. Consider the program point w2 in Figure 1 and its type environ-
ment τw2 from Example 1. Let S = {π, π1, π2, π3, π4}. For every i ∈ N we have

δi+2
τw2
(S) = ∪{{π} ∪ δi+1

F (π)(S) | κ ∈ {figure, main}, π ∈ S, k(π) ≤ κ}
= {π, π2, π3} ∪ δi+1

F (square)(S) ∪ δi+1
F (circle)(S) ∪ δi+1

F (main)(S)

= {π, π2, π3} ∪ δi+1
F (square)(S)

= {π, π2, π3} ∪ (∪{{π} ∪ δi
F (π)(S) | π ∈ S, k(π) ≤ angle})

= {π, π2, π3} ∪ ({π1, π4} ∪ δi
F (angle)(S)) = {π, π1, π2, π3, π4} .

Then all creation points are useful in w2 (compare this with Example 7).

The following result proves that δτ can be used to define rng(ατ ).

Lemma 2. Let τ ∈ TypEnv. Then fp(δτ ) = rng(ατ ) and ∅ ∈ fp(δτ ). If, in
addition, this ∈ dom(τ), then for every X ⊆ Στ we have ατ (X) = ∅ if and
only if X = ∅.

Lemma 2 allows us to assume that ατ : ℘(Στ ) �→ fp(δτ ). Moreover, it justifies
the following definition of the simplest domain E for escape analysis. It coincides
with the escape property itself. Therefore, Lemma 2 can be used to compute the
possible values of the escape property at a given program point. However, it does
not specify which of these is best. This is the goal of an escape analysis.

Definition 11. Let τ ∈ TypEnv. The escape property is Eτ = fp(δτ ), ordered
by set inclusion.

Example 12. Let τw1 and τw2 be as in Examples 10 and 1, respectively. We have

Eτw1
= {∅, {π3}} , Eτw2

= {∅}∪
{
S ∈ ℘(Π)

∣∣∣∣π ∈ S and
π1∈S or π4∈S entails π2 ∈ S

}
.

The constraint on Eτw2
says that to reach an angle (created in π1 or in π4) from

the variables in dom(τw2), we must be able to reach a square (created in π2).

By Definition 9, if τ ∈ TypEnv , then ατ is strict and additive and, by Lemma 2,
ατ is onto Eτ . Thus we have the following result.
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nopτ (S) = S get inti
τ (S) = S

get nilκτ (S) = S get varv
τ (S) = S

is trueτ (S) = S is falseτ (S) = S

put varvτ (S) = δτ |−v
(S) is nilτ (S) = δτ |−res

(S)

newπ
τ (S) = S ∪ {π} =τ (S1)(S2) = +τ (S1)(S2) = S2

expandv:t
τ (S) = S restrictvsτ (S) = δτ−vs (S)

callν,v1,...,vn
τ (S) = δτ |{v1,...vn,res}(S) ∪τ (S1)(S2) = S1 ∪ S2

get fieldf
τ (S) =

(
? if {π ∈ S | k(π) ≤ τ (res)} = ?

δτ [res�→F (τ(res))(f)](S) otherwise

put fieldf
τ,τ ′(S1)(S2) =

(
? if {π ∈ S1 | k(π) ≤ τ (res)} = ?

δτ |−res
(S2) otherwise

returnν
τ (S1)(S2) = ∪{{π}∪δF (π)(Π) |κ∈ rng(τ |−res) ∩ K, π∈S1, k(π)≤κ}∪S2

lookupm,ν
τ (S) =

(
? if S′ = {π ∈ S | k(π) ≤ τ (res), M(π)(m) = ν} = ?

δτ |−res
(S) ∪ �S{{π} ∪ δF (π)(S) | π ∈ S′}� otherwise.

Fig. 5. The optimal abstract operations over E

Proposition 2. Let τ ∈ TypEnv. The map ατ (Definition 9) is the abstraction
map of a Galois insertion from ℘(Στ ) to Eτ .

Note that if, in Definition 11, we had defined Eτ as ℘(Π), the map ατ would
induce just a Galois connection instead of a Galois insertion, as a consequence
of Lemma 2.

The domain E of Definition 11 can be used to compare abstract domains
w.r.t. the escape property [4]. Moreover, since it is an abstract domain, it induces
optimal abstract operations which can be used for an actual escape analysis.

Proposition 3. The operations in Figure 5 are the optimal counterparts induced
by α of the operations in Figure 4 and of ∪. They are implicitly strict on ∅, except
for return, which is strict in its first argument only, and for ∪.

Note how the operations in Figure 5 make extensive use through δ of the static
type information of the variables to improve the precision of the analysis.

We provide now the worst-case complexity of the analysis induced by E .
Proposition 4. Let p = #Π, n be the number of commands of the program P
to be analysed, b the number of nodes of the call graph of P and t the maximal
number of fields of an object or of variables in scope. The cost in time of the
analysis induced by E is O(bnt2p).
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Example 13. Let us mimic, in E , the concrete computation (1) of Example 6.
We start from the abstraction (Definition 9) of σ1 i.e., {π, π2, π4} (Example 8).
S1 = ατ ({σ1}) = ατ (σ1) = {π, π2, π4}
S2 = newπ3

τ (S1) = {π, π2, π3, π4}
S3 = put varfτ [res�→circle](S2) = δh out�→int,res�→circle

this�→main

i({π, π2, π3.π4}) = {π, π3}
S4 = get varfτ (S3) = {π, π3} .
Note that π2 �∈ S3 i.e., the analysis induced by E is far from being a blind
accumulation of creation points. Moreover, that information allows us to guess
precisely the target of the virtual call f.def(). Indeed, the abstract lookup com-
putes the abstract states S′, S′′ and S′′′ which hold if its target is figure def,
square def and circle def, respectively, and only one of them is non-empty.

S′ = lookup
def,figure def
τ ′ (S4) = ∅

since {π ∈ S4 | k(π) ≤ figure and M(π)(def) = figure def} = ∅

S′′ = lookup
def,square def
τ ′ (S4) = ∅

since {π ∈ S4 | k(π) ≤ figure and M(π)(def) = square def} = ∅

S′′′ = lookupdef,circle def
τ ′ (S4)

= δτ (S4) ∪
(⋃{{π} ∪ δF (π)(S4)

∣∣ π ∈ S
})

= {π, π3} ∪ {π3} = {π, π3} ,
since S = {π ∈ S4 | k(π) ≤ figure, M(π)(def) = circle def} = {π3}.

The abstract operations over E are strict on ∅ (Proposition 3). Thus only S′′′

contributes non-trivially to the static analysis. Namely, the starting state of the
selected target method circle def is

S5 = callcircle def
τ [res�→circle](S

′′′) = δ[res�→circle](S′′′) = {π3} .
Note that Si is the exact abstraction (Definition 9) of the state σi of Example 6
for i = 1, . . . , 5.

5 Implementation

We have implemented the domain E for escape analysis of Section 4 inside a
static analyser for simple object-oriented programs, called LOOP [12,13].

Consider the program in Figure 1. The type environment of the input of
main is τin = [this �→ main], that of its output is τout = [out �→ int ]. The
abstract domain for τin is Eτin = {∅, {π}} (Definition 11). LOOP, focused on
the watchpoints w2 and w3, concludes that if the input of main is ∅, which is the
abstraction of the empty set of concrete states (Lemma 2), its output is ∅ and no
watchpoints are observed. If the input is π, the output is still ∅ (no objects can
be reached from an integer) but the watchpoints w2 and w3 are observed. They
have the same type environment (Example 1). LOOP concludes that, in w2, only
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[2] [3] [7] [11] [14] E
Is the analysis context-sensitive? Y Y N Y Y Y

Is the analysis compositional? Y N Y Y Y Y

Is there a correctness proof? Y N N N N Y

Is there an optimality proof of the operations? N N N N N Y

Is the access to a field somehow approximated? Y Y N Y Y Y

Are virtual calls somehow restricted? N N N N N Y

Can it derive that π4 is not reachable in w3 (Figure 1) ? N N N N N Y

Fig. 6. A comparison of different escape analyses

objects created in {π, π1, π2, π4} can be reached. Since the creation point π4 is in-
ternal to the method main rotate, this means, in particular, that the new angle
in π4 cannot be stack allocated for this instantiation of main rotate. Instead,
LOOP concludes that in w3 only objects created in {π, π3} are reachable. This
time, the new angle in π4 can be stack allocated.

The fact that no objects created in π4 are reachable in w3 follows from two
properties of our analysis. The first is that it is context-sensitive i.e., it allows us
to distinguish what happens in w2 and in w3. The second is that it uses optimal
abstract operations (Figure 5) which, in particular, can sometimes restrict the
target of a virtual call. In our example, since we know that f is bound to a
circle after π3, we conclude that the subsequent call rotate(f) results in a
virtual call f.rot(a) which resolves into the method circle rot. That method
does not use a. Thus, the object stored in a does not escape the rotate(f) call.

6 Discussion

The first escape analysis for functional languages [10] has been made more ef-
ficient in [6] and then extended to some imperative constructs and applied to
very large programs [1]. For object-oriented languages, it has been considered
in [2,3,7,8,11,14]. In [11], a lifetime analysis propagates the sources of data struc-
tures. In [2] integer contexts specify the part of a data structure which can escape.
Both [3] and [14] use connection graphs to represent the concrete memory, but
in [14] those graphs are slightly more concrete than in [3]. In [7] a program is
translated to a constraint, whose solution is the set of escaping variables.

Here, we have defined the escape property E as a property of concrete states
(Definition 11), and shown that it induces a non-trivial analysis, since

– The set of the creation points of the objects reachable from the current state
can both grow (new) and shrink (δ) i.e., static type information contains
escape information (Examples 9 and 13);

– That set is useful, sometimes, to restrict the possible targets of a virtual call
i.e., escape information contains class information (Example 13).
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In Figure 6, we compare the escape analyses presented in [2,3,7,11,14] with
our own (E). Here context-sensitive means that the analysis can provide differ-
ent information in different program points; compositional, that the analysis of
a compound command is defined in terms of the analysis of its components;
approximating the access to a field, that the analysis can provide a better ap-
proximation of the creation points of the objects stored in a field than the set of
all creation points; and restricting the virtual calls, that the analysis is able to
discard some targets of a virtual call which can never be selected at run-time.
These two last aspects contribute to the precision of the analysis.

The escape analysis induced by our domain E is not precise enough for prac-
tical use, while those in [2,3,7,11,14] have been developed to that purpose. How-
ever, the last line of Figure 6 shows that it is sometimes more precise than
those analyses. Since E coincides with the escape property itself, either these
other analyses are not a concretisation of this property, or their operations do
not fully preserve it. We claim hence that E makes a good starting point for
a formal foundation of escape analysis. More precise domains are needed, but
they should be refinements of E i.e., uniformly more precise than E , which, as
we said above, is not the case for For an example of such refinements, see [8].
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Abstract. Order-sorted algebra is a generalization of many-sorted al-
gebra obtained by having a partially ordered set of sorts rather than
merely a set. It has numerous applications in computer science. There
are several variants of order sorted algebra, and some relationships be-
tween these are known. However there seems to be no single conceptual
framework within which all the connections between the variants can be
understood. This paper proposes a new approach to the understanding
of order-sorted algebra. Evidence is provided for the viability of the ap-
proach, but much further work will be required to complete the research
programme which is initiated here.
The programme is based on the investigation of two topics. Firstly an
analysis of the various categories of order-sorted sets and their relation-
ships, and, secondly, the development of abstract notions of order-sorted
theory, as opposed to presentations given by a signature of operation
symbols. As a first step, categories of order-sorted sets are described,
adjunctions between the categories are obtained, and results on order-
sorted theories as categories, in the sense of Lawvere, are obtained.

1 Introduction

1.1 Order-Sorted Algebra in Computer Science

Formal systems in Computer Science often make use of sorts or types to struc-
ture the universe of discourse. In what is usually called ‘many-sorted’ algebra,
the sorts form a set, but do not support additional structure. Many-sorted al-
gebra and logic has been widely applied in Computer Science; some of these
applications are described in the book [MT93].

A generalization of many-sorted algebra is obtained by taking the set of sorts
to be partially ordered. This generalization is known as order-sorted algebra.
Order-sorted algebra is generally applied where the the universe of discourse
supports an hierarchical structure. Order-sorted concepts have been widely used
in Computer Science. The following list gives a few examples of applications.

Computer Algebra. Hearn and Schrufer [HS95] have used order-sorted alge-
bra as the underlying model in the design of a computer algebra system.

Object Orientation. Several approaches [Wie91, AG94] to a formal seman-
tics for the object-oriented programming paradigm rely on a partially ordered
set of sorts to express inheritance between classes.

H. Kirchner and C. Ringeissen (Eds.): AMAST 2002, LNCS 2422, pp. 396–411, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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Spatial Databases. Erwig and Güting’s data model for spatial data [EG94]
is specified in a multi-level order-sorted algebra.

Formal Methods Algebraic Specification with a poset of sorts, to deal with
partially defined operations, was one of the original motivations for order-
sorted algebra [Gog78]. Subsequent research has included work on param-
eterization [Poi90, Qia94], and on the incorporation of higher-order func-
tions [Hax95].

Logic Programming. The language PROTOS(L), has an operational seman-
tics based on polymorphic order-sorted resolution [BM94].

1.2 Variants of Order-Sorted Algebra

The early paper by Oberschelp [Obe62] defines sorts by unary predicates on an
unsorted universe, and defines subsorts by implications among these predicates.
However, it was the work of Goguen [Gog78] which introduced the concept of
order-sorted algebra and applied it to problems in computation. Since then the
theory has been developed by several authors, and the key papers include [Wal92,
GM92, SS89, Poi90]. Note that Robinson [Rob94] uses ‘order-sorted’ in a quite
different sense.

There are several distinct versions of order-sorted algebra, and individual
variants have been studied in detail, there is no satisfactory coherent account of
all the relationships between the various approaches. The multiplicity of forms
is illustrated in Figure 1, which is taken from Goguen and Diaconescu’s sur-
vey [GD94]. This survey is useful, but the relationships shown in Figure 1 rely
on descriptions which take the form of a particular syntactic presentation, and
then a semantics based on this syntax for each of the variants. Taking such
an approach does not provide presentation independent descriptions, which is
an important aspect of the framework in the present paper. Another approach
to understanding order-sortedness is via membership equational logic [BJM00],
which allows the representation of various versions of order-sorted algebra within
its formalism. The following section proposes a programme for understanding
order-sorted algebra which is alternative to both these approaches.

2 A Proposed Framework for Order-Sorted Algebra

It is the contention of this paper that to provide a framework for understanding
all the various forms of order-sorted algebra two issues need to be addressed.

1. It is necessary to understand the various possible categories of order-sorted
sets and their relationships.

2. It is necessary to have a notion of theory, in the presentation independent
sense, for order-sorted algebra.

These two issues are discussed in more detail below. Later sections of the paper
make a substantial contribution to carrying out the proposed programme.
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Universe OSA
(Gogolla-Smolka)

Poigné OSA

Weakly Overloaded OSA















✏✏✏✏✏✏✏✏✏

���������

Term Declaration
Algebra (Aczel)

Consistent Overloaded
OSA (Isakowitz)

✏✏✏✏✏✏✏✏✏
Regular OSA

Overloaded OSA
(Goguen-Meseguer)

Non-monotonic

Overloaded OSA

Fig. 1. Goguen and Diaconescu’s view of order-sorted algebra

2.1 Categories of Order-Sorted Sets

In unsorted, or single-sorted, algebra, the interpretation of a signature consists
of a carrier set for the algebra, and functions corresponding to the function
symbols in the signature. This situation has a straightforward generalization to
the many-sorted case, but the extension to order-sorted algebra is substantially
more complex. The complications are due to the fact that there are several
different choices for a category of order-sorted sets whose objects are carriers for
order-sorted algebras. This multiplicity of categories may explain why several
variants of order-sorted algebra have arisen, and section 4 below provides a
comprehensive treatment of the various categories.

2.2 Order-Sorted Theories

In unsorted algebra, the notion of a theory as opposed to a particular pre-
sentation of a theory has proved useful. Category theory provides two related
approaches to this viewpoint: monads and Lawvere theories. Neither has been
fully explored for all the variants of order-sorted algebra. Moving to this level of
abstraction loses the concrete signature. However, this is appropriate when the
aim, as in this paper, is to study the nature of order-sortedness rather than to
apply it. For programming or specification a concrete syntax is necessary.

Lawvere Theories In Lawvere’s approach, a theory is a category with cer-
tain structure, and its algebras are structure preserving functors to a suitable
category. For equational logic the theory category has products, moving beyond
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equational logic leads to a hierarchy of categories with more structure [AR94]
which provide presentation independent descriptions of theories for richer logics.

Section 6 provides a generalization of algebraic theories by using a suitably
enriched notion of product. These poset enriched theories, having total local
products in the sense of Jay [Jay90] are adequate for capturing at least one
of the forms of order-sorted algebra identified by Goguen and Diaconescu. The
algebras for the weakly overloaded case are functors to the category of sets and
partial functions. The strongly overloaded approach is more complicated, and
some further work is needed.

There has been some other work which is relevant to the quest for the appro-
priate notion of algebraic theory in the order-sorted case. It is known [GM92] that
any variety of strongly overloaded order-sorted algebras is equivalent to a quasi-
variety of many-sorted algebras. This might appear to suggest that presentation-
independent approaches to order-sorted algebra are already known via such ap-
proaches to quasi-varieties of many-sorted algebras, for example [Kea75]. How-
ever, this analysis can only be applied immediately to the strongly overloaded
case. It also fails to provide a sharp characterization of varieties of order-sorted
algebras, as not every quasi-variety of many-sorted algebras is equivalent to a
variety of order-sorted algebras.

In Aczel’s paper on term declaration logic [Acz91], finitary generalized com-
posita are suggested as the appropriate analogue of algebraic theories for this
form of order-sorted algebra, but it is admitted that further work is needed to
verify this. The question of whether finitary generalized composita can be used
for other forms of order-sorted algebra has not been considered.

Monads An alternative approach to presentation independent theories is pro-
vided by the notion of a monad. In [Ste91], I showed how the versions of order-
sorted algebra used in Schmidt-Schaß [SS89] and in [MGS89] could be related by
mapping each to a morphism between two monads. One of the monads is on Set,
and the other in the lax slice category Set//S, which is defined in section 4.2
below. Poigné [Poi90] does mention that one category of order-sorted algebras
is algebraic over the category denoted Ext below, but it is not clear whether all
forms of order-sorted algebra can be described as monads.

3 Three Forms of Order-Sorted Algebra

Before commencing the proposed framework, we review details of some forms
of order-sorted algebra. The aim of this section is to identify certain categories
which arise in order-sorted algebra. We will use (S,≤), or just S, to denote a
partially ordered set of sorts.

3.1 The Categories Ext and Comp

An (S,≤)-sorted set is defined to be a family of sets As indexed by S such
that s1 ≤ s2 ⇒ As1 ⊆ As2 . If A is an S-sorted set, A will denote

⋃
s∈S As. For

a ∈ A, the set of all sorts of a, i.e. {s ∈ S | a ∈ As}, will be denoted by sorts (a).
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Morphisms between S-sorted sets can be defined in various ways. A com-
patible morphism ϕ : A→ B is a family of functions ϕs : As → Bs such that
if s ≤ t, then ϕs and ϕt agree on As. This gives the category Comp, of (S,≤)-
sorted sets and compatible morphisms. A compatible morphism ϕ : A → B is
extensible if whenever a ∈ As ∩ At then ϕs(a) = ϕt(a). The category Ext of
(S,≤)-sorted sets and extensible morphisms is a subcategory of Comp.

3.2 Signatures and Algebras

An (S,≤)-sorted signature Σ is a family of sets Σw,s indexed by S∗ × S. This
one notion of signature gives rise to two notions of algebra. These differ in the
semantics given to overloaded function symbols. For example, suppose we have
a function symbol σ : v → s and σ : w → t. In extensible overloading we
require that Aσv,s and Aσw,t agree on Av∩Aw . In compatible overloading we
require that if v ≤ w and s ≤ t then Aσv,s and Aσw,t agree on Av. Goguen and
Diaconescu [GD94] use the terms ‘weak’ and ‘strong’ rather than ‘extensible’
and ‘compatible’ respectively.

A compatible algebra forΣ is an (S,≤)-sorted set, A, and for each σ ∈ Σw,s,
a function Aσw,s : Aw → As such that

σ ∈ Σv,s ∩Σw,t

(v, s) ≤ (w, t)
a ∈ Av


 ⇒ Aσv,s(a) = Aσw,t(a).

An extensible algebra forΣ is an (S,≤)-sorted set, A, and for each σ ∈ Σw,s,
a function Aσw,s : Aw → As such that

σ ∈ Σv,s ∩Σw,t

a ∈ Av ∩Aw

}
⇒ Aσv,s(a) = Aσw,t(a).

By defining a homomorphism h : A → B to be a morphism in the appro-
priate category such that ht(Aσw,t(a)) = Bσw,t(hw(a)), we obtain the categories
AlgCompΣ and AlgExtΣ .

3.3 Least Sorts

A third category of order-sorted sets appears implicitly in the literature. An S-
sorted set A has least sorts if for any a ∈ A the set sorts (a) has a least element.
The category Least has least sort S-sorted sets for its objects, and compatible
morphisms between these. A compatible morphism between least sort S-sorted
sets is necessarily extensible, so the least sort S-sorted sets determine the same
full subcategory of Ext and of Comp.

The signatures considered in [MGS89] satisfy a technical condition which im-
plies that every term has a least sort. Thus the category Least is the appropriate
setting here.
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4 Relating Categories of Order Sorted Sets

The previous section identified three categories where the objects are order-
sorted sets which can be used as carriers for order-sorted algebras. The relation-
ships between these categories, and other related ones, have not been identified
before. The following diagram summarizes the results reported in this section.

SetS
>�

< ⊃
Comp

>�
< ⊃

Ext
∼=

Set//U+S

Conn
∨
⊥

∪

∧

∼=

≈

Set//CS

Least
∨
⊥

∪

∧

∼=
Set//S

In the diagram,
>�

< ⊃
indicates an inclusion having a left adjoint. In two

cases, indicated by dashed arrows, the left adjoint exists only when S satisfies
certain conditions. These conditions are detailed in theorems 4 and 5. The symbol
∼= denotes an isomorphism of categories, and ≈ an equivalence.

Informally, the diagram can be interpreted as follows. It is well known that
sets, or other objects, indexed by some kind of structure admit two types of
descriptions: one in a pre-sheaf fashion and one in a bundle like way. For order-
sorted sets these two extremes appear in the top line of the diagram at the
left hand end and the right hand end respectively. The right-hand column of
the diagram shows that three different categories of order-sorted sets can be
described in a bundle-like way as lax slice categories over different categories.

4.1 Relationships between Categories

The poset (S,≤) can be seen as a category, S, having objects the elements
of S, and there being a morphism from s to t iff s ≤ t. With this viewpoint,
Comp is the full subcategory of the functor category SetS, determined by those
F : S → Set where if s ≤ t then the function Fs→ Ft is an inclusion.

Theorem 1 The inclusion of Comp in SetS has a left adjoint.

Proof The left adjoint, Γ : SetS → Comp is defined on an object F by
taking the colimiting cocone i : F → colim F and defining (ΓF )s = {is(x) ∈
colim F | x ∈ Fs}. It is routine to verify that Γ is left adjoint to the inclusion.

Definition 1 An S-sorted set, A, has connected sorts if for all a ∈ A,
sorts (a) is a connected subset of S. The category of S-sorted sets having con-
nected sorts and compatible morphisms will be denoted Conn.
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A compatible morphism between S-sorted sets having connected sorts is neces-
sarily extensible. Thus there are inclusions Conn ↪→ Ext ↪→ Comp. The first
of these is full but not the second.

For any object A of Comp, ΓA has connected sorts. Using this fact, we can
obtain the following result.

Theorem 2 There is an equivalence between Comp and Conn.

By considering the composite Comp ≈→ Conn ↪→ Ext, we can establish the
next theorem.

Theorem 3 The inclusion of Ext into Comp has a left adjoint.

Next we turn to conditions under which the inclusions Conn ↪→ Ext, and
Least ↪→ Conn have left adjoints. Recall that an upper set in S is a subset
X ⊆ S for which x ∈ X and x ≤ s ∈ S imply s ∈ X . The smallest upper set
containingX is denoted X↑. The set of all connected upper sets which contain X
will be denoted upconn (X). If the set upconn (X) has a least element it will be
denoted XC↑. When the set upconn (X) has a least element for every X such
that ∅ �= X ⊆ S, we will say that S is up-connected.

Theorem 4 The inclusion Conn ↪→ Ext has a left adjoint if and only if S is
up-connected.

Proof Suppose S is up-connected. Define F : Ext → Conn on objects by
FA = A, and for all a ∈ A, sortsFA (a) = (sortsA (a))C↑. Thus for each s, As ⊆
(FA)s.

To define F on morphisms, suppose ϕ : A → B is extensible, and define
Fϕ by Fϕ = ϕ. To justify this we need to check that if a ∈ (FA)s, then
ϕ(a) ∈ (FB)s. Note that in general if X ⊆ Y then XC↑ ⊆ Y C↑. Thus from
sortsA (a) ⊆ sortsB (ϕ(a)), we get sortsFA (a) ⊆ sortsFB (ϕ(a)) as required. It is
straightforward to verify the remaining details.

Conversely, suppose S is not up-connected. If there is a left adjoint, F , we will
have Ext(A,K) ∼= Conn(FA,K) for any objects A of Ext and K of Conn. Let
X ⊆ S have the property that the intersection of all the elements of upconn (X)
is not connected. The upward closure of X , X↑, cannot be connected. Let A be
the S-sorted set where A = {a} and sorts (a) = X↑. Thus As = ∅ for s�∈ X↑.

Suppose first that upconn (X) is non-empty. For any Y ∈ upconn (X) de-
fine Y † to be the object of Conn where Y † = {a} and sorts (a) = Y . There is
exactly one morphism in Ext from A to Y †, so Conn(FA, Y †) also contains
exactly one morphism. Thus if Y †

s = ∅, we must have (FA)s = ∅. Since this
holds for all Y ∈ upconn (X), (FA)s can only be non-empty when s belongs
to the intersection of all the elements of upconn (X). Thus either FA = ∅, or
{s ∈ S | (FA)s �= ∅} is not connected. Now, as FA is an object of Conn, if
FA�= ∅ then FA contains two distinct elements. In either case we can conclude
that Ext(A,FA) = ∅ �= Conn(FA,FA).

If upconn (X) is empty, we can find s, t ∈ X lying in distinct connected com-
ponents of S. As FA is an object of Conn, (FA)s ∩ (FA)t = ∅. Thus there
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can be no extensible morphism from A to FA, so again we have Ext(A,FA) �∼=
Conn(FA,FA).

The next result is relevant to order-sorted unification. Viewing S as a cat-
egory, X ⊆ S determines a diagram in this category and a limit for this di-
agram is exactly a meet for X . Next we see how X gives rise to a diagram
in Least. Regarding X as a category and Xop being its opposite, the func-
tor X∗ : Xop → Least is defined by making X∗(x) the S-sorted set having just
the element x having least sort x.

A cocone on X∗ is (up to isomorphism) a set containing a lower bound for
each connected component of X . A colimit for X∗ is a set consisting of a meet
for each connected component of X .

Theorem 5 The inclusion Least ↪→ Conn has a left adjoint if and only if
every connected subset of S has a meet.

Proof Suppose S has connected meets. Define∆ : Conn → Least by∆A = A
and sorts∆A (a) = (

∧
sortsA (a))↑. It is straightforward to check that ∆ has the

appropriate properties.
Conversely, if there is a left adjoint then Least has colimits since SetS has

colimits and these are preserved by the left adjoints defined earlier. But then for
any connected set X we have a colimit for X∗ and hence a meet for X .

In [MGS89] conditions are given under which an order-sorted signature has
a minimal set of unifiers. In the single sorted case there is a well known [RS87]
description of a most general unifier as a coequalizer. In [Ste92] I showed how
one form of order-sorted unification could be described as a generalization of
the notion of coequalizer. Theorem 5 leads to conditions under which Least
may lack coequalizers, and with further work, should provide an account of
the generalizations of coequalizers which describe minimal sets of order-sorted
unifiers.

4.2 Description as Lax Slice Categories

The categories Ext, Conn, and Least all admit alternative descriptions as lax
slice categories. If (R,≤) is any poset, then we can construct the lax slice category
Set//R. An object of this category consists of a set, X , and a function α : X →
R. Such an object will be denoted Xα. A morphism f : Xα → Yβ is a function
f : X → Y such that βfx ≤ αx for all x ∈ X . The three categories just
mentioned are all (up to isomorphism) categories of this form for suitable choice
of the poset R.

It is straightforward to verify that there is an isomorphism Least → Set//S,
which sends a least-sorts S-sorted set, A, to Aα where α takes each a ∈ A to its
least sort. To describe Ext as a lax slice category, note that the set of sorts of an
arbitrary S-sorted set, A, will be a non-empty upper set of S. Let U+S denote
the poset of non-empty upper sets of S ordered oppositely to inclusion. Then
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there is an isomorphism of categories Ext ∼= Set//U+S. Using CS to denote the
subposet of U+S determined by the connected non-empty upper sets, we obtain
the isomorphism Conn ∼= Set//CS.

Note that the poset of all upper sets of S ordered oppositely to inclusion is
actually the free meet semilattice on the poset S. Thus Ext can be described
as the category of least sort S∧-sorted sets, where S∧ is the completion of S to
allow for non-empty meets of sorts. There are also some interesting connections
with sheaves and topology. Recall that a poset S can be given the Alexandroff
topology by taking the open sets to be the upper sets of S. The functor category
SetS is known [Gol84, p366] to be the category of sheaves over this topological
space. The full picture of how this relates to the usual connection between sheaves
and bundles needs some further work.

5 The Connection with Partial Algebras

This section shows how extensible algebras are a kind of partial algebra. Some
basic facts about the category of sets and partial functions which we need are
reviewed.

5.1 Extensible Algebras as Partial Algebras

An order sorted signature Σ can be forgotten to an unsorted signature |Σ|. An
extensible Σ-algebra, A, can be forgotten to a partial |Σ|-algebra with carrier
A =

⋃
s∈S As. From this viewpoint, the elements of S serve to name subsets of A,

and the partial order in S specifies certain inclusions between these named sub-
sets. The extensible Σ-algebras are thus partial |Σ|-algebras where the domains
of the operations are related by certain specified inclusions.

5.2 The Category of Sets and Partial Functions

Recall that an ordered category is a category enriched in the category of posets
and monotone maps. Thus the morphisms between any two objects form a poset,
and composition of morphisms respects this order. A key example of an ordered
category is PFn, the category of sets and partial functions. Given partial func-
tions f and g from X to Y we put f ≤ g iff for all x ∈ X if f(x) is defined
then g(x) is defined, and f(x) = g(x). In diagrams it is common to indicate that
f ≤ g by drawing an arrow ⇒ from f to g. In PFn a subset, A ⊆ X is just a
morphism A : X → X such that A ≤ idX .

The next observation plays an important role in expressing the sorting infor-
mation in an order-sorted signature in a categorical way. The condition that f
be a partial function defined on a superset of A and producing results in B from
arguments in A is equivalent to the existence of a 2-cell as in the following dia-
gram, where {∗} is a one-element set, and the morphisms to this set labelled ∗
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are total functions.

X
f

> Y

⇒
X

A
∨ ∗

> {∗} <∗ Y

B
∨

5.3 Example of Theory as Category

This simple example explains the basic idea behind the construction of the the
next section. The aim is that given a signature Σ, we should be able to construct
a category T. The category should have certain structure, and functors from T

to PFn which preserve the structure should be essentially the same as extensible
algebras for Σ. This category is sometimes called the classifying category of
Σ [Cro93].

Suppose we have sorts B ≤ A, and a function symbol f with sortings f :
A × A → A, and f : B × B → B. It appears we need some form of ordered
category, which includes the following diagrams.

1

id1
>

A ⇑
>

B ⇑
>

1

1× 1
!
> 0 <

!
1

⇒
1× 1

A× A
∧

f > 1

A
∧

⇒
1× 1

B ×B
∨ !

> 0 <
!

1

B
∨

If we consider what structure the category should support, it is clear that, unlike
the single sorted case, 0 cannot be a terminal object and × cannot be a product.
The category PFn does have a terminal object, but it is the empty set. There
are also products in PFn, but again these are not the structure we need. The
product of A and B in PFn is actually A + (A × B) + B, where × and + are
the product and coproduct respectively in Set.

6 The Classifying Category of an Order-Sorted Theory

6.1 Ordered Categories with Total Local Products

We shall see that the appropriate structure on an extensible order-sorted theory
qua category is that of an ordered category with total local products. In this
section we review the definitions, which are due to Jay [Jay90]. The definitions
assume the context of an ordered category O.

Definition 2 A morphism δ : X → X in O is a deflation if δ2 = δ ≤ idX . A
morphism f : Y → Z is total if for every g : X → Y , and for every deflation
δ : X → X, the equality fgδ = fg implies gδ = g.
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Definition 3 A local product of objects X,Y is an object L and morphisms,
πX , πY as in the diagram below. Furthermore, given any f, g as in the diagram,
there is a morphism 〈f, g〉 which is maximal among all morphisms k : Z → L
such that πXk ≤ f and πY k ≤ g.

L

πX πY

X
<≥ ≤ Y

>

f g

Z

〈f, g〉

∧

><

Definition 4 An object L of O is a local terminal object if for any object X
there is a morphism ) : X → L, and k : X → L ⇒ k ≤ ).

These forms of local limit are very weak notions. In PFn both ∅ and 1 are
locally terminal, and any subset of X × Y is a local product. However, total
local limits are unique up to isomorphism.

Definition 5 A local product is total if the projections are total and whenever f
and g are total, then πX〈f, g〉 = f and πY 〈f, g〉 = g. A local terminal object is
total if ) : X → L is always total.

In PFn, the total product is X×Y as in Set with 〈f, g〉 defined on the intersec-
tion of domains of definition of f and g. Any one element set is a total terminal
object.

6.2 Construction of the Classifying Category from a Signature

In this section the construction of a category from a signature Σ will be consid-
ered. The use of presentations consisting of a signature together with equations
will be dealt with in the following section.

Essentially, the category we seek will be the free ordered category with total
local products, generated diagrams derived from Σ as in the example in sec-
tion 5.3. However, an explicit syntactic construction can be given, just as for the
single sorted and many-sorted cases [Cro93]. Although order-sorted algebra can
be seen as an extension of many-sorted algebra, several aspects of the following
construction are closer to the single-sorted than the many-sorted case.

In the single sorted case, the objects of the category are the natural numbers
0, 1, 2, . . ., and a morphism m → n is an equivalence class of n-tuples of terms
constructed from m variables. In the case of extensible order-sorted algebra the
main complication arises from morphisms m → 0. Since such morphisms are
to be interpreted as partial functions, it is not the case that there is a unique
morphism m→ 0 which can be represented by the 0-tuple of terms.

First we construct a signature Σ̃ which extends the unsorted signature |Σ|
by the addition of two kinds of function symbol. Each f : s1 × · · · × sn → s in
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Σ, where n ≥ 0, gives rise to f : n → 1 in Σ̃. The signature Σ̃ has, function
symbols which represent subsets. If S∧ denotes the completion of S to allow for
meets of non-empty finite subsets of S, then Σ̃ has, for each s ∈ S∧ a function
symbol s : 1 → 1.

The signature Σ̃ also contains for each n ≥ 0, a function symbol ∗n : n→ 0.
The significance of the symbols ∗n is that when the category we are constructing
is interpreted in Pfn, with 1 interpreted as the set H , the morphism ∗n : n→ 0
will be interpreted as the unique total function from Hn to the one element
set H0. Non-total functions to H0 will arise by composition with ∗n.

Terms in Σ̃ require variables of two types: 0 and 1. It is assumed that variables
z, z1, z2, . . ., of type 0, and variables x, x1, x2, . . ., of type 1 are available. Other
terms are formed according to the following rules. In these rules k will be a
constant in Σ, and f will either be a function symbol in Σ (the case of n = 1),
or ∗m, in which case n = 0.

f : m→ n ti : 1 i = 1, . . . ,m m > 0

f(t1, . . . , tm) : n

k : 0 → 1 t : 0

k(t) : 1

The appearance of terms which contain variables such as k(z) when k is a con-
stant in Σ may appear strange. This construction is necessary to cope with
partially defined functions. For example, suppose that 1 is interpreted as the
set H , the sort s is interpreted as A ⊆ H , and the constant k as h ∈ H . The the
term k(∗1(s(x))) is interpreted as the function from H to H sending elements
of A to h, and undefined outside A.

Substitution is defined in the usual way, though only terms of type i can be
substituted for variables of i, where i can be 0 or 1.

Certain equations between terms are required. Any term containing two sub-
terms A(x1) and B(x1) is equal to the term with both replaced by A ∧ B(x1),
where A ∧ B is the meet of A and B in S∧. It is also necessary to have
A(B(x1)) = A ∧B(x1), thus intersection of subsorts appears as composition in
the category. In addition to these equalities, and substitution instances of them,
certain equalities needed in the unsorted case have to be imposed. The reader
should be able to supply the details by following the account of the unsorted
case in [Cro93, section 3.8].

Using this equivalence, a morphism m→ n is an equivalence class of expres-
sions of the form Γ ; t, where Γ is a context, consisting of a list of variables, and
t is a list of terms. When m = 0, Γ will be a single variable of type 0, and when
m > 0, Γ will be a list of m distinct variables of type 1. When n = 0, t will be
a single term of type 0, and when n > 0, t will be an n-tuple of terms of type 1.
In both cases, the terms in t are built from the variables in Γ . Composition of
morphisms is defined using substitution.

The order on the hom sets is generated by adding the sort constraints. For a
function symbol f : s1 × · · · × sn → s in Σ we require

∗n(s1(x1), . . . , sn(xn)) ≤ ∗1(s(f(x1, . . . , xn))).

Note that this is just the general case of one of the diagrams in the example in
section 5.3. For a constant k : s in Σ we require ∗0(z) ≤ ∗1(s(k(z))). And for
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each subsort relation s1 ≤ s2 between elements of S∧ we require s1(x) ≤ s2(x).
Further relations are generated by substitution.

The above construction yields an ordered category with total local products
which is denoted Cl(Σ). In Cl(Σ) the object n is the n-fold total local product
of 1 with itself.

6.3 Presentations Including Equations

To introduce equations, we need to recall the construction of order-sorted terms
from a signature Σ. Given Σ, and an S-sorted set of variables, X , we can con-
struct an extensible algebra, having as carrier the S-sorted set of terms TΣ(X).
Details can be found in [Gog78] and in [Poi90, p235]. An equation is then an ex-
pression of the form [X ]t =s t

′ where t, t′ ∈ (TΣ(X))s for some s ∈ S, and every
variable in t or t′ occurs in X . An algebra A in AlgExtΣ is said to satisfy the
equation [X ]t =s t

′, if hs(t) = hs(t′) for every homomorphism h : TΣ(X) → A.
The category of all extensible algebras satisfying every equation in a presenta-
tion P will be denoted AlgExtP .

A set of equations of this form can be represented by parallel pairs in the
category Cl(Σ). By constructing the quotient category we obtain the classifying
category Cl(P ) for an order-sorted presentation P .

6.4 Extensible Models of Cl(P )

Given an order-sorted presentation P = (Σ,E), we can construct its classifying
category Cl(P ) as outlined above. In this section we define models of Cl(P ) as
certain functors to PFn, and compare the category of these models with the
category AlgExtP .

Definition 6 Let T be an ordered category with total local products. An exten-
sible model of T is a lax ordered functor to PFn which preserves the total
local products. A morphism of extensible models is a lax natural transformation
between the functors. The category of extensible models and morphisms will be
denoted ModExtT.

An operation symbol can be interpreted in a model by a partial function which
is defined more widely than it is required to be. This accounts for the weakened
sense of equivalence in the next theorem. Possibly this result is weaker than
expected, which might suggest that further work could find an improved notion
of functorial model.

Theorem 6 The categories ModExtCl(P ) and AlgExtP are equivalent in the
following weakened sense. There are functors A : ModExtCl(P ) → AlgExtP ,
and M : AlgExtP → ModExtCl(P ) where AM is the identity on AlgExtP .
The composite MA is related to the identity on ModExtCl(P ) by natural trans-
formations η : I → MA and θ : MA → I, where I is the identity functor on
ModExtCl(P ). These transformations satisfy the properties that ηθ = idMA,
and θη ≤ idI , where idF denotes the identity natural transformation on the
functor F .
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7 Conclusions and Further Work

This paper has advocated, and presented some initial results in, a new research
programme for understanding the various forms of order-sorted algebra. Specifi-
cally, an analysis of the various categories of order-sorted sets has been presented,
and an enriched form of algebraic theory to model extensible order-sorted algebra
has been identified.

Much more work is required to complete the programme. The next step
should be a treatment of compatible algebras along the lines of that for extensi-
ble algebras. Another area for investigation is a categorical treatment of order-
sorted unification and rewriting which extends the single-sorted case developed
in [RS87].
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Abstract. We represent state machines in the category of specifications,
where assignment statements correspond exactly to interpretations be-
tween theories [7, 8]. However, the guards on an assignment require a
special construction. In this paper we raise guards to the same level as
assignments by treating each as a distinct category over a shared set of
objects. A guarded assignment is represented as a pair of arrows, a guard
arrow and an assignment arrow. We give a general construction for com-
bining arrows over a factorization system, and show its specialization
to the category of specifications. This construction allows us to define
the fine structure of state machine morphisms with respect to guards.
Guards define the flow of control in a computation, and how they may be
translated under refinement is central to the formal treatment of safety,
liveness, concurrency, and determinism.

1 Introduction

In previous work [8] we introduced Evolving Specifications (abbreviated to es-
pecs) as a framework for specifying, composing and refining behavior. The point
of such a framework is, at the very least, to help us cross the path from ideas
to running code. Programming languages are designed to support us at the final
sections of that path. On one hand, especs are evolving specifications: diagrams
of specs, displaying how the conditions, satisfied by the variables of computation,
change from state to state. On the other hand, especs are specification-carrying
programs: pieces of code, given with some global requirements and invariants, as
well as annotated with some local conditions, state descriptions, satisfied at some
states of computation and not at others. They can be construed as formalized
comments, or Floyd-Hoare annotations, but made into the first-class citizens of
code, i.e. available at runtime.

While such global and local specifications of the intent of computation are
hard to reconstruct if the design records have been lost or thrown away, they are
easy to verify if the design records are carried with the code.
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1.1 State Machines and Algebraic Specifications

Originally, state machines were introduced and studied (by Turing, Moore,
Mealy, and many others) as abstract, mathematical models of computers. More
recently, though, software engineering tasks reached the levels where practical
reasoning in terms of state machines has become indispensable: designing re-
active, hybrid, embedded systems seems unthinkable without the various state
modeling tools and languages, like Esterel, or Statecharts. Verifying high assur-
ance systems by model checking is based on such state machine models. More-
over, one could argue that the whole discipline of object oriented programming
is essentially a method for efficient management of state in software constructs.

However, there seems to be a conceptual gap between state machines as
theoretical versus practical devices. A notable effort towards bridging this gap
are Gurevich’s Abstract State Machines [5]: on one hand, they are a founda-
tional paradigm of computation, explicitly compared with Turing machines; on
the other hand, they have been used to present practically useful programming
languages, capturing semantical features of C, Java, and others. However, the
absence of powerful typing and structuring (abstraction, encapsulation, compo-
sition. . . ) mechanisms makes them unsuitable for the development and manage-
ment of large software systems.

We wish to investigate a representation of state machines in a framework for
large-scale software specification development (“from-specs-to-code”). Previous
work at Kestrel Institute has implemented the Specware/Designware framework
for the development of functional programs that is based on a category of higher-
order logical specifications, composition by colimit, and refinement by diagram
morphisms [11, 12]. The current work builds on and extends this framework with
behavioral specifications (especs), representing state machines as diagrams of
specifications, and again using composition by colimit and refinement by diagram
morphism. Related approaches to representing behavior in terms of a category
of specifications include [2, 6].

The goal is to build a practical software development tool, geared towards
large, complex systems, with reactive, distributed, hybrid, embedded features,
and with high assurance, performance, reliability, or security requirements, all
on a clean and simple semantical foundation.

1.2 Evolving Specifications

There are four key ideas underlying our representation of state machines as
evolving specifications (especs). Together they reveal an intimate connection
between behavior and the category of logical specifications. The first three are
due to Gurevich [5].

1. A state is a model – A state of computation can be viewed as a snapshot of
the abstract computer performing the computation. The state has a set of
named stores with values that have certain properties.

2. A state transition is a finite model change – A transition rewrites the stored
values in the state.
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3. An abstract state is a theory – Not all properties of a state are relevant,
and it is common to group states into abstract states that are models of a
theory. The theory presents the structure (sorts, variables, operations), plus
the axioms that describe common properties (i.e. invariants). We can treat
states as static, mathematical models of a global theory thyA, and then all
transitions correspond to model morphisms. Extensions of the global theory
thyA provide local theories for more refined abstract states, introducing local
variables and local properties/invariants.

4. An abstract transition is an interpretation between theories – Just as we
abstractly describe a class of states/models as a theory, we abstractly de-
scribe a class of transitions as an interpretation between theories [7, 8]. To
see this, consider the correctness of an assignment statement relative to a
precondition P and a postcondition Q; i.e. a Hoare triple P {x := e} Q.
If we consider the initial and final states as characterized by theories thypre

and thypost with theorems P and Q respectively, then the triple is valid iff
Q[e/x] is a theorem in thypre. That is, the triple is valid iff the symbol map
{ x �→ e} is an interpretation from thypost to thypre. Note that interpreta-
tion goes in the opposite direction from the state transition.

The basic idea of especs is to use specifications (finite presentations of a
theory) as state descriptions, and to use interpretations to represent transitions
between state descriptions.

The idea that abstract states and abstract transitions correspond to specs
and interpretations suggests that state machines are diagrams over Specop. Fur-
thermore, state machines are composed via colimits, and state machines are
refined via diagram morphisms [8].

1.3 Guards as Arrows

What’s missing from the picture above is the treatment of guards on transi-
tions. Interpretations between theories correspond exactly to (parallel) assign-
ment statements, so something extra is needed to capture guards in this frame-
work.

Let K and L be two states and K
g�a

�� L a transition, consisting of the
guard, viz predicate g, and the update a. Intuitively, it can be understood as
the command if g then a, executed at the state K, and leading into L by a
— whenever the guard condition g is satisfied. More precisely, it is executed in
two steps:

– at the state K, the condition g is evaluated;
– if it is satisfied, the update a is performed.

Every guarded update K
g�a

�� L thus factors in the form

(g � a) = (g � id) · (� � a)
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where g � id is a guard with a trivial update (with the identity id mapping all
symbols of K to themselves), whereas � � a is the unguarded update (with the
condition � always satisfied).

Going a step further, to compose two guarded commands

(g1 � a1) · (g2 � a2) = (g1 � id) · (� � a1) · (g2 � id) · (� � a2)

suggests the need for a switching operator to interchange the positions of a1

and g2 to obtain

(g1 � id) · (g′2 � id) · (� � a′1) · (� � a2) = g1 · g′2 � a′1 · a2

This gives rise to the following

Task: Given two classes of morphisms G and A over the same class of objects S,
construct the category SG �A, where the morphisms will be the composites g � a
of the elements of the two classes, which will be recovered as components of a
factorization system.

The remainder of the paper introduces a general mathematical construction
for SG �A, and shows how to treat guarded transitions as a special case.

2 Construction

2.1 Simple Form

Let G and A be two categories over the same class of objects S. We want to form
the category S� = SG �A with a factorization system where the G-arrows will be
the abstract epis and the A-arrows the abstract monics. This means that G and
A will appear as lluf subcategories of S�, and every S�-morphism will factorize
as a composite of an G-morphism followed by an A-morphism, orthogonal to
each other in the usual sense [1, 3].

The requirements induce the definition

|SG �A| = S
SG�A(K,L) =

∑
X∈S

G(K,X)× A(X,L)

Notation. An arrow S�, which is a triple 〈X, g, a〉, will usually be written in
the form (g � a). The components g ∈ G and a ∈ A will sometimes be called
guard and action, respectively.

Conversely, given an arrow f ∈ S�, we’ll denote by f• a representative of the
G-component, and by •f a representative of the A-component. In summary,

f = (g � a) means that
f• = g and
•f = a
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Towards the definition of the composition

· : S�(A,B)× S�(B,C) −→ S�(A,C)

note that its naturality with respect to the pre-composition in G and the post-
composition in A means that it extends the composition in these two categories,
i.e.

g′ · (g � a) = (g′ · g) � a
(g � a) · a′ = g � (a · a′)

For the moment, these equations can be viewed as notational conventions. Later,
when the composition is defined, they will be derivable as properties. Similarly,
the left-hand side of

g′ · f · a′ = (g′ · f•) � (•f · a′) (1)

is just a convenient abbreviation of the right-hand side.
The composition can now be defined in the form

(g1 � a1) · (g2 � a2) = g1 · (a1 � g2) · a2

which is the abbreviated form of

(g1 � a1) · (g2 � a2) = g1 · (a1 � g2)• � •(a1 � g2) · a2 (2)

•(a1�g2)

���
��

��
��

��
��

��
��

�

a1�g2 ��

(a1�g2)•

������������������

a1
��

��
��

��

���
��

��
�� a2

��
��

��
��

���
��

��
��

A

g1�������

����������

B

g2�������

����������

C

where the middle component comes from the family of switching functors

�AB :
∑

Z∈S A(A,Z)×G(Z,B) −→ S�(A,B)

natural for the pre-composition with the A-morphisms to A and for the post-
composition with the G-morphisms out of B. Moreover, the switching is required
to satisfy the following equations (simplified by (1))

a � id = id � a
id � g = g � id

a′ � g′ · (a′′ � g′′)• = (a′ � g′)• · (•(a′ � g′) � (a′′ � g′′)•)
•(a′ � g′) · a′′ � g′′ = (•(a′ � g′) � (a′′ � g′′)•) · •(a′′ � g′′)
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•(•(a′�g′)� (a′′�g′′)•)

���
��

��
��

��
��

��
��

�

•(a′�g′)� (a′′�g′′)• ��

(•(a′�g′)� (a′′�g′′)•)•

������������������

•(a′�g′)
��

��
��

��

���
��

��
��

•(a′′�g′′)
��

��
��

��

���
��

��
��

A

(a′�g′)•�������

����������

a′

���
��

��
��

��
��

��
��

� B

(a′′�g′′)•�������

����������

a′′

���
��

��
��

��
��

��
��

� C

g′

������������������

g′′

������������������

The first two of these equations ensure that (id � id) play the role of the
identities in S�. The last two allow us to prove that the composition is associa-
tive.1

((g1 � a1) · (g2 � a2)) · (g3 � a3)
(2)
=
�
g1 · (a1 � g2)

• � •(a1 � g2) · a2

�
· (g3 � a3)

(2)
=

�
g1 · (a1 � g2)

• · (•(a1 � g2) · a2 � g3)
•

� • (•(a1 � g2) · a2 � g3) · a3)

=

�
g1 · (a1 � g2)

• · (•(a1 � g2) � (a2 � g3)
•)•

� • (•(a1 � g2) � (a2 � g3)
•) · (a2 � g3)

• · a3)

=

�
g1 · (a1 � g2 · (a2 � g3)

•)•

� • (a1 � g2 · (a2 � g3)
•) · (a2 � g3)

• · a3)

= (g1 � a1) ·
�
g2 · (a2 � g3)

• � •(a2 � g3) · a3

�
= (g1 � a1) · ((g2 � a2) · (g3 � a3))

Proposition 1. Given the categories G and A over the object class S, the ca-
tegory S� is universal for

– categories K, given with
– a factorization2 (E,M), and
– the functors

G : G→ E ↪→ K and
A : A→ M ↪→ K

1 The abbreviated form of (2) does not seem particularly useful here.
2 For simplicity, we are taking an inessentially weaker notion of factorization than

e.g. [3], omitting the requirement that both families contain all isomorphisms. Re-
specting this requirement would amount to an additional step of saturating the
families.
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that coincide on the objects
– and such that for all composable actions a and guards g

A(a) ·G(g) = G(a � g)• ·A •(a � g)

Proof. The category S� satisfies the above conditions. Indeed, the classes of
arrows

E = {g � id | g ∈ G}
M = {id � a | a ∈ A}

form a factorization. This means that every S�-arrow decomposes

(g � a) = (g � id) · (id � a)

The two families are orthogonal because every commutative square

A1
g1�a1 ��

g�id

��

B1

id�a

��
A2

eg�ea

���
�

�
�

�
�

�
�

g2�a2

�� B2

can be filled with a unique diagonal, making both triangles commute. Indeed,
the commutativity of the square means that

g1 = g · g2 and
a1 · a = a2

so that we can simply take

g̃ = g2 and
ã = a1

The switch functors are

(a � g) = (g � a)

so that the required condition holds

A(a) ·G(g) = (id � a) · (g � id)
= (g � a)
= (a � g)
= G (a � g)• · A • (a � g)
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The universality of S� now boils down to the fact that the functors G : G→
E ↪→ K and A : A → M ↪→ K extend to a unique functor H : S� −→ K,
preserving the factorizations. The object part of this functor is already com-
pletely determined by the object parts of G and A, which coincide. Since the
factorization is required to be preserved, the arrow part will be

H(g � a) = G(g) ·A(a)

The functoriality follows from the assumptions:

H(g1 � a1) ·H(g2 � a2) = G(g1) · A(a1) ·G(g2) ·A(a2)
= G(g1) ·G(a1 � g2)• · A •(a1 � g2) ·A(a2)
= G (g1 · (a1 � g2)•) ·A (•(a1 � g2) · a2)
= H ((g1 � a1) · (g2 � a2))

2.2 Examples

Decompositions. Trivially, the construction can be applied to A = G = C, for
any category C. The switch functors can also be trivial, and map 〈Z, f, g〉 ∈∑

X∈C A(K,X) × G(X,L) to the same triple 〈Z, f, g〉 but this time as element
of

∑
X∈C G(K,X)× A(X,L).

The morphisms (f � g) : K −→ L in resulting category C� are simply the
composable pairs of morphisms, leading from K to L in C.

Adjoining a monoid of guards. Let 〈Γ,⊗,�〉 be a monoid, C an arbitrary cate-
gory, and let

C × Γ
⊗−→ C

be a monoid action, also denoted ⊗, by abuse of notation. For every g ∈ Γ there
is thus a functor (−)⊗ g : C −→ C, satisfying

A⊗� = A

(A⊗ g1)⊗ g2 = A⊗ (g1 ⊗ g2)

We want to adjoin the elements of Γ to C as abstract epis, while keeping the
original C-arrows as the abstract monics. So take A = C, and define the hom-sets
of G by

G(K,L) = {g ∈ Γ | K ⊗ g = L}
The composition is clearly induced from Γ : if K⊗ g1 = L and L⊗ g2 = M , then
K ⊗ (g1 ⊗ g2) = M makes g1 ⊗ g2 into an arrow from K to M .

The C� construction now becomes

C�(K,L) =
∑
g∈Γ

C(K ⊗ g, L)
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The switch functors are

(a � g) = (g � a⊗ g)

K ⊗ g

a⊗g

���
���

����
�

K

g
�����������

a
		�

��
��

��
��

L⊗ g

L

g



����������

so that the composition is

(g1 � a1) · (g2 � a2) = g1 ⊗ g2 � (a1 ⊗ g2) · a2

Objects as guards. An interesting special case of the above arises when C is a
strict monoidal category3. Its object class |C| is then a monoid, which comes
with the action

C × |C| ⊗−→ C

The category C� is formed as above, with the objects of C as the guards.
If C is the category N of von Neumann natural numbers, i.e. n = {0, 1, 2, . . . ,

n − 1} with all functions as morphisms. This is, of course, equivalent to the
category of finite sets, but the monoidal structures induced by the products,
or the coproducts, can be made strict, using the arithmetic operations. The
finiteness does not matter either, so the category O of all ordinals would do just
as well, but looks bigger.

With the cartesian products as the monoidal structure, i.e. ⊗ = × and � = 1,
a guarded morphism (g � a) : k −→ � is a function a : k × g −→ �. The
numbers g, k, � can be thought of as arities; besides the inputs of arity k, the
function a thus also requires the inputs from the guard g. Its composite with
(h � b) : � −→ m just accumulates the arguments x : g and y : h

(g � a) · (h � b)(u, x, y) = a(b(u, x), y)

If the monoidal structure is the coproducts, i.e. ⊗ = + and � = 0, then
(g � a) : k −→ � is a pair of functions [a0, a1] : k + g −→ �. The composite with
(h � b) : � −→ m, i.e. [b0, b1] : �+ h −→ m is the triple

(g � a) · (h � b) = [a0 · b0, a1 · b0, b1]

On the other hand, if we use the monoid 〈N ,+, 0〉, a guarded morphism
(g � a) : k −→ � will be a function a : k −→ �+ g, which besides the outputs of
arity � may yield some outputs of arity g.
3 In fact, premonoidal [9] is enough.
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2.3 Full Construction

Some natural examples require a more general construction. For instance, start-
ing from a category S with a factorization system (E,M) and taking G = E and
A = M, one would expect to get S � S�. However, one gets a category where
the morphisms are the chosen factorizations, which is essentially larger than the
original one (it may not be locally small).

Moreover, looking back at the motivating example S = Spec, one might like
to develop the guard category using the specification morphisms, rather than
interpretations as the class of updates. This suggests the task of generating from
S, A and G a category where the elements of a chosen class of morphisms D

will boil down to isomorphisms. In the case when S is Spec, the class D are the
definitional extension.

So suppose now that we are given a class S and three categories over it, A,
D and G, such that D is a subcategory of both A and G. So we have the faithful
functors D ↪→ A and D ↪→ G, both bijective on objects.

For every pair of objects K,L ∈ S there is a diagram

D× D
op −→ Set

〈X,Y 〉 �−→ G(K,X)× A(Y, L)

The coend
∫

X∈D
G(K,X)×A(X,L) of this diagram [10, IX.6] identifies elements

of G(K,X)× A(X,L) and G(K,Y )× A(Y, L) along the spans

G(K,X)× A(Y, L)

��															

��
















G(K,X)× A(X,L) G(K,Y )× A(Y, L)

induced by post-composing with d ∈ D(X,Y ) in G and by pre-composing in A.
The category S� = S

G
D

�A

is now defined

|S�| = S
S�(K,L) =

∫
X∈D

G(K,X)× A(X,L)

If the D-arrows support the right calculus of fractions in G and the left calculus of
fractions in A, the coends can be simplified by the usual equivalence relations [4,
1]. In any case, the composition follows from the universal property of the coends,
and this general construction yields the following universal property of S�.
Proposition 2. Given the categories

D � �

���
��

��
����



��
��

��
�

G A

over the same object class S, the category S� is universal for
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– categories K, given with
– a factorization (E,M), and
– the functors

G : G→ E ↪→ K and
A : A→M ↪→ K
D : D→ I ↪→ K

where I is groupoid of isomorphisms of K. These three functors coincide on
the objects, and for all composable actions a and guards g holds

– satisfy

A(a) ·G(g) = G(a � g)• ·A •(a � g)

Examples

Spans. If C is a category with pullbacks, we can take G = Cop, A = C and D = I

the groupoid of all isomorphisms in C. An abstract epi from K to L is now an
ordinary C-map from L to K. The switch functors can now be defined using
pullbacks:

•(a�g)

���
��

��
��

�
(a�g)•

��













K

a
���

��
��

��
L

g


��

��
��

�

Z

The above construction yields the category of matrices in C, in contrast with
the bicategory of spans, obtained by the earlier simple construction. E.g., for
C = Set, the morphisms of this category are ordinal matrices, with the matrix
multiplication as the composition.

Opspans. Dually, when C is a category with pushouts, we can take G = C and
A = Cop, and get a “strictified” version of the bicategory of opspans as C�. In
contrast with the span composition, which boils down to the matrix composition,
the opspan composition corresponds to the equivalence relation unions.

Factorization systems Given a category C with a factorization system (E,M),
we can now recover C = C� by taking D to be the isomorphism groupoid I of
C. This gives an equivalence of the 2-category of factorization systems, with the
2-category of the triples 〈E,M, I〉.
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3 Adjoining Guards to Spec

The general construction can now be specialized to obtain a suitable category
of guarded transitions in state machines. We start from the class S = |Spec|,
and want to build the category of guarded transitions from the categories A of
unguarded transitions, and G of guards. The unguarded transitions will be the
interpretations backwards, i.e.

A = Specop

But what to take as the guards? Probably the simplest idea is to take all inter-
pretations:

G = Spec

With the switch functors induced by the pushouts, the resulting category
of guarded interpretations is just the category of opspans in Spec. A guarded

transition K
g�f

�� L is thus just an opspan K
g−→ M

f←− L in Spec. The
guard M is a separate spec, given with the interpretations g and f of K and L
respectively, and possibly including some private variables, sorts and operations,
equally invisible to K and to L.

As semantics of transitions, the opspans have the obvious shortcoming that
they are completely symmetric: given an K

g−→M
f←− L, we have no way to tell

whether it is a transition from K to L, or from L to K, since the guard M is sym-
metrically related, and can be equally unrelated to both. The opspan semantics
is thus not full: not all opspans can be reasonably interpreted as transitions.

Intuitively, one might want to think of the guarded transition K
Φ�f

�� L as
the command if Φ then f , executed at the state K, and leading into L by f —
whenever the guard condition Φ is satisfied. The above symmetry is broken by
the assumption that the guard Φ is evaluated at state K, and not L, or some third
state. This is why, in general, such a transition is irreversible: once the state K
is overwritten, it cannot in general be recovered, nor can Φ be re-evaluated.

Following this intuition, that the guard Φ is evaluated at K, we restrict the
opspan semantics by the requirement that Φ is expressible in the language LK

of K:

G(K,M) = {Φ ∈ LK | K ∧ Φ = M}

where K∧Φ denotes the spec that extends K with the axiom Φ. Indeed, it seems
reasonable to require that all variables of Φ must be known and determined at
the state K, where this condition is evaluated, causing the transition to fire, or
not.

The switching functors are given by

f � Γ = f(Γ ) � f
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L

��

f

��������������������

H

��

L ∧ Γ

f���������������

H ∧ f(Γ )

so that arrow composition is given by the rule

K
Φ�f

�� L L
Γ�g

�� M

K
Φ∧f(Γ )�f ·g

�� M

or diagrammatically

K

��

L

��

f

������������������� M
g

���������������

K ∧ Φ

��

L ∧ Γ

f����������������

K ∧ Φ ∧ f(Γ )

In summary, the category Spec� of specifications and guarded transitions will
have specifications as its objects, while the hom-sets will be

Spec�(K,L) = {(Φ � f) | Φ ∈ LK and f ∈ Spec(L,K ∧ Φ)}

In general, for a fixed spec A, we shall define A/Spec� to be the category
with the specs inheriting A (viz the extensions A

k−→ K) as objects4, arrows
Φ � f have the form

A
k

����
��

��
��

�
�

		�
��

��
��

��

K
i �� K ∧ Φ L

f��

4 The state descriptions of a machine are not unrelated specs, but they share/inherit
the common global spec, capturing whatever may be known about the global invari-
ants and the intent of the program. The abstract states K and L thus come with
the interpretations k : A −→ K and � : A −→ L of the globally visible signature and
the invariants specified in A. The universe from which the states are drawn is thus
the category A/Spec, of all specs inheriting A, rather than just Spec. While Spec
is fibered over Lang by the functor mapping each spec K to its language LK , the
category A/Spec is fibered over LA/Lang, mapping each interpretation A −→ K to
the underlying language translation.
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and the hom-sets will be

A/Spec�(k, �) = {(Φ � f) | Φ ∈ LK and f ∈ Spec(L,K ∧ Φ) and k · i = � · f}
for A = A/Spec and G(k, �) = {Φ ∈ LK | K ∧ Φ = L}.

Remark. Note that the construction of Spec� is just a fibered form of adjoining
objects as guards: for each language Σ the semilattice 〈|SpecΣ |,∧,�〉 of all
theories over Σ is adjoined to the fiber SpecΣ as the monoid of guards.

The construction A/Spec� is, on the other hand, a fibered form of a slightly
more general construction. The category A/Spec is fibered over the category
LA/Lang of languages interpreting LA. But this time, each fiber (A/Spec)σ over
σ : LA −→ Σ is assigned not its own monoid of objects, but again just the
semilattice of theories over Σ.

4 Concluding Remarks

One remarkable fact arising from the above presentation is that an elementary
question arising from a basic computational model — the question of guards in
evolving specifications — already leads to an apparently novel categorical con-
struction, which may be of independant mathematical interest. The general con-
struction, outlined in Section 2.3, corresponds to a double calculus of fractions,
combining left and right fractions in a common framework, with new universal
properties. The details and the instances of this new construction, which appears
to lead to some interesting groups and algebras, remain to be investigated in a
separate paper.

On the espec side, from which it originates, the construction now guides
the development of a suitable category for guarded actions, allowing us to treat
guarded transition systems (especs) as diagrams over Specop. In accord with the
ideas and structures presented in [8], we can then compose especs using colimits,
and we can refine systems of especs using diagram morphisms, providing a solid
mathematical background for interleaving and combining bottom-up and top-
down software development in a unified framework.

The conditions under which guards are mapped under refinement directly
affect key behavioral properties such as nondeterminism, safety, and liveness.
These will be explored in a subsequent paper. Other future directions for this
work include adding timing constraints and exploring resource-bounded compu-
tation, and modeling hybrid embedded systems with especs.
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Abstract. Although the contribution of Category Theory as a mathematical
platform for supporting software development, in the wake of Goguen’s
approach to General Systems, is now reasonably recognised, accepted and even
used, the emergence of new modelling techniques and paradigms associated
with the “New-Economy” suggests that the whole approach needs to be
revisited. In this paper, we propose some revisions capitalising on the lessons
that we have learned in using categorical techniques for formalising recent
developments on Software Architectures, Coordination Technologies, and
Service-Oriented Software Development in general.

1 Introduction

In the early 70's, J.Goguen proposed the use of categorical techniques in General
Systems Theory for unifying a variety of notions of system behaviour and their
composition techniques [11,12]. The main principles of this approach are the following:

• components are modelled as objects;
• system configurations are modelled as diagrams that depict the way in which the

components of the system are interconnected;
• the behaviour of a complex system is given through the colimit of its

configuration diagram.
These categorical principles have been used to formalise different mathematical models

of system behaviour [13,24,25,14], their logical specifications [2,7] and their realisations
as parallel programs [5].

This categorical approach has also been used as a platform for comparing different
modelling approaches and for giving semantics to the gross modularisation of complex
systems (e.g., [26,4]). Grounded on the principle that a design formalism can be
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expressed as a category, we have established an algebraic characterisation of the notions
of compositionality [8] and coordination [9], and formalised architectural principles in
software design [10].

More recently, in the scope of a joint research effort with ATX Software – a
Portuguese IT company with a very strong R&D profile – we have been engaged in the
development of “coordination technologies” for supporting the levels of agility that are
required on systems by the new ways in which companies are doing business, which
includes coping with the volatility of requirements and the new paradigms associated
with the Internet (B2C, B2B, P2P, etc). Our research has focused on a set of primitives
centred around the notion of “coordination contract” with which OO languages such as
the UML can be extended to incorporate modelling techniques that have been made
available in the areas of Software Architectures, Parallel Program Design and
Reconfigurable Distributed Systems.

The coordination technologies that we have been developing are largely “language
independent”  in the sense that they can be used together with a variety of modelling and
design languages. Our experience in formalising this independence through the use of
categorical techniques made us realise that the general approach as outlined above is far
too simplistic and restrictive. On the one hand, it does not allow one to capture the
typical restrictions that apply to the way components can be interconnected (e.g. [19]).
These restrictions are of crucial importance because properties such as compositionality
usually depend on the class of diagrams that represent correct configurations. On the
other hand, as soon as more sophisticated models of behaviour are used, e.g. those in
which non-determinism needs to be explicitly modelled, different mechanisms become
necessary to support vertical and horizontal structuring. Hence, we cannot expect that the
same notion of morphism can be used to support "component-of" relationships as
required for horizontal structuring, and "refined-by" relationships as required by vertical
structuring.

In this paper, we review the categorical approach in order to support the two new
aspects motivated above, including a new characterisation of the notion of
compositionality. We use a simple program design formalism — CommUnity, to
illustrate the applicability of our proposal. Although we could have used instead a
sophisticated and powerful formalism, the simplicity of CommUnity is ideal to present
what we have found to be important features of the new breed of design formalisms that
need to be accommodated in the categorical approach.

2

The basic motto of the categorical approach to systems design is that morphisms can be
used to express interaction between components. More concretely, when a design
formalism is expressed as a category – DESC , a configuration of interconnected
components can be expressed as a diagram in DESC . The semantics of the

Capturing Constraints on Configurations
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configuration, i.e. the description of the system that results from the interconnections,
can be obtained from the diagram by taking its colimit.

In the languages and formalisms that are typically used for the configuration of
software systems, the interconnection of components is usually governed by specific
rules, as happens with physical components, say in hardware or mechanical systems. A
simple example can be given in terms of languages with I/O communication. Typically
in these languages output channels cannot be connected to each other (see for instance
[21,1]). Hence, it may happen that not every diagram represents a correct configuration.
For instance, if DESC  is not finitely cocomplete, then not every configuration of
components is "viable", in the sense that it gives rise to a system (has a semantics).
Clearly, in this situation not every configuration of components is correct.

However, the correctness of a configuration diagram cannot always be reduced to the
existence of a colimit. There are situations in which the colimit exists (the category may
even be cocomplete) but, still, the diagram may be deemed to be incorrect according to
the rules set up by the configuration language. In situations like this, the rules that
establish the correctness of configurations are not internalised in the structure of the
category and have to be expressed as restrictions on the diagrams that are considered to be
admissible as configurations. In the situations we have to deal with in practice, such
correctness criteria are reflected on properties of the category that are related to properties
of the development approach, such as the separation between computation and coordi-
nation, and compositionality. A specific example will be presented in section 3.

Definit ion 1  (  Configurat ion cri ter ion  ) .
A configuration criterion Conf over DESC is a set of finite diagrams in DESC  s.t. if
dia∈Conf then dia has a colimit.

In order to illustrate the notion of configuration criterion, we use a very simple
interface definition language. Further on, we will use a program design language that is
built over this interface language.

We consider that the interaction between a component and its environment is modelled
by the simultaneous execution of actions and by exchanging data through shared
channels. We will distinguish between input and output channels. We shall also assume
a fixed set S  of sort symbols for typing the data that can be exchanged through these
channels.

An interface description θ is a triple <O,I,Γ> where O and I are disjoint S-indexed
families of sets and Γ is a finite set. The union of O and I is denoted by V.

The families O and I model, respectively, the output and the input channels, and the
set Γ models the actions that a given system makes available through its public
interface. For each sort s, Os (resp. Is) is the set of output (resp. input) channels that take
data in s.

An interface morphism σ: θ1→θ 2 is a pair <σch,σac> where σch: V1→V2 is a total
function s.t. (1) σch(V1s)⊆V2s, for every s∈S and (2) σch(O1)⊆O2 and σac: Γ2→Γ1 is a
partial mapping.
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An interface morphism σ from θ1 to θ2 supports the identification of a way in which
a system with interface θ1 is a component of another system, with interface θ2. The
function σch identifies for each channel of the component the corresponding channel of
the system. The partial mapping σac identifies the action of the component that is
involved in each action of the system, if ever. The typing of the channels has to be
preserved and the output channels of the component have to be mapped to output
channels of the system. Notice, however, that input channels of the component may be
identified with output channels of the system. This is because the result of intercon-
necting an input of θ1 with an output of another component of θ2 results in an output for
the whole system. This is different from most approaches in that communications are
normally internalised and not made available in the interface of the resulting system. We
feel that hiding communication is a decision that should be made explicitly and not as a
default, certainly not as a part of a “minimal” operation of interconnection which is what
we want to capture (see [25] for a categorical characterisation of hiding).

Interface descriptions and interface morphisms constitute a category which we will denote
by INTF.

Interface morphisms can be used to establish synchronisation between actions of
different components as well as the interconnection of input channels of one component
with output channels of other components. However, they can also be used to establish
the interconnection of an output channel of one component with an output channel of
another component, a situation that in our formalism is ruled out.

In order to express that, in the interface description formalism we are presenting,
output channels of an interface cannot be connected with output channels of the same or
other interfaces we define which diagrams represent correct configurations.

A diagram dia: D→INTF is a configuration diagram iff if (µn:dia(n)→<I,O,Γ>)n∈|D| is a
colimit of dia, then for every v∈O, there exists exactly one n in |D| s.t.
µn

-1(v)∩Odia(n)≠∅ and, for such n, µn
-1(v)∩Odia(n) is a singleton. 

That is to say, in a configuration diagram each output channel of the system can be
traced back to one, and only one, output channel of one, and only one, component.

interface Channel is
in x: nat, y: bool
do g

interface A is interface B is
in i: bool in u: nat, v: bool
out o: nat do b [] b'
do a [] a'

An example of a configuration diagram is given above. This diagram defines a
configuration of a system with two components whose interfaces are A  and B. To make
explicit the connections between the two components, we use a third interface –
Channel. The reason we call this third interface “Channel” is that it can be viewed as a
natural extension of the interconnection services that are made available through the

          o←x
      i←y
g←a

x→u
      y→v
          b→g
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interfaces (input and output channels and actions), i.e. a kind of “structured” or
“complex” channel. Using the analogy with hardware, the channel and the two
morphisms act as a "cable" that can be used to interconnect components.

More concretely, the diagram defines that the input channel u of B is connected with
the output channel o of A, and that the input channels i of A and v of B are identified,
i.e., in the resulting system, A  and B input from the same source. Furthermore, the
configuration establishes that A and B synchronise on actions a and b. Indeed, the colimit
of the diagram depicted above returns

interface A interface B

interface AB is
in i: bool
out o: nat
do ab [] a'b'[] a'[] b'

The action ab models the simultaneous execution of a in A and b in B. In the same
way, action a'b' models the simultaneous execution of a' in A and b' in B. However,
because A  and B do not have to synchronise on actions a' and b', the interface AB has
also two actions — a' and b' — modelling the isolated execution of a' in A and b' in B.

3 Horizontal vs Vertical Structuring

In the categorical approach that we have described in the previous section, morphisms are
used for modelling “horizontal structuring”, i.e. to support the process of structuring
complex systems by interconnecting simpler components. As we mentioned, a
morphism identifies how its source is a component of its target.

However, for supporting software development, other relationships need to be
accounted for that reflect notions of refinement between different levels of abstraction,
e.g. [22,23,16]. In some cases, the morphisms used for capturing interconnections
between components can also be used for expressing refinement. For instance, this is the
case in the algebraic specification of abstract data types [2] and in the specification
formalism of reactive systems presented in [8]. However, this is not always the case.

On the one hand, interconnection morphisms may serve the purpose of expressing
refinement but may be too weak to represent the refinements that can occur during
software development. For instance, this is the case in the algebraic approach proposed in
[20] and refined in SPECWARE [23]. In this approach, interconnection morphisms are
theorem-preserving translations of the vocabulary of a source specification into the terms
of a target specification, whereas refinement morphisms are interconnection morphisms
from the source specification to a conservative/definitional extension of the target
specification (a refinement morphism from A  to B is a pair of interconnection
morphisms A→AasB← B).

ab→b
      u→o a'b'→b'
   v→i        b'→b'

 a←ab            
     a'←a'b'      o←o
         a'←a'             i←i
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On the other hand, morphisms used for interconnecting components may not be
suitable for expressing refinement. In particular, this happens when a system is not
necessarily refined by a system of which it is a component. For instance, in CSP [15]
the functionality of a system is not necessarily preserved when it is composed with other
systems. A process a.P[]b.Q, that is ready to execute a or b, has no longer this property if
it is composed with a process that is only ready to execute a. Because the notion of
refinement in CSP (based on the readiness semantics) requires that readiness be preserved
by refinement, a.P[]b.Q is not refined by (a.P[]b.Q)|| a.R.

Because of this, the integration of both dimensions – horizontal (for structuring) and
vertical (for refinement) – may require that two different categories be considered.

Def in i t i on  2  (  Des ign  Formal i sm ) .
A design formalism is a triple <c-DESC,Conf,r-DESC> where c-DESC and r-DESC
are categories and Conf is a configuration criterion over c-DESC  s.t. 1. |c-DESC|=
|r-DESC| and 2. Isom(c-DESC)⊆Isom(r-DESC).

The objects of c-DESC and r-DESC, which are the same, identify the nature of the
descriptions that are handled by the formalism. The morphisms of r-DESC  identify the
vertical structuring principles, i.e., a morphism η: S→S' in r-DESC expresses that S'
refines S , identifying the design decisions that lead from S  to S'. The morphisms of
c-DESC  identify the horizontal structuring principles, that is to say, diagrams in
c-DESC can be used to express how a complex system is put together through the
interconnection of components. The description of the system that results from the
interconnection is the description returned by the colimit of the configuration diagram
and, hence, it is defined up to an isomorphism. Condition 2 ensures that the notion of
refinement is "congruent" with the notion of isomorphism in c-DESC . That is,
descriptions that are isomorphic with respect to interconnections refine, and are refined
exactly by, the same descriptions. Finally, as explained in the previous section, the
relation Conf defines the correct configurations.

In order to illustrate that different categories may need to be used to formalise the
horizontal and vertical structuring principles supported by a formalism, we use a
language for the design of parallel programs — CommUnity.

CommUnity, introduced in [5], is similar to Unity [3] in its computational model but
has a different coordination model. More concretely, the interaction between a program
and the environment in CommUnity and Unity are dual: in Unity it relies on the sharing
of memory and in CommUnity in the sharing (synchronisation) of actions.

 A design in CommUnity is of the following form:

design P is
in I
out O
init Init
do []

g∈Γ  g: [L(g),U(g) → ||
v∈D(g)

 v:∈F(g,v)]

The sets of input and output channels, respectively, I and O, and the set of actions Γ
constitute the interface of design P. Init is its initialisation condition. For an action g,
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• D(g) represents the set of channels that action g can change.
• L(g) and U(g) are two conditions s.t. L(g)⊃U(g) that establish an interval in

which the enabling condition of any guarded command that implements g must
lie. L(g) is a lower bound for enabledness in the sense that it is implied by the
enabling condition (its negation establish a blocking condition) and U(g) is an
upper bound in the sense that it implies the enabling condition. When L(g)=U(g)
the enabling condition is fully determined and we write only one condition.

• for every channel v in D(g), F(g,v) is a non-deterministic assignment: each time
g is executed, v is assigned one of the values denoted by F(g,v).

Formally,

A design is a pair <θ,∆> where θ is an interface and ∆ , the body of the design, is a 5-
tuple <Init,D,F,L,U> where:

• Init is a proposition over the output channels;
• D assigns to every action a set of output channels;
• F assigns to every action g a non-deterministic command (when D(g)=∅, the

only available command is the empty one which we denote by skip);
• L and U assign to every action g a proposition.

An example of a CommUnity design is the following bank account, where CRED is a
given negative number, modelling the credit limit.

design BankAccount is
in amount: nat
out bal: int
init bal=0
do deposit: [true → bal:=bal+amount]

[] withdraw: [bal-amount≥CRED,bal-amount≥0→bal:=bal-amount]

This design has only two actions modelling the deposit and the withdrawal of a given
amount. This amount is transmitted to the component via the input channel amount.
Deposits are always available for clients. Withdrawals are definitely refused if the
requested amount is over the credit limit (bal-amount<CRED) and are definitely accepted
when the balance is sufficient to cover the requested amount, i.e. the credit facility is not
necessary (bal-amount≥0). In all the other situations, i.e. when the credit facility is
necessary (0>bal-amount≥CRED), it was left unspecified whether withdrawals are accepted
or refused. This form of underspecification (also called allowed non-determinism), as we
will see, can be restricted during a refinement step.

In the previous section we have seen how the interconnection of components can be
established at the level of interfaces. The corresponding configurations of designs are
expressed in the following category of designs.

A design morphism σ: P1→P2 is an interface morphism from θ1 to θ2 s.t.:

1. For all g∈Γ2, if σac(g) is defined then σch(D1(σac(g)))⊆D2(g);
2. For all v∈O1, σac(D2(σch(v)))⊆D1(v);
3. For all g2∈Γ2, if σac(g2) is defined then, for all v1∈D1(σac(g2)),

‚ (F2(g2,σch(v1))⊆   σ   (F1(σac(g2),v1)));

432 Antónia Lopes and José Luiz Fiadeiro



4. ‚ (I2 ⊃    σ   (I1));
5. For every g2∈Γ2 , if σac(g) is defined then ‚ (L2(g2) ⊃    σ   (L1(σac(g2))));
6. For every g2∈Γ2, if σac(g) is defined then ‚ (U2(g2) ⊃    σ   (U1(σac(g2)))).

Designs and design morphisms constitute a category c-DSGN. 

A design morphism σ:P1→P2 identifies P1 as a component of P2. Conditions 1 and 2
mean that the domains of channels are preserved and that an action of the system that
does not involve an action of the component cannot transmit in any channel of the
component. Conditions 3 and 4 correspond to the preservation of the functionality of the
component design: (3) the effects of the actions can only be preserved or made more
deterministic and (4) initialisation conditions are preserved. Conditions 5 and 6 allow the
bounds that the design specifies for enabling condition of the action to be strengthened
but not weakened. Strengthening of the two bounds reflects the fact that all the
components that participate in the execution of a joint action have to give their
permission for the action to occur. In other words, the enabling condition of a joint
action is given by the conjunction of the enabling conditions of the corresponding
actions in the involved components.

The correctness of a configuration of interconnected designs depends uniquely on the
correctness of the underlying interconnection of interfaces (as defined in the previous
section). Let Int be the forgetful functor from c-DSGN to INTF.

A diagram dia: I→ c-DSGN  is a configuration diagram iff dia;Int: I→INTF is an
interface configuration diagram.

It is interesting to notice that the category c-DSGN  is not finitely cocomplete,
namely O/O connections lead to design diagrams that may have no colimit. However, the
existence of colimits is ensured for correct configurations.

In order to illustrate how a system design can be constructed from the design of its
components, let us consider that every deposit of an amount that exceeds a given
threshold must be signaled to the environment. This can be achieved by coupling the
BankAccount with an Observer design.

design Observer is
in v: nat
out sg: bool
init ¬sg
do obsv&detect: [¬sg ∧ v>NUMBER → sg:=true]

[] obsv: [¬sg ∧ v≤NUMBER → skip]
[] reset: [sg → sg:=false]

The Observer design can be used to "observe" the execution of a given action, namely
to detect if v>NUMBER holds when that action is executed. The design is initialised so as
to be ready to execute obsv&detect or obsv depending on whether v>NUMBER holds or
not. The assignment of obsv&detect sets the output channel sg to true, thus signaling to
the environment the execution of the "observed" action under the condition v>NUMBER.
The environment may acknowledge the reception of the signal through the execution of
the action reset.
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The diagram below gives the configuration of the required system. This diagram
defines that the action that is "observed" by Observer is deposit and identifies the input
channel v of the Observer with input channel amount of the BankAcount. That is to say,
in this system the Observer signals the deposits of amounts greater than NUMBER.

Channel

BankAccount Observer

It remains to define the notion of refinement supported by CommUnity.

A refinement morphism σ: P1→P2 is an interface morphism from θ1 to θ2 s.t.
conditions 1 to 5 of the definition of design morphism hold and

6. σch(I1)⊆I2;
7. σch is injective;
8. For every g∈Γ2, σac

-1(g)≠∅;
9. For every g1∈Γ1, ‚ (   σ   (U1(g1)) ⊃ ∨

σac(g2)=g1
  U2(g2)).

A refinement morphism σ from P1 to P2 supports the identification of a way in
which P1 is refined by P2. Each channel of P1 has a corresponding channel in P2 and each
action g of P1 is implemented by the set of actions σac

-1(g) in the sense that σac
-1(g) is a

menu of refinements for action g. The actions for which σac is left undefined (the new
actions) and the channels that are not in σch(V1) (the new channels) introduce more detail
in the description of the design.

Conditions 6 to 8 express that refinement cannot alter the border between the system
and its environment. More precisely, input channels cannot be made local by refinement
(6), different channels cannot be collapsed into a single one (7) and every action has to be
implemented (8). Condition 9 states that conditions U(g) can be weakened but not
strengthened. Because condition 5 allows L to be strengthened, the interval defined by the
conditions L and U of each action, in which the enabling condition of any guarded
command that implements the action must lie, is required to be preserved or reduced
during refinement. Finally, conditions 3 and 4 state that the effects of the actions of the
more abstract design, as well as the initialisation condition, are required to be preserved
or made more deterministic.

Preservation of required properties and reduction of allowed non-determinism are
intrinsic to any notion of refinement, and justify the conditions that we have imposed on
refinement morphisms. Clearly, the morphisms that we used for modelling
interconnections do not satisfy these properties.

In order to illustrate refinement, consider another design of a bank account —
BankAccount2. In this design, the history of the client's use of the credit facility is taken
into account  for deciding if a withdrawal is accepted or not. It is not difficult to see that    

σch   bal→  bal  
amount→ amt

σac   deposit→ deposit
 n_withd→ withdraw

   s_withd→ withdraw
  reset→

          amount←x
      g←deposit

x→v
      obsv→g
           obsv&detect→g
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define a refinement morphism from BankAccount to BankAccount2.

design BankAccount2 is
in amt: nat
out bal, count: int
init bal=0∧count=0
do deposit: [true → bal:=bal+amt]

[] n_withd: [bal-amt≥0→bal:=bal-amt]
[] s_withd:[bal-amt≥CRED∧count≤MAX→bal:=bal-amt||count:=count+1]
[] reset: [true,false→count:=0]

The conditions under which withdrawals are available to clients, that was left unspecified
in BankAccount, is completely defined in BankAccount2. The action withdraw of
BankAccount is implemented in BankAccount2 by n_withd and s_withd, where n and s
stand for normal and special, respectively. Special withdrawals are counted and, as soon as
their number reaches a given maximum, they are no longer accepted. Special withdrawals
are accepted again if this restriction is lifted, which is modelled by the execution of the
new action reset. Notice that BankAccount2 also contains allowed non-determinism — the
upper bound of enabledness of reset is false and, hence, it was not made precise in which
situations the restriction is lifted.

4 Compositionality

Compositionality is a key issue in the design of complex systems because it makes it
possible to reason about a system using the descriptions of their components at any level
of abstraction, without having to know how these descriptions are refined in the lower
levels (which includes their implementation). Compositionality is usually described as the
property according to which the refinement of a composite system can be obtained by
composing refinements of its components. However, when component interconnections
are explicitly modelled through configurations, the refinement of the interconnections has
to be taken into account. In these situations, the compositionality of a formalism can only
be investigated w.r.t. a given notion of refinement of interconnections. Such notion,
together with the refinement principles defined by r-DESC , establishes the refinement of
configurations. Configurations and their refinement principles can be themselves organised
in a category as follows.

Definition 3 ( Configuration Refinement Criterion ).
A configuration refinement criterion for a design formalism <c-DESC,Conf,r-DESC>
is any category CONF that satisfies the following conditions:

1. The objects of CONF are the finite diagrams in c-DESC;
2. If η: dia→dia' is a morphism in CONF  and I and I' are the shapes of,

respectively, dia and dia', then η is an |I|-indexed family of morphisms
ηi: dia(i)→dia'(i) in r-DESC.
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Because diagrams are functors, it may seem that diagram morphisms should be merely
natural transformations (as they are, for instance, in SPECWARE). However, this would be
very restrictive because it would enforce that the shape of diagrams that define
configurations be preserved during refinement.

Once we have fixed such a configuration refinement criterion CONF , compositionality
can be formulated as the property according to which we can pick arbitrary refinements of
the components of a system Sys, and interconnect these more concrete descriptions with
arbitrary refinements of the connections used in Sys, and obtain a system that still refines
Sys.

S1

S’ 2

S’ 1

S2

S0

S’ 0

1

S’ 2

S’ 1

S2 S

S0

S’

S’ 0 η

Sdia

dia'

η0

η2

η1

Figure 1

More precisely, if dia and dia' define the configuration of, respectively, Sys and Sys',
and η: dia→dia' is a morphism in CONF, then η defines, in a unique way, a refinement
morphism in r-DESC from Sys to Sys' whose design decisions are compatible with the
design decisions that were taken in the refinement of the components (see figure 1). That
is to say, there exists a unique refinement morphism η in r-DESC  from Sys to Sys' s.t.
η is compatible with each of the morphisms (ηi: dia(i)→dia'(i))i∈|I|.

Once again, it is not possible to define the meaning of "compatibility of design
decisions" independently of the context. As happens with the notion of refinement of
interconnections, the meaning of "compatibility of design decisions" must be fixed a
priori.

The compatibility of η and ηi depends on the morphisms that identify dia(i) and dia'(i)
as components of, respectively, Sys and Sys'. In this way, we consider that the
compatibility of design decisions is abstracted as a 4-ary relation between Mor(r-DESC),
Mor(c-DESC), Mor(r-DESC) and Mor(c-DESC).

Def in i t i on  4  (  Cr i t er ion  o f  Compat ib i l i t y  o f  Des ign  Dec i s ions  ) .  
A criterion of compatibility of design decisions for a design formalism <c-DESC,Conf,
r-DESC> is a 4-ary relation Crt between Mor(r-DESC), Mor(c-DESC), Mor(r-DESC)
and Mor(c-DESC) such that

1. If Crt(ηi,µi,η,µ'i) then dom(ηi)=dom(µi), dom(µ'i)=cod(ηi), dom(η)= cod(µi) and
cod(η)=cod(µ'i);

2. If Crt(ηi,µi,η,µ'i) and κ: cod(η)→S" is a morphism in c-DESC and also in
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r-DESC, then Crt(ηi,µi,(η;κ),(µ'i;κ));
3. If dia: I→c-DESC is a configuration diagram, (µi: dia(i)→S)i∈|I| is a colimit of

dia and Crt(ηi,µi,η,µ'i), Crt(ηi,µi,η',µ'i) for every i∈|I|, then η=η'.

The idea is that Crt(η i: Si→S'i,µi: Si→S,η: S→S',µ'i: S'i→S') expresses that the design
decisions defined by η agree with the decisions defined by ηi, taking into account the
morphisms that identify Si as a component of S and S'i as a component of S' (see Fig. 2).

Si S
µ i

S’ i S’
µ’ i

ηi η

Figure 2
Condition 1 states the obvious restrictions on the domains and codomains of the four

morphisms. Condition 2 ensures that the criterion is consistent w.r.t. the composition of
morphisms that are simultaneously refinement and interconnection morphisms. Condition
3 means that if the refinement of the components of a system Sys is given by
(ηi: Si→S'i)i∈|I|, and Sys' is a system having (S'i)i∈|I| as components, then there exists a
unique way in which Sys' may be a refinement of Sys.

Defini t ion 5  (  C o m p o s i t i o n a l  F o r m a l i s m  ) .  
Let Fd=<c-DESC,Conf,r-DESC> be a design formalism, CONF  a configuration
refinement criterion for Fd and Crt a criterion of compatibility of design decisions for Fd.
Fd is compositional w.r.t. CONF  and Crt iff, for every morphism η: dia→dia' in
CONF , there exists a unique morphism η: S→ S' in r-DESC  s.t. Crt(ηi,µi,η,µ'i), for
every i∈|I|, where (µi: dia(i)→S)i∈|I| and (µ'i: dia'(i)→S')i∈|I'| are colimits of,
respectively, dia and dia'.

The notion of compositionality had been investigated and characterised in [8] for the
situation in which the interconnection and refinement morphisms coincide. More
concretely, when

• c-DESC=r-DESC;
• a refinement morphism η from the diagram dia: I→ c-DESC  to the diagram

dia': I'→ c-DESC exists iff I is a subcategory of I' and, in this case, η is an
|I|-indexed family (ηi: dia(i)→dia'(i))i∈|I| of morphisms such that dia(f);ηj=
ηi;dia'(f), for every morphism f: i→j in I;

• the criterion of compatibility of design decisions Crt is defined by Crt(ηi,µi,η,µ'i)
iff µi;η=ηi;µ'i;

compositionality is just a consequence of the universal property of colimits.
Figure 3 shows an example with the interconnection of two components through a

channel. In this case, if σi;ηi=η0;σ'i, for i=1,2, then the universal property of colimits
ensures that there exists a unique morphism η from S to S' such that µi;η=ηi;µ'i, for
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i=1,2. In this case, notice that the interconnection of the two components defined by
<σ1,σ2> and the refinement morphisms <η1,η2> define an interconnection of the more
concrete descriptions S'1 and S'2, that is given by <σ1;η1,σ2;η2>. This new configuration
is, by definition, a refinement of the initial one (where η0 is the identity).
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Int(     ) Int(     )
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Figure 3 Figure 4

For illustrating the characterisation of compositionality we have proposed, we use
CommUnity again. We define informally in which conditions a configuration diagram
dia': I'→c-DSGN is a refinement of another configuration diagram dia: I→ c-DSGN ,
given that the refinement of the components is defined by (ηi: dia(i)→dia'(i)).

Basically, the morphisms of CONFp define that the system architecture, seen as a
collection of components and "cables", cannot change during a refinement step (I=I').
However, the "cables" used to interconnect the more abstract designs can be replaced by
"cables" with more capabilities. More precisely, the replacement of an interconnection dia
by dia' must satisfy the following conditions:

– The interconnection dia' must be consistent with dia, i.e., the i/o
communications and synchronisations defined by dia have to be preserved.

– The diagram dia' cannot establish the instantiation of any input channel that was
left “unpluged” in  dia. That is to say, the input channels of the composition are
preserved by refinement.

 – The diagram dia' cannot establish the synchronisation of actions that were defined
as being independent in dia.

For the compatibility of design decisions Crtp we simply consider the commutability
of the diagram in INTF depicted in Figure 4.

The design formalism CommUnity is compositional w.r.t. CONFp and Crtp.

The formal definitions as well as the proof of this result can be found in [18].
It is important to notice that the adoption of different configuration refinement criteria

gives rise to different notions of compositionality. For instance, the criterion CONFp we
have defined for CommUnity prevents the addition of new components to the system
(superposition) during a refinement step, even if they are just "observers", i.e., they do not
have effects in the behaviour of the rest of the system. However, it is also possible to
prove the compositionality of CommUnity w.r.t. a configuration refinement criterion that
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allows the addition of new components to the system. For simplicity, we have decided not
to present this other criterion (which is more difficult to express because it requires further
conditions over the new components and the new "cables").

5 Conclusions

In this paper, we proposed a revision of Goguen's categorical approach to systems design
in order to make it applicable to a larger number of design formalisms. The new aspects of
the revised approach are the ability to represent the specific rules that may govern the
interconnection of components and the ability to support the separation between horizontal
and vertical structuring principles. Furthermore, we proposed a characterisation of
compositionality of refinement with respect to composition in this revised categorical
framework. The explicit description of component interconnections leads us to a definition
of compositionality that depends on a notion of refinement of interconnections and on the
meaning of "compatibility of design decisions".

The work reported in this paper was motivated by our experience in using the
categorical platform to express sophisticated formalisms, namely formalisms for
architectural design [17]. For instance, we have perceived that the property according to
which a framework for system design supports the separation between computation and
coordination (which is a good measure of the ability of a formalism to cope with the
complexity of systems) is, in general, false if ad hoc interconnections are permitted. In a
similar way, interconnections of designs can be synthesised from interconnections of
interfaces in coordinated frameworks only if interconnections are severely restricted. From
this experience, the need for expressing the correctness of components configurations
emerged as reported in the paper.

Further work is going on which explores the impact of this revision on the use of the
categorical platform to map and relate different formalisms. As showed in [6], the
categorical platform can be used to formalise the integration of different formalisms. This
integration is important because it supports the use of multiple formalisms in software
development and promotes reuse.

References

1 . R.Alur and T.Henzinger, "Reactive Modules", in Proc. LICS'96, 207-218.
2 . R.Burstall and J.Goguen, "Putting Theories Together to Make Specifications", in Proc.

5th IJCAI,1045-1058, 1977.
3 . K.Chandy and J.Misra, Parallel Program Design - A Foundation, Addison-Wesley, 1988.
4 . T.Dimitrakos, "Parametrising (algebraic) Specification on Diagrams", Proc. 13th

Int.Conference on Automated Software Engineering, 1998.

439Revisiting the Categorical Approach to Systems



5 . J.L.Fiadeiro and T.Maibaum, "Categorical Semantics of Parallel Program Design", Science
of Computer Programming, 28:111-138, 1997.

6 . J.L.Fiadeiro and T.Maibaum, "Interconnecting Formalisms: supporting modularity, reuse
and incrementality", in G.E.Kaiser (ed), Proc. 3rd Symp. on Foundations of Software
Engineering, 72-80, ACM Press, 1995.

7 . J.L.Fiadeiro and T.Maibaum, "Temporal Theories as Modularisation Units for Concurrent
System Specification", in Formal Aspects of Computing 4(3), 1992, 239-272.

8 . J.L.Fiadeiro, "On the Emergence of Properties in Component-Based Systems", in M.Wirsing
and M.Nivat (eds), AMAST'96, LNCS 1101, Springer-Verlag 1996, 421-443.

9 . J.L.Fiadeiro and A.Lopes, "Algebraic Semantics of Coordination", in A.Haeberer (ed),
AMAST'98, LNCS 1548, Springer-Verlag.

10. J.L.Fiadeiro and A.Lopes, "Semantics of Architectural Connectors", in M.Bidoit and
M.Dauchet (eds), TAPSOFT'97, LNCS 1214, 505-519, Springer-Verlag, 1997.

11. J.Goguen, "Categorical Foundations for General Systems Theory", in F.Pichler and
R.Trappl (eds), Advances in Cybernetics and Systems Research, 121-130, Transcripta
Books, 1973.

12. J.Goguen and S.Ginalli, "A Categorical Approach to General Systems Theory", in
G.Klir(ed), Applied General Systems Research, Plenum 1978, 257-270.

13. J.Goguen, "Sheaf Semantics for Concurrent Interacting Objects", Mathematical Structures
in Computer Science 2, 1992.

14. M.Große-Rhode, "Algebra Transformations Systems and their Composition", in
E.Astesiano (ed), FASE'98, LNCS 1382, 107-122, Springer-Verlag, 1998.

15. C.A.Hoare, Communicating Sequential Processes, Prentice-Hall, 1985.
16. K.Lano and A.Sanchez, "Design of Reactive Control Systems for Event-Driven

Operations", in J.Fitzgerald, C.Jones and P.Lucas (eds), Formal Methods Europe 1997,
LNCS 1313, 142-161, Springer-Verlag, 1997.

17. A.Lopes and J.L.Fiadeiro, "Using Explicit State to Describe Architectures", in J.Finance
(ed), FASE'99, LNCS 1577, 144-160, Springer-Verlag, 1999.

18. A.Lopes, Non-determinism and Compositionality in the Specification of Reactive
Systems, PhD Thesis, University of Lisbon, 1999.

19. J.Magee and J.Kramer, "Dynamic Structures in Software Architecture", in 4th Symposium
on Foundations of Software Engineering, ACM Press 1996, 3-14.

20. T.Maibaum, P.Veloso and M.Sadler, "A Theory of Abstract Data Types for Program
Development: Bridging the Gap?", in H.Ehrig, C.Floyd, M.Nivat and J.Thatcher (eds)
TAPSOFT'85, LNCS 186, 1985, 214-230.

21. Z.Manna and A.Pnueli, The Temporal Logic of Reactive and Concurrent Systems,
Springer-Verlag, 1991.

22. D.Smith, "Constructing Specification Morphisms", Journal of Symbolic Computation 15
(5-6), 571-606, 1993.

23. Y.Srinivas and R.Jüllig, "Specware™:Formal Support for Composing Software", in
B.Möller (ed) Mathematics of Program Construction, LNCS 947, 399-422,
Springer-Verlag, 1995.

24. G.Winskel, "A Compositional Proof System on a Category of Labelled Transition Systems",
Information and Computation 87:2-57, 1990.

25. G.Winskel and M.Nielsen, "Models for Concurrency", Handbook o f Logic in Computer
Science, S.Abramsky, D.Gabbay and T.Maibaum (eds), Vol.4, 1-148, Oxford University
Press 1995.

26. V.Wiels and S. Easterbrook, "Management of Evolving Specifications using Category
Theory", Proc. 13th Int.Conference on Automated Software Engineering, 1998.

440 Antónia Lopes and José Luiz Fiadeiro



Proof Transformations for Evolutionary Formal

Software Development

Axel Schairer and Dieter Hutter

German Research Center for Artificial Intelligence (DFKI GmbH)
Stuhlsatzenhausweg 3, 66123 Saarbrücken, Germany

{schairer,hutter}@dfki.de

Abstract. In the early stages of the software development process, for-
mal methods are used to engineer specifications in an explorative way.
Changes to specifications and verification proofs are a core part of this
activity, and tool support for the evolutionary aspect of formal software
development is indispensable.
We describe an approach to support evolution of formal developments by
explicitly transforming specifications and proofs, using a set of predefined
basic transformations. They implement small and controlled changes
both to specifications and to proofs by adjusting them in a predictable
way. Complex changes to a specification are achieved by applying several
basic transformations in sequence. The result is a transformed specifica-
tion and proofs, where necessary revisions of a proof are represented by
new open goals.

1 Introduction

It is widely accepted by now that formal methods can increase the dependability
of software systems and the trust that users of the system can reasonably have.
Although, often, formal methods have been associated with verifying the cor-
rectness of program code with respect to a specification, which was assumed to
be given and adequate, this has changed in recent years. There is a shift of the
focus of formal methods towards earlier phases in the development process with
the aim of formally engineering the specifications themselves. It is argued that
the benefit of using formal methods, e.g. being able to analyze the requirements
specification and establish properties it implies, before the system is designed
and implemented, by mechanized calculations rather than by subjective inspec-
tion and review, is particularly helpful in this context, cf. [18]. The shift towards
using formal methods in earlier phases is reflected, e.g., in the requirements of
IT security evaluation criteria like Common Criteria [3] and ITSEC [12], where
formal security models are required for, e.g., assurance levels EAL5 and E4, re-
spectively, for which no formal design specifications or verified program code are
required.

In this context, formal methods are used to incrementally construct and val-
idate security models, i.e. specifications together with their properties. Changes
to the specification, properties, and proofs are a core part of the development
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activity rather than an accident that should have been avoided, and proper tool
support for an evolutionary formal software development is indispensable in prac-
tice. Necessary tool support includes management of change for large structured
specifications, which formalize both an abstract system model and requirements,
and management of change on the level of the proofs that are associated with
the system model and its properties.

In this paper, we describe an approach to cope with changes to specifications
by transforming a given specification and associated proofs. Transformations
correspond to atomic changes on the specification and extend to the associated
proofs in a way that is simple and easy to understand by the user. This is
achieved by tailoring each transformation to the kind of change it is associated
with and using the additional information available then. Since transformations
intentionally do not depend on heuristic search and are deterministic, they pro-
vide a solid tool which is easy to control and understand, and with which the
user can develop specifications together with proofs in an evolutionary manner.

The rest of this paper is organized as follows. After describing evolutionary
formal software development in Sect. 2, Sect. 3 introduces transformations on
developments. Sect. 4 then describes a concrete example set of basic transfor-
mations and their effects. In Sect. 5, we compare our approach to related work.
Finally, we describe future work and draw conclusions in Sect. 6.

2 Evolutionary Formal Software Development

The state of a formal software development is represented by a specification,
i.e. a system model and its desired properties, together with (partial) proofs for
the postulated properties. Typically, such specifications are formulated in a spec-
ification language that allows for the structured presentation of the specification,
e.g. Casl [11] or VSE-SL [1]. Proof obligations are derived mechanically from
the specification when, e.g., one theory is postulated to be satisfied by another
theory, see e.g. [2]. A mechanized reasoning module is then used to discharge
of the proof obligations, i.e. constructing proofs. The state of a development
changes over time, as the specification is edited and proofs are constructed.
A typical mode of development is to tackle proof obligations, and use the insight
gained from failed proof attempts to correct or extend the specification, e.g. [20,
Sect. 7].

On a different scale, complex systems are built in a stepwise manner. First a
simple model and its properties are studied, and over time additional complexity
is added by integrating features into the systemmodel and accordingly modifying
the properties. Obviously, many of the old proofs need to be reconsidered in the
light of the changes and need to be adjusted to fit the new specification.

As an example we consider the case study [15] on modeling reliable broadcast
using the technique of fault transformations described in [8]. First a network of
processes running concurrently is formalized and verified. Processes, connected
by directed channels, run a local non-deterministic program to deal with arriving
messages and to resend them. It is verified that only messages that have been
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broadcast to the network are delivered to processes, and that they are delivered
to each process at most once. Throughout the rest of the paper, we will refer to
simplified excerpts of a reconstruction of the example in [15].

The system model used in [15] is that of a state transition system described
by an initial state and possible state transitions that the processes can take,
called actions. The state transition system is explicitly specified using axiomatic
specifications of abstract datatypes. The proof obligation corresponding to the
safety property roughly reads

∀tr : Trace.admissible(tr) ⇒ safety(res(tr)) (1)

where res(tr) is the resulting state after the actions in tr have been taken and
safety is defined by

∀s : State. safety(s) ⇔ (2){
(∀p : Proc. p ∈ Procs(s) ⇒ delivered(p, s) ⊆ broadcast(s))

∧ (∀p : Proc. p ∈ Procs(s) ⇒ nodups(delivered(p, s))) .

I.e. each admissible sequence of states ends in a state satisfying the safety prop-
erty. The proof is by induction over the length of traces. In the step case, the
proof is split by a case distinction over possible actions, and for each action it is
shown that it conserves the safety property.

In a second step, fault assumptions are added to the specification: processes
are no longer assumed to work reliably, rather each process can either be up
or down. This is done by adding parts to the specification related to the added
functionality, but it also involves changing parts of the existing specification,
cf. [15, Sect. 4.1]. In particular, the representation of processes in the state is
changed to hold additional information about whether the respective process is
up or down. Also, an additional crash action is added. It can be executed by
running processes, and its effect is to crash the process. All other actions are
restricted to be executable by running processes only, thereby strengthening the
actions’ preconditions. Obviously, after these changes the safety property given
by (1) and (2) does no longer hold and the verification proofs are no longer
valid. According to the methodology of failure transformations, the property is
replaced by a weaker property: in (2), delivered(p, s) ⊆ broadcast(s) is weakened
to isup(p) ⇒ delivered(p, s) ⊆ broadcast(s)), where a definition of isup(p) has to
be added as well. As a consequence of these changes, the proof for (1) now has
an additional case for the crash action. Also, it remains to be shown that the
weaker safety property is sufficient for the induction to go through in the cases
for all other actions (the induction hypothesis is weakened, too, so this is not
obvious). This is done by changing the subproofs for these actions to take the
additional preconditions into account. The proof idea and the overall structure
are essentially unchanged.

There are, however, a number of technical consequences that are trivial to
hand-wave over in an informal description of the changes but which are hard to
carry out efficiently and reliably in mechanized theorem provers. Examples for
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this include changing existing symbols of the signature and induction schemata.
Obviously, this requires changing proofs.

In this paper, we offer transformations that cope with changes described
above, taking care of technical details in a way that allows changes occurring in
evolutionary formal development to be carried out as a matter of routine.

3 Development Transformations

We view the process of formal evolutionary software development as a sequence
D1, . . . , Dn of self-contained formal developments states. The correctness of the
final development stateDn does not depend on the correctness of previous states.
Di is transformed into Di+1 by a transformation. We require that each Di is
statically well-formed in the sense that, e.g. no syntax or static type errors are
present in the specification, and that each Di associates a valid (although maybe
partial) proof to each of its proof obligations. Transformations are, therefore,
required to conserve these properties. Note that any change to a specification
such that it is again statically well-formed and associating trivial open proofs
to all proof obligations is a transformation. It is uninteresting, however, because
all effort spent on previous proofs is lost. For some changes to the specification
this may be the best we can do, but for many changes found in practice, we can
do much better, as was demonstrated in the previous section, where virtually all
of the proofs could be kept, albeit on the proviso that additional open goals in
the new proofs had to be tackled. In the example of the previous section, it was
found that a new subproof for the crash action was needed and that there were
gaps in the subproofs for other actions related to the strengthened preconditions.

Of course, specific transformations depend on the concrete choice of concepts
a specification language offers, the relationship between specifications and proof
obligations, and the notion of proofs. This paper concentrates on the problem
of adjusting formal proofs to changed specifications. Since theorem provers do
usually not make use of the structure information incorporated into the spec-
ification we restrict ourselves to basic unstructured specifications and assume
that proof obligations are generated for lemmata, which are explicitly given as
part of the specification. However, in order to come up with all inclusive sys-
tem for evolutionary formal software development it will be necessary to develop
techniques to propagate the changes of a local part of the specification to other
potentially affected part. We have done first steps in this direction, however, this
is not inside the focus of this paper.

A specification consists of a signature, axioms, and postulated lemmata or
theorems. A signature Σ is determined by a set of type, function, and predicate
definitions. A type definition defines τ to be an uninterpreted type, and

τ = c1 : τ1,1 × · · · × τ1,k1 → τ | · · · | cn : τn,1 × · · · × τn,kn → τ

defines τ to be a type generated by the constructor functions ci. f : τ1×· · ·×τn →
τn defines the function f with the given arity, and similarly p : τ1 × · · · × τn for
the predicate p. Axioms and lemmata are closed first order formulae over Σ.
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The semantics of a specification is the class of all Σ-models which satisfy the
generatedness constraints and all axioms and lemmata, cf. [14].

For each conjectured lemma A a proof obligation Γ � A is generated, where
Γ is the set of axioms and lemmata that occur in the specification before A. It
asserts that A is implied by the conjunction of formulae in Γ . For the example
of Sect. 2, Trace, State, admissible, or safety are given by the signature, and
their definitions, e.g. (2), by axioms, whereas the property (1) is given last as a
lemma.

Changes to the specification can have the following consequences on the proof
obligations.

– The language for the assumptions and the formula to be proven can be
changed by adding or removing signature definitions, or by changing existing
ones.

– Additional proof obligations can be generated or proof obligations can dis-
appear by adding or removing lemmata.

– Assumptions can be added or removed from proof obligations by adding or
removing axioms or lemmata.

– Formulae in proof obligations can change.
– Induction schemata can be changed by changing the definition of generated

types.

In general, changing the specification will have more than one of the effects
mentioned above.

It is not feasible to provide separate specialized transformations for each par-
ticular domain transformation, e.g. for introducing one particular fault transfor-
mation as was described in Sect. 2. Instead, we provide a set of basic transfor-
mations that are specific to the specification language, the way proof obligations
are generated, and the notion of proof, but not specific to an application domain.
Basic transformations can be used in sequence to achieve the effect of a domain
specific transformation. Each basic transformation maps specification and proofs
to a new consistent state, though potentially new open goals will occur in proofs
and some parts of old proofs will be missing. In this new state, another trans-
formation can be applied, or the proofs can be inspected and changed as usual
with the theorem prover.

4 Basic Transformations

As the result of working through examples, we have come up with a set of basic
transformations on specifications given in Fig. 1. In the rest of this section we
will describe some of the transformations in more detail and show how they are
employed in the case study introduced in Sect. 2.

We use an analytic sequent calculus for first order logic, cf. [7] with equality
and induction rules. The representation for proofs is a tree of nodes. Each node
carries a sequent Γ � ∆ which means that the conjunction of formulae in the set
Γ (antecedent) implies the disjunction of the formulae in the set ∆ (succedent).



446 Axel Schairer and Dieter Hutter

– Add type, add function, add predicate – add a definition to the signature
– Remove type, remove function, remove predicate – remove a definition from the

signature
– Rename signature item – consistently rename a signature item throughout the

whole specification
– Add axiom, add lemma – add an axiom or lemma to the collection of axioms and

lemmata
– Remove axiom, remove lemma – remove an axiom or lemma from the collection of

axioms and lemmata
– Move axiom, move lemma – move an axiom or lemma from one position in the

collection of axioms and lemmata to another
– Add constructor – add a new constructor function to the list of constructors of an

existing generated type
– Remove constructor – remove a constructor from the list of constructors of a gen-

erated type
– Add argument, remove argument – change the arity of a function or predicate by

adding a new argument or by removing an argument from the definition
– Swap arguments – reorder the arity of a function or predicate by swapping two of

its arguments
– Replace occurrence – replace the occurrence of a formula or term in an axiom or

lemma by another formula or term
– Wrap (special case of replace occurrence) – replace a sub-formula A of an axiom

or lemma by another formula B that has A wrapped somewhere inside
– Unwrap (special case of replace occurrence) – replace a sub-formula B of an axiom

or lemma that has A wrapped inside by A

Fig. 1. Example set of basic transformations

The root node carries the proof obligation. Each node has associated with it
a justification that indicates how the sequent of the node can be inferred from
the sequents of its n children (where n may be 0). Justifications can be calculus
rules or, for nodes without children, a special justification open, i.e. proofs may
be partial. For valid proofs, we require for each node N with justification r and
children nodes N1, . . . , Nn that

SN1 · · · SNn

SN
r

(where SN is the sequent of node N) is a valid application of proof rule r. Note
that proof rules may refer to signature items, formulae, or terms, e.g. for each
generated type, there is a proof rule according to the induction schema for the
type. We now describe aspects of sample basic transformations in groups corre-
sponding to transformations’ possible consequences given at the end of Sect. 2.

4.1 Extending/Restricting the Signature

A group of transformations, i.e. add type, add function, and add predicate and
the corresponding remove transformations change the specification in a way that
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is not reflected in the proof obligations. Add transformations are applicable only
if the name of the signature item, e.g. a type, to be added is new in the relevant
name space of the specification signature. Name conflicts with bound variables
in axioms or lemmata of the specification can be avoided by α-renaming. The
result of the transformation on the signature, terms and formulae, therefore, is
an inclusion homomorphism. Semantically, for each model M of the new spec-
ification, its reduct with respect to the inclusion homomorphism is a model of
the old specification. Existing proofs can be retained in the new specification:
none of the proof steps in any of the old proofs can be invalidated by applying
the homomorphism to the goals in the proof, unless name conflicts with Eigen-
variables introduced in the proof arise. These can be avoided by naming the
conflicting Eigenvariables away, either by implicit or explicit α-renaming of the
Eigenvariables, depending on whether the Eigenvariables are implicitly or ex-
plicitly bound in the proof tree. In the example, new datatypes for dealing with
crashed processes are added and functions and predicates are defined to oper-
ate on them, e.g. an enumeration type UpDown = up | down and a predicate
isup : Proc → UpDown are added.

The remove transformations are applicable only if the signature item to be
removed is not used in the specification, i.e. a type τ can only be removed if
none of the functions or predicates mentions τ in its arity, and if none of the
axioms or lemmata quantifies over τ . The same restriction applies to formulae
and terms introduced in the proof, e.g. no formula introduced by a cut rule
may quantify over τ if the transformation is to be applicable. In this case, the
inclusion homomorphism from the new signature to the old signature maps every
formula or term in the axioms, lemmata, and proofs to itself. The old proofs are,
therefore, proofs for the new proof obligations. In the example, several constants
that were introduced by other transformations (cf. Sect. 4.2) were removed from
the specification when they were no longer needed.

The transformation rename signature item is applicable when the new name
of, e.g., a type does not already occur in the relevant name space. In this case, the
renaming corresponds to an isomorphism between the old and the new signature,
and similarly between the old and new specification. Semantically, this does not
have any effects, since the concrete names of signature items do not matter for
the meaning of terms and formulae. Modulo α-renaming of bound variables and
Eigenvariables, the image of a proof under the isomorphism, i.e. the result of
applying the isomorphism to terms and formula in the proof, is again a proof.
In the example, signature items were renamed after they had been changed to
address fault tolerance, e.g. type Action was renamed to CrashAction.

4.2 Changing Existing Signature Entries

The transformation add argument changes the signature of the specification by
changing the arity of a function or predicate. This means that if, e.g.,
f : τ1 × · · · × τn → τ is changed to f : τ1 × · · · × τn × τn+1 → τ , terms
constructed with the function f will no longer be well-formed. There are also
consequences concerning induction schemes when f is a constructor function,
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cf. Sect. 4.5 below. For now, assume that f is a non-constructor function. Then
replacing each term of the form f(t1, . . . , tn) with a term f(t1, . . . , tn, t), where t
is an arbitrary but fixed term of type τn+1, in the specification, proof obligations,
and proofs ensures all formulae are again syntactically correct. We add a new
constant a : τn+1 and use it for the term t. The transformed proof obligations
correspond to the new specification and the transformed proofs are valid. This
can be shown by induction over the tree structure of a proof, using the fact that
whenever two formulae were equal before the transformation, they will again be
equal afterwards. In the example, the arity of the function mkproc was changed
by adding an argument of type UpDown, representing information on whether
the process is up or down. See Sect. 4.5 for more details.

4.3 Adding/Removing Proof Obligations and Assumptions

The Transformations add axiom, add lemma, remove axiom, and remove lemma,
have direct and obvious consequences on the proof obligations. For each lemma
there is exactly one proof obligation, so adding or removing lemmata adds or
removes proof obligations. When a new proof obligation Γ � B is generated, no
old proof is available for the new proof obligation, so a trivial open proof with
root goal Γ � B and the justification open is associated with the new goal.
When an old proof obligation is removed, the proof for it is removed together
with the proof obligation. On the other hand, adding or removing axioms or
lemmata adds or removes formulae from the assumptions of proof obligations
for other lemmata that occur lexically after the axiom or lemma that was added
or removed. In the fault tolerance example, defining axioms for isup are added,
e.g.

∀i : PID, b : BMsg,m : MMSet. isup(mkproc(i, b,m, up)) .

Let A be this formula. The proof obligation for (1) is changed by adding the new
axiom A to the assumptions of the proof obligation. Throughout the whole proof
ξ, it can be added to the antecedent of each node’s goal sequent by the obvious
transformation defined inductively over the size of the tree, without making any
of the proof steps invalid (modulo α-renaming of Eigenvariables). In particular,
each open goal Γ � ∆ of ξ is transformed into Γ,A � ∆, which means that
proofs to be constructed for open goals can use the newly introduced axiom.

Conversely, if A were to be removed from the antecedent of a proof obligation
Γ,A � B, the part of its associated proof which does not refer to A can be kept
by removing A from the antecedents of the goals. If A is the formula above, in
the proof

.... ξ2
Γ1, ∀i, b,m. isup(mkproc(i, b,m, up)), isup(mkproc(i1, b1,m1, up)) � ∆1

Γ1, ∀i, b,m. isup(mkproc(i, b,m, up)) � ∆1
∀ : l

.... ξ1
Γ, ∀i, b,m. isup(mkproc(i, b,m, up)) � B
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which does not use A in ξ1, the steps in ξ1 remain valid steps if A is removed from
the antecedent of all goals. The ∀ : l step is not a valid proof step without A,
however. Instead of throwing the proof consisting of this step and ξ2 away, A is
introduced by a cut rule and can then be used in the proof consisting of the ∀ : l
step and ξ2.

Γ1 � ∆1, A

.... ξ2
Γ1, A, isup(mkproc(i1, b1,m1, up)) � ∆1

Γ1, A � ∆1
∀ : l

cut.... ξ
′
1

Γ � B

In general, the result is a new proof with additional goals of the form Γ ′ � ∆′, A
at each point in the proof tree, where A was used in the original proof. In
particular, for proofs that do not use A at all, no additional goals are created. The
transformationsmove axiom and move lemma are similar: moving an axiom adds
it to some assumptions and removes it from others; moving a lemma additionally
corresponds to adding or removing formulae from the assumptions of its proof
obligation according to its new position in the specification relative to the old
one.

4.4 Changing Formulae

The transformation replace occurrence replaces an occurrence of a formula in the
specification by another one. As an example consider (2) where the subformula
delivered(p, s) ⊆ broadcast(s), call it A(p, s), is replaced by the formula isup(p) ⇒
A(p, s). The old proof for (1) uses the definition in (2) several times to expand
the definition of safety for each subproof resulting from a case split over all
possible actions. All these proof steps are still valid if only instances of A(X,Y )
are replaced by the corresponding instances of isup(X) ⇒ A(X,Y ) throughout
the proof, since the steps do not depend on the concrete form of the formula.
However, at some point, the concrete structure of A is used in the old proof,
e.g. the top-level formula A(p1, s1) is unified with another formula of the form
τ1 ⊆ τ2 for some terms τ1, τ2. This step is not valid if A(p1, s1) is replaced by the
new formula. At this point in the proof, the cut rule can be used to introduce
the old formula as a top-level formula, resulting in an additional open goal of the
form Γ, isup(p1) ⇒ A(p1, s1) � ∆,A(p1, s1). In this particular case, however,
since it is known that A(p, s) has been replaced by isup(p) ⇒ A(p, s), a more
specific transformation, i.e. wrap connective is applicable.

Wrap Connective. If a formula occurrence A is replaced by A ◦ B or B ◦ A,
where ‘◦’ is a connective, and A has the same polarity in the new formula,
the transformation wrap connective is applicable.1 In the example, parts of a
1 The polarity of A is conserved in A ◦ B and B ◦ A for ◦ ∈ {∧,∨}, and in B ⇒ A,
but not in ¬A or A ⇒ B.
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simplified proof for (1) looks like the following, where parts of the proof for the
base case of the induction and for all but one specific action a have been omitted.

· · ·
.... ξ2

Γ ′ � A(p, res(tr.a)) · · ·
.... ξ1

Γ, ∀s. safety(s) ⇔ ∀p. A(p, s) � ad(tr.a) ⇒ safety(res(tr.a))

When A(p, s) is replaced by isup(p) ⇒ A(p, s), ξ1 is transformed to ξ′1 as de-
scribed for the general replace occurrence. Then, the top-level formula isup(p) ⇒
A(p, s) is decomposed by inserting a ⇒: r rule such that ξ2 can be used if it is
transformed to ξ′2 as described for the case of adding assumptions above. This
yields the following transformed proof.

. . .

.... ξ
′
2

Γ ′′, isup(p) � A(p, res(tr.a))
Γ ′′ � isup(p) ⇒ A(p, res(tr.a))

⇒: r
. . .

.... ξ
′
1

Γ, ∀s. safety(s) ⇔ ∀p. (isup(p) ⇒ A(p, s)) � ad(tr.a) ⇒ safety(res(tr.a))

Because the proof is by induction, a similar formula also occurs in the ante-
cendent of the sequent as the induction hypothesis. There, instead of adding
isup(p) to the assumptions, the proof is split by a ⇒: l rule and a new open
goal is produced. Note that the new open goal for the case of each action is
mentioned in [15, p. 483] as being there ‘because of the additional condition in
the guard which was added’ to the actions. Thus, the new open goal produced
by the applications of the wrap connective transformation corresponds perfectly
to the new proof that the authors of the case study had to construct after they
had transformed the system in one big step and reproduced the proofs manually,
cf. in particular their Fig. 6 with an overview of their new proof tree.

Wrap Quantifier. A specialized basic transformation for wrapping formulae
into quantifiers, wrap quantifier, is similar to wrap connective. When formula
A(a) (where a is a constant) is replaced by, e.g., ∀x. A(x), then again, the
part ξ1 of the proof in which the form of A does not matter is transformed by
replacing the formula occurrence. Where A(a) was used in the old tree, a proof
step is introduced that eliminates the quantifier. If this is on the left hand side,
a witness for the variable x can be chosen, and with the choice of a the rest of
the proof using A(a) can be reused essentially unchanged. If the ∀-quantifier is
eliminated on the right hand side, the resulting formula is A(a′), where a′ is a
new Eigenvariable. In this case the old proof can be reused if it is transformed
as if by the general case of replace occurrence, where A(a) is replaced by A(a′),
and a new open goal will be generated that reads Γ,A(a′) � ∆,A(a).
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4.5 Changing Induction Schemes

Add constructor adds a constructor to type τ by making a non-constructor
function f : τ1 × · · · × τn → τ a constructor function. Consequently, it changes
the induction scheme for τ , but does not change the proof obligations that are
generated. If inside a proof the induction rule for τ is used, the proof has to be
changed to respect the new induction schema. Applying induction over τ splits
the proof in m branches, where m is the number of constructors and the ith
branch is the proof for the case of the ith constructor ci. This means that the
transformation adds a new child to the goal at which the induction was applied,
and the child goal is the obligation to be shown for the new constructor f .

· · · Γ � ∆, . . . ⇒ A(ci(. . .)) · · · Γ � ∆, . . . ⇒ A(f(. . .))
Γ � ∆, ∀x : τ . A(x)

Thus, the application of the induction rule is again a sound proof step. The new
goal is left open. Since the old constructors are not changed, the subproofs above
them are still valid (unless, of course, another induction over τ takes place there,
in which case the transformation is applied recursively). The transformation,
therefore, manages to keep all of the old proofs but produces one new open
goal for each induction step over τ . Similarly, remove constructor removes a
constructor and the corresponding cases from induction steps. In the example,
a new action is added by changing the definition of type Action from

Action = B1 : PID × Msg → Action | · · · | B5 : PID → Action

to

Action = B1 : PID × Msg → Action | · · · | B5 : PID → Action
| Crash : PID → Action .

The subproofs in the proof for (1) of the actions B1 to B5 are kept and a new
case for the action Crash is added as an open goal. This corresponds to the fact
that the subproof for Crash had to be constructed from scratch in the case study.

The transformation add argument, if applied to a constructor function c, also
changes the induction schema for the target type of c. To ease the presentation
of the transformation, consider the special case where c : τ1 → τ is the only
constructor for τ 
= τ1. An application of the induction rule for τ before and
after adding an argument of type τ2 
= τ to c produces a proof step of the form

.... ξ
Γ � ∆, ∀y : τ1. A(c(y))
Γ � ∆, ∀x : τ . A(x) and

.... ξ
′

Γ � ∆, ∀y : τ1, z : τ2. A(c(y, z))
Γ � ∆, ∀x : τ . A(x)

respectively. The subproof ξ can be transformed by a combination of the trans-
formations described for wrap quantifier (this takes care that the quantifier
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binding z is removed before A is used in the proof) and add argument for non-
constructor functions (this takes care that formulae with terms constructed by c
are again well-formed).

In the example, the function mkproc : PID × BMsg × MMSet → Proc con-
structs process terms, where the arguments represent the process ID and the
local state of the process. For each of the arguments corresponding to a local
variable there is an update function, e.g.

∀p : Proc, b : BMsg. updatebbuf(p, b) = mkproc(procpid(p), b, procD(p)) . (3)

In the main proof for (1), lemmata are used which state that, e.g., updatebbuf
does not change the other slots of a process, e.g.

∀p : Proc, b : BMsg. procD(p) = procD(updatebbuf(p, b)) . (4)

These lemmata are proved using induction (i.e. a case split) over p. The arity
of mkproc is changed to PID × BMsg × MMSet ×UpDown → Proc and the new
lemma reads

∀p, b. updatebbuf(p, b) = mkproc(procpid(p), b, procD(p), a) .

The induction produces open goals of the form

Γ, updatebbuf(p, b) = mkproc(. . . , a) � ∆, updatebbuf(p, b) = mkproc(. . . , a′)

where a′ is an Eigenvariable introduced for the universally bound variable re-
sulting from the changed induction scheme. In the example these goals can be
closed by subsequent wrap quantifier and change occurrence transformations.

4.6 Completeness and Adequacy

To assess the usefulness of a set of basic transformations, natural questions to
ask are whether the set is complete in the sense that every well-formed specifi-
cation can be transformed into an arbitrary well-formed specification using only
transformations from the set, and whether the transformations are adequate in
that a reasonable portion of old proofs is conserved.

The question of completeness can be answered formally, but in a totally
uninteresting way: A subset of the basic transformations given above, i.e. add
and remove transformations for signature items, axioms and lemmata suffice to
reduce any specification to the empty specification, and also suffice to build any
specification from scratch. In the course, all proof effort would be lost, however.

Adequateness can hardly be shown formally, as a charaterization of the parts
of proofs that are expected to be kept for an arbitrary overall transformation,
does not seem to be possible in general. We have derived the set of basic trans-
formations described above using the experience from development case studies
and projects, and have found that they provided adequate support. We take this
as an indication that the approach is worthwhile even though no more formal
assessment of its adequateness is possible.
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We expect that using the approach in practice over time, we will need to pro-
vide additional basic transformations for cases, in which the existing set is found
not to be adequate, e.g. particularly useful compositions of basic transformations
that can, when considered as a whole, be given better proof support.

4.7 Supporting Basic Transformations

In order to support the basic transformations described above, we employ the
paradigm of explicitly representing and storing proofs and transforming them
directly in a way similar to [5, 6]. Another well-known alternative would be to
transform proofs by replay, i.e. by replaying the rules or tactics that were used
to construct the original proof. This can be implemented by storing the original
rules or tactics in an explicit proof [13], [17], [16] or by storing the proof as its
conclusion and a tactic script [4] or tactic execution sequence [19]. Since our
approach relies on the fact that proofs are changed in a predictable way we have
found it easier to support the transformations using the the paradigm of explicit
transformations rather than replaying transformed proof scripts.

We require proofs to be fully expansive, i.e. to explicitly justify each inference
step taken in the proof. We view a proof as represented by a proof pattern that
abstracts from the concrete formulae and terms used in the proof, together with a
substitution for the variables in the schema, such that applying the substitution
on the schema produces the concrete proof for the concrete proof obligation.

Given this view on proofs, many transformations can be carried out directly
by changing the substitution as described in [5], i.e. rename signature item or add
axiom correspond to changing the substitution in a suitable way and the change
is automatically propagated throughout the proof. Similarly, add argument for a
non-constructor simply requires changing the instantiation such that all relevant
terms get an additional argument. Other transformations are carried out by
transforming the proof pattern and the substitution in parallel. In any case,
correctness of the resulting proofs is checked by the underlying proof engine
after the proof has been transformed. This means that basic transformations
need not be part of the trusted proof engine.

5 Related Work

The idea used in this paper of restricting the editing process to a set of pre-
defined transformations is inspired by the work in [21]: a similar idea was used for
the special case of editing terminating and well-typed ML programs using trans-
formations on the program’s synthesis proof, where, however, no user-generated
proofs were involved.

Program development by successive application of correctness preserving
transformations to an initially given specification has been investigated exten-
sively, e.g. in the EU project PROSPECTRA [9]. An initial requirements spec-
ification is gradually transformed using correctness preserving transformations,
which check for applicability conditions. This results in a waterfall-like process,
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where the given initial specification is assumed to be correct and each step
assumes there to be a well-defined, pre-conceived relationship between the spec-
ification before and after the transformation. However, there is no provision for
changing the initial specification once a number of transformations has already
been applied to it.

Other techniques have been proposed to cope with changes in definitions
or theorems. Proof scripts that have been assembled when creating the original
proof can be replayed, cf. e.g. [4]. In this case, however, proof scripts are patched
and changed manually, whereas our approach transforms the proofs without
manual intervention.

In contrast to a heuristic replay of proofs on changed proof obligations,
e.g. [13], [17], [16], our approach allows transformations to produce proofs that
could not have been produced by replaying the tactics that were originally ap-
plied. This allows us to change the overall proof structure in a reliable and
predictable way.

Our approach is similar to the work in [5] in that an explicit proof is trans-
formed, not by replaying the tactic steps but by changing proofs explicitly. How-
ever, we additionally consider transformations that change existing signature
items and proof rules, i.e. inductions schemes. Also, we support patches for the
case in which a formula is, e.g., wrapped into another one, in which case the tech-
nique described in [5] would throw away the subproof which uses the changed
formula.

Management of change in the large [10], [2] is orthogonal to our approach in
the sense that it is concerned with questions as to whether whole proofs remain
valid after a change has taken place without the need to change these. In fact,
we envision an integration such that only proofs which are invalidated by the
more static and efficient analysis on the level of development graphs and whole
proofs need to be subject to the proof transformations suggested in this paper.

6 Conclusions and Future Work

We have described an approach for coping with changes to specifications and
proofs which are commonplace in evolutionary formal software development. It
works by explicitly transforming whole specifications and proofs step by step
using predefined basic transformations. These transformations change the speci-
fication in a restricted way and use the knowledge of the exact change to extend
the transformation to proofs. Transformations, if they are applicable, transform
a well-formed development into another well-formed development, although new
open goals in proofs might be produced. Basic transformations allow to change
the signature and the set of axioms and lemmata, but also allow to change exist-
ing parts of the signature and subformulae of axioms and lemmata. They alter
the proof structure in a predictable way. We have shown how the approach can
be used to carry out changes of a specification and the associated proofs of a
case study reported in the literature. Many other examples of changes that occur
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regularly in case studies done in the VSE system which we have looked at can
be handled in a similar way.

In the future, we would like to extend our approach to cope with structured
specifications and more complicated mappings from specifications to proof obli-
gations. We hope to be able to cope with the latter by macros formed from sev-
eral basic transformations applied after each other. For the former we hope that
changes to one part of the structured specification can be propagated throughout
the whole specification in a preprocessing step to make basic transformations on
proofs similar to the ones described in this paper applicable.
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Abstract. Exporting objects by reference can be problematic since the
receivers can use the received reference to perform state changing oper-
ations on the referenced object. This can lead to errors if the referenced
object is a subobject of a compound object not anticipating the change.
We propose an extension of a type system with a read-only construct
that can be used to control access to state changing methods. We formu-
late and prove a read-only theorem for read-only references stating that
a read-only reference cannot be used to perform operations that change
its referenced object state.

1 Introduction

In object-oriented programming, data abstraction and encapsulation mecha-
nisms contribute to hide implementation details of a package, module or class.
It should be possible to change the implementation of the abstraction’s repre-
sentation without the need to adapt the clients to these changes as long as the
abstraction’s public protocol is kept unchanged and the new implementation
produces the same results [2].

However, protecting the representation of a compound object with so called
visibility based protection mechanisms [14] such as e.g. private variables can eas-
ily be circumvented by e.g. exporting a reference to a part of the representation
as the return value of a method. Since usually all references have the same rights
to an object, uncontrolled export of references can be risky. The receiver of a ref-
erence to a subobject of a compound object may invoke any method in the refer-
enced object’s protocol, even methods that change the state of the target object,
i.e. the method’s self object, and thus change the state of the compound object.
This may lead to that internal invariants of the compound object get broken and
may perhaps lead to a system crash [4, 17]. Also, aliases are created when ob-
jects are exported by reference and aliases are a known source of errors that can
lead to programs that are hard to maintain, debug, test and reason about [13].
This is a part of the representation exposure problem and has been the target
for intensive research and many proposals for controlling the flow of references
across abstractions’ boundaries have been presented, e.g. [1, 10, 15, 16, 17, 19].
Some of these proposals define some kind of read-only construct as a part of, or
even as the basis for, their respective approach [15, 16, 17].

H. Kirchner and C. Ringeissen (Eds.): AMAST 2002, LNCS 2422, pp. 457–472, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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A read-only reference is typically defined as a reference that can only read the
object to which the reference refers [5]. Read-only references make it possible to
export subobjects by reference without risking the exported reference being used
to modify its referenced object and thereby modifying the state of the compound
object of which the subobject is a part.

Unfortunately, the hitherto proposed read-only constructs are more restric-
tive on ordinary programming than perhaps necessary for their purpose, as will
be discussed in the related work section of this paper. In this paper we propose
a mode system that defines a transitive read-only construct without some of the
limitations on ordinary programming as some of the prior read-only constructs
suffer from. The proposed read-only construct can be used to safely export sub-
objects by reference from a compound object to untrusted receivers without
risking the exported reference being used to change the transitive state of the
compound object. The system is an extension of a type system and works by
annotations on variables, formal parameters, methods and method returns. We
formulate and prove a read-only theorem stating that read-only references can
only be used to read the values of the objects to which they refer.

1.1 Outline

In Section 1.2 we informally define some terms used throughout this paper.
Section 2 presents our key concept and the informal semantics of the mode
system. In Sections 3, 4 and 5 the mode system is formally described. In Section 6
we formulate and prove some read-only properties. Section 7 discusses the result,
Section 8 contains related work and Section 9 concludes.

1.2 State and State Modification

The local state of an object can be defined as the values of the object’s member
variables [15]. However, with a compound object it is sometimes more desirable
to reason about the transitive state and its protection. This is since protection
mechanisms aiming at protecting the local state of an object, such as e.g. C++’s
const construct, can easily be circumvented and thus the abstraction’s represen-
tation is not protected from changes, only its interface object.

Informally we use the definition of the transitive state for an object X found
in [11], i.e. ”the set of objects consisting of the objects referred to by the self-
reference, i.e. X itself, and the transitive closure of objects referred to by X”. We
do not consider temporary, free or global objects to be included in the transitive
state, only static references held in member variables.

This definition of transitive state will be refined and described more formally
in Section 6.

The local state can be modified by operations updating the value of a member
variable, e.g. this.x := y.1 The transitive state of an object o can be modified
by changing the local state of any object in the transitive state of o.
1 We assume that member variables are only accessible via this
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2 The Mode System

We describe the key concepts by a notion of modes on references. A reference
may have either the mode write or read. The mode of a reference depends on the
kind of methods invoked on it. A reference with the mode write, a write reference,
is in our system similar to an ordinary reference in e.g. Java, i.e. any method in
the referenced object’s protocol may be invoked on it. Methods invoked on write
references is said to execute in a write context.

A read reference, on the other hand, is restricted in terms of what kind of
methods may be invoked on it. A method invoked on a read reference in said to
execute in a read context and is not allowed to change its target object’s state.

2.1 A Method Call on a Read Reference

A method whose arguments do not contain write references to the target object’s
transitive state that is invoked on a read reference does not change the transitive
state of the target object and does not return a reference that can be used to
change the target object’s transitive state.

However, objects are allowed to be created and references to objects that are
not part of the target object’s transitive state may be changed or returned as
write. For example, a fresh object, i.e. a newly created object, is allowed to be
returned by a write reference. This makes it possible to e.g. create object facto-
ries where the factory objects themselves cannot be changed while the objects
returned from them can be freely manipulated by the receivers. Modifications
of global objects are also allowed in methods invoked on read references. Thus,
these methods are not side-effect free using the terminology of [16].

2.2 Flexibility

In our system, a method may return a write reference to its target object’s
transitive state when invoked on a write reference and return a read reference
when invoked on a read reference. This allows for a flexible programming model
since some clients are permitted to change objects returned from a method and
some are not, depending on the reference used to invoke the method.

2.3 Annotations and Informal Semantics

Our system supporting the read and write reference concepts described above
works by mode annotations on methods, variables, method returns and formal
parameters to methods. A method must be declared as either read or write.
Local variables and method returns must be declared as either read, write or
context. A member variable must be declared as read or context. A formal
parameter to a method must be declared as either read or write.

A variable declared as read (write), a read (write) variable, always contains
a read (write) reference. In addition to the static treatment of read and write
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variables, we have the more flexible context variables. A variable declared as
context is treated differently depending on the mode of the reference used to
invoke the method using it. A context variable is treated as a write variable in
a write context and as a read variable otherwise. It is thus possible to change
the state of an object referred to by a context variable if the change is initiated
from a write reference but not if initiated from a read reference.

A method declared to return read (write) always returns read (write) refer-
ences. A method declared to return context returns a reference with the same
mode as the mode of the context, i.e. the mode of the reference the method was
invoked on.

We restrict access to methods from read references depending on the declared
mode of the method. A method declared as write, a write method, may only be
invoked on write references. Our system will reject a method declared as read if
the method performs some of the following.

– Changes the target object’s local state.
– Invokes a write method on the target’s transitive state.
– Returns a write reference to the target’s transitive state.
– Passes a write reference to the target’s transitive state as an argument to a
method.

These methods must instead be declared as write. All other methods are read
methods and should be declared as read to assure that the programmer does
not declare a method as write if it is not state changing. This is not essential
to achieve correct static treatment of modes but it is an improvement over prior
proposed read-only constructs such as e.g. [15] where it is possible to wrongfully
declare a non state-changing method as state-changing. It is easy to fulfil this
condition in any method where a field is accessible by assigning it to itself.
However, this kind of circumvention would probably not be necessary since read
methods may be invoked on any reference.

All reference transfers; assignments, parameter passing and method returns
are controlled with respect to modes. For example, assigning a write variable
from a read variable is not allowed. The rules for reference transfers can be
found in the type rules in Section 4.

Note that the concepts of read and write references are only abstract entities
since the mode system is statically checkable and need no run-time representa-
tions of modes.

2.4 A Brief Example

The example in Figure 1, somewhat contrived for pedagogical reasons, is written
in a Java-like language extended with mode annotations.

A ThermEvent object is created with a Therm object passed as read to the
constructor and stored in the th variable. The ThermEvent object itself is cast to
read and assigned to the read variable te. Then that ThermEvent object is sent
to all listeners by the invocation of the sendThermEvent method. The receivers
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class Main{
void main():write{

write Therm aTherm;
write Temp newTemp;
...
read ThermEvent te := read

new ThermEvent(read aTherm);
listeners.sendThermEvent(te); //send reads
...
aTherm.setTemp(newTemp); // valid
te.getTherm().setTemp(newTemp); // fails
read Temp t :=

te.getTherm().getTemp(); // valid
t.setValue(newTemp.getValue()); // fails
read Value v := newTemp.getValue(); //valid
aTherm.getTemp().setValue(v); // valid

}
}
class Value{ ...}

class Therm{
context Temp temp;
void setTemp(write Temp tp):write{

temp.setValue(tp.getValue());
}
context Temp getTemp():read{ return temp; }

}

class Temp{
read Value getValue():read{ ...}
void setValue(read Value v):write{ ... }

}

class ThermEvent{
read Therm th;
ThermEvent(read Therm t):write{ th := t; }
void setTherm(read Therm t):write{
th := t;
}
read Therm getTherm():read{ return th; }

}

Fig. 1. An event example

receives a read reference to the ThermEvent object and thus cannot change the
Therm object included in the ThermEvent object, nor any other object contained
in the transitive state of the ThermEvent object.

The aTherm.setTemp(newTemp) statement is valid since aTherm is declared
as write and thus contains a write reference to the Therm object. However, in
the next line, trying to change the same Therm object via the reference obtained
from the ThermEvent object by te.getTherm().setTemp(newTemp) fails since
getTherm returns a read reference to the Therm object.

The statement read Temp t := te.getTherm().getTemp() is valid since t
is declared as read and getTemp returns a read reference since it is declared to
return context but is invoked on the read reference returned from the invocation
of getTherm. Then, t.setValue(newTemp.getValue()) fails since the setValue
method is a write method invoked on a read reference.

The statement aTherm.getTemp().setValue(v) is valid since aTherm is
write, getTemp is a method declared to return context and thus returns a write
reference when invoked on aTherm and thus the write method invocation of
setValue(v) is allowed.

3 Formal Description of the Mode System

We present our mode system in the context of a Java-like language which is an
extension of a subset of ClassicJava [8].

The abstract syntax for our Java-like language is shown in Fig. 2. To simplify
the presentation we include only those elements relevant for the presentation of
the mode system. Methods are public and fields (member variables) are private
and can only be accessible via this, similar to [3]. All expressions evaluate to
values. A value is either a reference (object identifier) or null. The value of the
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P = defn* e
defn = class c{ field* meth* }
meth = m c md(arg):(read|write){local*e}
field = (read|context) c fd
arg = (read|write) c lv
e = e; e | read e |new c | var | this | null | e.md(e) | var := e
local = m c lv
lv = a local variable name or a parameter name
var = lv | this.fd
c = a class name
fd = a field name
md = a method name
m = read | write | context

Fig. 2. Abstract syntax for the Java-like language

last expression in a method is the value returned from the method. We allow
only one single parameter to a method and the parameter is treated as a local
variable. We also treat this as a local variable with the restriction that it cannot
be assigned to and that it is always considered to be declared as context. We
assume that all member variables’ names are distinct and that formal parameter
names do not clash with the names of local variables declared in the method
body. We do not have any constructors and fields of newly created objects are
initialised to null.

Also, for simplicity of the presentation, the language does not include sub-
typing or inheritance. The only relevant difference regarding modes when consid-
ering subtyping and inheritance similar to Java’s [9] is that the dynamic binding
of methods requires a strategy for the modes of overridden methods. A simple
strategy is to require every overriding method to have the same mode as the
overridden; both for the method itself and for the mode of the method return.
An extension of the mode system including subtyping and inheritance has been
presented elsewhere [18].

For types and modes we have a notion of type/mode pairs, written (t, m),
where t is a type and m denotes a mode. We have an environment Γ for local
variables and parameters to methods: Γ ::= ε|Γ, lv : (t, m) where (t, m) is the
type/mode pair for a variable lv, where t is the declared type of lv, i.e. its class,
and m its declared mode. We write Γ{lv : (t, m)} to denote that Γ has been
extended with the variable lv with the type/mode pair (t, m).

We use overline notation to denote lists, e.g. we write Γ{lv : (t, m)} to
denote that Γ has been extended with multiple variables with their respective
type/mode pairs. Note that m is different from m. Also, we have dictionaries for
local variables and methods for every class, similar to [7]. These dictionaries can
be determined from the program.

Mc def
= {fd �→ (t, m)}∗

A map from field names to type/mode pairs.

MDc def
= {md �→ 〈(targ, marg)→ (tret, mret), a, e, {lv �→ (t, m)}∗, mm〉}∗

A map from method names to a 5-tuple consisting of the method’s type,
i.e. its parameter type/mode pair together with its return type/mode pair,
the argument name, the method body and the mappings for the local
variables to their type/mode pairs and the declared mode of the method.
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4 The Type System

The judgements for the type system are shown in Figure 3.
In addition to the standard P and Γ , the judgements for conversion (denoted

with �) and expressions use a special context variable µ denoting the context
an expression is evaluated in. In a write method the context is always write while
the context may be either write or read in a read method.

The type rules are shown in Figure 4 and are pretty straightforward. A
program is valid (program) if all class definitions in the program defn1 . . . defnn

are valid with respect to the program P and if the expression following the class
definitions e can be assigned a type/mode pair with an empty environment and
in an initial write context.

A class is valid (class) when all its fields’ type/mode pairs are valid and
when all methods in the class, meth1 . . . methn, are valid given an environment
containing only this declared as context.

A valid type/mode pair (type/mode) is a pair where the type is defined in
the program P and the mode is either of read, write, or context. We write
P = P ′, def, P ′′ to denote that P contains def , similar to [6].

The rule (conv) describes valid conversion between type/mode pairs and is
used for reference transfers in assignments, method calls and method returns.

A method is valid (meth) if its expression e can be assigned a type/mode pair
with an environment containing this (from the rule (class)), the parameter to
the method (a) and the local variables declared in the method body (lv) and with
the context variable µ assigned the value of the declared mode of the method.
Also, if the expression can be assigned a type/mode pair in a read context
then the method must be declared read. This is since we want all methods to be
correctly declared by the programmer. That a state changing method is required
to be declared write is handled in the rules (fd set) and (call).

Mode casting (read) sets the resulting mode to read and is only included for
clarity. A field can only be accessed via this and the resulting type/mode pair
is the type/mode declared for the field in the field dictionary.

When assigning to a field, (fd set), the mode of the context must be write.
The resulting mode of object creation (new) is always write.

To invoke a method (call) the method must be present in the method dic-
tionary of the target objects class. It is only allowed to invoke a write method
if the mode of the target is write or context in a write context. A read method
may be invoked regardless of the mode of the target.

� P : (t, m) P is well-formed with type t and mode m
P � defn defn is well-formed
P, Γ � meth meth is well-formed
P, µ � (t, m) � (t′, m′) The conversion from (t, m) to (t′, m′) is well-formed
P, Γ, µ � e : (t, m) e is well-formed with type t and mode m
P � (t, m) (t, m) is well-formed

Fig. 3. The judgements for the mode system
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(program)
P � defni for i ∈ {1 . . . n} P, ∅, write � e : (t, m)

� P : (t, m)
Where P = defn1 . . . defnn e

(class)
P � (ti, mi) for i ∈ {1 . . . n} P, {this : (c, context)} � methj for j ∈ {1 . . . k}

P � class c{m1 t1 fd1 . . . mn tn fdn meth1 . . . methk}

(type/mode)
P = P ′, class c{· · ·}, P ′′ m ∈ {read, write, context}

P � (c, m)

(conv)

P � (t, m) P � (t′, m′) t = t′

((m = m′) or (m = context and m′ = µ) or

(m = write and µ = write and m′ = context))

P, µ � (t, m) � (t′, m′)

(meth)

P � (t, m) P � (t′′, m′′) P, Γ{a : (t′′, m′′), lv : (t, m)}, µ � e : (t′, m′)
µ = mm P, Γ{a : (t′′, m′′), lv : (t, m)}, read � e : (t′, m′) ⇒ µ = read

µ ∈ {read, write} P, µ � (t′, m′) � (t, m) P � (mi, ti) for i ∈ {1 . . . n}
P, Γ � m t md(m′′ t′′ a) : mm{m1 t1 lv1 . . . mn tn lvn e}

(seq)
P, Γ, µ � e : (t, m) P, Γ, µ � e′ : (t′, m′)

P, Γ, µ � e; e′ : (t′, m′)
(read)

P, Γ, µ � e : (t, m)

P, Γ, µ � read e : (t, read)

(lv)
lv ∈ dom(Γ )\this (t, m) = Γ (lv)

P, Γ, µ � lv : (t, m)
(this)

this ∈ dom(Γ )

(t, m) = Γ (this) m = context

P, Γ, µ � this : (t, m)

(lv set)

P, Γ, µ � lv : (t′, m′) lv ∈ dom(Γ )\this

P, Γ, µ � e : (t, m) ((P, µ � (t, m) � (t′, m′)) or

(m = write and µ = write and m′ = context and t = t′))
P, Γ, µ � lv := e : (t, m)

(fd)

fd ∈ dom(Mt)

(t′, m′) = Mt(fd) P, Γ, µ � this : (t, m)

P, Γ, µ � this.fd : (t′, m′)
(new)

P � (t, m)

P, Γ, µ � new t : (t, write)

(fd set)

P, Γ, µ � this.fd : (t, m) P, Γ, µ � e : (t′, m′)
µ = write P, µ � (t′, m′) � (t, m)

P, Γ, µ � this.fd := e : (t′, m′)
(null)

P � (t, m)

P, Γ, µ � null : (t, m)

(call)

P, Γ, µ � e : (t, m) P, Γ, µ � e′ : (t′, m′)
mret 
= context ⇒ m′′ = mret mret = context ⇒ m′′ = m

(m = context and µ = write) or m = write or mm = read

P, µ � (t′, m′) � (targ , marg) MDt(md) = 〈(targ , marg) → (tret, mret), , , , mm〉
P, Γ, µ � e.md(e′) : (tret, m′′)

Fig. 4. The type system

If the declared return mode of the method is read or write then the resulting
mode of a method call is the declared return mode. If the method is declared to
return context the resulting mode is the same mode as the mode of the target.

5 Dynamic Semantics

The dynamic semantics is described with a big-step operational semantics. An
evaluation is written 〈e, ∆,S〉 → v, ∆′,S′, where e is the expression being eval-
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uated, ∆ and ∆′ are stacks, S and S′ are stores and v is the resulting value that
is either a reference or null.

Definition 1 (Store). A store S is a mapping from references (object identi-
fiers), written as r or o to objects. An object is a map from field names to values
(v ::= r|null) and is denoted with F :

– S def
= {r 	→ F}∗ where F is a mapping from field names to values:

F def
= {fd 	→ v}∗ and dom(F) = dom(Mc) where c is the class of r.

We have the following operations on stores:

– S∪{r 	→ F} is the store obtained when a new reference r with a field map F ,
i.e. r 	→ F , is added to S where r /∈ dom(S).

– S[r 	→ F ] is the result of updating the reference r in the store S with the
field map F .

– F [fd 	→ v] is the field map obtained when the field fd is updated with the
value v in the field map F .

Definition 2 (Stack). A stack frame δ is a mapping from local variable names

and parameter names to their respective values: δ
def
= {lv 	→ v}∗. We have the

following operations on stack frames:

– δ(lv)
def
= v, where lv 	→ v ∈ δ

– δ[lv 	→ v] is the stack frame where the variable lv has been updated with the
value v

A stack ∆ is a sequence of stack frames δ1 . . . δn with δn at the top. We have
the following operations on stacks:

– ∆; δ is the stack formed by pushing δ onto ∆

– ∆(lv)
def
= δ(lv) A lookup in the stack is defined as a lookup in the top stack

frame where ∆ ≡ ∆′; δ

The reduction rules are shown in Figure 5. The rules are standard and show that
modes are not involved in evaluation of the program and thus do not impose
any run-time or memory overhead.

The rule for method call (call) requires some explanation. First evaluates the
target and then the argument. Then the method body is evaluated with a new
stack frame pushed on the stack consisting of this mapped to the target object,
the parameter mapped to the actual argument and the local variables mapped
to null. After the evaluation of the expression in the method body the top stack
frame is discarded. Only the top stack frame is used in the evaluation of the
method body, which can be shown by induction [7]. The result of the expression
in the method body is the result of the method call. Trying to invoke a method
on null yields an error (ncall).
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(seq)
〈e,∆,S〉 → v, ∆′,S ′ 〈e′, ∆′,S ′〉 → v′, ∆′′,S ′′

〈e; e′, ∆,S〉 → v′, ∆′′,S ′′

(read)
〈e, ∆,S〉 → v, ∆′,S ′

〈read e,∆,S〉 → v, ∆′,S ′ (lv)
v = ∆(lv)

〈lv, ∆,S〉 → v, ∆,S

(this)
v = ∆(this) v 
= null

〈this, ∆,S〉 → v, ∆,S

(fd)
r = ∆(this) v = S(r)(fd)

〈this.fd, ∆,S〉 → v, ∆,S (lv set)

〈e, ∆; δ,S〉 → v, ∆; δ′′,S ′

δ′ = δ′′[lv �→ v]

〈lv := e, ∆; δ,S〉 → v, ∆; δ′,S ′

(fd set)
〈this, ∆,S〉 → r, ∆,S 〈e, ∆,S〉 → v, ∆′,S ′

〈this.fd := e, ∆,S〉 → v, ∆′,S ′[r �→ F [fd �→ v]]
Where S ′(r) = F

(new)
r /∈ dom(S)

〈new t, ∆,S〉 → r,∆,S ∪ {r �→ {fd �→ null|fd ∈ dom(Mt)}}

(call)

〈e, ∆,S0〉 → v′, ∆′,S1 v′ 
= null 〈e′, ∆′,S1〉 → v′′, ∆′′,S2

〈e′′, ∆′′; {this �→ v′} ∪ {a �→ v′′} ∪ {lv �→ null},S2〉 → v, ∆′′; δ,S3

〈e.md(e′), ∆,S0〉 → v, ∆′′,S3

Where v′ has type c, MDc(md) = 〈 , a, e′′, l, 〉,
lv = dom(l) and dom(δ) = {this} ∪ a ∪ lv.

(ncall)
〈e,∆,S〉 → v, ∆′,S ′ v = null

〈e.md(e′), ∆,S〉 → Error
(null) 〈null, ∆,S〉 → null, ∆,S

Fig. 5. The dynamic semantics

6 Read-Only Properties

To formalise the read-only properties we first define some terms and help pred-
icates.

Definition 3 (Read and Write References).
A read (write) reference is the result of an expression returning a value where
the mode of the expression is:

– read (write) in a read or write context or
– context in a read (write) context.

An object’s transitive state is intuitively a graph where objects are nodes,
fields are edges and the field names are labels on the edges.

Definition 4 (Transitive State).
Given an object o in the store, i.e o ∈ dom(S) the transitive state of o with
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respect to the store S, denoted as T SS
o , is the smallest graph satisfying the fol-

lowing:

1. o ∈ T SS
o .

2. if v �= null and v ∈ T SS
o , with F = S(v) then for each fd 	→ v′ ∈ F ,

v′ ∈ T SS
o and v

fd→ v′ ∈ T SS
o .

The transitive state of an object o with respect to a store S, i.e. T SS
o , is

equal to the transitive state for the same object with respect to another store S′

if the set of references are equal in both graphs and if every field contains the
same values in both state graphs.

Definition 5 (Equal Transitive States).

EQ(o,S,S′) is true iff ∀v∈T SS
o , v∈T SS′

o and ∀r
fd→ v′∈T SS

o , r
fd→ v′∈T SS′

o .

Note that EQ is transitive with respect to stores, i.e. if EQ(o,S,S′) and
EQ(o,S′,S′′) then EQ(o,S,S′′).

The transitive state of an object o in a store S, i.e. T SS
o , is changed when a

field in an object in the transitive state of o is updated. To change the transitive
state of the object o we must update a field in an object r where r ∈ T SS

o .
When extending the store with a new object, the transitive states of all

original objects in the store are unchanged.
Since write references to objects are allowed to be used to change their ref-

erenced object’s transitive states we define a starting configuration without any
write references to a specified object, the ”protected” object. We then prove our
read-only properties in such a starting configuration without risking interference
of any original write references to our ”protected” object.

We formalise this starting configuration by first introducing safe paths. There
are only safe paths from one object to the transitive state of another object, the
protected object, if every path from the first object to objects in the transitive
state of the protected object goes through a field declared as read. An example
of an object having safe paths to the transitive state of another object is shown
in Fig. 6.

Definition 6 (Safe Paths).
The predicate SP(o, o′,S) is true if ∀r ∈ dom(S) s.t. r �= o, r ∈ T SS

o and

r ∈ T SS
o′ there is at least one r′

fd→ r′′ ∈ T SS
o s.t Mt(fd) = ( , read) in every

path from o to r, where t is the class of r′.

We use safe paths to define safe values. A value is a safe value with respect to an
object o if the value is null or the value is a read reference or there are only safe
paths from the value to o’s transitive state and the value itself is not in the o’s
transitive state.

Definition 7 (Safe Value).
The predicate SV(v, o,S, m, µ) is true if some of the following holds:

1. v = null.
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V O

read

read
read

Fig. 6. All paths from v to values included in the transitive states of both v
and o goes through at least one field declared as read

2. m = read or (m = context and µ = read).
3. v �= null and SP(v, o,S) and v /∈ T SS

o .

A stack is safe if all variables in the stack contain safe values with respect to the
protected object.

Definition 8 (Safe Stack).
The predicate SS(o, δ,S, Γ, µ) is true if ∀lv ∈ dom(δ), SV(δ(lv), o,S, m, µ) for

Γ (lv) = ( , m).

Our starting configuration where no write references to a protected object are
present is simply a configuration with a safe stack with respect to the protected
object. For example, at the beginning of a method invoked on a read reference
where the parameter to the method is declared as read we have a configuration
with a safe stack with respect to the target object.

With this starting configuration we formulate a read-only invariant for ref-
erences. This invariant states that if we evaluate an expression with a safe stack
with respect to an object and a store, then the transitive state of the object
with respect to that store is the same after the evaluation of an expression as
it was before. The resulting stack after the evaluation is also a safe stack and
the result of the evaluation is a safe value with respect to o. Furthermore, the
evaluation does not create any new unsafe paths from any object in the store to
the transitive state of the protected object.

Theorem 1 (Generalised Read-Only Theorem).
if 〈e, ∆; δ,S〉 → v, ∆; δ′,S′ and P, Γ, µ � e : (t, m) and given an object o ∈

dom(S) such that SS(o, δ,S, Γ, µ), then:

1. EQ(o,S,S′).
2. SS(o, δ′,S′, Γ, µ).
3. SV(v, o,S′, m, µ).
4. ∀r ∈ dom(S) s.t. SP(r, o,S), SP(r, o,S′).

Proof. The proof is by structural induction on 〈e, ∆; δ,S〉 → v, ∆; δ′,S′. ��
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7 Discussion

We have shown a statically checkable mode system where read references can be
used to protect the transitive states of objects from modifications. We have a
notion of read methods that is methods which, when invoked on read references,
do not change the transitive states of their target objects unless write references
to the target objects’ transitive states can be obtained from the arguments to
the methods. However, in a read method we allow creation of new objects and
modification of objects that are not part of the target object’s transitive state,
e.g. global objects. This allows for a more flexible programming model then some
earlier proposed read-only constructs, e.g. functional methods in [16] or clean
expression in [17]. This is more thoroughly discussed in Section 8.

A read method cannot change the transitive state of its self object when
invoked on a read reference unless a write reference to a part of the state of
the target object can be obtained from the parameter to the method. Then it is
possible to invoke write methods on that reference that perhaps change the state
of the target object. This flexibility could be viewed as both a benefit and as a
drawback. It is a benefit since allowing write references as incoming parameters
makes it possible to e.g. perform in-place updates. Since the write references
were already present and reachable in the method performing the call the target
object was already exposed for modification from that object and thus it is not
necessarily a problem allowing these changes within the method. This feature
can, however, be viewed as a drawback if the programmer accidentally passes a
writable alias to the target object’s state as an argument and is not aware of the
possible consequences. By requiring all parameters to read methods be declared
as read this drawback would easily be eliminated. However, some flexibility of
the read methods would then also be lost.

The syntactical overhead imposed by the mode system is high since the pro-
grammer must annotate every method, formal parameter, variable and method
return with a mode. This burden can be reduced by introducing default modes
where the annotations are left out. For example, it should be possible to write
programs without any protection using only write and context annotations.
Thus, all local variables, formal parameters, methods and method returns could
be silently treated as write and all fields could be treated as context unless an-
notated with read. It would then be possible to write programs annotating only
those parts of the program where the read-only protection is desired.

The syntactical overhead could also be reduced further by replacing the cast-
ing construct with implicit conversion from write to read references in cases
where the correct treatment of modes can be statically ensured.

8 Related Work

In C++ it is possible to declare a variable to be a pointer to a const object.
The referenced object is thus protected from changes to its local state from that
variable. It is, however, still possible to change the object’s transitive state via
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the same variable. It is, for example, possible to invoke a method on the variable
that returns a non-const reference to an object referred to by the protected
object. Methods that change their target objects and thus the transitive state
of the const protected object can then be invoked on the returned reference.
Another drawback with const is that it can be cast away. This makes it possible
to remove the protection and invoke methods that change the state of an object.
Other ways to circumvent const protection are described in e.g. [20].

In [12] a read construction is proposed for achieving side-effect free functions.
A variable annotated with the read label cannot be assigned to and can only be
exported as read. Also, a read expression cannot be assigned from. As pointed
out in [17] these restrictions are limiting on ordinary programming with object-
oriented programming languages.

Addressing encapsulation issues, [17] proposes Flexible Alias Protection that
make use of read-only constructs named clean expressions and clean messages
respectively. The definition of a clean message is that it is made up only of clean
expressions. A clean expression may either read values of objects or send clean
messages. Unfortunately this has some practical restrictions as even pointed
out in [17]. For example, it is impossible to change any object within a clean
expression, not even objects not in the transitive state of the enclosing object.

Similar constructs, named read-only references and functional methods re-
spectively, have been presented for Universes in [16], also for encapsulation pur-
poses. It is only allowed to invoke functional methods on read-only references
since they do not cause side-effects. This means, however, that no modification
of any object is allowed and creation of new objects is also not permitted in a
functional method.

Interfaces in Java can be used to hide those methods that are state changing.
Unfortunately, the protection offered by using interface techniques in e.g. Java
can be easily circumvented since Java’s interfaces can be downcasted to the real
type of the object and then any state changing methods may be invoked.

A similar technique using the type system of Java is presented in [15] to pro-
vide a read-only construct for the Java language. In this system every program-
mer supplied type has an implicit read-only supertype. This supertype consists
only of those methods labelled by the programmer as not state changing. Every
variable declared as read-only is for the analysis replaced with its corresponding
read-only supertype. Since the proposal relies on Java’s type system the use of
protected member variables and methods is restricted as pointed out by [16]. Also
it creates a dependency on inheritance and on a strong type system. Another
drawback with this approach is that the programmer is required to manually
annotate the methods correctly with respect to their read-only properties or
otherwise methods that are read-only cannot be used as such. Annotating the
methods manually could be a demanding task since aliases must be traced and
since the dynamic binding of methods must be considered.
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9 Conclusion and Future Work

Exporting references can give rise to problems since references always give full
access to their referenced objects’ protocol. We presented a mode system that
defines a read-only construct that can be used to control access to methods
depending on the mode of reference used. It is statically checkable and does not
impose any runtime or memory overhead. We proved some read-only properties
stating that the transitive state of an object does not change when a read method
is invoked on a read reference, and that only read references to its transitive state
are exported, during the evaluation of a method invoked on a read reference. By
the aid of the mode system it is possible to export subobjects by reference
without risking the transitive state of the exported object being changed.

One direction for future work is to reduce the risk of the programmer ac-
cidentally passing in aliases to the target object’s state as arguments to read
methods invoked on read references. We will also examine the effect of allowing
member variables to be excluded from its object’s state and thus allowing them
to be changed in read methods invoked on read references.
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A Denotational Comparison
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Abstract. In object-oriented programming one distinguishes two kinds
of languages. Class-based languages are centered around the concept of
classes as descriptions of objects. In object-based languages the con-
cept of a class is substituted by constructs for the creation of individual
objects. Usually, the object-based languages attract interest because of
their “simplicity”. This paper contains a thorough denotational analy-
sis which reveals that simplicity is quickly lost if one tackles verification
issues. This is due to what is sometimes called “recursion through the
store”. By providing a denotational semantics for a simple class-based
and a simple object-based language it is shown that the denotational
semantics of the object-based language needs much more advanced do-
main theoretic machinery than the class based one. The gap becomes
even wider when we define concepts of specification and appropriate ver-
ification rules.

1 Introduction and Motivation

In their seminal book A Theory of Objects [1, Chapter 4] Abadi and Cardelli
write “Object-based languages are intended to be both simpler and more flexible
than traditional class-based languages.” and “Object-based languages are refresh-
ing in their simplicity, compared with even simple class based languages.” While
object-based languages are definitely more flexible, they are simpler only with
respect to syntax but much more involved with respect to semantics and pro-
gramming logics. To demonstrate this is the main objective of this paper.

Semantics in object-oriented languages usually refers to some operational se-
mantics. Also [1] mainly deal with syntax, operational semantics and typing. De-
notational semantics does not get much attention although e.g. loc.cit. [Chap. 14]
contains a sophisticated typed denotational semantics for a functional object
calculus. Consequently, programming logics (axiomatic semantics) for object-
oriented languages are usually treated in a syntactic style, proving soundness
of a logic w.r.t. the operational semantics of a language [2, 4, 8, 15, 20]. Some
notable exceptions are the extension of “higher-order Algol” to objects [16, 11]
and the co-algebraic approach propagated by [10]. The former uses a different
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style which makes comparison with object-based languages difficult and the lat-
ter does not give rise to any particular proof principles apart from co-induction
which does not seem appropriate for the object-based case (see [19]).

Denotational techniques were quite successfully applied to the verification of
functional programs in the LCF project (Logic of Computable Functions [13]).
It is more abstract and allows for concise soundness proofs. Therefore, we use
denotational semantics for a rigorous analysis of class-based and object-based
languages.

Class-based languages use the class concept to describe a collection of objects
that are the instances of the class. Object-based languages get around the notion
of class by providing features for the creation of individual objects. Classes
separate methods from objects but the class types still establish a link. They
indicate to which collection an object belongs and which method suite applies.
In the object-based case any object provides its own method suite. Method
invocation is therefore always with respect to an object’s methods the code of
which is stored in heap. Recursive methods can be simply obtained by calling the
same method of the same object. Object specifications must account for this kind
of recursion and necessarily become recursive themselves. Therefore, existence of
specifications cannot be taken for granted. We will use the techniques presented
in [14] to obtain an existence result.

As representatives for object-based and class-based languages we chose the
imperative untyped object-calculus of [1] and a very rudimentary sublanguage of
Java, respectively. The syntax of both languages is about equally rich. Through-
out the paper we just deal with an untyped semantics1. As types are properties
of syntax they can be expressed on the specification level.

The results of the object-based languages appear in greater detail in [19], the
class-based analysis and the comparison are the original contributions. Some
preliminary attempts have been published in [18, 17].

In [5] a different but related comparison has been carried out for various
interpretations of the functional object calculus in type theory. It stops short of
classes and does not discuss the imperative paradigm nor verification issues.

The paper is organised as follows: In Sect. 2 we introduce the syntax of
both languages, the class-based and the object-based one. Their denotational
semantics is given in the following section. Programming logics on the level
of denotations are then discussed, again for both languages, in Section 4 by
providing a notion of specification and discussing verification rules. A comparison
in a nutshell (Sect. 5) and some remarks about further extensions (Sect. 6)
conclude the paper.

2 Syntax

In this section the syntax of the class-based and object-based sample languages
is introduced. We restrict our attention to small kernel languages.
1 This does not mean that we ignore types completely. In the class-based case the type
of an object is essential for method dispatch.
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2.1 Preliminaries

The name space is divided into class names C, field names F , and method names
M. Moreover, Var denotes a infinitely countable set of untyped variables.

Note that in the rest of the paper x ∈ Var will always denote a variable and
all (possibly qualified) appearances of m will refer to labels in M, all (possibly
qualified) appearances of f will refer to labels in F and all (possibly qualified)
appearances of C will refer to labels in C.

2.2 Class-Based

The syntax of our simple class-based language is defined below. For the sake
of simplicity, we omit method parameters, access modes, static attributes and
static methods.

a, b ::= x variables
| new C() object creation
| a.f field selection
| a.f = b field update
| a.m() method call
| letx=a in b local def.

The “self” reference this is just considered a special (predefined) variable name,
therefore this ∈ Var. Note that we do not distinguish between expressions and
statements (like in the object calculus). There is no extra operator for sequential
composition as it can be expressed using “let”, i.e. a; b ≡ let x = a in b where x
does not occur freely in a and b. Methods are considered non-void but this is
not a real restriction.

Additionally, there is a syntax for class definitions:

c ::= class C { fi
i=1,...,n

mj = bj j=1,...,m

C () = b
}

cl ::= ε | c cl
A class definition is similar to one in Java with all type declarations omitted.
A class definition contains a list of field declarations, a list of method declarations
and a constructor. All functions and the constructor are nullary.

This syntax is similar to the one of Featherweight Java [9] or Java-light [12]
but the former is purely functional and the latter is typed and covers a larger
subset of the Java syntax.
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2.3 Object-Based

Recall that the syntax of the imperative untyped object calculus of [1] is as
follows:

a, b ::= x variable
| [fi=bi i=1..n,mj=ς(xj)bj j=1..m] object creation
| a.f field select
| a.f⇐b field update
| a.m() method call
| a.m⇐ς(x)b method update
| clone(a) shallow copy
| letx=a in b local def.

Note that, by contrast to [1], we do distinguish between fields and methods
explicitly.

3 Denotational Semantics

In this section we give a denotational semantics for both languages, the class-
based and the object-based one.

3.1 Preliminaries

When specifying the recursive types needed for the interpretation of object cal-
culi we often have to employ record type formation in the following sense. Let L

be a (countable) set of labels and A a predomain then the type of records with
entries from A and labels from L is defined as follows:

RecL(A) = ΣL∈Pfin(L)A
L

where AL is the set of all total functions from L to A. It can be easily seen
that RecL is a locally continuous functor on predomains with continuous maps.
A record with labels li and corresponding entries vi (1 ≤ i ≤ k) is written
{|l1 = v1, . . . lk = vk|}. Notice that RecL(A) is always non–empty as it contains
the element 〈∅, ∅〉.
Definition 1. The update (and extension) operation for records is defined as in
Table 1. If r ∈ RecL(A) and l ∈ L we will write r.l↓ to express that l is in the
domain of r, ie. label l is defined in r.

Some other basic domains are needed. Let Loc be some countable set of locations
(addresses) for objects and Val the set of basic untyped values like booleans
or integers. Observe that Loc ⊆ Val, ie. locations can be seen as values and
thus be stored in environments. Let Env = LocVar denote the domain of local
environments (or stacks) that are used to deal with bound variables.



Class-Based versus Object-Based: A Denotational Comparison 477

Table 1. Record update and extension

{|mi=fi|}i=1...n[m:=f ] =

8<
:

{|m1=f1, . . . , mn=fn, m=f |} if m is different
from all mi

{|m1=f1, . . . , m=f, . . . , mn=fn|} if m = mi

It is sensible to assume that Val is a flat predomain, ie. any ascending chains
in Val consist of one element only. In the same way, Loc is a flat predomain too.

In general, we use predomains (domains without a least element) as they
are simpler to deal with. Note that the category of predomains and continuous
partial maps (⇀) is equivalent to the category of domains with strict continuous
maps. As usual, × binds stronger than ⇀.

As the concept of a “method” is important to class-based as well as object-
based languages let us define a domain Cl (for closure) in which methods (always
without arguments in this paper) will find their interpretation:

Cl = Loc × St ⇀ Val × St

A closure is a partial function mapping a location, representing the callee object,
and (the old) store to a value, the result of the method, and a new store which
accounts for the side effects during execution of the method in question.

3.2 Class-Based

The class-based language introduced above finds its interpretation within the
following system of predomains:

Definition 2. Let the semantic counterparts of objects (1), stores (2), and
method suites (3) be defined as below.

(1) Ob = RecF (Val)×C
(2) St = RecLoc(Ob)
(3) Ms = RecC(RecM(Cl)× (St⇀Loc × St))

Note that an object consists of a record of field values plus the name of its class
type. This information is stored in order to be able to do the dynamic dispatch
for method calls (due to subtype polymorphism). A method suite is a record
RecM(Cl) × (St⇀Loc × St) which contains all methods of a class including the
constructor new. Therefore Ms is the record of all method suites for all declared
classes. It should be stressed that the definition of St as RecLoc(Ob) faithfully
reflects the idea of a state as an assignment of objects to a finite set of locations.
Moreover, this formulation, by contrast to the functional modelling of states,
has the advantage that St is a flat predomain.

The function type : Ob → C that returns an object’s type, ie. type(o) = o.2
will be useful later.
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The interpretation of the syntax is given by the following semantic equations:

Definition 3. Given an environment ρ ∈ Env, an environment of method suites
µ ∈ Ms and an expression a its interpretation �a�ρ : Ms⇀St⇀Val×St is defined
in Table 2 (page 478). Note that the semantic let on the right hand side of the
definitions is strict in its first argument.

Table 2. Denotational semantics of expressions (class-based)

�x� ρ µ σ = 〈ρ(x), σ〉�this� ρ µ σ = 〈ρ(this), σ〉�new C()� ρ µ σ = µ.C.2(σ)�a.f� ρ µ σ = let 〈	, σ′〉=�a� ρ µ σ in σ′.	.1.f�a.f=b� ρµ σ = let 〈	, σ′〉=�a� ρ µ σ in
let 〈v, σ′′〉=�b� ρ µ σ′ in 〈v, σ′′[	 := 〈σ′′.	.1[f := v], σ′′.	.2〉]〉�a.m()� ρ µ σ = let 〈	, σ′〉=�a� ρ µ σ in µ.type(σ′.	).1.m(〈	, σ′〉)�letx=a in b� ρ µ σ = let 〈	, σ′〉=�a� ρ µ σ in �b� ρ[	/x]µ σ′ .

Given an environment of method suites µ ∈ Ms a class definition c finds its
interpretation �c� : Ms⇀Ms as defined in Table 3 (page 478). Accordingly, the
semantics of a list of class definitions is as follows:

�c cl�µ = �cl�µ[C:=�c�µ]
�ε�µ = µ

As this does not allow one to write a recursive class definition the right semantics
�cl� : Ms of a class definition list is as follows

�cl� = fix λµ. �cl�µ

where the usage of the fixpoint operator is justified since Ms is a domain and �cl� :
Ms⇀Ms is a continuous function between domains. Continuity is a consequence

Table 3. Denotational semantics of class definitions

�
���
class C { fi

i=1..n

mj=bj
j=1..m

C() =b
}

�
��� µ =

� {|mj=λ〈	, σ〉. �bj� ρ[	/this]µ σ|}j=1..m,

λσ. 〈	, �b� ρ[	/this]µ σ[	:=〈{|fi=initC,i|}i=1..n, C〉]
�

where 	 is a fresh location not in the domain of σ and initC,i denotes a default value
for field fi in C.
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Table 4. Denotational semantics of the imperative object calculus

�x�ρσ = 〈ρ(x), σ〉	
[fi=ς(xi)bi

i=1..n,
mj=ς(xj)bj

j=1..m]



=

�
	,

σ[	 := 〈 {|fi=�bi� ρσ|}i=1..n,

{|mj=λ〈	′, σ′〉. �bj� ρ[	′/xj ]σ
′|}j=1..m 〉]

�

where 	 is a fresh location not in the domain of σ�a.f�ρ σ = let 〈	, σ′〉=�a�ρσ in σ′.	.1.f�a.f⇐b�ρσ = let 〈	, σ′〉=�a�ρσ in
〈	, σ′[	:=〈σ′.	.1[f:=�b�ρσ′], σ′.	.2〉]〉�a.m()�ρ σ = let 〈	, σ′〉=�a�ρσ in σ′.	.2.m(〈	, σ′〉)�a.m⇐ς(x)b�ρσ = let 〈	, σ′〉=�a�ρσ in
〈	, σ′[	:=〈σ′.	.1, σ′.	.2[m:=λ〈	′, σ′′ 〉.�b� ρ[	′/x]σ′′]〉]〉�clone(a)�ρσ = let 〈	, σ′〉=�a�ρσ in 〈	′, σ′[	′:=σ′.	]〉

where 	′ is a fresh location not in the domain of σ′�letx=a in b�ρσ = let 〈	, σ′〉=�a�ρσ in �b�ρ[	/x]σ′ .

of the definitions in Tables 2 and 3. All interpretations depending on the method
suites (method application and object creation) are continuous in µ.

3.3 Object-Based

The imperative object calculus finds its interpretation within the following sys-
tem of recursive types:

Definition 4. Let the semantic counterparts of objects (1) and stores (2) be
defined as below:

(1) Ob = RecF (Val)×RecM(Cl)
(2) St = RecLoc(Ob)

In the following we will write StVal for RecLoc(RecF (Val)). There is an obvious
projection πVal : St→StVal with πVal(σ).� � π1(σ.�) where π1 projects on the first
component.

The interpretation of the syntax is given by the following semantic equations:

Definition 5. Given an environment ρ ∈ Env = LocVar and an object expres-
sion a its interpretation �a�ρ : St⇀Loc×St is defined in Table 4 (page 479).

In the object-based case the semantics of field and method select are identical.
So are the semantics of field and method update. The only difference is that the
fields are of the simpler type Val.

Note that we can still write recursive methods although semantically there
is no fixpoint of recursive definitions as for the class-based case. The recursion
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works simply “through the store”, it is established by self application. For ex-
ample, if �[m = ς(x)x.m()]� ρ σ = 〈�, σn〉 where

σn := σ[� := 〈∅, {|m = λ〈�′, σ′〉. σ′.�′2.m(〈�′, σ′〉)|}〉]
we obtain

�[m = ς(x)x.m()].m()� ρ σ = let 〈�, σ′〉 = �[m = ς(x)x.m()]� ρ σ in
σ′.�.2.m(〈�, σ′〉)

= σn.�.2.m(〈�, σn〉)
= σn.�.2.m(〈�, σn〉)
= . . .

which does not yield a defined result.

4 Logics of Programs

Once the denotational semantics of classes and objects is settled one can start
reasoning about these denotations. This is in analogy with the LCF (Logic of
Computable Functions) project (see e.g. [13]) for the functional paradigm. In
LCF one reasons about functional programs by referring to their semantic (fix-
point) interpretation using results of domain theory. An analogous procedure
will be carried out for the object-oriented languages defined above. Reasoning
about classes and objects will be done by referring to their semantics defined in
the previous section.

4.1 Specifications

First we have to define an appropriate notion of specification for classes and
objects. For the class-based case we follow [8, 15, 20], for the object-based case [2].
Whereas in the cited approaches specifications are defined syntactically and their
semantics implicitly by proof rules (verified w.r.t. some operational semantics)
we work consistently on the denotational level. The more abstract description
leads to a conceptually clearer understanding of the principles involved and to
better structured soundness proofs.

As every class and every object in the object-based language contain a num-
ber of methods, some common structures in specifications can be singled out: for
every method there is a result specification and a transition specification. This
distinction is usually blurred in class-based verification calculi, but we will see
below why it is important for object-based specifications.

Bm ∈ ℘(Val × St) result specification for m ∈ M
Tm ∈ ℘(Loc × St × Val × St) transition specification for m ∈ M
Taking into account that we are only interested in partial correctness (at least
for the considerations of this paper) the meaning of the specifications can be
described informally as follows:
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Bm : “If method m terminates its result fulfils the result specification.”
Tm : “If method m terminates its effect fulfils the transition specification.”

An object is given by a location and the store it resides in and a class by its name
and the method suites it defines. Therefore, a class specification is a predicate
in ℘(C × Ms) whereas an object specification is a predicate in ℘(Loc × St).

4.2 Class-Based

Definition 6. Specifications of methods, Specm
C , classes SpecC , and packages,

SpecC , are defined below:

Specm
C : ℘(Val × St)× ℘(Loc × St × Val × St) → ℘(C × Cl)

SpecC : RecM(℘(Val × St)× ℘(Loc × St × Val × St)) → ℘(C × Ms)
SpecC : RecC(RecM(℘(Val × St)× ℘(Loc × St × Val × St))) → ℘(Ms)

〈C, f〉 ∈ Specm
C (Bm, Tm) iff ∀� ∈ Loc. ∀v ∈ Val. ∀σ, σ′ ∈ St.
(type(σ.�) = C ∧ f(�, σ) = 〈v, σ′〉) ⇒ Bm(v, σ′) ∧ Tm(�, σ, v, σ′)

〈C, µ〉 ∈ SpecC(r) iff ∀m ∈ M.
r.C.m↓ ⇒ µ.C.1.m↓ ∧ 〈C, µ.C.1.m〉 ∈ Specm

C (r.C.m)

µ ∈ SpecC(R) iff ∀C ∈ C. R.C↓ ⇒ µ.C↓ ∧ 〈C, µ〉 ∈ Spec(R.C)

Typical examples of transition specifications Tm are specifications à la Hoare:

Tm(�, σ, v, σ′) ≡ P (�, σ) ⇒ Q(�, σ, v, σ′)

Note that P may refer to the old state σ as well as to the value of the self
parameter this, �. On the other hand, Q may refer to the self parameter �,
to the new state σ′ after method execution and to the result v of the method.
It may also refer to the pre-state σ in order to be able to talk about the “old
values” of variables.2

Theorem 1. The specifications Specm
C , SpecC , and SpecC always exist and are

admissible predicates.

Proof. Existence is trivial as the specifications are defined explicitly. This point
is only emphasized to address the difference with respect to object specifications.
Let us show admissibility for Specm

C , the other cases work analogously. First we
rewrite Specm

C :

〈C, f〉 ∈ Specm
C (Bm, Tm) iff ∀� ∈ Loc. ∀v ∈ Val. ∀σ, σ′ ∈ St.
(type(σ.�) �= C ∨ f(�, σ)↑ ∨ (Bm(f(�, σ)) ∧ Tm(�, σ, f(�, σ)))

As Cl is a flat predomain admissibility must only be shown with respect to
the second component f . Since admissible predicates are closed under universal
quantification, disjunction, conjunction, and composition with continuous maps
(and function application is continuous) it only remains to show that ↑, Bm,
and Tm are admissible. The former is by definition, the latter are because they
are predicates on a flat predomain.
2 Alternatively, one can employ logical variables to talk about old values of variables.
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In order to prove that a specification is true for a program (package) one has
to apply fixpoint induction. The corresponding proof rule reads as follows:

µ ∈ SpecC(R) ⇒ �cl�µ ∈ SpecC(R)
fix λµ. �cl�µ ∈ SpecC(R)

which presupposes that the specification is admissible.
This is a denotational equivalent of the inductive proof rule presented e.g. in

[21]3.
Which method is executed for a method application o.m() actually depends

on the type of o: type(�o�). For verification purposes this is problematic as the
dynamic type of an object is not known at verification (ie. compile) time. In [20]
a special method triple {P}C :: m(){Q} was suggested with the intuitive meaning
that all methods m in class C and all subclasses of C fulfil the specification in
terms of pre- and post-conditions P and Q. Moreover, the following proof rule
was proposed for any method m provided it does not depend on other methods.

(†) ∀C′ ≤ C. {P}C :: m() {Q} � {P} body(C′ :: m){Q}
{P}C :: m() {Q}

where body(C′ :: m) denotes the body of the corresponding method. This rule
can be verified w.r.t. the operational semantics by induction on the number of
unfoldings of method m. A less tedious soundness proof uses fixpoint induction
and a slightly stronger notion of specification:

Definition 7. Specifications of packages obeying behavioural subtyping:

Specbeh
C : RecC(RecM(℘(Val × St)× ℘(Loc × St × Val × St))) → ℘(Ms)

µ ∈ Specbeh
C (R) iff ∀C ∈ C. ∀C′ ≥ C. R.C′↓ ⇒ 〈C, µ〉 ∈ SpecC(R.C′)

Thus, a package µ fulfils specification Specbeh
C (R) if all classes in µ are correct

w.r.t. their own class definition but also the specifications of all super classes. By
Theorem 1 and the fact that admissible predicates are closed under conjunction
one obtains that Specbeh

C is admissible, too.

Theorem 2. If the method m in class C is recursive but does not depend on other
methods, then the rule (†) is sound w.r.t. our semantics.

Proof. Let R be the specification SpecC({|C = {|m = 〈True, Tm〉|}|}) where
Tm(�, σ, v, σ′) = P (�, σ) ⇒ Q(�, v, σ′). Then the semantic counterpart of the
rule above is:

∀C′ ≤ C. µ ∈ Specbeh
C (R) ⇒ (�cl�µ).C′.1.m ∈ Specm

C (True, Tm)
fixλµ. �cl�µ ∈ Specbeh

C (R)

3 More precisely, the semantical equivalent of [21] is rather computational induction
which implies fixpoint induction.
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which is equivalent to

µ ∈ Specbeh
C (R) ⇒ ∀C′ ≤ C. (�cl�µ).C′.1.m ∈ Specm

C (True, Tm)
fixλµ. �cl�µ ∈ Specbeh

C (R)

Under the given assumptions it is easy to show that

∀C′ ≤ C. (�cl�µ).C′.1.m ∈ Specm
C (True, Tm) iff �cl�µ ∈ Specbeh

C (R)

which then is equivalent to the valid fixpoint induction rule

µ ∈ Specbeh
C (R) ⇒ �cl�µ ∈ Specbeh

C (R)
fixλµ. �cl�µ ∈ Specbeh

C (R)

Apart from the method specifications Tm, class specifications could be ex-
tended to contain requirements on the constructor new (as well as on any static
method or field).

Given method suites µ, a class invariant for C is a predicate on objects I ∈
℘(Loc×St) such that all methods µ.C.m in class C fulfil the method specification

Tm(�, σ, v, σ′) ≡ I(�, σ) ⇒ I(�, σ′)

and object creation establishes I, in other words I(µ.C.2(σ)) for all σ ∈ St.

4.3 Object-Based

Due to self application the argument of an object’s method is the object itself.
Proving properties of an object means proving properties of its methods but this
requires that the object itself already satisfies the specification.

A first tentative definition of an object specification is given below. Note that
we add an additional component A ∈ ℘(Loc × St) to describe properties of the
fields not covered by the method result and transition specifications.

Definition 8. A tentative object specifications is as follows:

Speco : (℘(Loc × St)× RecM(℘(Val × St)× ℘(Loc × St × Val × St)))
⇀℘(Loc × St)

〈�, σ〉 ∈ Speco(A, {|mj = 〈Bmj , Tmj〉|}j=1..m) iff ∀m ∈ M. ∀v ∈ Val. ∀σ′ ∈ St.

〈�, σ〉 ∈ A ∧ ((〈�, σ〉 ∈ Speco(A, {|mj = 〈Bmj , Tmj 〉|}j=1..m)
∧ σ.�.m(�, σ)) = 〈v, σ′〉 ⇒ Bm(v, σ′) ∧ Tm(�′, σ, v, σ′))

The above definition is implicit and due to the contravariant occurrence of Speco

it is not clear that the specification exists. If all constituent predicates are mono-
tonic one can define the specification to be the fixpoint of the defining functional.
But the least fixpoint would not give the intended meaning (as methods would
simply be required to be undefined) and the greatest one just leaves us with
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co-induction as appropriate proof principle which. Co-induction requires an in-
variant that is often not easy to find or that turns out to be just the specification
itself (for an example see [19]).

A more intuitive way to prove objects correct is given in [2]. As the argument
of a method do not assume the callee itself but an arbitrary object obeying the
object specification.

Definition 9. The generalised notion of object specification is defined below:

SpecO : ((℘(Loc × St)⇀℘(Loc × St))×
RecM((℘(Val × St)⇀℘(Val × St))× ℘(Loc × StVal × Val × StVal)))

⇀℘(Loc × St)

Let Speco(A, {|mj = 〈Bmj , Tmj 〉|}j=1..m) be the predicate S ∈ ℘(Loc × St) with

(�,σ) ∈S ≡ A(S)(�, σ) ∧
∀m ∈ M. ∀�′ ∈ Loc. ∀σ′ ∈ St. 〈�′, σ′〉 ∈ S ⇒
∀v ∈ Val. ∀σ′′ ∈ St.
σ.�.2.m(�′, σ′) = (v, σ′′) ⇒ Bm(S)(v, σ′′) ∧ Tm(�′, πVal(σ′), v, πVal(σ′′))

provided S is unique with the above property.

Note that we added some recursive dependencies: A and B m may use Speco re-
cursively. Properties of fields or results that are (locations of) objects themselves
can be specified in terms of that object’s class type. In the object-based case one
cannot refer to a class specification so one must ensure that it is possible to refer
to the specification one is about to define recursively.

The following theorem states an existence theorem for object specifications.

Theorem 3. Given admissible A, Bmj and Tmj as in the definition above where
A and B satisfy the following conditions:

(i) e : X ⊆ X ′ implies F (e, e) : A(X) ⊆ A(X ′) for all e � idSt.
(ii) for all m ∈ M, e : X ⊆ X ′ implies F (e, e) : Bm(X) ⊆ Bm(X ′) for all

e � idSt.

where F (Y,X) = RecLoc(RecF (Val)×RecM(Loc×Y⇀Val×X)) and e : X ⊆ Y
abbreviates ∀o:Loc × St. o∈X ∧ e(o)↓ ⇒ e(o)∈Y . Then for Φ defined as

Φ(Y ,X)(�, σ) ≡ A(X)(�, σ) ∧
∀m ∈ M. ∀�′ ∈ Loc. ∀σ′ ∈ St. 〈�′, σ′〉 ∈ Y ⇒

∀v ∈ Val. ∀σ′′ ∈ St.
σ.�.m(�′, σ′) = (v, σ′′) ⇒ Bm(X)(v, σ′′) ∧ Tm(�′, πVal(σ′), v, πVal(σ′′))

there exists a unique admissible S ∈ ℘(Loc × St) with S = Φ(S, S).

Proof. The proof uses Andrew Pitts’ relational properties of domains [14] and
can be found in [19].
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Table 5. In a nutshell: class-based vs. object-based semantics

class based object based

object Ob = RecF (Val)× C Ob = RecF (Val)× RecM(Cl)
store St = RecLoc(Ob) St = RecLoc(Ob)
meth’s Ms = RecC(RecM(Cl)×

(St⇀Loc × St))
unfolded St = RecLoc(RecF (Val)× C) St = RecLoc(RecF (Val)×

RecM(Loc × St⇀Val × St))
recursion fixpoint of �cl� : Ms⇀Ms by self application “through store”
spec type ℘(C × Ms) ℘(Loc × St)
existence trivial only for admissible specs

if Tm refers to flat part of σ only
proof rule fixpoint induction the specification itself
admissibility required but always guaranteed required

This theorem guarantees existence only if Tm does not refer to the method part
of the store. It is yet unknown whether existence can be ensured otherwise (in
a less restrictive way). As a consequence, method update is problematic from
a specification point of view. The transitions specification cannot express any
changes caused by updates if they are not allowed to refer to the method part
of the object (store). Method update is considered difficult also in [5] but for a
different reason. It is hard to include in the strongly typed encodings.

We are now in a position to explain why we have distinguished between Tm

and Bm in the first place. Bm is allowed to refer to the higher-order (method)
part of the store whereas Tm is not. This has useful consequences as Bm can be
used to express method invariants. If a specification for 〈�, σ〉 uses a Bm defined
as

〈v, σ′〉 ∈ Bm(X) ≡ 〈�, σ′〉 ∈ X
it is stipulated that the object � still fulfils the specification (represented by X
but later bound by recursion) after execution of m in the new state σ′.

Another advantage is that just by definition of SpecO the object introduction
rule of [2] is correct in our semantics. It explains much better why the calculus
is sound than a rather involved induction on derivations.

5 Comparison

Unfolding the definitions of St for the class-based and the object based lan-
guage one immediately observes a difference as emphasized in Table 5. It is
obvious that the domain of interpretation for the object-based case is itself de-
fined recursively, and that the right hand side of its definition even contains
a negative occurrence. This is is a particular instance of a concept known as
“recursion through the store”. Recursive methods can be implemented without
the explicit recursion of the class-based languages by calling some code residing
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in the store. Specifications are not recursively defined and thus their existence
is trivial in the class-based case whereas it needs some heavy domain theoretic
machinery to guarantee existence of the object specifications. In the latter case
existence requires already the constituent predicates to be admissible and mono-
tonic. Transition specifications must not refer to methods, they may just talk
about the fields of objects, but cannot express effects of method updates.

Finally, the main proof rule for the class-based approach is fixpoint induction
triggered by the recursive definition of method suites. For the object-calculus the
definition of the specifications provides the proof rule that uses as assumption –
as “induction hypothesis” – that the specification holds for the arbitrary object
that is used as callee of the method in question.

6 Conclusion

The comparison between a typical class-based and a typical object-based lan-
guage in terms of denotational semantics reveals that the semantic domains
and the logic on top of these domains are much more involved in the object-
based case. In the latter case, specifications may not exist if method update
is allowed. For both languages recursion is involved, although on different lev-
els: for class-based languages only the method suites are recursively defined, for
object-based languages the underlying semantic domains and the specifications
are recursively defined but not the methods themselves. Due to the recursion, all
predicates used for program verification must be admissible in both cases. But
only for the class-based language this can be guaranteed in general.

The semantics demonstrate in an intuitive way that crucial proof rules for
the logics in [20] and [2] are correct.

Further research includes full proofs of the soundness of the program log-
ics [20, 2] as well as a typed variant of the presented denotational semantics.
Other natural extensions include method parameters and access restrictions
(data encapsulations). Static methods can easily be incorporated into the class-
based approach following the scheme of the nullary constructor. Also abnormal
termination (exception handling) and control flow operators could be incorpo-
rated (cf. [10]).

One significant advantage of the presented approach is that it does not com-
mit itself to any particular form of logic so other verification calculi can be
treated in the very same fashion. In particular it is independent of the underly-
ing (usually first-order) logic. Therefore, our analysis is orthogonal to and thus
compatible with the spatial logic suggested by [6, 7].
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1 General Description

BRAIN is a tool for analysis of infinite-state systems in which a state can be rep-
resented by a vector of integers. Currently it is used to verify safety and deadlock
properties expressed as reachability statements in a quantifier-free language with
variables ranging over natural numbers.

2 Input Language

The input language of BRAIN consists of problem descriptions specifying the
following.

1. The sets of initial and final states by a quantifier-free formula of Presburger
arithmetic. Instead of final states, one can specify the set of deadlock states,
which will be computed by BRAIN automatically from the description of
transitions.

2. Transitions expressed as guarded assignments guard->assignment (see [7]),
where guard is again a quantifier-free formula of Presburger arithmetic and
assignment is a sequence of assignments to variables. Examples will be given
below.

3. Queries of two types: reachability of a set of states from another set of states,
or reachability of a deadlock state from a set of states.

An example specification of the IEEE Futurebus protocol (see [6]) is given in
Figure 1.

3 Transition Systems

The semantics of a problem expressed in the language can be defined as follows.
Let V be the set of all variables declared in the problem (see the keyword var
in Figure 1). We call a state a mapping from the set of variables into the corre-
sponding domain (currently, only the domain of natural numbers is supported).
Such a mapping can be homomorphically extended to arbitrary terms of Pres-
burger arithmetic over V by defining s(n) = n, for every non-negative integer n
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%

% problem name

%

problem futurebus

var

s : nat,

e : nat,

i : nat

%

% specifications of the sets

% of initial and final states

%

state initial

s = 0 & e = 0 & i >= 1

state error

e >= 2

%

% transitions expressed by

% guarded assignments

%

transition read_shared_1

i >= 1 & e >= 1 ->

s := s + 2,

e := e - 1,

i := i - 1

transition read_shared_2

i >= 1 & e >= 1 ->

s := s + 1,

e := e - 1

transition read_shared_3

i >= 1 & e = 0 ->

s := s + 1,

e := 0,

i := i - 1

transition read_modified

s >= 1 ->

s := 0,

e := e + 1,

i := i + s - 1

transition write_back

e >= 1 ->

e := e - 1,

i := i + 1

%

% a query: is any error state

% reachable from an initial

% state?

%

query unsafe

error <-- initial

%

% alternatively, we can ask if

% a deadlock state is reachable

%

% query dead

% deadlock <-- initial

Fig. 1. A specification of the IEEE Futurebus protocol

and s(u1 + u2) = s(u1) + s(u2). A guard G is a quantifier-free formula of Pres-
burger arithmetic with variables in V . In addition to the function symbol + and
equality BRAIN allows one to use − and all the standard comparison operators,
such as ≤. If a formula C of variables V is true in a state s, we write s |= C.
Every such formula C symbolically represents a set of states, namely the set of
states in which it is true, i.e., {s | s |= C}.

A transition t is a set of pairs of states. Transitions are declared in BRAIN us-
ing guarded assignments of the form

G → v1 := u1, . . . , vn := un,

where all the vi’s are variables and the ui’s are terms. This guarded assignment
defines a (deterministic) transition t with the following properties: (s, s′) ∈ t
if s |= G, s′(v1) = s(u1), . . . , s′(vn) = s(un), and for every variable v ∈ V −
{v1, . . . , vn} we have s′(v) = s(v). Though every guarded assignment specifies
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a deterministic transition, the transition relation specified by a set of guarded
assignments may be non-deterministic.

One can generalize the notion of transition system in at least two ways:

1. Conditions can be arbitrary formulas of Presburger arithmetic, not neces-
sarily quantifier-free.

2. One can consider a collection of variables V ′ of the same size as V and use
in actions arbitrary formulas over V ∪V ′. Our sequence of assignments v1 :=
u1, . . . , vn := un can then be rewritten as a formula v′1 = u1 ∧ . . .∧ v′n = un.

3. Formulas of temporal logic can be used instead of reachability statements.
4. Domains other than natural numbers can be used.

Some of these generalizations are incorporated in the system described in [3]. We
cannot implement them in the current version of BRAIN immediately since this
would require different algorithms for checking reachability. We are planning to
extend the system to a more general one.

4 Why Backward Reachability

Our backward reachability algorithm uses systems of linear equalities and in-
equalities over nonnegative integers. We call such systems simple constraints.
Each simple constraint represents the set of states defined by the conjunction
of equalities and inequalities in it. For example, the final state of the Future-
bus example is represented by the simple constraint consisting of one inequality
e ≥ 2. Instead of disjunctions of simple constraints, BRAIN uses sets of simple
constraints. We say that a finite set D of constraints symbolically represents a
set of states S if for every state s we have s ∈ S if and only if for some C ∈ D
we have s |= C.

Backward reachability was chosen for a simple reason: symbolic application
of a guarded assignment to a set of states represented by a formula C(V) gives
a quantified formula, while quantifiers arising from the backward application of
a guarded assignment can be immediately eliminated. Let C(V) be a formula
specifying a set S of states and we have a transition t specified by a guarded
assignment G(V) → V := ū(V). It is not hard to argue that the set t(S) is defined
by the formula

∃V ′(C(V ′) ∧ G(V ′) ∧ V = ū(V ′)),

which is quantified even when C and G are quantifier-free. But the set t−1(S) is
defined by the formula

∃V ′(C(V ′) ∧ G(V) ∧ V ′ = ū(V)),
which is equivalent to the following quantifier-free formula

C(ū(V)) ∧ G(V).
Thus, it is much easier to symbolically compute t−1(S) than it is to compute
t(S).
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5 The Reachability Algorithm

The backward reachability algorithm LocalBackward of BRAIN is implemented
via a saturation algorithm given in Figure 2. This algorithm is taken from [8],
where implementation of BRAIN is discussed in more detail.

The algorithm works with several sets of simple constraints, IS represent-
ing the set of initial states, FS representing the set of final states, used and
unused representing intermediate states which arise from the backward reacha-
bility analysis. The algorithm is parametrized by a function select which selects
a simple constraint in a set of simple constraints. The function pdnf(A) returns
a set Q of simple constraints such that A is equivalent to

∨
C∈Q C.

At each step we select a simple constraint S, backward-apply all transitions
to it, obtaining new simple constraints which are immediately checked for sat-
isfiability. The satisfiable ones are added to the set unused. At each step we
also perform an entailment-check : if a simple constraint C entails a simple con-
straint N , then N is removed from the search space.

The algorithm also checks whether any initial state satisfies a constraint C
generated by the algorithm. If yes, then the set of states represented by C con-
tains an initial state, hence some final state is reachable from this initial state.
It is not hard to argue that the algorithm always terminates when there exists a
final state reachable from an initial state, if the function select is fair. If no final
state is reachable from an initial state, then the algorithm may either terminate
due to entailment checks or not terminate at all. The algorithm is relatively
simple because at each step we are dealing with a set of constraints of the same
variables V .

6 Algorithms over Simple Constraints

The backward reachability algorithm of BRAIN requires efficient algorithms for
checking satisfiability and entailment of constraints. These algorithms are de-
scribed in [8]. They are based on an algorithm [9] for building the basis of simple
constraints similar to the algorithm of [1]. The algorithm computes the basis of
a constraint consisting of non-decomposable solutions. The algorithm is incre-
mental : if a new equation is added to the system the algorithm incrementally
recomputes the basis. Incremental computation of the basis is very useful for
checking intersection with the set of the initial states and also for deleting re-
dundant inequalities or equalities.

7 Performance

Paper [8] contains experimental results comparing BRAIN with Action Language
Verifier [2], HyTech [5], and DMC [4]. For integer-valued problems HyTech and
DMC use relaxation, i.e., they solve real reachability problems instead of integer
reachability problems. Therefore, they are correct only when they report non-
reachability. The benchmarks are coming from specification of cache coherence
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procedure LocalBackward
input: quantifier-free formulas In,Fin,

finite set of simple guarded assignments U
output: “reachable” or “unreachable”

begin

IS := pdnf(In); FS := pdnf(Fin)
if there exist I ∈ IS , F ∈ FS such that |= ∃V(I ∧ F ) then return “reachable”
unused := FS ; used := ∅
while unused 	= ∅

S := select(unused)
used := used ∪ {S}; unused := unused − {S}
forall u ∈ U
(* backward application of u *)

N := S−u

(* satisfiability-check for the new constraint N *)

if |= ∃V(N) then
(* intersection-checks *)

if there exists I ∈ IS such that |= ∃V(N ∧ I) then return “reachable”
(* entailment-checks *)

if for all C ∈ used ∪ unused we have 	|= ∀V(N ⊃ C) then
unused = unused ∪ {N}
forall C′ ∈ used ∪ unused
(* more entailment-checks *)

if |= ∀V(C′ ⊃ N) then remove C′ from used or unused
return “unreachable”

end

Fig. 2. Local backward reachability algorithm used in BRAIN

protocols, properties of Java programs, and some other applications and have
been collected by Giorgio Delzanno.1 Our results reported in [8] show that BRAIN
is usually faster that HyTech and considerably faster than the other two systems,
often by several orders of magnitude. BRAIN also consumes much less memory
that HyTech and Action Language Verifier.

There are several problems which could only be solved by BRAIN, but not
by any of the other systems. On some of these benchmarks, BRAIN made about
109 entailment checks within the overall running time of about 15 minutes.

However, we would like to note that all of these systems are on some bench-
marks more powerful than BRAIN since they can use techniques such as widening
or transitive closure which the current version of BRAIN does not have.

8 Availability

The system is available at http://www.cs.man.ac.uk/~voronkov/BRAIN/.
1 See www.disi.unige.it/person/DelzannoG/.
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1 Overview

Formal methods are used in the software development process to increase the
security and safety of software. The software systems as well as their requirement
specifications are formalised in a textual manner in some specification language
like Casl [3] or Vse-Sl [10]. The specification languages provide constructs to
structure the textual specifications to ease the reuse of components. Exploiting
this structure, e.g. by identifying shared components in the system specification
and the requirement specification, can result in a drastic reduction of the proof
obligations, and hence of the development time which again reduces the overall
project costs.

However, the logical formalisation of software systems is error-prone. Since
even the verification of small-sized industrial developments requires several per-
son months, specification errors revealed in late verification phases pose an in-
calculable risk for the overall project costs. An evolutionary formal development
approach is absolutely indispensable. In all applications so far development steps
turned out to be flawed and errors had to be corrected. The search for formally
correct software and the corresponding proofs is more like a formal reflection of
partial developments rather than just a way to assure and prove more or less
evident facts.

The Maya-system supports an evolutionary formal development since it al-
lows users to specify and verify developments in a structured manner, incorpo-
rates a uniform mechanism for verification in-the-large to exploit the structure of
the specification, and maintains the verification work already done when chang-
ing the specification. Maya relies on development graphs as a uniform represen-
tation of structured specifications, which enables the use of various (structured)
specification languages like Casl [3] and Vse-Sl [10] to formalise the software
development. To this end Maya provides a generic interface to plug in additional
parsers for the support of other specification languages. Moreover, Maya allows
the integration of different theorem provers to deal with the actual proof obli-
gations arising from the specification, i.e. to perform verification in-the-small.

Textual specifications are translated into a structured logical representation
called a development graph [1, 4], which is based on the notions of consequence
relations and morphisms and makes arising proof obligations explicit. The user
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Generating proof obligations

Fixing faulty specifications Translating into logical representation

(Text)

Specification

Graph

DevelopmentTheorem

Prover

Fig. 1. Formal life cycle

can tackle these proof obligations with the help of theorem provers connected to
Maya like Isabelle [8] or Inka [5].

A failure to prove one of these obligations usually gives rise to modifications
of the underlying specification (see Fig. 1). Maya supports this evolutionary pro-
cess as it calculates minimal changes to the logical representation readjusting it
to a modified specification while preserving as much verification work as possible.
If necessary it also adjusts the database of the interconnected theorem prover.
Furthermore, Maya communicates explicit information how the axiomatisation
has changed and also makes available proofs of the same problem (invalidated by
the changes) to allow for a reuse of proofs inside the theorem provers. In turn,
information about a proof provided by the theorem provers is used to optimise
the maintenance of the proof during the evolutionary development process.

2 From Textual to Logical Representation

The specification of a formal development in Maya is always done in a tex-
tual way using specification languages like Casl or Vse-Sl. Maya incorporates
parsers to translate such specifications into the Maya-internal specification lan-
guage Dgrl (“Development Graph Representation Language”). While unstruc-
tured specifications are solely represented as a signature together with a set of
logical formulas, the structuring operations of the specification languages (such
as then, and, or with in Casl) are translated into the structure of a develop-
ment graph. Each node of this graph corresponds to a theory. The axiomatisation
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Fig. 2. Textual Casl-specification

of this theory is split into a local part which is attached to the node as a set
of higher-order formulas and into global parts, denoted by ingoing definition
links, which import the axiomatisation of other nodes via some consequence
morphisms. While a so-called local link imports only the local part of the ax-
iomatisation of the source node of a link, global links are used to import the
entire axiomatisation of a source node (including all the imported axiomatisa-
tions of other nodes). In the same way local and global theorem links are used
to postulate relations between nodes (see [1] for details). A global theorem link
represents that all axioms defining the theory of the source node are conjectures
in the theory of the target node, while local theorem links represent that only
the local axioms of the source node are conjectures in the theory of the target
node. Consider, as an example, the Casl-specification of lists of natural num-
bers and stacks over arbitrary elements (cf. Fig. 2). The view postulates that
lists over natural numbers are indeed stacks. The specifications are translated
into the development graph viewed in the upper left part of Fig. 3. The resulting
development graph is structurally more verbose than the original textual spec-
ification structure because of the different definitions of scope and visibility for
signature symbols: The visibility rules for the different Casl structuring opera-
tions are encoded in the uniform structuring operation (definition links) of the
development graph. The left subgraph results from the specification of stacks
over arbitrary elements, while the right subgraph corresponds to the lists over
natural numbers. The view is encoded by a global theorem link from the top
node of the left subgraph to the top node of the right subgraph.
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Fig. 3. Bookkeeping the status of proof obligations in Maya

3 Verification In-the-Large

The development graph is the central data-structure to store and maintain the
formal (structured) specification, the arising proof obligations and the status of
the corresponding verification effort (proofs) during a formal development.

Maya distinguishes between proof obligations postulating properties between
different theories, like the notion of view in Casl or satisfies in Vse-Sl, and
lemmata postulated within a single theory, e.g. with the %implies annotation
in Casl. As theories correspond to subgraphs within the development graph,
a relation between different theories, represented by a global theorem link, cor-
responds to a relation between two subgraphs. Each change of these subgraphs
can affect this relation and would invalidate previous proofs of this relation.
Therefore, Maya decomposes relations between different theories into individ-
ual relations between the local axiomatisation of a node and a theory (denoted
by a local theorem link). Each of these relations decomposes again into a set of
proof obligations postulating that each local axiom of the node is a theorem in
the target theory with respect to the morphism attached to the link. In the run-
ning example the global theorem link between the top nodes of both subgraphs is
decomposed into a set of local theorem links from each node of the left subgraph
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to the top node of the right subgraph (cf. Fig. 3). The proof obligations of such
a local theorem link are viewed in the right-hand side of Fig. 3.

While definition links establish relations between theories, theorem links de-
note lemmata postulated about such relations. Thus, the reachability between
two nodes establishes a formal relation between the connected nodes (i.e. the the-
ory of the source node is part of the theory of the target node wrt. the morphisms
attached to the connecting links). Maya uses this property to prove relations be-
tween theories by searching for paths between the corresponding nodes (instead
of decomposing the corresponding proof obligation in the first place).

4 Verification In-the-Small

When verifying a local theorem link or proving speculated lemmata, the conjec-
tures have to be tackled by some interconnected theorem prover. In both cases
the proofs are done within the theory of a specific node. Thus, conceptually
each node may include its own theorem prover which is provided with the lo-
cal axioms of the node and all axioms imported via incoming definition links.
In principle, there is a large scale of integration types. The tightest integration
consists of having a theorem prover for each node wrt. which theory conjectures
must be proven, and the theorem prover returns a proof object generated during
the proof of a conjecture. Those are stored together with the conjecture and
can be used by Maya to establish the validity of the conjecture if the speci-
fication is changed. The loosest integration consists in having a single generic
theorem prover, which is requested to prove a conjecture within some theory and
is provided with the axiomatisation of this theory. The theorem prover only re-
turns whether it could prove a conjecture or not, without any information about
axioms used during the proof. For a detailed discussion of the advantages and
drawbacks of the different integration scenarios see [2].

Currently, Maya supports two integration types: One where information
about used axioms is provided by the theorem prover, and one where no such
information is provided. In the first case, Maya stores the proof information
and the axioms used during the proof (cf. status of theorem 2 in Fig. 3). In the
second case, Maya assumes there is a proof for the proof obligation (cf. status
of theorem 3 in Fig. 3), as there is no information about the proof. In both
scenarios, Maya makes use of generic theorem provers which are provided with
the axiomatisation of the current theory. Currently Maya provides all axioms
and lemmata located at theories that are imported from the actual theory by
definition links to the prover. Switching between different proof obligations may
cause a change of the current underlying theory and thus a change of the un-
derlying axiomatisation. Maya provides a generic interface to plug in theorem
provers (based on an XML-RPC protocol) that allows for an incremental update
of the database of the prover.
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5 Evolution of Developments

Changes of specifications are done inside the textual representation. Parsing a
modified specification results in a modified Dgrl-specification. In order to sup-
port a management of change, Maya computes the differences of both Dgrl-
specifications and compiles them into a sequence of basic operations in or-
der to transform the development graph corresponding to the original Dgrl-
specification to a new one corresponding to the modified Dgrl-specification.
Examples of such basic operations are the insertion or deletion of a node or
a link, the change of the annotated morphism of a link, or the change of the
local axiomatisation of a node. As there is no optimal solution to the prob-
lem of computing differences between two specifications, Maya uses heuristics
based on names and types of individual objects to guide the process of mapping
corresponding parts of old and new specification. Since the differences of two
specifications are computed on the basis of the internal Dgrl-representation,
new specification languages can easily be incorporated into Maya by providing
a parser for this language and a translator into Dgrl.

The development graph is always synthesised or manipulated with the help of
the previously mentioned basic operations (insertion/deletion/change of nodes/
links/axiomatisation) and Maya incorporates sophisticated techniques to anal-
yse how these operations will affect proof obligations or proofs stored within the
development graph. They incorporate a notion of monotonicity of theories and
morphisms, and take into account the sequence in which objects are inserted
into the development graph. Furthermore, the information about the decompo-
sition and subsumption of global theorem links obtained during the verification
in-the-large is explicitely maintained and exploited to adjust them once the de-
velopment graph is altered. Finally, the knowledge about proofs, e.g. the used
axioms, provided by the interconnected theorem provers during the verification
in-the-small is used to preserve or invalidate the proofs.

6 Conclusion

The Maya-system is mostly implemented in Common Lisp while parts of the
GUI, shared with the OMEGA-system [9], are written in Mozart. The Casl-
parser is provided by the CoFI-group in Bremen. The Maya-system is available
from the Maya-web-page at www.dfki.de/~inka/maya.html.

Future extensions of the system will include a treatment of hiding [7], a
uniform treatment of different logics based on the notion of heterogenous devel-
opment graphs [6], and the maintenance of theory-specific control information
for theorem provers. The latter comprises a management for building up the
database of theorem provers by demand rather than providing all available ax-
ioms and lemmata at once as well as the management of meta-level information,
like tactics or proof plans, inside MAYA.
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